
Financial data is one of the high priority targets for cyber criminals, as it 
represents an opportunity for significant financial gain. The critical, and 
mobile, nature of transactional data means it is at risk as it  traverses the 
world’s private and public networks. Thales has been delivering 
encryption solutions for the financial sector for more than a decade. During 
this time, we have  secured WAN and data center infrastructures for a wide 
variety of banks, trading houses and asset management firms. 

Securing Financial 
Services Data in Transit

Breach incidents by type in 2019

Protecting financial data

The sensitive nature of financial services data places a specific set of demands upon 
any encryption solution. Key considerations for financial data protection include:

The threat landscape

According to the Data Breach Investigations Report, which analyzes 5,258 breaches 
from around the world, external actors are the leading source for malicious actions.

Breach incidents by source in 2021

Source: 2021 Verizon Data Breach Investigations Report
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High profile 
breaches 

Heartland Payment Systems
The largest credit card scam in 
history? Heartland eventually paid 
over $140 million in fines and 
settlements

European Central Bank
ECB website hack results in 
the loss of more than 4 million 
email addresses and contact 
records
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The Thales CN range of certified high-assurance encryptors provide financial 
services organizations with simple to deploy, low maintenance solutions that 
provide high-assurance data protection, without compromising network or 
application performance.

The CN9100 is the world’s first commercially available, certified 
high-assurance, 100 Gbps network data encryptor that supports all Layer 2 
network topologies. It also boasts ultra-low latency of just 1.5 
microseconds*.

What Is High-Assurance?

Dedicated, tamper-proof 
encryption hardware 

End-to-end, 
authenticated 
network encryption 

Standards-based 
encryption algorithms

Automatic ‘zero-touch’ 
encryption key management

Not all encryption solutions are the same. Today’s high-speed data networks 
require a robust encryption solution that provides certified, high-assurance net-
work security and maximum network and application performance, 
without compromise.
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Senetas is a leading developer of encryption security solutions; trusted to protect enterprise, government,
defence, Cloud and service provider data in over 35 countries. From certified high-assurance hardware, and
virtualized encryption, to secure file sharing with data sovereignty control, all are based on the same crypto-agile 
platform and deliver security without compromise. 
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IDENTIFIED AND ANALYZED

continue to be the most common type of attack.

Identity theft and 
financial access 

Lorem ipsum dolor sit amet, consectetuer adipiscing elit, sed diam nonummy nibh euismod tincidunt ut laoreet dolore magna aliquam erat volutpat. Ut wisi enim ad minim veniam, quis nostrud exerci tation ullamcorper suscipit lobortis nisl ut aliquip ex ea commodo consequat. Duis autem vel eum iriure dolor in hendrerit in vulputate velit esse molestie consequat, vel illum dolore eu feugiat nulla facilisis at vero eros et accumsan et iusto odio dignissim qui blandit praesent luptatum zzril delenit augue duis dolore te feugait nulla facilisi.

The average cost of a 
data breach in 2020 was 
$4.24 million. For financial 
services, the average cost is 
much higher at $5.72 million.
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Source: 2021 Ponemon Cost of a Data Breach
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