
A Key Condition for Cybersecurity Insurance

What does a cyber-security 
insurance policy cover?

The impact and the cost of cyber-attacks are increasing, especially for SMBs, making 
the purchase of cyber insurance a necessity for reducing the risk to organizations. 

The increase in 
ransomware demands2 

20%

Share of data breaches 
caused by stolen 

credentials

61%

increase in cyber insurance 
claims in organizations under 
$25 million in revenue that use 
Microsoft Exchange3 

103%

The increase in claims 
severity in 20211 

28%

Average cost of a 
ransomware breach

$4.62mi

The increase in cyber 
security insurance 
premiums 

34.3%

The increase in 
cyber-attacks on small 
businesses

40%

up to

“According to industry research, users who enable 
MFA are up to 99% less likely to have an 

account compromised4.”

“Even if a business has met all other requirements, 
they will have a di�cult time getting insurance 

if they haven’t deployed MFA.”

cpl.thalesgroup.com

Ensure no user is a target.
Expand authentication to all users and apps 

with Thales SafeNet Trusted Access

To learn more before buying a cybersecurity insurance 
policy go to cpl.thalesgroup.com/cyber-insurance

Multi-factor Authentication 

First-Party Coverage Third-Party Coverage

Damage or loss of data Network security and privacy liability

Loss of income Media liability

Cyber extortion / ransomware Regulatory proceedings

Reputation damage

1 https://info.coalitioninc.com/rs/566-KWJ-784/images/DLC-2022-03-Coalition-Claims-Report-2022.pdf
2  https://info.coalitioninc.com/rs/566-KWJ-784/images/DLC-2022-03-Coalition-Claims-Report-2022.pdf
3 https://info.coalitioninc.com/rs/566-KWJ-784/images/DLC-2022-03-Coalition-Claims-Report-2022.pdf
4 Council of Insurance Agents & Brokers for for cyber policies (March 2022)*


