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Ouantum-safe
security \

Quantum computers will have the
power to change the cybersecurity
landscape, rendering today’s
encryption standards useless.

What will security look like in the
post-quantum era?

Quantum computing facts

Of organizations surveyed

recognize quantum as a
threat, but only 39% have
defined a crypto-agile
strategy for a
post-quantum world.’
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the expected size of the
global quantum

2019

The year Google &
NASA claimed to
computing industry by have achieved

20272 ‘quantum supremacy”.
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IBM Osprey

Currently the world's most
powerful quantum

1994

The year Shor’s
algorithm was computer—a 433-qubit

created. machine.
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The number of algorithms Public investment in quantum
currently under consideration
to be NIST’s post-quantum
cryptographic standard —

more to come.

computing from the US, EU
& China.?

! TechTarget Security Weaknesses in Data in Motion Identified in Cybersecurity Survey
2|DC Forecasts Worldwide Quantum Computing Market to Grow to $7.6 Billion in 2027

3 McKinsey A Quantum Revolution: Report on Global Policies for Quantum Technology

20 Years Of Quantum
computing growth

To mark the 20 year anniversary of quantum computing, CB Insights assembled a list
of organizations that produced quantum computing systems between 1998 and 2019.

IBM, Oxford, Berkeley, Stanford, MIT 1998 I 2

Technical University of Munich 2000 5

Los Alamos National Laboratory 2000 . 7

Institute for Quantum Computin 2006

Preimeter Institute for Theoretica 12

Physics and MIT

D-Wave Systems 2008 - 28

IBM, Oxford, Berkeley, Stanford, MIT 2017 50
s, g —
Google 2018 72
2 CB Insights

Future-proof cryptography

Implementing an encryption solution that is agile by design
ensures sensitive data remains secure, long into the future.
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The steps to quantum-safe security

Organizations must ensure their encryption solutions are
fit-for-purpose as the quantum age looms.
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1: Agility

2: Security

Guarantee forward

3: Entropy

Get random with a

Future-proof your
genuine source of entropy
- Quantum Random
Number Generator

(QRNG).

secrecy and data integrity
- Quantum Key
Generation and
Distribution (QKD).

cryptographic primitives -
implement Quantum
Resistant Algorithms
(QRA).

Discover more

Post-Quantum Crypto Agility
Risk Assessment Tool

Quantum Whitepaper Thales CN series
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https://cpl.thalesgroup.com/resources/encryption/quantum-computing-and-safe-security-white-paper
https://cpl.thalesgroup.com/encryption/post-quantum-crypto-agility-tool
https://cpl.thalesgroup.com/encryption/network-encryption

