
Th
is

 d
o

c
u

m
e

n
t 

m
a

y
 n

o
t 

b
e

 r
e

p
ro

d
u

c
e

d
, 

m
o

d
if
ie

d
, 

a
d

a
p

te
d

, 
p

u
b

lis
h

e
d

, 
tr

a
n

sl
a

te
d

, 
in

 a
n

y
 w

a
y
, 

in
 w

h
o

le
 o

r 
in

 p
a

rt
 

o
r 

d
is

c
lo

se
d

 t
o

 a
 t

h
ir
d

 p
a

rt
y
 w

it
h

o
u

t 
th

e
 p

ri
o

r 
w

ri
tt

e
n

 c
o

n
se

n
t 

o
f 

TH
A

LE
S

-
©

 2
0

2
1

 T
H

A
LE

S
. 

A
ll 

ri
g

h
ts

 r
e

se
rv

e
d

.

1

March 2021
Group Communications /template : 87211168-DOC-GRP-EN-006

THALES GROUP LIMITED 
DISTRIBUTIONwww.thalesgroup.com

Your Data, Their Cloud

Thales DIS CPL  조재웅부장
Jaewoong.cho@thalesgroup.com
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목차

▌공공클라우드

▌클라우드에서데이터를보호하기위한 3가지전략

▌클라우드에서의키관리와암호화
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행정·공공기관정보자원클라우드전환·통합추진계획

출처 : 행정안전부정책설명
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공공기관의클라우드전환/도입

행정안전부 : '22년행정‧공공기관클라우드컴퓨팅사업의수요정보조사결과
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2개이상의 IaaS 환경사용 클라우드환경에서의데이터
보안관리가기존

데이터센터환경보다복잡함

평균적으로사용하고있는
SaaS 어플리케이션수

75% 49% 54

광범위한멀티클라우드적용,복잡성가중

37%

클라우드환경에서데이터
유출을겪은비율

36%

지난 12개월내에데이터유출
또는보안감사를겪은비율



www.thalesgroup.com

클라우드에서데이터를보호하기위한
3가지전략

Transparent 

Encryption

Data Discovery and 

Classification

Developer Suite Database Suite
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#3

#2

민감한데이터를보호하기위한 3가지전략

#1

민감한데이터검출 민감한데이터
보호

데이터와키의
제어
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CipherTrust Data Security Platform 

Discover, protect and control your most sensitive data anywhere with the

next-generation unified data security platform

데이터보안을단순화하는통합
플랫폼

클라우드, 빅데이터, 컨테이너환경으로의
데이터마이그레이션을위한디지털

트랜스포메이션에대한보안

중앙집중식정책과키관리및낮은
TCO를위한새로운사용사례로쉽게

확장

Thales CipherTrust Data Security Platform 

암호화 . 토큰화 키관리검출

Discovery 

and Classification 

Database

Protection

Application

Data Protection

Tokenization Cloud

Key Manager

Enterprise

Key Management

Transparent

Encryption
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데이터검출과보호를동시에

CipherTrust Manager CipherTrust
Intelligent Protection

CipherTrust Data Discovery 
and Classification

CipherTrust Transparent 
Encryption for Unstructured 

Data
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클라우드에서의데이터보호와
암호화
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클라우드공급업체의기본암호화및키관리만으로는부족할수있습니다

▌클라우드암호화는전체디스크암호화와
유사합니다.(FDE)

키가있으면모든데이터를볼수있습니다.

암호화솔루션은세분화된액세스정책이나
데이터액세스가시성을제공하지않기때문에
단순합니다.

▌클라우드키관리는클라우드액세스
정책과연결되어있습니다.

직무의분리가이루어지지않습니다.

추가방어레이어가없습니다

클라우드공급자가고객키자료를
제어할수있습니다

민간클라우드관리자
Cloud admin

주민등록번호

여권번호

과세자료
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Bring Your Own Encryption/Tokenization: On-prem, In-Cloud, Hybrid

Legend

CipherTrust 
Transparent 
Encryption 
Agent

CipherTrust
Tokenization 
Server

온프레미스, 프라이빗클라우드, 호스팅또는퍼블릭클라우드에서
키및정책관리를중앙집중화합니다.

CipherTrust Manager
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클라우드키적용비교

▌AWS Steps Required: ▌ 2 Steps in CCKM:

Create the key material (key source)

Upload Key to AWS KMS

CCKM
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CCKM – CipherTrust Cloud Key Manager

▌구성예

KMS/CM

KMS/CM

Site A-DC

FIPS140-2

HA

KMS/CM 

KMS/CM

Site B-DR

FIPS140-2

HAReplication

Azure Key Vault

Azure SQL 
database 

Native encryption
services

Virtual machine

SQL database 
(generic) 

Azure Right 
Management 

(RMS)

Office 365

CCKM

Native encryption
services

Any AWS native service 
which supports BYOK

Compute Engine BigQuery

Google KMS

CCKM

KMS/CM 

KMS/CM

Site C-NDR

FIPS140-2

HAReplication

CCKM
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감사합니다


