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B CipherTrust Data Security Platform

Discover, protect and control your most sensitive data anywhere with the

next-generation unified data security platform
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27 Discovery Transparent Database Application Tokenization Enterprise Cloud
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CipherTrust Transparent
Encryption for Unstructured
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I Bring Your Own Encryption/Tokenization: On-prem, In-Cloud, Hybrid

awsGe : QG
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Create customer master key (CMK) Croates
container

J KMS
Download
Download a public wrapping key
J KMS
Export
Export your key material encrypted under R ’
the public wrapping key Yourkey
management
J infrastructure

Import encrypted key material under the KMS Import
CMK key ID: set optional expiration period
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Empty CMK
container with
unique key ID

R

RSA Public key

o

Your 256-bit key
material encrypted
under KMS public key

Your key material
protected in KMS
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| 2 Steps in CCKM:

Create the key material (key source)

|

Upload Key to AWS KMS
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3 CCKM - CipherTrust Cloud Key Manager
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Any AWS native service
which supports BYOK

0006

Compute Engine BigQuery

Google KMS

o \’ @

Amazon RDS

AWS KMS Azure Key Vault

Native encryption
services

Azure Files Virtual machine

@ ’ Native encryption

SQL database services
(generi C)Azur
data base
Q —0
Azure Right Office 365
Management
(RMS)
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