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Most Organizations Aren't
Protecting It.

RAG data protection risks and challenges



Security
Risks

Unauthorized Data Access

RAG systems refrieve data on demand,
often without the fine-grained access
controls applied to human users. A single

; compromised query or misconfigured pipeline
can surface data that was never meant to

leave its system of record.
Vector Database Exposure Y

RAG stores data as embeddings in
vector dafabases, a format optimized

for Al retrieval, not security. Most vector
stores lack native encryption or access
governance, making them a soft target that
attackers are increasingly aware of.

Prompt Injection and Adversarial Attacks
Malicious inputs can manipulate a RAG system into
refrieving and exposing sensitive records, bypassing
infended guardrails, or generating outputs that
misrepresent your data. 61% of organizations report
their Al applications are being actively targefed by
aftackers. These attacks are difficult to detect and are

ffi histicated.
Data Leakage Through Al Outputs geting more sophisticaie

When sensitive data is refrieved and
included in a generated response, it can
travel far beyond its original authorization
boundary: shared in chat interfaces,
exported in reports, or surfaced to users
who lack clearance to the source data.

RAG data protection risks and challenges Brochure



ADMINISTRATIVE CHALLENGES

You can't protect what you can't see.

Compliance frameworks weren’t written for RAG.

Tool fragmentation makes it worse.

RAC data pr.’ risks and challenges




THE NUMBERS BEHIND THE RISK:
6 data points that show how fast the gap is growing.

51% of enterprises are already running or piloting RAG

- 80% of enterprise content is unstructured — the primary fuel for RAG systems

- 34% of organizations have experienced Al-related data breaches

- Only 34% have complete knowledge of where their data is stored

- 61% report their Al applications are being actively targeted by attackers

- Organizations average 7 data protection and monitoring tools

\

g:ﬁ% RAG doesn't just connect your Al to your data.
g{%\% It connects every risk in your data estate to your Al.

Want to see how RAG data protection works in practice?
Watch the overview

RAG data protection risks and challenges Brochure



https://cpl.thalesgroup.com/resources/data-security/secure-rag-data-protection-video
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Contact us

For contact information, please visit hitps://cpl.thalesgroup.com/contact-us

cplthalesgroup.com
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