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Farrer Park hospital achieves online
security with SafeNet Trusted Access
The hospital, which is looking to drive growth and to reduce
operating expenses, needed a robust authentication solution to
cater to the growing user base. In order to provide secure access
to its resources, the organisation chose Thales Safenet Trusted
Access. This is a cloud-based authentication solution that allows its
employees to access the resources remotely from multiple locations.

The Organization
Farrer Park Hospital is a private tertiary healthcare institute that
started operations in Singapore in 2016. Designed by doctors on
the premise of delivering quality healthcare at reasonable cost, the
220-bed hospital is housed within an integrated complex, known as
Connexion, that comprises both healthcare and hospitality facilities.
Once patients have been out of intensive nursing, they can be
discharged to the hotel on the premises.

The Business Need
Being a fairly new hospital in Singapore, Farrer Park Hospital is
experiencing rapid growth. This is aided by the boom of medical
tourism, which sees patients from the region arriving in Singapore for
medical treatment. As patient records are confidential and requires
utmost care in their handling, the sensitive nature of the healthcare
industry provided an added level of urgency and importance. In
addition, the mobile nature of today’s workforce meant that doctors and
specialists, as well as other clinical staff, need to have ready access to
patient records and hospital resources anytime and anywhere.
It was evident at the outset that the organisation needed a
robust solution that would allow its staff to log in securely from
any location, while being able to fully access all the resources
necessary to discharge their work. Concurrently, the utmost privacy
of patient’s records had to be ensured. In addition, the solution has
to leverage technology as the enabler of innovative services that
would drive growth, while also lower operational expenses.
Farrer Park Hospital sought a cloud-based authentication solution
that could be easily implemented on its existing infrastructure.
This would ensure that it would not incur additional expenses on
hardware and keep the costs under control.

The Solution
Farrer Park Hospital recognized Thales as an industry leader in
online access and security solutions. Thales was able to offer
the hospital the strong cloud-based authentication solution and
software-based One-Time Password (OTP) tokens it required in its
environment that upheld security and realize cost savings.
Through the SafeNet Trusted Access solution, Thales (formerly
Gemalto) provided Farrer Park Hospital with a fully-automated,
highly secure authentication-as-a-service that was customized to
the hospital’s unique environment. The flexibility and scalability of
of SafeNet Trusted Access automated workflows, vendor-agnostic
token support, broad APIs and seamless out-of-the-box integrations
with over 100 solutions from leading brands made it easy for the
hospital to achieve strong authentication. Upon the user’s request,
Thales provided software-based OTP tokens rather than hardwarebased ones, further reducing OPEX.

With this new authentication solution, any red-flag alerts are
transmitted in real time via email. As a result of SafeNet Trusted
Access implementation, Farrer Park Hospital’s IT Security
administrators are able to effectively offer access control to cloud
applications, the VPN, LANs and portals, via an integrated interface
and a single point of control. Administrators are also now able to
define and control users’ authentication process from the moment
of login to the point of logout, while benefitting from automated,
customized reports on the status of the security ecosystem.
Going forward, SafeNet Trusted Access will be expanded
to include the securing of other internal resources and other
I.T services.
Farrer Park Hospital chose Thales's SafeNet Trusted Access to
provide secure, users with remote access and enforce consistent,
unified security policies and high service availability.

Benefits
• Significant Cost Savings
As SafeNet Trusted Access is a cloud-based solution, it was
implemented on existing IT infrastructure without the need
to acquire additional hardware. This translates to huge cost
savings for the hospital. Cost savings were further achieved with
thedeployment of soft OTP tokens
• Upholding Security
Thales strong authentication solution has allowed Farrer Park
Hospital to uphold its security standing and its position as a
responsible healthcare institute that protects patients’ privacy.
• Increase in Productivity
The use of soft OTP tokens has also led to a lessening of
overheads and an increase in productivity.
• Scalability and Flexibility
Thales's SafeNet Trusted Access is scalable, thus allowing for the
flexibility in implementing additional services in the future. Farrer
Park Hospital is looking to expand the authentication to other
internal resources and I.T services.
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Challenge
Farrer Park Hospital has more than 600 staff, out of whom
about 200 need to use secure authentication to access
its various online services and resources. As more staff
is added to the user base, the need to maintain utmost
security increases. This necessitates the need to install a
future-proof, secure system to address both operational as
well as security requirements.
Solution
The hospital chose SafeNet Trusted Access (formerly
SafeNet Authentication Service Cloud), a noninfrastructure-based solution which allows hospital staff to
log in remotely using virtual private networks (VPNs). This
solution came with soft tokens that secure both cloud-based
and on-premises applications, including networks, users
and devices.
Result
Apart from allowing staff to securely access hospital
resources remotely, SafeNet Trusted Access allows Farrer
Park Hospital to manage risks effectively using contextbased authentication, reduce IT management overhead,
enforce consistent and unified security policies and
provides users with a single point of management.

About Thales
The people you rely on to protect your privacy rely on Thales to
protect their data. When it comes to data security, organizations are
faced with an increasing number of decisive moments. Whether the
moment is building an encryption strategy, moving to the cloud, or
meeting compliance mandates, you can rely on Thales to secure
your digital transformation.
Decisive technology for decisive moments.
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Thales’s industry-leading Access Management and Authentication
solutions let enterprises centrally manage and secure access to
enterprise IT, web and cloud-based applications. Utilizing policybased SSO and universal authentication methods, enterprises can
effectively prevent breaches, migrate to the cloud securely and
simplify regulatory compliance.

