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CMI delivers secure and scalable
e-commerce solutions with Thales

payShield 7000

Flash sales, Cyber Monday, e-commerce, and many similar
phrases have become common terms in our everyday online
experience. Millions of people shop online, participate in
cybermarketplaces, and multiple other forms of Internet-based retail.
It's safe to say that online commerce has become a vital element of
Western culture.

However, countries that are newly entering this space, like
Morocco, are learning about the complex issues that come hand-
in-hand with online trading. Matters like cyber security and legacy
banking regulations can threaten the proliferation of e-commerce
throughput the country, and ignoring these puts its citizens in a
vulnerable situation.

A trusted partner of Moroccan financial fraders, CMI, was
founded by nine of the country’s banks to provide innovative, local
technology-based solutions and expertise to businesses of all sizes
and industries.

Business challenge

Morocco, one of the most economically powerful countries in
Northern and Sub-Saharan Africa, prides itself on its agricultural
and artisanal sectors, as well as ifs strong history of exporfing

a wide range of goods and services. However, until 2001, the
country’s outdated banking regulations hindered the development
of e-commerce.

Mr. Abderrahim Massaoudi, chief technology officer for CMI,
explained, “In 1976, electronic banking was born in Morocco

by accepting French foreign payment cards as well as Visa,
Mastercard, and American Express. In 2001, CMI was formed to
improve electronic banking within the country, linking Moroccan
banks together fo promote exchanges with merchants.”

Intrinsically internafional, e-commerce friggers complex
considerations such as examination of banking regulations,
cyber-security, and payment service provisions. “Data infegrity is
vital in this space,” noted Massaoudi. "Any security breach that
affects CMI could greatly impact the Moroccan economy and
the region’s economic standing.” Consequently, CMI mandated
the identification and deployment of a local solution that would
help fight against the risks of fraud related to the use of bank cards.
A core criterion was a solution to manage digital keys for strong
authentication and provide crypto-processing.
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“ The way the Thales HSM is designed gives us the ability
to meet the increasing demands from the payment
transaction market without having to constantly swap
our hardware.”

“ The implementation of the payShield 9000 took just
five minutes. There were no problems because the HSM

is explicitly designed to meet key requirement in the
electronic payment space. Once you install it, you tend
to forget about it because it works smoothly right from
the start.”

— Damian McDonald, Vice President of Global Information Security,
Becton, Dickinson and Company.




Technical challenge

"CMI secures and processes over 250,000 transactions each
day, which makes us one of the largest acquirers in all Africa,” said
Massaoudi. “Use of e-commerce is exploding in our region, so we
needed a solution that could keep pace with the volumes to keep
each user’s information secure and accurate.”

To protect end-users from inherent e-commerce security risks, CMI
required a solution with the flexibility to provide streamlined security
and end-to-end integrity. CMI sought the guidance of Thales local
partner, PCard, fo assist in the search for the optimal approach.

Solution

PCard and CMI quickly defermined that the capabilities of the
Thales payShield 9000 hardware security module (HSM) would
be the ideal match for the extensive architectural requirements.

"In addition to the features and functionality, Thales was the only
provider able to deliver local support and expertise,” commented
Massaoudi. “Its local presence and ability to deliver 24 /7
assistance sealed the deal.”

In addition to flexible licensing options, payShield 9000 provides a
broad set of cost-effective capabilities, ranging from PIN validation
fo fransaction processing, fo key management and more.

The payShield HSM offers an effective combination of strong
security and operational ease, maintaining a tamper-resistant
security platform that protects cryptographic keys and other sensitive
information including customer PINs and cardholder data.

Results

Thales payShield 9000 delivers comprehensive, certified

security designed to meet each of CMI's business and technical
requirements. “Thales is constantly evolving the HSM product-line
but always ensuring that backward compatibility is maintained.

This is a huge advantage for any long-fime customer who wants to
profect their original investment,” affirmed Massaoudi. “The way the
Thales HSM is designed gives us the ability to meet the increasing
demands from the payment transaction market without having to
constantly swap our hardware.”

He added, “The implementation of payShield 9000 took just five
minutes. There were no problems because the HSM is explicitly
designed to meet key requirement in the electronic payment space.
Once you install if, you tend to forget about it because it works
smoothly right from the start.”

The partnership with PCard also has lived up to expectations: “Not
only do we get support from Thales, but we also get assistance
from PCard on licensing, product implementation, and we

really appreciate having local expertise and resources,” stated
Massaoudi.
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Evolving to continually meet the
needs of a demanding marketplace

Business Need:

* Create a secure environment for e-commerce across
the region

* Local security solution that addresses key requirements
of consumers and merchant

* Ensure solution does not compromise proliferation and
adoption of e-commerce

Technology Need:

e Scalable, flexible solution

* Streamlined security with end-to-end integrity

* |dentify Moroccan-based partner for guidance and
ongoing support

Solution:

* Thales payShield 9000

Result:
* Scalable architecture supports rapidly growing
business volumes

* Infallible reliability provides stability and instills confidence
Interoperability with existing infrastructure

* Local support and maintenance

Mission critica

The Thales HSM enables CMI to support the commercial success of
its customers by delivering simplified electronic payment in a secure
and efficient manner. Massaoudi concluded, “The Thales payShield
9000 is a strong and reliable product. If the HSM failed, our entire
systfem would fail. E-commerce volumes are rapidly expanding
across the region and it is critical to us that we offer consistent
services fo support our customers. The security and flexibility
provided by the Thales HSM gives us the confidence to deliver on
our commitments.”

About Thales

The people you rely on to protect your privacy rely on Thales to
profect their data. When it comes to data security, organizations are
faced with an increasing number of decisive moments. Whether the
moment is building an encryption strategy, moving to the cloud, or
meeting compliance mandates, you can rely on Thales to secure
your digital transformation.

Decisive technology for decisive moments.

Americas — Aboretum Plaza Il, 9442 Capital of Texas Highway North, Suite 100, Austin, TX 78759 USA o Tel: +1 888 343 5773 or +1 512 257 3900  Fax:+1 954 888 6211 » E-mail: sales@thalesesec.com
Asia Pacific — Thales Transport & Security (HK) Lt, Unit 4101-3, 41/F, Sunlight Tower, 248 Queen’s Road East, Wanchai, Hong Kong © Tel:+852 2815 8633 » Fax:+852 2815 8141 « E-mail: apacsales.cpl@thalesgroup.com
Europe, Middle East, Africa — 350 Longwater Ave, Green Park, Reading, Berkshire, UK RG2 6GF o Tel:+44 (0)1844 201800 « Fax:+44 (0)1844 208550  E-mail: emea.sales@thales-esecurity.com

© Thales - March 2020 ¢ 1B 001


https://www.thalesesecurity.com/thales-gemalto

