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Top 10 reasons for using CipherTrust
Data Discovery and Classification

Complying with the constant evolution of data privacy laws and regulations is very
challenging. Knowing where all your sensitive data resides is a timely and costly ongoing
task, when you are relying solely on manual methods. Minimizing your risks due to the
inevitable data sprawl, if left unchecked, can be a very difficult process.

Good news, help is readily at hand in the form of CipherTrust Data Discovery and
Classification, which delivers considerable benefits including:

Remediation

« Uncovering compliance gaps to help you reduce risk Do

Report

Classification

« Securing your data at highest risk in a timely manner

« Enabling you to add more locations to your scans on-demand as your data footprint
grows

Discovery

CipherTrust Data Discovery and Classification helps your organization get complete visibility
info your sensitive data with efficient data discovery, classification, and risk analysis across
heterogeneous data stores. We have provided below our list of top 10 reasons why you should
consider implementing CipherTrust Data Discovery and Classification now.
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Enhanced security
1 Uncover compliance gaps

To avoid the significant business risk of being non-compliant with
the numerous data privacy acts and regulations, it is critical that
you know what sensitive data you have and all locations where it
is present. With pre-defined templates for a wide range of data
regulations, including CCPA, GDPR, HIPPA and PCI DSS, you

can quickly set up comprehensive scans using CipherTrust Data
Discovery and Classification to identify all sensitive data in question
across your data stores, wherever they reside. Most compliance
gaps you find can be recfified immediately using data protection
methods such as CipherTrust Transparent Encryption.

2 Highlight security risks

Knowing precisely what types of sensitive data exist in your
infrastructure and their associated risk levels can help deliver the deep
insight you need to apply additional layers of protection. CipherTrust
Data Discovery and Classification enables you to assign specific
sensitivity levels for data (none, public, internal, private, restricted)
when you are defining your data stores and your classification
profiles for different types of data sets subject to regulatory
compliance, privacy laws or just internal business requirements.

Affer running your scans, the information can be sorted by risk levels,
defined by you, fo assist with highlighting potential security risks, such
as when no access control or encryption is applied. You can then start
to take the appropriate remediation actions, knowing that you are
eliminafing security risks from your organization.

3 Identify policy misconfigurations

It is widely recognized as good security practice to limit access to
data, especially sensitive data, to only those that need it. However,
a thorough investigation can take time if conducted in a manual,
ad-hoc manner and it may not provide all the evidence you need
regarding errors made when configuring access control policies.
This is where CipherTrust Data Discovery and Classification can
step in with its comprehensive scans and associated reports. You
can easily review the report data to see exactly where access to
sensitive dafa needs to be confrolled more strictly or where mistakes
made in configuring access rights need to be rectified.

4 Discard unnecessary data

Itis too easy to end up with uncontrolled data sprawl which costs
you money in sforage and also increases your risk of a damaging
data breach - refaining the data you really need is something
recommended as part of PCI DSS requirements. By filtering on

the report data generated by a CipherTrust Data Discovery and
Classification scan event, you can pinpoint specific information that
needs to be deleted, archived or removed from the data store in
question - normally because it is a duplicate, stale or redundant.

CipherTrust Data Discovery and Classification provides you with the
insight fo take the appropriate action using a CipherTrust encryption,
tokenization or data masking tool.

Improved efficiency
5 Leverage risk factors

Discovering sensitive data in itself is not the biggest challenge — it is
knowing how to react based on the risk factor to your business of
unplanned exposure of sensitive dafa. To achieve this you need a
basis for defining the risk factor associated with any given data set.
CipherTrust Data Discovery and Classification helps by giving you
the ability fo set risk levels for each individual data store and classify
risk according to the types of data elements held in a data store.

In this way you can run multiple scans and combine them into @
single report for analysis. Like most CipherTrust Data Discovery and
Classification users you would then sort the data by descending
risk factor, providing an insight info the highest risk factors in your
organization and enabling you to prioritize the appropriate
protection action.

6 Coordinate actions centrally

After sensitive data has been discovered and classified, it is
important to be able to secure the data quickly and efficiently
while applying appropriate access controls and data protection
mechanisms. CipherTrust Data Discovery and Classification is

a component of the broader CipherTrust Data Security Platform
solution which employs central console capabilities via CipherTrust
Manager where you can define comprehensive data access
control policies for various types of user. A market-leading data
profection solution such as CipherTrust Transparent Encryption is
also configured and managed via CipherTrust Manager, giving you
the tool you need to ensure central coordination of your chosen
actions. You can also choose to deploy the CipherTrust Intelligent
Protection feature which discovers and then encrypts sensitive data
automatically in a single step with no manual intervention.

7 Reduce integration effort

When you need the ability to discover the locations of the sensitive
data you possess, subsequently protect the data you identify

and then control strict access to reduce your risk, it is certainly
advantageous not fo be dealing with multiple products from
different vendors that do not integrate easily or require tofally
proprietary management tools. The CipherTrust Data Security
Platform provides all you need in a single platform - your one-stop-
shop to discover, protect and control. The sensitive data found by
CipherTrust Data Discovery and Classification can be protected
quickly {using encryption, tokenization or data masking) by the
appropriate CipherTrust data protection agents (all under the control

With pre-defined templates for a wide range of data regulations, including
CCPA, GDPR, HIPPA and PCI DSS, you can quickly set up comprehensive

scans using CipherTrust Data Discovery and Classification to identify all
sensitive data in question across your data stores, wherever they reside.




CipherTrust Data Discovery and Classification offers you the ability to create

customized definitions for the sensitive data you are trying to find if it is not

part of a recognized data reqgulation.

of the centralized CipherTrust Manager). Different CipherTrust Data
Discovery and Classification groups can be assigned to different
data stores to help speed up the fime it takes to run and analyse
data from scans. This approach enables an organization the ability
to split complex activities info manageable chunks, each covered
by a different expert team, while providing cross-team functionalities
fo facilitate a coherent solution flow.

Inherent scalability

8 Incorporate new sources

As your data footprint expands and you use different types of data
stores, you need to ensure that your data discovery capabiliies can
find and classify your sensitive data at all times, especially as your

data store requirements are changing. It does not matter if your data is
structured or unstructured, CipherTrust Data Discovery and Classification
enables you to add a variety of different data stores (local, network,
database, Big Data, cloud) at any time to cover your latest storage
locations, so that you can be sure that your ongoing scans are looking
at all the places that your sensitive data resides.

9 Expand discovery capability

New types of information are regularly emerging which need to

be analysed. For example, your data footprint may be changing to
encompass more cloud-based storage locations. You need a solufion
that is regularly being updated to keep relevant to your changing needs
as well as technology advances. CipherTrust Data Discovery and
Classification offers you the ability to create customized definitions for
the sensitive data you are trying to find if it is not part of a recognized

data regulation. We call this capability ‘custom Infolypes’ and it
enables you to find just about anything. You are able to scan data
both on-premises and in multi-cloud data stores. A mixture of local and
proxy discovery agents are available to help simplify logistics, increase
performance and enable you to scale rapidly when required.

10 Address proprietary needs

You may have sensitive data that falls outside the predefined templates
that also needs to be located and remediated. You may also have
some sensitive dafa (e.g. intellectual property) that is propriefary to your
organization that needs to be protected. CipherTrust Data Discovery
and Classification provides the ability fo add new custom classification
profiles in addition to being able fo edit the predefined classification
profiles we have developed on your behalf - you get the best of both
worlds. In addition, you can add new custom tags for your data types
not covered by the predefined tag list. It really is the discovery and
classification solution which supports all your likely needs now and well
info the future.

About Thales

The people you rely on fo protect your privacy rely on Thales to
profect their data. When it comes to data security, organizations are
faced with an increasing number of decisive moments. Whether the
moment is building an encryption strategy, moving to the cloud, or
meeting compliance mandates, you can rely on Thales to secure
your digital transformation.

Decisive fechnology for decisive moments.
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