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Al opens the door
to attacks that target

Prompt Injection

User prompts that alter the LLM's Improper Output Handling
"|“l intended behavior or output Insufficient validation, sanitization,
and handling of LLM outputs before
moved to other systems

Sensitive Information Disclosure

Sensitive data can be exposed
through the LLM output

System Prompt Leakage

LLM prompts orinstructions can
steer the LLM behavior to reveal
sensitive information

Data and Model Poisoning
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Vector & Embedding Weakness

Generation, storage, and retrieval
creates vulnerabilities for all the
types of Al attacks

Unbounded Consumption

Malicious Al resource use and denial
of service attacks that drive up costs

OWASP has outlined the top risks and vulnerabilities to guard

against when using Al tools within your organization. Thales can
help address 7 of 10 OWASP risks for LLMs and Gen Al Apps.

Thales is a global leader in cybersecurity, helping businesses, governments, and the most trusted
organizations in the world protect critical applications, sensitive data, identities, and software
anywhere, at scale — with the highest ROI. With more than 30,000 customers, including 58% of
the Fortune Global 500, our solutions are deployed in 148 countries around the world. Through our
innovative services and integrated platforms, Thales helps customers achieve better visibility of

risks, defend against cyber threats, close compliance gaps, and deliver trusted digital experiences
for billions of consumers every dau.
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