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Preface

Preface

This document guides security administrators through installing, configuring, and integrating Microsoft Active
Directory Certificate Services (ADCS) with a SafeNet Luna HSM or an HSM on Demand service.

Scope

This document outlines the steps to integrate Microsoft Active Directory Certificate Services with SafeNet Luna
HSM or HSM on Demand services.

Document Conventions

This section provides information on the conventions used in this template.

Notes

Notes are used to alert you to important or helpful information. These elements use the following format:

@ NOTE: Take note. Contains important or helpful information.

Cautions

Cautions are used to alert you to important information that may help prevent unexpected results or data loss.
These elements use the following format:

i CAUTION: Exercise caution. Caution alerts contain important information that may
help prevent unexpected results or data loss.

Warnings

Warnings are used to alert you to the potential for catastrophic data loss or personal injury. These elements use
the following format:

WARNING: Be extremely careful and obey all safety and security measures. In
this situation you might do something that could result in catastrophic data loss or
personal injury.
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Command Syntax and Typeface Conventions

Convention Description
bold The bold attribute is used to indicate the following:
« Command-line commands and options (Type dir /p.)
» Button names (Click Save As.)
*  Check box and radio button names (Select the Print Duplex check box.)
*  Window titles (On the Protect Document window, click Yes.)
» Field names (User Name: Enter the name of the user.)
e Menu names (On the File menu, click Save.) (Click Menu > Go To > Folders.)
e User input (In the Date box, type April 1.)

italic The italic attribute is used for emphasis or to indicate a related document. (See the
Installation Guide for more information.)

Consolas Denotes syntax, prompts, and code examples.
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Support Contacts
Contact Method Contact Information
Address Gemalto

4690 Millennium Drive
Belcamp, Maryland 21017, USA

Phone us 1-800-545-6608
International 1-410-931-7520

Technical Support | https:/supportportal.gemalto.com

Customer Portal Existing customers with a Technical Support Customer Portal account can log in to

manage incidents, get the latest software upgrades, and access the Gemalto Knowledge
Base.
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1 - Introduction

Introduction

Overview

This document covers the necessary information to install, configure, and integrate Microsoft Active Directory
Certificate Services (ADCS) on Windows with a SafeNet Luna Hardware Security Modules (HSM) or an HSM on
Demand Service.

The Microsoft ADCS on Windows provides customizable services for creating and managing public key
certificates used in software security systems employing public key infrastructure. Organizations use certificates
to enhance security by binding the identity of a person, device, or service to a corresponding private key.

A server configured as a certification authority (CA) provides the management features needed to regulate
certificate distribution and use. Active Directory Certificate Services is the Windows Server service that provides
the core functionality for Windows Server CAs. ADCS provides customizable services for managing certificates
for a particular CA and for the enterprise.

The root of trust in a public key infrastructure is the certificate authority (CA). Fundamental to this trust is the
CA'’s root cryptographic signing key, which is used to sign the public keys of certificate holders and more
importantly its own public key. Microsoft ADCS integrates with a SafeNet Luna HSM or HSMoD service to
secure the root encryption key.

Using SafeNet HSMs to secure the Microsoft ADCS root key provides the following benefits:

» Secure generation, storage and protection of the Identity signing private key on FIPS 140-2 level 3 validated
hardware*.

» Full life cycle management of the keys.

HSM audit trail.

@ NOTE: HSM on Demand services do not have access to the secure audit trail.

* Load balancing and fail-over by clustering the HSMs.

*Validation for HSMoD services in progress

Third Party Application Details

* Microsoft Active Directory Certificate Services
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Supported Platforms

List of the platforms which are tested with the following HSMs:

SafeNet Luna HSM: SafeNet Luna HSM appliances are purposefully designed to provide a balance of security,
high performance, and usability that makes them an ideal choice for enterprise, financial, and government
organizations. SafeNet Luna HSMs physically and logically secure cryptographic keys and accelerate
cryptographic processing.

The SafeNet Luna HSM on premise offerings include the SafeNet Luna Network HSM, SafeNet PCle HSM, and
SafeNet Luna USB HSMs. SafeNet Luna HSMs are also available for access as an offering from cloud service
providers such as IBM cloud HSM and AWS cloud HSM classic.

This integration is supported with SafeNet Luna HSM on the following operating systems:
*  Windows 2016 Server
*  Windows Server 2012R2

@ NOTE: If you are using Windows Server 2008 R2 you require a previous version
of the SafeNet Luna HSM Integration Guide. See
MicrosoftADCS_SafeNetLunaHSM_Integration Guide_RevW for more information
about integrating a SafeNet Luna HSM with Microsoft ADCS on Windows Server
2008R2.

@ NOTE: This integration is tested with Luna Clients in HA and FIPS Mode.

SafeNet Data Protection on Demand (DPoD): It is a cloud-based platform that provides on-demand HSM and
Key Management services through a simple graphical user interface. With DPoD, security is simple, cost
effective and easy to manage because there is no hardware to buy, deploy and maintain. As an Application
Owner, you click and deploy services, generate usage reports and maintain only the services that you need.

This integration is supported/verified with SafeNet DPoD on the following operating systems:
*  Windows 2016 Server
*  Windows Server 2012R2

Prerequisites

Before starting the integration of Microsoft ADCS with SafeNet Luna HSM or HSM on Demand Service, ensure
you have completed configuring the SafeNet Luna Network HSM or provisioning HSM on Demand service as
per the requirement.

Configuring SafeNet Luna HSM

Before you get started ensure you have the following:

1. Ensure the HSM is setup, initialized, provisioned and ready for deployment. Refer to the HSM product
documentation for help.

2. Create a partition on the HSM that will be later used by Microsoft ADCS.
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3. [f using a SafeNet Luna Network HSM, register a client for the system and assign the client to the partition
to create an NTLS connection. Initialize Crypto Officer and Crypto User roles for the registered partition.
Ensure that the partition is successfully registered and configured. The command to see the registered
partition is:

<Path to lunacm utility>lunacm

lunacm.exe (64-bit) v7.3.0-139. Copyright (c) 2018 SafeNet. All rights reserved.

Available HSMs:

Slot Id -> 0

Label -> ms-adcs

Serial Number -> 1238696044953

Model -> LunaSA 7.3.0

Firmware Version -> 7.3.0

Configuration -> Luna User Partition With SO (PW) Key Export With Cloning Mode

Slot Description -> Net Token Slot

@ NOTE: Follow the SafeNet Network Luna HSM documentation for detailed

steps for creating NTLS connection, initializing the partitions and various
user roles.

Using SafeNet HSM in FIPS Mode

Under FIPS 186-3/4, the RSA methods permitted for generating keys are 186-3 with primes and 186-3 with aux
primes. This means that RSA PKCS and X9.31 key generation is no longer approved for operation in a FIPS-
compliant HSM. If you are using the SafeNet Luna HSM in FIPS mode, you have to make the following change
in configuration file:

[Misc]

RSAKeyGenMechRemap=1

The above setting redirects the older calling mechanism to a new approved mechanism when SafeNet Luna
HSM is in FIPS mode.

Provision your HSM on Demand Service

This service provides your client machine with access to an HSM Application Partition for storing cryptographic
objects used by your applications. Application partitions can be assigned to a single client, or multiple clients
can be assigned to, and share, a single application partition.

To use the HSM on Demand Service you need to provision you application partition, starting by initializing the
following roles:

» Security Officer (SO) - responsible for setting the partition policies and for initialize the Crypto Officer.

» Crypto Officer (CO) - responsible for creating, modifying and deleting crypto objects within the partition.
The CO can use the crypto objects and initialize an optional, limited-capability role called Crypto User that
can use the crypto objects but cannot modify them.
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» Crypto User (CU) - optional role that can use crypto objects while performing cryptographic operations.

@ NOTE: Refer to the “SafeNet Data Protection on Demand Application Owner
Quick Start Guide” for procedural information on configuring the HSM on
Demand service and create a service client.

The HSM on Demand Service client package is a zip file that contains system
information needed to connect your client machine to an existing HSM on
Demand service.

Constraints on HSM on Demand Services

Please consider the following if integrating an HSMoD service with Microsoft Active Directory Certificate
Services.

HSM on Demand Service in FIPS mode

HSMoD services operate in a FIPS and non-FIPS mode. If your organization requires non-FIPS algorithms for
your operations, ensure you enable the Allow non-FIPS approved algorithms check box when configuring
your HSM on Demand service. The FIPS mode is enabled by default.

Refer to the “Mechanism List” in the SDK Reference Guide for more information about available FIPS and non-
FIPS algorithms.

Verify HSM on Demand <slot> value

LunaCM commands work on the current slot. If there is only one slot, then it is always the current slot. If you are
completing an integration using HSMoD services, you need to verify which slot on the HSMoD service you send
the commands to. If there is more than one slot, then use the slot set command to direct a command to a
specified slot. You can use slot list to determine which slot numbers are in use by which HSMoD service.
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Integrate SafeNet HSM with Microsoft
ADCS on Windows Server

This chapter outlines the steps to install and integrate Microsoft Active Directory Certificate Services (ADCS) on
Windows Server with a SafeNet Luna HSM or HSMoD service. Microsoft ADCS uses the SafeNet Luna KSP
(Key Storage Provider) for integration.

We recommend familiarizing yourself with Microsoft Active Directory Certificate Services. Refer to the Microsoft
ADCS Configuration documentation for more information.

Configuring the SafeNet Key Storage Provider (KSP)

You must configure the SafeNet Key Storage Provider (KSP) to allow the user account and system to access
the SafeNet Luna HSM or HSM on Demand Service.

« If using a SafeNet Luna HSM, the KSP package must be installed during the Luna Client software
installation.

* If using an HSM on Demand (HSMoD) service, the KSP package is included in the HSMoD service client
package inside of the /KSP folder.

To configure the SafeNet Key Storage Provider

1. Navigate to the <SafeNet HSM Client installation Directory>/KSP directory.

2. Run the KspConfig.exe (KSP configuration wizard).
3. Double-click Register Or View Security Library.

Microsoft Active Directory Certificate Services Integration Guide



2 — Integrate SafeNet HSM with Microsoft ADCS on Windows Server

4. Browse the library cryptoki.d1l from the SafeNet Luna HSM Client installation directory or HSMoD service
client package and click Register.

File Help
= SafeNet KSP Config
Register Or View Security Library|
Register HSM Slots LibraryPath |C:\Prngram FilesiSafeNetiLunaClienticryptoki.dil
Browse
Ready [ [

5. On successful registration, a message “Success registering the security library” displays.

- SafeNet-Inc Key Storage Provider, Config Wizard =|B] %

File Help

[=)- SafeNet KSP Config
- Register Or View Security Library
. Register HSM Slots LibraryPath [C:\Program Files\SafeNetiLunaClienficryptoki.dil ]

Browse Register
@ Success registering the security library!
Ready v

6. Double-click Register HSM Slots on the left side of the pane.
7. Enter the Slot (Partition) password.
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8. Click Register Slot to register the slot for Domain\User. On successful registration, a message "The slot
was successfully and securely registered" displays.

- SafeNet-Inc Key Storage Provider, Config Wizard =0 AU
File Help
e SafeRNe'f tspg"\';_ﬁg — Register For User Domain Register By-
egister Or View Security Library —
Register HSM Slots | Administrator ~| [noiDA ~| | @ siotLabel
Available Slots Slot Password
|1 partt L' |m I " Slot Number
Register Slot |
View Registered Slots |
Registered Slot
SlotLabel:part! The slotwas successfully and securely registered!
Delete Registered Slot
Ready [ 4
9. Register the same slot for NT AUTHORITY\SYSTEM.
- SafeNet-Inc Key Storage Provider, Config Wizard =8| x
File Help
|
B S’fe’:\‘et KSPgu\;\fig s - Register For User Domain gister By
egister Or View Security Library
- - o
Register HSM Slots | svsTEM | [NTAUTHORITY ~ Slot Label
Available Slots Slot Password
|1 partt j [ ] " Slot Number
Register Slot |
View Registered Slots |
Registered Slut
SlotLabel:part1 | The slotwas successfully and securely registered!
Delete Registered Slot
Ready [ 4
B NOTE: Both slots have been registered, despite only one entry appearing for

the service in the Registered Slots section of the KSP interface.
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Installing Microsoft ADCS on Windows Server using SafeNet KSP

You must configure Microsoft ADCS to use the SafeNet Luna HSM or HSMoD service when you configure the
Microsoft Certificate Authority (CA) user role.

To install Microsoft ADCS

1.
2.

8.

N o g bk~ ow

Log in as an Enterprise Admin/Domain Admin with Administrative privileges.

Ensure you have configured the SafeNet KSP. Refer to the section Configuring the SafeNet Key Storage
Provider (KSP) section for more information.

Open the Server Manager under Configure this Local Sever and click Add Roles and Features.
The Add Roles wizard displays.

Click Next.

Select the Role-based or feature-based installation radio button and click Next.

Select the Select a server from the server pool radio button and select your server from the Server Pool
menu.

Fm Add Roles and Features Wizard L'_‘E.-

e s s DESTINATION SERVER
Select destination serve Dlrckiacer
Selecta server or a virtual hard disk on which to install roles and features

® Selact 5 server from the server pool
() Select a virtual hard disk

Server Pool

Filter;

Name |P Address Operating System

Dl.noida.com 172251152 Microzoft Windows Server 2012 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers cormmand in Server Manager. Offline servers and newly-added servers from which data
coltection is still incomplete are not shown.

< Previous Neg é_ Install | Cancel

Click Next.
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9. Select the Active Directory Certificate Services check box.

t server rales

Role:

Server Roles

Features

Add Roles and Features Wizard |

Select one or more roles to install on the selected server,

5
[ -Ac*jve Directcr;,t Domain Services [
[] Active Directory Federation Services

[T] Active Directory Lightweight Directory Services
[] Active Directory Rights hManagement Services
[] Application Server

[] DHCP Server

[ DNS Server

[] FaxServer

o
[ Hyper-v
[T] Metwork Policy and Access Services

[] Print and Decument Services
[[] Remaote Access
[] Remiote Deskiop Services

DESTINATION SERVER

Description

Active Directory Certificate Services
{AD CS) is used to creste
certification authorities and related
role services that allow you to issue
and manage certificstes used ina
variety of applications.

i

Dlnoida.com

Cancal

10. A window displays stating Add features that are required for Active Directory Certificate Services? To

add a feature, click the Add Features button.

11. Click Next to continue.

12. On the Active Directory Certificate Services page click Next to continue.

13. Select the Certification Authority check box from the Role services list and click Next.

i

Role Servicss

Confirmaton

Role services

[] Certificate Enroliment Web Service

[_] Certification Authority Web Enroliment
4

[ ] Metwork Device Envaliment Service
] Cnline Responder

Select the role services to install for Active Directory Certificate Sennces

[7] Certificate Enrollment Policy Web Service

=8 -

DESTINATION SERVER
D1noida.com

Description

Certification Authority (CA) s used
toissue and manage certificates.
Multiple CAs can be linked to form-a
public key infrastructurs,

< Previous | | Nedss

14. Click Install.

Microsoft Active Directory Certificate Services Integration Guide
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15. When installation is complete, click Configure Active Directory Certificate Services on the destination
server and the AD CS Configuration wizard displays.

i Add Roles and Features Wizard =TT

1 DESTINATION SERVER

Installation progress D1eidacom

View installation progress

@ Festure installation

Canfigurstion required. Installation succeeded on Dl.noida.com,

Active Directory Certificate Services
Additional steps are raquired to configure Active Directory Certificate Services on the destination
Server

Configure Active Directory Certificatelfenyices on the destmation cerver
Certification Authority
Remote Server Adrministraion Tooi
Role Administration Tools
Active Directory Certificate Services Tools

Certification Authority Management Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

1]

Export configuration ssttings

Previtus Next > [ Giase Cancel

16. On the Credentials page of AD CS Configuration wizard, click Next to continue.
17. Select the Certification Authority check box and click Next.

DESTINATION SERVER

Dlnoida.com

Select Role Services to configure

[¥] Certification Au tharity

ryptography

E

CA MName

validity Perfod

Database

Mare about AD C5 Server Roles

| < Previous | | I‘Dexl > | Canfigurs Cancel

18. Select the Enterprise CA radio button and click Next.
19. Select the Root CA radio button and click Next.

20. Setup the Private Key for the CA to generate and issue certificates to clients. If you would like to create a
new private key select the Create a new private key radio button. Click Next. If you would like to use an
existing private key, proceed to step 24.
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DESTINATION SERVER

P rivate K ey Dl.noida.com
Credentials Spedify the type of the private key
Roie Seryices
Setup Tipe Te generate and issue certificates to clients, a certification authority (CA) must have a private key.
CA Type | (@ Create a new private key
Use this aption if you do not have a private key or want to creafe a new privaie key.
T
Cryptography (1 Use =xisting private key
CA Nams Use this option to 2nsure continuity with previously issued certificates when reinstalling a CA.
vafidity Period Select & cervhcate and use its associated private kay
Certificate Database Select this option if you have an existing certificate on this computer or if you want to
import & certificate and use its'associated private kay.
Confirmation

) Select an existing private key on thes computer
Select this option if you have retained private key= from a previous installation or want to
use a private ksy from an altermate souwce.

Maors about Private Key

[ < Previous | | Nm%J | confioure | [ Ganest |

21. Open the Select a cryptographic provider: drop-down menu and select an algorithm using a SafeNet Key
Storage Provider. Open the Key length: drop-down menu and select a key-length.

DESTINATION SERVER

Cryptography for CA Dlnoida.com
Eredentials Specify the cryptographic options
Role Services
Selup Typs Select a cryptegraphic provider! Key length:
eh e RSA#Mlicrosoft Saftware Key Storage Provider [~]| 2048 [~
Private Key RSA#Microsoft Software Key Storage Provider K

Microsoft Base Cryptographic Provider v1.0
ECD5A P5271#Microsoft Software Key Storage Provider

CAlNams ECDSA_P256%Microsoft Software Key Storage Provider
validity Period Microsoft Strong Cryptegraphic Provider
Certificate Dasabase ECDSA_P256#Safeliet Key St'q%ge Provider
Carfrmiatan ECDSA_P521#5afeMNet Key Stordge Provider
ECDSA _P3E84#Microsoft Software Key Storage Provider by the CA.L

Microsoft Bass D35 Cryptographic Brovider
REA#Microsoft Smart Card Key Storage Provider
DSA#Microsoft Software Key Storage Provider
DSA#SafeMet Key Storage Provider
ECDH_P384#5afehet Key Storags Provider
ECDSA_P384£Microsoft Smart Card Key Storage Provider m
FCOH P256%Safehist Key Storage Provider .

|_{.-;'.. o |[ Next > | | Configurs |[ Cancsl l

22. Select the Hash Algorithm for signing certificates issued by this Certificate Authority and key length
settings for your installation.

23. Select the Allow administrator interaction when the private key is accessed by the CA check box.

Microsoft Active Directory Certificate Services Integration Guide 17
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Click Next. Proceed to step 27.

DESTINATION SERVER

Cryptography for CA Dl.noida.com

Craderals Specify the cryptographic options

Role Services

Select a cryptographic provider: Key length:
| ECDSA_P256%5afeNct Key Storsge Provider [=]|[258 [-]

Setup Tvps

A Type

Frivais Kay

Select the hacsh algorthm for signing certificates issued by this TA:

CrR/ropEapln: | sHaz36

CaMamE SHA3E4

validity Pariod SHAST2
SHAT

Certficatz Datsbass

Confirmation
[l Allow administrator interaction when the private key is accessed by the CA.

hMaors about Cryptagraphy

| < Previous | | Newth\eJ
|,\.

24. Select the Use existing private key check box. Setup the Private Key for CA to generate and issue
certificates to clients. Select Use existing private key and Select an existing private key on this
computer. Click Next to continue.

= DESTINATION SERVER
Private Key Dl.noida.com

Specify the type of the private key

To generate and issue certificates to clients, a certification authonty (CA) must have a private key.

() Create a new private key
Use this option if you do not have a private key or want to create a new private key,

Existing ey

®) Use swisting private key

Use this aption to ensure continuity with previously issued certificates when reinstalling a CA,

() Select a certificate and use its sssociated private key
Select this option if you have an existing certificate on this computer or if you want to
import a certificats and use it aszociated private key.

(@) Select an existing privats key on this computer
Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.

Mare about Private Key

< Previous | | MNept = | Canfigure Cancel
e Bt
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25. Click Change. Select the SafeNet Key Storage Provider algorithm that you have used to generate the
private keys and clear the CA Common name, click Search.

= AD CS Configt

o DESTINATION SERVER
Existing Key Di.noida.com
Credentals
Fole seryices
Setup Type Wic on the target computer matching
CA Type ‘Search for keys an the target computer using the

Brvate Key following critena: L —

ige Provider

Cryptographic providen
e -

Type certification authority (CA) common name

[optional): Charge.,
noida-01-CA

[[] Allow administrator interaction when the private key is access=d by the CA

Mare about Existing Key

| < Previous | | MNest> | | Configurs | | Cancel

26. Select the Existing Key and click Next.

DESTINATION SERVER

Existing Key DlLnoida.com
Cradentisis Select an existing key
Role Services
Setup Type Select a key from the kst The listed keys are the keys available on the target computer matching
the search criteria. You may change the search criteria.
CA Type
Private Kay —5earch criteria for key

Cryptographic provider:  ECDSA_P2sE#Safenst Key Storage Provider

Cryptography CA common name: noida-E1-CA
CA Mame
valldity Pariod Change.,

Certificate Dziabace

Search results:

Confirnation noida-D1-CA |

] &flow sdministrator interaction when the private key is accessed by the CA.

Mare about Existing Key

| < Previous | u“:ﬁ&f" | [ configure | | Ganeel

Microsoft Active Directory Certificate Services Integration Guide 19
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27. Configure a common name to identify this Certificate Authority. Click Next.
I AD CS Configuration = [oEE

0 DESTINATION SERVER
i ;’—\ N ame Dl.noida.com

Specify the name of the CA

Type a common name to identify this certification authority [CA). This name:is added to all
certificates issued by the CA; Distinguished name suffix values are automatically generated but can
be modified.

Common name for this CA:

noida-Bi-CA

Distinguished name suffic

BC=nsida,0C=com

Preview of distinguizhed nane:
ChN=nioida-D1-CA DC=noida DC=com

Mare about CA Name

| <Previc£| | Ne)ﬁ-_| anfigure Cancel ‘

28. Proceed to set the Certificate Validity Period. Click Next. Configure the Certificate database location. It
records all the certificate requests, issued certificates, and revoked or expired certificates. Click Next.

29. Click Configure to configure the selected roles, role services, or features.

30. Click Close to exit the AD CS Configuration wizard after viewing the installation results.
A private key for the CA will be generated and stored on the HSM.

31. Open a command prompt and run the following command to verify that service is running:
sC query certsvc

32. Open a command prompt and run the following command to verify the CA key:
certutil -verifykeys

The result of the command shows the CA keys have successfully been verified.

Enrolling the Certification Authority Certificate

1. Create a CA template that uses SafeNet Key Storage Provider.
a. Open a command prompt and run certtmpl.msc
b. Right click the Administrator template
c. Click Duplicate Template.
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File Action View Help
& Certificate Templates (WIN-2AT | Template Display Narfe Scherna Yersion Versi.. |~
I A — &
& Aut licate Template 1 5
H Basic A;&asks 3 21
Hea 2 r 106.0
2 Properties
Hcep 1 41
& cod Help: 1 ER]
 Computer 1 54
T Copy of Adrministrator 1 100.3
T Crass Certification Authority z 105.0
& Directory Email Replication 2 15,0
[ Domain Cantraller 1 41
5 Domain Contioller Authentication 2 1100
5 EFS Recovery Agent 1 61 =
5 Enroliment Agent 1 41
) Enrollment Agent (Computer) 1 51
0 Bxchange Enroliment Agent (Offline requ.., 1 a1
3 Exchange Signature Only 1 61
3 Exchange User 1 71
Bpsec 1 a1
] IPSec (Offline request) i 7
T Kerberos Authentication H 0.0
0 Key Recovery Agent H 105.0
3 0CSP Response Signing 3 101.0
I RAS and IAS Server H 101.0
1 Root Cetification Autharity 1 51
T Router (Offline request) 1 41
T Smartcard Logon 1 61
G Smartcard User 1 11
F subordinate Certification Authority 1 51
] Test Administrator 4 1003 o
< i I 1<l it >
Using this template a5 a base, creates a template that supports Windows Server 2003 Enterprise GAs

Actions

Certificate Templates (WIN-AATY,, &

Mare Actions

Administrator

Mare Actions

3
=i

3

2. Select Windows Server 2008 for both Certification Authority and Certificate recipient under Compatibility

Settings, Click OK.

g Certificate Templates Consale
File Action View Help

@ B=

] Certificate Templates (WIN-&A7

Template

- adrini{

3 auther
[ Basic R
HloaExcl
T CEPEn
 code si
Fcompu
B copy o
H Cross ¢
0 Directo
& Domai
F Domain
T EFS Rec
W Enralim
3 Enralim
@ Exchan
T Exchan
H Exchan
T 1psec

1 Ipsec (¢
T Kerbero
] Koy Rec
SlocseR
B rasan
3 Rost el
H Router
[ smane
0 siarte
3 subordi

SublectMams | Sewer | lssuance

Superseded Templates | Edtersions | Seouly

Compalbily | Gereal | RequestHanding | Ciyptogiaphy

The template oplions available ate based on the eariest operaling system
wersions setin Compatiblty Settings

¥ Shon tesuling changes

Campatitity Settings

Catifcation Autheriy

\indows Server 2008 v

Cerificate recipient

Thess seftings iy nat prevert earkier operating spstems from using this
template.

ok | [ Caedd | [ fppb Help

3 Test Administrator P 003 |,
-

[T >

- | O x
A(l?nns
Certificate Templates (WIN-AAT4,, «
Mare Actions »
‘Administrator =
More Actions 13

3. Verify the changes on the Resulting Changes window. Click OK.

a) Select the General tab. Enter template name.

b) Go to the Cryptography tab. Select Key Storage Provider for Provider Category.

c) Select the Requests must use one of the following providers radio button.
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d) Inthe Providers field select the SafeNet Key Storage Provider only.
e) For Algorithm Name select an algorithm.

f) Select Request Hash.

g) Go tothe Subject Name tab.

h) Uncheck the Include e-mail name in subject name check box

i)  Uncheck the E-mail name check box.

‘ Carmpatibility I General I F!eques['Ha_deing l Cryptography
Supsiseded Templates | Estensions | Security
SubjectMame | Sevver | Issusncs Requiements

(2 Supply in the request

0

Uz subject infarmation from existing certificates for autaenmliment
rerewal requestz 7)

(®) Build from thiz &ctive Directory information

Select thiz option to enforce consistency among subject names and to
simplify certificate administration.

Subject name format:

| Fully distinguizhed name v

[ Include e-mail name in subject name

Include thiz information in alternate subject name:
[ E-mail hame

[ DNS hame

[w] User principal name (LPN)

[ Service principal name [SPN)

* Control iz disabled due to compatibility settings:

| 0K || Cancel ! .{'\D%
| S

Help_

i) Click Apply to save the template. Click OK.
k) Open the command prompt and run certsrv.msc.
[) Double-click the CA name.

m) Right-click the Certificate Templates node.
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n) Select New -> Certificate Template to Issue

File Action  View Help
ez oz 0

j-';:] Certification: Authonty:.(LocaI].
4 g noida-D1-CA

] Revoked Certificates

7= Issued Certificates

(1 Pending Requests.

B Failed Requests

[ Centificate Temniates!
‘Manage ‘

Intended Purpase

There are na iterms to show in this view,

Mew b.l Certificae Template to lssue.

View ¥

Refresh
Equrt L\st
Hﬂ p

Enahhz add\tmna\ Certlﬁ(ﬂte Templahas on this Certrﬁ(ahnn Au.thnrlty

0) Select the template you recently created and click OK.

Select one Certificate Template to shable o this Certification dutharity. el

Mate: If a certificate template that was recently created doss not appear on this list, you may heed to wait unt
infarmation about this template hag beer reaTe:atetl to-all domain contrallers,

Al ot tha;:.'s{hfﬁ:pa{‘a termplates in ’g}'uE: a;u[gamahtu}’r rrra_l,l k) ba a'oca#ah}e ko o CA.

For more information, see ¢

Mame Intended Purpose
s Administratar Mm[ﬂmﬂ‘ Trust ETSi Signing, Encrypting File System, Secure |

] Authenticated Session
Tl Basic EFS

i) CA& Exchange.
-@.CEF' Encryption

& Code Signing

T Computer

o Copy 2 pij&r{;ihi%tr_étw

E Dl:upy.l‘:_u_f Adrlamiztrator

L m;&ﬂg;tﬁ@éﬂmﬁwhm:ﬁg.

Client .ﬁ.uﬂﬁehtrr:atmn

Encrypting File System

Private ey Archival
.Eeriiﬁu:atéﬂ equest Agent

Code Signing

Clignt Authentication, Server &utheritication

Client &uthentication, Secure Email, Encrypting File System, h'
Client Authentication, Secure Email, Encrypting File System, b

5 | W
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4. Request a certificate based on the template.

a) Request a certificate based on the template.

b) Open the command prompt and run the certmgr.msc command.
c) Right-click the Personal node.
d) Select All Tasks -> Request New Certificate...
File  Action View Help
ew 2jm o dE Bm
ﬂ:i]Certlflcates Curfent Lser H Ohject Type
b | Pagpsal————— =R et
b 3 Trisal Find Certificates,.
b Entel ™ ) Tasks b Find Certficates.. J
b Inter : E :
b At Wiew PE[:J F}Qquest Mewr Certificate. I
b (2 Trus) Refresh [ |m§30ﬁ---
B Uty Export List.., | Advanced Operations ’
B | Thin == 3it
b = Trus?___ Help -
b Client Authentication |ssuers |
B Smiart Card Trusted Roots
<] il i > 1€ i | >
'I-Request a reww cettificate from a certification authority (CA)n your darmain

e) Click Next.

f) Click Next.

g) Enable the check box for the template you created above.
h) Click Enroll.

i) Verify the certificate is enrolled successfully. The Ul enroliment wizard shows if the certificate enroliment
was successful.

Archiving the CA Key

You can verify that the configurations that are possible with the SafeNet Luna HSM or HSM on Demand service
can be used and do not interfere with the CA key archival functionality.

To complete archiving the CA-Key you must complete the following tasks:
» archive the CA key

» issue the KRA certificate from the CA snap-in

» issue the KRA certificate from the CA snap-in

» retrieve the issued certificate from CA

» configure CA to support Key Archival
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« create a template with Key Archival enabled
* add a new template to CA for issuing

e issue a user template with key archival enabled

g NOTE: If you wish to secure the key on SafeNet HSM that is used to encrypt
the Archived Keys then you need to select the SafeNet Key Storage Provider
for generating the keys for Key Recovery Agent certificate.

To archive the CA key

1.

2
3.
4.
5

Install the Enterprise Certificate Server using the SafeNet Key Storage Provider and ECC key.
Verify the CA is installed correcily.

Add a Key Recovery Agent (KRA) template to CA for issuing.

Open the command prompt and run the certsrv.msc command.

Right-click the Certificate Templates node. Select New -> Certificate Template to Issue.

e ‘certsry - Certfcation Authority (Local)] ElE]
| Fife Action Wiew Help
|=ed| = H| » m
i ;,‘J Certification Authority (Localy Marne Description
4 g nhoida-D1-CA, & noida-01-CA Certification Authotity

| Revoked Certificates
. lssued Certificates
1 Pending Requests
|| Failed Requests

| Centficate Terod ‘
danage |
Mew >H Certmxate Ternplate ta lssue ﬂ
Refresh Ly
Help

-:J‘Enable additional Certificate Templates on this Certification Authority
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6. Select the Key Recovery Agent template and click OK.

Select one Cerlificate Template ta enable on this Certification Autharity.

Mote: It a i:ertlflcate_temﬁllate fhafwasr[acentﬁ;cr&a'tﬁd dogs ot appear on this list, you may nieed to wait until
information about this Eamulate haz | been replicated to all domain. contollers.

Al of the certificate. tel‘ﬂp]ates. in the tugénlaahan may not be available to your .

Far more information, see Certificate Template Concepts,

MName
=] Exchange User
H IPSec

] IPSec (Dffine request]

T Kerberas Authertication

i) EIESF' Hespnnse Slgmng
T RA% and 85 Server

5 Router [Dfffine request]
& Smartcard Lagan

Intended Purpose

Secure Email

IF security |KE intermediate

IF security [KE intermediate

Client Authentication, Server Authentication, Smart Card Loge
A gent -

DESF‘ Signing

Client Authentication, Server Authentication

Client Suthentication

Client Authentication, Smart Card Logon

@ Smartrard | 1zer
<

Secue F_nlaﬂ_EHéannhmﬂcatinn_imatl-:f‘ardl nann.

To Issue the KRA Certificate.

1. Request the KRA certificate. Open the command prompt and run the certmgr.msc command.

2. Right-click Personal node. Select All Tasks -> Request new certificate....

File AEt’rnn Miewe  Help

Laogical Store Mame

Flnd Certificates..

rsonal

Al Tasks

bl Flnd Certu"cates‘

| Refresh

5He|r-1

thm[:gt e Ce)etlfu: ate.,
: Impqr’c

Untrusted Lertificates

Trusted People
| Client Authentication |ssu

B
i
b
2
B
i
b
B

| Srnart Card Trusted Roots

< [

. Third-Party Root Certificatior|

Er3

Certificate Enrallment Reque:

[E3

.ﬂcduar‘il:ad Opératlar‘is

I Thir -Party Root Certification Authorties
I Trusted People

| Client Suthentication lssuers

| Cartificate Enrallment Raquests:

| Smyart Card Trusted Roots:

[ =] i

| Requesta new certificate fram a certification autharity (R in wour dornain

3. Click Next.

4. Select Active Directory Enrollment Policy and click Next.
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Select Certificate Enrollment Policy

Certificate enrollrment p_oli.e_y enables enrallment for cettificates hased on predefined certificate templates
Certificate enrallmant policy may already be configured foryou,

Configured by your administrator
| Active Directory Enral fhﬂanr-F'Etﬁ_:;y.
Configured by you

Learn mare about certificate enrallment policy

Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then
click Enrall,

Active Directory Enrollment Policy

[ ] Copy 2 of Adrinistrator L) STATUS: Available Details ~
[] Key Recovery Agent 1 STATUS: Available Details v

[] Show all templates

Learn mare about certificates.
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6. Verify the enrollment is pending and click Finish.

Certificate Installation Results

The following certificates have heen enrolled and installed on this computer.

Active Directory Enrollment Policy

o STATUS: Enrollment pending Details v

[+ Key Recawvery Agent

To issue the KRA certificate from the CA snap-in.
1. Open the command prompt and run the certsrv.msc command.

2. Select the Pending Requests node. Right-click on the latest request for the KRA template. Select All
Tasks and click Issue.

File. &ction  View Help
% 2|6

| 5l Certification Autharity (Local)

| 4 g noida-D1-CA

I (] Revoked Certificates
-ates

L_j FalledReq _ts.
= Cert\ficate'Templates

B

=i

equE'St'.IE:).

Rezciuest-l)is'p nsition Message:

i Wiews Stributes/Extenisiahs.,

| Export Binary Data..,

Request
A1)

U

| Deny

<1

Force the policy rmodule to reevaluate this request
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3. Click on Issued Certificates. Verify that the new certificate is issued.

To retrieve the issued certificate from CA
1. Open the command prompt and run certmgr.msc command.

2. Right click Certificates — Current User

3. Select All Tasks and click Automatically enroll and retrieve certificates...

@

File Action  Wiew Help

| ;E;-i]- J:_Erti'f-igatej- t-urrer?:.l: .|..|l.f..¢z: U..L.ﬁ\nir.:uj R N N ERE

1 Personal | Find Certificates... |

L Trusted Rogt Gl (A Taskes ri Find Certificates.

[

I

E

B

B[] fctive Directony Refresh
b Trusted Publish
B

B

f

I

E

B

User Object

2 Exr:lDPtLiSt... bty
~ . Urtrusted Certif f

| Third-Party Rao Help icates
= et Certification Authorities

| Trusted Peaple
| Client Suthentication lssuers

| Certificate Enrollment Regque:
| Srriart Card Trusted Roots | Certificate Enrollment Requests
. | Smart Card Trusted Roots

| Trusted People

| Client Authentication lssuers

% n |l € L1

~ Enterprize Trust : I
o It i Jiate e b Auromatically Enroll and Retrieve Certificates..
|| Intermediate Ce - HM

| Updates all eligible certificates a5 a background process

4. Click Next.

5. Select the KRA certificate you just issued and enroll it.

To configure the CA to support Key Archival.

1. Open the command prompt and run the certsrv.msc command.
2. Right-click CA Name and select Properties.

3. Select the Recovery Agent tab.

4. Select the Archive the key radio button.
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5. Click the Add button.

Estensions | Stoage | Cettficate Managers
Generdl | PolioyModie | ExitModuls
Enroliment dgents | Auditing | Recover Agents Securty

Do thie following when a certificate request includes key archival
() Do not anchive the key
® bichivethekey
Mumber of recovery agents touse;
F.ey recoverny agent certificates:
Subject  lssuer Evpiration Dafe  Stalus

Remove | |

Key Recovery Agent Selection |
Please select a Key Recovery Agent certificate

Administrator
lssuer: noida-D1-CA
WValid From: 5/1/2013 to 5/1/2014

Click tooview certifi

7. Click OK

8. Verify the CA service must be restarted, click Yes.
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To create a template with Key Archival enabled

1. Open the command prompt and run the certtmpl.msc command.

2. Right-click the User template and click Duplicate Template.

.E Certificate Templates Console
File Action View Help

%@ E= HE

5l Certificate Templates (WIN-78P(

Template Display NamAe

i Cross Certification Authority

& Directory Email Replication

1 Domain Controller

@ Domain Controller Authentication
3 EFs Recovery Agent

& Enrallment Agent

1] Enrollment Agent (Computer)

& Exchange Enrollment Agent (Offline requ...

& Exchange Signature Only
JE Exchange User

@ IPSec

»\E IPSec (Offline request)

{4 Kerberos Authentication

& Key Recovery Agent

& ocsp Response Signing

{3 RAS and IAS Server

3 Root Certification Authority
J:E Router (Offline request)

& Smartcard Legon

1] smartcard User

JE Subordinate Certification Autherity
] Trust List Signing

#

] User Signature Only

3 Web Server

JE Workstation Authentication

<

Schema Version

SO S I EC T T SR < I S (e St R S i ] 1 SRR S PR

Duplicate Template
All Tasks
Properties

Help

Version ™
105.0
115.0
41
110.0
6.1
41
5.1
41
6.1
71
a1
71
1100
105.0
0.7
101.0
5.1
41
6.1
1.1
5.1
31

» 1
01.0

Actions

Certficate Templates (WIN-T8PG3KKBE... &

More Actions »
User -
More Actions 4

3. Select Windows Server 2008 for both Certification Authority and Certificate recipient under Compatibility

Settings, Click OK.
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(i<

File Action View Help

rEIEEE S

Certificate Templates Consale

E Certificate Termnplates (W\N-AA?

Template T

B Adraini 3

) Authern
& Basic £F
ok
T CEP En

1 Code Siy

= Cormpul
..@-Copy of
@ Cross C
T Directo
& Domai

& Domain
0 EFS Rec
 Enrollmi
H Enrallin
[ Exchang

& Exchang.
& Exchang.

@ IpSec
1P gec |
& Kerbera)

T Key Rec|

H ocser
[ RAS an
H Roat Ce

0 Rauter |

T smartc
& smarte

T Subordi|

" Actions

 Certificate Templates (WIN:

Subject Name I Server | Tssuance Requiterrents

More Actions

Superseded Templates | Ewensions | Gecurly

Campatibility | Gereral I Request Handling | Cryptography

inistrator

The template options available are based on the sarliest operating system
wversions set in Compatibiity 5 stings

[¥] Shaw resultifng changes

Compatibiity Settings

Certification Authority
\Windows Server 2008 v

Certificate recipisnt

These settings may not prevent earlier operating systems from using this
template.

More Actions

oK || Cancel H Apply Hel

] Test Administrator 4 1003

~

4. On the Resulting Changes menu click OK.

The compatibility changes will add the Following template options,

Tahb

Request Handling
Cryptography
Cryptography

Template Option

Far automatic renewal of smart card certificates, use the existing key if anew ...

Use alternate signature format
Key Storage Provider

Copy to clipboard

I Dok

_Il (Zancel

5. Go to the General tab and enter a name for the template (UserKeyArchival).

6. Go to the Request Handling tab and enable the Archive subject’s encryption private key check box.
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i Subject Mame I Sereer I Isshance Fequirements
i Superseded Templét_ez l Exterisions | Security. |
Cornpatibilipge | Gereral Reguest Handling Crvptography

Furpoze: | Signature and encipption L

Delete revoked or axpired certificates {do mot archive)

o] Include spmmetric algorithms allowed by the subject

o] &llove private key to be exported
| Fierews with the zarme kay [7)
- For automatic renewal of smart card certificates, use the existing key if a
news key cannot be created
Do the following when the subject is enrolled and whet the private key
associated with this certificate is used:
(@ Enroll subject without requiring any user input
() Prompt the user during enmoliment
— Prompt the user during enrollment and require user input when the

= private key js used

* Control i dizabled due to compatibiliby settings.

| 0K | | Cancel | | Apply | | Heip

7. Select the Subject Name tab.
8. Uncheck the Include e-mail name in subject name check box.

9. Uncheck the E-mail name check box.

-| Compatibilit: I General | Fequest Handling | Cryptography

Superseded Templates | Extensions | Sectrity
Subject Name | Server | lssuanice Regquiements

(2 Supply in the request

Lz aubject infarmation fiom existing ceptificates for autosnialment
renewal ipgquests |

ulld from thiz Active Directon information

Select this option:to enforce consistency among subject names and fo
simplify certificate administration,

Subject name format:

| Fully distinguished name v

I [ nelude e-mail name in subject name

Include this information in altemate subject name:
[ E-mail name

1 DNS name

[w] User principal name [UFH)

[_I Service principal name [SPN)

* Control s disabled due to compatibility settingg.

ok Cancel || qu«gﬁ! .Heip

10. Click Apply and then OK.
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To add a new template to CA for issuing
1.
2.

Open the command prompt and run the certsrv.msc command.
Right-click the Certificate Templates node.

Select New -> Certificate Template to Issue.

' ﬁ Certification futharity (Local)
|| 4 @i noida-D1-C4, @KgyR&cpvgr}aAQEm

| Revoked Certificates
T Issued Certificates
| Pending Requests

| Failed Request:

Mame

B =

Interided Purpose
Key Recovety Agent

Certificate Template to lssue

: Refresh
| Export List..
| Help:

Enable additional Certificate Ternplates on this Certification Authority

4. Select new template for key archival, click OK.

Select one Certificate Template to enable on thiz Certification Authority.

Mote: If a certificate template that was recently created does not appear on this list, pou may need to wait until
information about this terplate has been replicated to all domain contrallers.

All of the certificate templates in the organization may not be available to your Cé,

For more information, see Certificate Template Concepis.

M arne
E Fouter [Offline request)
@ Smartcard Logon
E Smartcard Lser
E Test Adminiztrator
E Truszt List Signing
E lzer Signature Only
@ U zerk Archival
U zerk epdrchival

E Waorkstation Authentication

Intended Purpose

Client Authentication

Client Authentication, Smart Card Logon

Secure Email, Client Authentication, Smart Card Logon

Client Authentication, Secure Email, Encrppting File Spstem, b
Microgoft Trust List Signing

Secure Email, Client Authentication

Client Authentication, Secure Email, Encrppting File Spstem
Client Authentization, Secure Email, Encrppting File

Client Authentication

<

Cancel
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To issue a user template with key archival enabled

1. Open the command prompt and run the certmgr.msc command.

2. Right-click Personal node.

3. Select All Tasks -> Request New Certificate.

SRR

Fils: AEEGR View  Help

le=|E o= B

E;}J Certificates - Current User

Lag_ii:':al- Store Marme

Find Certificates...

al

o ackid ot

1 Entery| £l Tasks

| Irterrr r=—————
é ot PEfresh

| Find Certificates...

Requiest New Certificate...

OO Truste  Help

i |.mp a rtE"E

[ Untrusted Certficates

(il Third-F‘arty Root Certificatio
] Trusted People

[ Client Authentication lssuers
|| Certificate Enrallment Reque:
| Smmark Card Trusted Roots

Advanced Operations

= Third-Party Root Certification Authatities
I Trusted People

|| Client Authentication |ssuers

|| Certificate Enrallimert Requests

I Srmart Card Trusted Raots

‘Requesta new certificate from a certification authority (C4) in your domain

4. Click Next
5. Click Next.

6. Select the new template for key archival check box and click Enroll.
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Request Cert ificates

You can request the following types of certificates, Select the certificates you want to request, and then

click Enroll,

Active Directory Enrollment Policy

[ | Key Recovery Agent

v| Userkarchival

1) STATUS: Awvailable

(1) STATUS: Available

[k o all templates
Learn rare about cedificates
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8. The Enrollment Wizard Ul displays. Verify the enroliment is successful.

Certificate Installation Results

The followring certificates have been enrolled and installed ah this cormputer,

Active Directory Enrollment Policy

A Userkarchival J STATUS: Succeeded Details w

9. Click Finish.

Performing a Key Recovery

You can recover archived keys.

To perform a key recovery

1. Log on to the system as Domain Administrator and ensure that the private key is still recoverable by viewing

the Archived Key column in the Certification Authority console.

a.

b
c
d.
e

Log on as Domain Administrator.

From Administrative Tools, open Certification Authority.

In the console tree, double-click CA, and then click Issued Certificates.
From the View menu, click Add/Remove Columns.

In Add/Remove Columns, in Available Column, select Archived Key, and then click Add. Archived
Key should now appear in Displayed Columns.

Click OK and then, in the details pane, scroll to the right and confirm that the last issued certificate to
UserKeyArchival has a Yes value in the Archived Key column.
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@ NOTE: A certificate template must have been modified so that the Archive bit and
Mark Private Key as Exportable attributes were enabled. The private key is only
recoverable if there is data in the Archived Key column.

g. Double-click the Archive User certificate.
h. Click the Details tab.

Write down the serial number of the certificate. (Do not include spacing between digit pairs.) This is
required for recovery.

The serial number is a hexadecimal string which is 20 characters long. The serial number of the private
key is the same as the serial number of the certificate. For the purpose of this walkthrough, the serial
number will be referred to as serialnumber.

i. Click OK.
j- Close Certification Authority.
2. Recover the private key into a BLOB output file by using certutil.exe.

a. On the taskbar, click the Start button, click Run, type ecmd, then click OK to open command prompt
window.

b. Type cd\ and then press ENTER.

Ensure that you are in the c:\ directory.
d. Atthe command prompt, type:

Certutil -getkey serialnumber outputblob
e. Atthe command prompt, type

dir outputblob

@ NOTE: If the file outputblob does not exist, you probably typed the serial number
incorrectly for the certificate.

The outputblob file is a PKCS#7 file containing the KRA certificates and the user certificate and chain. The
inner content is an encrypted PKCS#7 containing the private key (encrypted by the KRA certificates).

3. Recover the original private/public key pair using Certutil.exe

a. On the taskbar, click the Start button, click Run, type ecmd, and click OK to open a command prompt
window.

b. Atthe command prompt, type:
Certutil -recoverkey outputblob user.pfx

c. When prompted, enter the following information:
Enter new password: password
Confirm new password: password

d. Type exit, and then press ENTER.

e. Close all windows and log off as the current user.

4. Import the recovered private key/certificate.
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g.

At the command prompt, type certmgr.msc

Right click Certificates (Current User), and then click Find Certificates.

In Find Certificates, under Contains, type CA Name and then click Find Now.
In Find Certificates, on the Edit menu, click Select All.

In Find Certificates, on the File menu, click Delete.

In Certificates, click Yes.

Close Find Certificates.

5. Import the certificate at c:\user.pfx and let the certificates be placed by the system.

a.

b
c
d.
e

f.

In the console tree, right-click Personal and then click All Tasks and then click Import.
In the Certificate Import Wizard, click Next.

On Files to Import, in the File name box, type c:\user.pfx, and then click Next.

In Password, type password and then click Next.

On Certificate Store, click Automatically select the certificate store based on the type of
certificate and then click Next.

On Completing the Certificate Import Wizard, click Finish.

6. Verify the serial number of the imported certificate.

a.
b.

C.

In the console tree, double-click Personal and then click Certificates.
Double-click certificate.

In Certificate, go to the Details tab. Verify that the serial number matches the original.
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Install and configure the CA cluster using SafeNet Key
Storage Provider

The following sections describe the installation and configuration of a CA on a failover cluster running on
Windows Server.

Register SafeNet Luna KSP using kspconfig.exe. (Refer to the Configure the SafeNet HSM Key Storage
Provider section.)

Setting up the CA server role on the first cluster node

This section explains how to install certificate services on the first cluster node.

To setup the CA server role on the first cluster node

1.
2.

N o o ko

Log in as an Enterprise Admin/Domain Admin with Administrative privileges.

The steps to install the Microsoft Active Directory Certificate Services are same as the Install Active
Directory Certificate Services section. After Microsoft ADCS is successfully installed, continue with the
below steps.

Click the Start button, point to Run, type certsrv.msc, and then click OK.
Select the CA node in the left pane.

On the Action menu, click All Tasks and then Backup CA.

Click Next on the Welcome page of the CA backup wizard.

Select Private key and CA certificate and provide a directory name where you will temporarily store the
CA certificate and optionally the key. Click Next.

Centiication Autrorty Backup Wizard Edl
Items to Back Up ¥
You can back up individual companents of the cerification authority data, R
e

Select the items pou wish to back up:
W Piivate kep and Cf certificate
[~ Cettificate databasze and certificate database log

[T Pedom iriciements backin

Back up to this location;

C:hBackup Brovesa... |

Mate: The backup directon muzt be emply,

<Back | “ﬁ;‘f*_l" Cancel | [ Help
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8. Provide a password to protect the CA key and click Next.
9. Click Finish.

Completing the Certification
Authority Backup Wizard

2 i |

M & |.L

L_\_—_*-_ > “fou have successfully completed the Certification Authority
== Backup wizard.

Youhave selected the following settings:
Private ey and Ca Certificate

L]

<] TE

To cloze thiz wizard and beain backup, click Finigh,

g NOTE: You will receive a warning message that the private key cannot be
exported. This is expected behavior because the private key will never leave
the SafeNet HSM.

10. Click OK to continue.

@ NOTE: You need to run the ksputil.exe utility to migrate keys to the cluster. Please
contact Customer Support, in case you do not have the ksputil.exe utility.

11. Run the ksputil.exe utility to make the keys visible to the secondary node in the cluster. You will be
prompted to enter the partition password.

ksputil clusterKey /s <slotNum> /n <CA_Name> /t <TargetHost_Name>
Where,

slotNum — slot number

CA_name — name of the CA

TargetHost_Name — FQDN of the second node
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X Administraton mmand Prompt

wProgram Files“SafeMet“LunaClient“HKSP>ksputil.exe clusterley /= 1 /n neoida-D1-
A /t DZ.noida.com

‘his Servers Host Hame is: Dli.noida.com and the logged on wser is: Administrator

Enter challenge For slot *1°

Successfully migrated CA kev to host: "DZ2.noida.com" with private kewy: 27 and pu
hlic key: 119

tSProgram FilesiBafeMet\LunaClientxKSP>

12. Click the Action menu, All Tasks and then Stop Service.

@ NOTE: After the successful migration of keys to the second node, the CA
service must be shut down to unlock the disk resources.

13. Close the CA management snap-in.

To detach the shared storage form the cluster node

1. Go to the Server Manager MMC snap-in. Click the File and Storage Services. Click Disks, select shared
disk resource, right click on it and select Take Offline.

= Server Manager =G E
@ ¥ «“Volumes * Disks @1 F’. Manage  Tools  View Help
= DISKS
ﬁ Sarvers All disks | 2 total TASKS W
_l Volumes = o D Ft = <
:
L Storage Pools Mumber Virtual Disk  Status Capacty Unallocated  Partition Read Only
Iii! Skl 4D1@ T
iCsl 0 Onfire  127GB 0008 MER
1 Onli g - GPT
]: flake Offline
RgsetD:sk
it
st refresh, 17201 34:7
VOLUMES STORAGE POOL
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To release the HSM from the cluster node

2. Since SafeNet Luna HSM is a network attached HSM, therefore disable the network connection to release it
from cluster node one.

3. Logoff from the Cluster node one.

The installation of the Certification Authority on the first node is completed now.

Setting up the CA server role on the second cluster node
This section explains how to set up the second cluster node. To install the CA on the second node, complete the
following:

» To configure the secondary cluster node

» Toimport an existing CA certificate

+ Toadd the AD CSrole

» To configure the AD CS Role

To configure the secondary cluster node

1. Log on to the cluster node with permissions to install the second cluster node. To install an enterprise CA,
logon with enterprise permissions to the Active Directory domain. To install a standalone CA you may logon
with local admin permissions if you don’t want to register the CA in the Active Directory configuration
container.

Click the Start button open Run, type servermanager.msc, and click OK.

The Server Manager MMC snap-in opens. Click the File and Storage Services. Click Disks.
Ensure that the shared disk that is used for the CA is online.

Copy the previously exported CA certificate to the second cluster node.

Click the Start button, point to Run, type mmc, and then click OK.

From the File menu, click Add/remove Snap-in...

Select Certificates from the list of available snap-ins and click Add.

© © N o ok~ w D

Select the Computer Account radio button and click Next.
10. Select the Local Computer radio button and click Finish.
11. Click OK.

To import an existing CA certificate

1. Inthe Certificate Manager MMC snap-in, expand the Certificates (Local Computer) node and select the
Personal store.

2. From the Action menu click All Tasks and then Import ...
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@ File | Action | View Fevarites Window Help. L=1=1%]
& *| EF-ind.CEt{ificates... ‘
[ consl  AliTasks ,
AWE Ingwidon fom Here

» [0

iterms ta show in this view,

- s |
| ;INEW-TB_SkpadI'.\Ti_EW... More Actions »
PO Refeskh
b H |k i

' ExportList..
- IXW 4
bl Help

b IO Thllrd—Party Roat Certificatio
b7 Trusted Peaple
b Client Authentication lssuers|
p [ Remote Desktop
b [ Smart Card Trusted Roots.
B[ Trusted Devices

[ < i 1>}

Add a certificate to a store

3. Inthe Certificate Import Wizard, click Next.

Enter the filename of the CA certificate that was previously created on the first node and click Next. If you

use the Browse button to find the certificate, change the file type to Personal Information Exchange
“ofx,*.p12).

File to Import
- Specify the File wou want boimpart,

“File name;
‘CiBackupinoida-Di-CA.plE

Mote: More than one certificate can be stored in a single File in the Fallowing Formats:

Persanal Information Exchange- PKCS #12 { PR3, .P12)

‘Cryptographic Message Synkax Standard- PECS #7 Certificates (.P7B)

Microsoft Serislized Certificate Store (,S5T)

Learn more about cerbificats Fle Formats
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5. Type the password previously used to protect the private key. The password is required even if there is no

private key in the PFX file. Click Next.

B NOTE: Do not select the Mark this key as exportable check box.

Private key protection
To maintain security, the private key was protected with a password.

Type thie password For the private key.

Password:

| sssenses

[ pisplay Password

Import options:

| |Emable strong private key protection, Youwill be promptéd every time the
private key is used by an application iF you enable this option

[IMark this key as exporkable. This will allow you to back up or transport waur
kews at a later time,

W] Include all extended properties,

Learn more about protecting private kevs.
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6. Select the Place all certificates in the following store radio button and select the Personal certificate store.

Click Next.

(&) == Certificate Import Wizard

Certificate Store

Cettificate stores are system areas where certificates are kept,

windows can aukomatically select a certificate store, or wou can specify a location For
the certificate,

() Aukomatically select the certificake store based oncthe bvpe of certificate
() Place all cartificates in the Fallowing store

Certificate store:

Personal | | Eroinse. .

Learn more about certificate stores

7. Click Finish to import the certificate.

8. Click OK to confirm the successful import.

9. Repair the association between the certificate and the private key that is stored in the HSM.
10. In the Certificate manager, expand the Personal store and select the Certificates container.

11. Select the imported certificate and select Open from the Action menu. Go to the Details tab.

Microsoft Active Directory Certificate Services Integration Guide



2 — Integrate SafeNet HSM with Microsoft ADCS on Windows Server

12. Select the field Serial Number and copy the serial number into the clipboard. Click OK.

ik Certificate |L|

i R
| General | Details | Certification Path |

Shot !-q:.qll;: ¥ |

' I_:ield Walue -
= |¥ersion Y3
{51 Serial number df B4 70 Ob OB BE 5 92 48 23..,

:_;_;;Signature algarithrm shalR34
!___.__iSignature hash algorithm shal
| = |Issuet nojda-D1-CA, noida, com

[%alid From wednesday, May 1, 2013 11:...
Walid ko Tuesday; May 1, 2018 11:39:..,
[ i= |Subject nolda-D1-CA, noida, com w

4f]:54 70 Ob 08 88 cb 92 48 23 06 09 44 b5 70
=7

Edit-Properties. ., | | Copy toFile. .,

Learn more about certificats details

13. Open the command prompt and type certutil -repairstore My "{Serial number}" and press Enter.

o Administrator: Command Prompt =[8] x |

Cc» 2012 Hicrosoft Corporation. All rights reserved.

yisUserssAdministrator NOIDA>certutil —pepairstore Hy "4f 54 78 Bh B8 83 c5 92 4
23 B6 B% 44 hS 7A@ e7"
"Personal"
Certificate 1
Cerial Mumber: 4Ff54708bAGESc572482310689440570:7
Iszuer: CH=noida—D1-CA. DC=noida,. DC=com
MotBefore: 5-1-2813 11:29 PM
NotAfter: 5-.1-2818 11:3% PM
Cubject: CN=noida-Di-CA. DC=noida, DC=com
ertificate Template Mame (Certificate Typer: CA
A Uersion: UA.B
Cignature matches Public Kew
oot Certificate: Subject matches Issuer
emplate: CA, Root Certification Authority
Cert Hash{zshal): 47 Bc te B2 37 22 eb ac ee db a3 4c d2 17 c4 €3 B3 16 39 cc
Key Container = noida—Di-CA
Unigue container nane: hdaadbfc-—6992-43cl-he7c-25802a2c284d
Provider = SafeMet Key Storage Provider
rivate key iz MOT exportahle
incryption test passed
Certltil: —repairstore command completed successfully.

cislUserssAdninistrator NOIDA>
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To add the AD CS role

1. Open Server Manager under Configure this Local Sever and click Add Roles and Features.
The Add Roles and Features Wizard displays.

> oD

Click Next.

Select the Role-based or feature-based installation radio button and click Next.

Bl JEREE
Select installation type O e

Befere You Begin Select the installation type. You can install roles and features on a running physical computer or virtua)
~ - — machine, or an an offline virtual hard disk (VHI).

Instailation Type
® Role-based or feature-based installation
Configure a single server by adding roles, role zervices, and features.

Saryel

) Remote Desktop Services installation

Install required rote services for Virtual Deskiop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deplayment.

= Previods Neﬁ > |nstail

5. Select the Select a server from the server pool radio button and from Server Pool select your server.

F.—.:. 1_ ﬂ-
o | 7l ,_i et P DESTINATION SERVER
Select destination server Bz
You Begin Select a server ora virtual hard disk an which to install roles and features.
stgllation Type (®) Selecta server from the server pool
= Server Pool
Filt=r:
Name |P Address Operating System

DZnoida,com 1722511899 Microsoft Windows Server 2012 Standard

1 Computer{s} found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown,

< Previoos NE[: > Irstall

6. Click Next.
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7. Select the Active Directory Certificate Services check box from the Server Roles.

Select server roles

Before You Begin

Inszallation Type

|

sServer Roles

=

Select one or more rales to install on the selected senver,

Roles

DESTINATION SERWER
CZnotdacom

Description

Active Directory Certificate Services
(AD C5) & used to create
certification autharities and related
role services that aflow yous to issue
and manage certificates used In a
vanety of applications.

BN 0o o5 BT
% Active Directory Domain Services
[ Active Directery Federation Services
[] Active Directary Lightweight Directory Services
[] Active Directory Rights Management Services
[ Application Server |
[] DHCP Seper =
] DMS Server
[] Fax Server
n] File Arid Sto Senvices (Installed
[] Hyper-v
[] Metwork Policy and Access Services =
[1 Print and Document Services
] Remote Access
[C] Remote Desktop Services
el
| < Previous: | | Next »

|

| In=tall

8. The Add features that are required for Active Directory Certificate Services? window displays. To add

a feature, click the Add Features button.

9. Click Next to continue.
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10. Click Next to continue.

Select features

Before vou Begin
Inszallaticn Type
Server Selaction

Server Rolss

ABCS
Rois Saryices

Confirmation

Select one or mare featurss to install on the selected server

DIESTINATION SERVER
EZnoida.com

Features Desaription
|~ MNET Framawork 3.5 combines the
== powweer of the NET Framework 2.0
P[] MET Frarmewark 4.5 Features [Instalied) APlswith new technologiss for
I [[] Background Intelligent Transfer Service (BITS) - building applications that offer
Bitlocker Drive En : appealing user interfaces, protect
= ‘ EEfECr Ve SnEnypRan = your customers' personal identity
[ BitLacker Network Unlock information, enahis seamless and
[] BranchCache secure communication, and provide
[ Client for NES the ability to model a range of
. business processes.
[] Data Center Bridging
[] Enhanced Storage
[C] Failover Clustering
[] Group Palicy Management
[ Ink and Handwriting Services
] Internet Printing Client
[] 1P Address Management [IPAM) Server e
<] i [ 3
< Previaus hext > | instal || Ganeel |

11. Click Next to continue.

Before You Begin
Instatiation Type
Server Selection

Sarier Poles

Féatures

Folz S2pyicas

Confirmation

Active Directory Certificate Services

DESTINATION SERVER
Clnoida.com

Active Directory Certificate Services (AD TS} provides the certificate infrastructure to enable scenarios
such as secure wireless networks, virtual private nietworks, Internet Protocal Security {IPSec), Network
Access Protection [MAF), encrypting file system (EFS) and smart card log on

Things to note:

* The name and domain settings of this computer cannot be changed after a certification authority
(CA) has been instalied, If you want to change the computer name; jon a domain, or premote this
server to a domain controller; complete these changes before instafling the CA: For more

information, see certification authaority naming.

Active Directory Certificate Services Overview

[ < Previows | |

| Install

[ Gancel ]
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12. Select the Certification Authority check box from the Role services list and click Next.

DESTINATION SERVER

Select role services D2 noida com

Bafars vou Begin Select the role s_ewices to install for Acuue Directory Certfii_cate Senjices

Inzzallaticn Tyge Role services Desoription
Server Selaction . TR ificati i
Cfruﬁ:angn Authority iCA] is uged
Server-Roles - = . to issue and manage certificates.
[] Certificate Enralimant Policy Web Service Multiple CAs can be linked to farm a
Featurss [] Certificate Enrallment Web Service public key infrastructure.
ADCE [] Certification Autharity Web Enrallment

[ Metwork Device Enrollment Service

Confirmation [[] Online Responder

< Previous: NE%’? | Install | Cancel

13. Click Install.

DESTINATION SERVER

Confirm installation selections D Heidactm

Bafore You Begin Toinstall the following rofes, role senvices, or f&_?turés on salected server, Ch'c_k Install.

Installation Tyoe [] Restart the destination server automatically if required
Seryer Solaction Optional features (such as administration tools) might be displayed on this page because they have

been selected avtamatically, If you do not want to install these optional features; click Previous to clear

Servar foles their check boxes.
Feaiures
ADES Active Directory Certificate Services

Certification Authority

Raole Saryices

Remote Server Administration Tools

Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

Export configuration settings
Specify an alternate source path

< Previous: L Next > | Hﬁ | Cancel
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14. Once installation is complete, click the link Configure Active Directory Certificate Services on the

destination server the AD CS Configuration wizard displays.

Installation progress R s

G2 noidacom
View installation progress

o Feature installation

Conflguration required. [nstallation succeeded on DZnoida.com

Active Directory Certificate Services

Additional steps are required to configure Active Directory Certificate Services on the destination
server

Configura Active Directory Certificate Services on :E\% destination sener
Certification Authority
Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration seifings

< Previous | MNext > | Close | Cancel

To configure the AD CS Role

On the Credentials page of the AD CS Configuration wizard click Next to continue.

Credentials

D2.noida.com

Specify cradentials to configure role services

To install the following role:services you must belong to the local Administrators group:
* Standalone certification authority
* Certification Authority Web Enraliment
* (Online Responder
To install the following role:services you must belong to the Enterprise Adrmins group:
* Enterprise ceriification authority
* Certificate Enrollment Policy Web Service
+ Certificate Enrallment Web Service
* WNetwork Device Enrollment Service

Credentials: NOIDAVAdministrator

More abowt ALR C5 Server Roles

= AD €S Configuration =T

DESTINATION SERVER,
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2. Select the Certification Authority check box and click Next.

Role Services

Cradentals

Setup Type

CA Type

Private Kay
Cryptography
CA MNames
Certificate Reguest

Certificate Databaze

Confirmation

DESTINATION SERVER.
D2 noida.com

Select Rale Services fo configure

[V Certification Authority
[ Cartificstion Authority Web Enroliment

L ine Respander
7] Metwork Device Envolimens Service
[[] Cartificats Enrplimant Wab Service

"] Certificate Enroliment Pollcy Web Senvice

More abowt AD CS Server Roles

| = Previous News | | configure | [ Gancel

3. Select Enterprise CA as Setup Type and click Next.

Setup Type

Cradentials

Role Services

CA Type

Privats Kay
Cryptography
CA Name
Certificate Reguest

Certificate Database

Confirmation

DESTINATION SERVER
D2.noida.com

Specify the setup type of the CA

Enterprise cerification authorities [CAs) can use Active Directory Domain Services (AD DS) to
simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage
certificates.

®) Enterprise CA
Enterprise CAs must be domain members and are typically online to issue certificates or
certificate policies.

) Standalone CA

Standalone CAs can be members or a workgroup or do falone CAs do not require AD
DS and can be used without a netwark connection (offline),

More about Setup Type

i Configure H Cancel
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4. Select Root CA as type of CA and click Next.

CA Type

Credentials

Rble Services

Setup Typ=

Private Kay
Cryptography
CA Mame
validity Paricd

Certificate Database

Confirmation

DESTINATION SERVER

D2.noida.com

Specify the type of the CA

When you install Active Directory Certificate Services [AD C5), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is-at the top of the PK] hierarchy and issues its
own s=ff-signed certificate. & subordinate CA receives a certificate from the CA above it in'the PKl
hierarchy,

® Root CA
Root CAs are the first and may be the only CAs configured in & PK} hierarchy.

() Subordinate CA

Subordinate CAs require an established PKI hierarchy and are authonzed to issue certificates by
the CA sbove them in the hierarchy.

Maore abowt CA Type

< Previous | Configure |[ Cancel |

5. Select the Use existing private key radio button and choose the option Select a certificate and use its
associated private key and click Next.

Private Key

Credentials
Role Servicas

Setup Type
CA Type

Existing Certificate

DESTINATION SERVER
D2.naoida.com

Specify the type of the private key

To generate and issue certificates to clients; a certification authority (CA) must have a private kay.

{_} Create a new private key
Use this option if you do not have a private key or want to creaie a new privaie key.

(@) |Use eyisting private key
Use this option to ensure continuity with previously issued certificates when reinstalling a CA
(@) Select a certificate and use its associated private key

‘Select this option if you have an existing certificate on this computer or if you want to
impert a certificate and use its associated private key,

() Select an existing private key on this computer

Select this'option ifyou have retained private keys from a previous installation or want to
use a private key from an alternate source,

More about Private Key

<Previous | [ Nps | | configure | | cancel
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6. Select the CA certificate that was generated on the first node and click Next.

7.

8. A dialog box displays stating that an existing database was found displays, click Yes to overwrite.

Privaia Kay

Existing Certificate

DESTINATION SERVER
D2.noida.com

Select an existing certificate for the CA

To use a private key associated with a certificate, select that certificate. You may have to importa
certificate if it is not-availzble on the target computer. The selected certificate and its properties
will be used for this certification authonty (AL

Certificates:

Subject lssued By  Expiration Date
noida-RI-CA  noida-Di-CA  5/1/2018 Poperties,

] &Alonw sdministrator interaction when the private key is accessad by the CA.

Muore about EBxistng Certificate

Change the default paths for the database log location. Click Next to continue.

=

CA Database

Cradentais

Rols Services

Private Key

Existing Cerfificaie

Cerfificae Database

Confirmatian

AD CS Configuration -0 x

DESTINATION SERVER

D2.noida.com
Specify the database locations

Certificate database location:

E\

Certificate database log location:
EX

More about CA Database

| £-Previous | | st > | Configure Cancel
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9. On the Confirmation page click Configure.

DESTINATION SERVER

Confirmation D2.noida.com
Credzptials To cenfigure the following roles, role services, or features, chick Configure.
Rile Servicas ~ Active Directory Certificate Services
Setup Type

= Certification Authority
CATYpe =
_ : CA Type: Enterprise Root
Riahe e Allow Adrrinistrator Interaction; Disabled
Existing Certificate Certificate Vahidity Penod: 5/1/2078 11:30:39 M
Certificaie Database Distinguished Name: CN=noida-D2-CA DC=noids DC=com
o Certificate Database Location: B\
Certificate Databass Log Eh
Location:

10. Click Close to finish the Role installation.

11. Log off of the cluster node two.
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Setting up the Failover Cluster feature on both the cluster nodes

Repeat the following steps on both the cluster nodes:

1. Log on to the cluster nodes with local administrator permissions.
2. Open Server Manager under Configure this Local Sever and click Add Roles and Features.
3. The Add Roles and Features Wizard displays.
4. Click Next.
5. Select the Role-based or feature-based installation radio button and click Next.
6. Select the Select a server from the server pool radio button option and from Server Pool select your
server.
Select destination server it

Select a server or a virtual hard disk on which to install roles and features.

®) Selecta server from the senver pool
7 Selecta virtual hard disk

Servar Pool

Filter:

Name |P Address Operating System

DZ.noidacom 172257159 Microsoft Windows Server 2012 Standard

1 Computer{s) found

This page shows servers that are running Windows Server 2072, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

7. Click Next twice.
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8. From the list of available features, select the Failover Clustering check box and click Next.

DESTINATION SERVER

Select features PG

Before You Begin Select one or maore features to install an the selected server,

Inszaliation Type Description

Server Selection T preeeaeeeeew—— NET Frameveork 3.5 combines the

power of the :NET Framework 2.0
% FEaly APl with new technalogiss for

b [ Background Intelligent Transfer Service {BITS) E building applications that offer

[ Bitlocker Drve fncryption appealing user interfaces, protect

. = your customers' personal identity
[ BitLocker Network Uniock information, enable seamless and
[] BranchCache

secure communication, and provide
[C] client for NFs

the ability to model s range of
s business processes.

[ ] Data Center Bridging

[ Enhanced Storage

|>

b= Foles

b [E] NET Framework 4. res {Instaiizd)

| Failover Clustering
.roup Policy Management
[ Ink and Handwriting Services
[] Internet Printing Client
[] IP Address Management (IPAM) Server

S | ™

3 i e

(e | [ ot | [

9. A pop up displays stating Add features that are required for Failover Clustering? To add a feature, click
the Add Features button.

10. Click Next.

DESTINATION SERVER

Select features O rivid.com

Before You Bgin Select one or more features to install on the selected server.

fnstaliatian Typs Features Description
Server Selection

| Failover Clustenng allows multiple
servers to work together to provide
high availability of server roles.

I+ [ Background Intelligent Transfer Service (BITS) E Failover Clustering is often used for

I [ NET Framework 2.5 Features

I [B] .NET Framewsrk 4.5 Features {Instslizd)

Sefver Roles

Confirmation

[ BitLacksr Drive Encryption

[[] BitLocker Metwork Uniock

[T BranchCache

[ client for NFS

[] Data Center Bridging

[] Enhanced Storage

[[] Group Policy Management

[ Ink and Handwriting Services

[ Intemet Printing Client

[] IP Address Management (IPAM) Server

e o ~

<| ] ES!

File Services, virtual machines,
database applications, and mail
applications,

{ﬂrehclusH N‘q:‘g-& | | Inztall _| Cancel
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11. Click Install.

Server fgles their check boxes.

Fesiures

. < . DESTINATION SERVER
Confirm installation selections Dz noidacom
Before You Begin To install the following roles, role ;Enn'cés_, or features on selected server, click Install,
Instafiation Type [[] Restart the destination server automatically if required
Server Selection Optional features (such a5 administration tools} might be displayed on this page because they have

been celected automaticaily, If you do not want to install these optional feztures, click Previous to clear

Failover Clustering

Remate Server Administration Tools.
Feature Administration Tools
Failover Clustering Toois
Failover Cluster Management Toals

Failover Cluster Module for Windows PowerShell

Export configuration settings
Speafy an altemate source path

12. Click Close.

Installation progress

View instailation progress
o Feature installation

Instalistion succeeded on DEinoida.com

Failover Clustering

te Server tration Tools:
Feature Administration Tocls
Failover Clustering Tools
Failover Cluster Management Tools

Export configuration settings

i < Previous | |

Failover Cluster Module for Windows PowerShell

Bt =

You can cloze this wizard without interrupting running tasks, Yiew task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

TESTINATION SERVER
D2 noidacam

_t',a‘lns‘_e_P' | Cancel _i
e
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Creating a Failover Cluster

1. Log on to the cluster node where the storage is attached.
Open Server Manager, Click Tools and select Failover Cluster Manager.

From the Action menu, click Create a Cluster.

Z Failover Cluster Manager -3 x

File Action ‘iew Help

e

& Failover Cluster Manager Failover Cluster Manager Actions

Feilower Cluster Manager =

‘,f'.ﬂ Create fallover chusters, validate hardware for potential failover clusters, and perform configuration changes to 7
i'lﬁ“‘ your falover clusters. ﬁ Walidate Configuration..,

i

f;%] Create Cluster..,

™ : -
|~ Overview | | B Cornectta Cluster..,

& fallover cluster is 2 'set of independsnt computers that work together to increase the avallabilty of server roles. Viewit 3
The clustered servers [called nodes) are connected by physical cables and by software. If one.of the nodes
failz, anather node beging to provide services (3 process known as failover) Gl Refresh
T 2| Properties
a Clusters W=
| NS i | Help

| ~ Management |

To beginto use failaver clustering, first validate wour hardware configuration; and then create & cluster, After
theze steps are complete, hou can manage the cluster. Managing a cluster can include migrating services and
applications ta it from a cluster unning Windows Server 20012, Windows Server 2008 B2, or Windows Server

Ej Waldate Configuration Understanding cluster validation tests
@ I ate huster ;‘ ﬁ Creating & balover cluster or adding a clustsr nods
B Ennneglrjn Cluster, E tdananing & failover chuster

Minrating services and spplications from & cluster

|+ More Information |
B Failover cluster topics ofythe ‘Web
B Eallover cluster communities on the Web

B Migrosolt suppoit page on the YWeb

On the Before You Begin page click Next.

Enter the cluster node name (computer name) of the first cluster node in the Enter Server Name field and
click Add.

Enter the cluster node name of the second cluster node in the Enter Server Name field and click Add.

Click Next to continue.
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8. Enter the Cluster Name and click Next until you reach the Summary page. .

ﬁ Access Paoint for Administering the Cluster

Before You Begin
. Select Servers

[Corfirnation

Ereating New Chister

Summary

Type thie name you wank to use when admiristering the cluster.

Eluster Name:

ClustedDES|

@ The: NetBIOS name is limited to 1 &arggtelns. 0ng or more DHCP TPv4 addresses were corfigured
automatically, Allnetworks were configured sutomatically.

9. Verify the cluster configuration is appropriate and click Finish.

Summary

Before Vol Begin
Selecl Servers
Aecess Point for
Administeing the
Clustar

Corfiiation
Crizating MNaw Chister

Simmah)

i “fou have successfully completed the Create Cluster Wwizard,

Cluster:
Node:
Node:

IP Address:

Warnings

Create Cluster

ClusterADCS
DZ.noida.com

Dl.m’i.da-.cl;m

DHCP address on 172.25.11.0/24

Terview the report created by the wizard, click View Report
Toclass his wizard, dick Firish

Microsoft Active Directory Certificate Services Integration Guide

61



2 — Integrate SafeNet HSM with Microsoft ADCS on Windows Server

Configuring the ADCS Failover Cluster
You can configure an ADCS Failover configuration to support your certificate eservices.

To configure the ADCS failover cluster
1. In the Failover Cluster Management snap-in, right-click Role and select Configure Role.
B Failover Cluster Manages (== |

File Action Miew Help

& Failover Cluster Manager Cluster ClusterADCS noida.com Actions
4 ClusterADCS noida.com i =
i Clusters ClusterADES nofda.cor &
SN Configure Role,, ummary of Cluster ClusterADCS 29 Configure Rolé..
s@el v D, » [ledADES has O clustered roles and 2 nodss. & Validate Cluster..
2 ; " S
-é Ercake Emply Rote NisterADCS.noida.com Networks: Cluster Netwark 1 s_? View Validation Repart
stServer: D2 Subnets: 1IPvdand QIPvé -
b N Refresh . F Add Node.,
- binfiguration: Node Majarity
il Hel i - Close Connection
2 ster Events: Mone in the [asthour
e &) ResetRecent Buents
~ Configure Bl More Actions »
Conifigue high avallabilty for a specific chustered role. add orie or more-servers [nodes], or migiate services and Vigw ’
applications from a chaster wurming Windows Server 2012, Windows Server 2008 R2, or Windows Server 2002 T Refresh
) Confiowe Rele [ Confiquing roles for bigk availshiity =
5 [=] Properties
B Validate Cluster Undststanding oluster validation tests o
= ] el
] AddNode [ ding & server tn yor cluster
«
) Mimate Rolet Miorating a cluster from Windows Server 2012
= findows Setver 2008 B2, o1 Windoius Server 2008
[ Clusterbware Updating Laoolving soltware updates to the rodes in the chuster i Take Offline
1] Shows Critical Events
T
Navigate BJ Mote Actions 4
| Bols @ MNodes B rripsties
| Storage @] Hetworks B Help
[#] Cluster Events
| & Cluster Core Resaurces . |
| Name Status
Cluster Mame
) 0% Name: ChisterADES (%) Drine

2. On the Before you Begin page click Next.

: High Avaitability Wizard [

Thiz wizard configures high availability far & rale. After you successfully complete thiz wizard, if & clustered
server fails whils running the role; another clustered server automatically begins running the role [a
process known as failover]. [ the role itself tails, it can be automatically restarted, either on the: same
server or on another server inthe cluster, depending on oplians that you specify.

IF pou wwant o cluster a comples application zuch as-a mail server or databaze application, zee that
application's documentation tor infarmation about the correct way o install it

More about roles that you can configure: for biah availability

[ Donotshow this pages again

Microsoft Active Directory Certificate Services Integration Guide



2 — Integrate SafeNet HSM with Microsoft ADCS on Windows Server

3. From the role list, select Generic Service and click Next.

ﬁ Select Role
-l

| Before You Begin ‘Select the rale that you want to configure for high avalability:

Selest Role

mlEL_:l S /= DFS Namespace Server | Description:

Qi) eass Euin FDHCP Server fou ean configure high avaiabiltyfor
Select Storags 4= Distributed Transaction Coordinator [DTC) “z0l ices that were nol: originally
: ' ] 3 File Serve desighed to run of a cluster. For more:
Replicate Fiegisty S information, see Confiauing Generic
Setting: Eaﬁgrrerpg.Appllgation ! ionz. Sornpte. and Services

£ Generic Soript

Capfrmation

gﬁ;ﬁs;'lﬁ High 2 HyperV Replica Broker
> £ i5C5) Target Server

Brmmary

ﬁ Select Service

Before You Begin Select the servios yau want to use fiom the list:
“Select Role

Marne Description

dctive Dieotany Cerilicale Semvices Ergates. manages. arid o S cartifica,.
Application Experience Processes application compatibility cache requ...
Selent Storage #pplication Host Helper Service: Provides administiative services for 115, for xa...
Fiplicate Registi Application |dentity: Determines and v_etiﬁes:"_tha'ident'lt_l,l-of.an.app|l'c,.
Seftings: Application nformation Facilitates the running of interactive application. .

e e Application Layer Gateway Service Providesz support for 3rd party protogol plug-ins £
Ap!;llic*at’ihn i anagement F'toc:esSes'instaJIétiDn; removal. and erumeratio. .
ASP.MET State Service Provides support for out-of-process session stat...
Background Inteligent Transfer Service Trarfers files in the backaround u'si_r]g.il:!IE'ne_t:'.‘ [

| [lient 4 ooess Pont

Configue Higk
“Eaiiability

S
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5. On the Client Access Point page enter the service name in the Name field and click Next.

E Client Access Point

Before You Begin
Select Rl
| Select Service

Clignt Sigcess Point

Select Stoage

Replicale Registy
Settings

Confirmation

Canfigure High
Fevailability

Surornany

Typis the riame gt clistits wil Lss when accessing tis chistered wle:

Nartie: [ SirtCLustGer]

) The NetBIOS name is limited to 15 characters, One or more DHCP IPv4 addresses wers configured

alikcmatically, Al networks wWere mrﬁ’rg;.lrad autornatically,

ﬁ Select Storage

Befors You Bagin
Sélect ol
“Select Service
ﬁliet’jtaé.csesg?ﬁhl
SelectSlaiaae

Fleplicale Registy
Settings

Canfimation

Canfigure High
Favailability

Sramary

Select anly the storage volumes that pou want to assign ta this clustered role.
You can assigh additional storage bo this clustared role after. you complste this wizard,

Hame: Status
B 2] Cluster Disk 1 (%) Online
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7. Configure a shared registry hive, click the Add button and enter
SYSTEM\CurrentControlSet\Services\CertSvc and click OK.

Betore You Begin agrams’ ices may store datain the regist. Therefore, it is important to have this dat available an
e e th -on which ey a ing. Specify the registry keys under HKEY_LOCAL_MACHINE that should
Select Fiole be replicated to &l nodes in the chuster. :

Select Service

ClientAcsess Paint STSTEMACurrentContralSetServcesiCetS v

Select Storage.

e Fegiin

| Copfimation

Configurs High
~Hvallability

|| Mo, || Heirtve

Sty

8. Click Next on the Confirmation page.

E Confirmation

E’:§FBI..‘§ ‘fauBmm You are ready to ecaﬂfligusﬁ high availabilioy for & Generic Service.
Select Raole.
Select Service

: Service: Active Directory Certificate Services (CertSve)
Elient Access Pant Storage: Cluster Disk 1 )
Ealectgfqrag§< Metwork Name: SfntCLustGen
Replicate Registy ou: CH=Computers,DC=noida,DC=com

gs

Setting IP Address: DHCP address on 172.25.11.0/24
o e Registry Key: SYSTEM\CurrentControlSet\Services\CertSve
Parameters: This Generic Eewfcé'h_as no startup parameters.

Configuie High
Evailability

Surrnary

To continue. click Mewt,
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9. Click Finish to complete the failover configuration for certificate services.

10. Open
state.

Reles (1)

the Failover Cluster Manager and verify that the newly created service’s Status is in the Running

v ;%Iﬂﬂthﬂﬁm Frefaired Dhnars Ay nodie
sae
Prioaty- Madum
Cramier Nodee: b2

g NOTE: You need to run the ksputil.exe utility to migrate keys to the cluster. Please
contact Customer Support, in case you do not have the ksputil.exe utility.

11. Execute the ksputil.exe utility to migrate the keys to the cluster.

ksputil ¢ /s <SlotNum> /t <CAClusterService_Name> /n <CA_Name>
Where,

<SlotNum> — slot number

<CAClusterService_Name> — name of the CA Cluster service configured

<CA_Name> — name of the CA
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Creating CRL objects in the Active Directory
The default AD permissions for the CA cluster do not permit publishing the CRL into the Active Directory.
Alternatively, the user can create a CRL container to publish the CRL into the Active Directory.

You must use the certutil command with the —f option to create the CRL container.

To create CRL objects in the Active Directory

1. Log on to the active cluster node with enterprise permissions.

2. Click the Start button, point to Run, type cmd, and then click OK.

3. Atthe command line, type cd %WINDIR%\System32\CertSrv\CertEnroll and press Enter.
4

To publish the CRL into Active Directory, type certutil -f -dspublish {CRLfile}.

e Administrator; Command Prompt = |:|| i

3 Fileis? 2.487 hytes
2 Dir(s> 126.264,.696.832 hytes free

SsHindowssSystem32sCertSrusCertEnrollscertutil —f —dspublish noida-D1-CA.erl
ldap: /7 <CH=noida-D1-CA.CH=D2 . CH=CDF.CH=Public Key Sevvices.CH=Services.CHN=Config
wration,DC=noida.DC=com?certificateRevocationlList?hbase?ohjectClass=cRLDistributi
onPoint?certificateRevocationList

Base CRL alveady in DS store.

certlUtil: —dsPublish command completed successfully.

bHndows S ystend2i\CertErusCertEnproll> N
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Modifying the CA configuration in Active Directory

The AlA object in Active Directory stores the CA’s certificate. You can enable both the cluster nodes to update

the CA certificate when required.

You can perform the following tasks from any computer in your Active Directory configuration where the Active

Directory Sites and Services snap-in and ADSIEDIT is installed.

To modify the CA configuration in the Active Directory

1. Log on to the computer with enterprise permissions.

2. Click the Start button, point to Run, type dssite.msc and then click OK.

3. Select the top node in the left pane. In the View menu, select the Show services node.
4. In the left pane, expand the Services and Public Key Services and select AlA.

s

- File  Action Miewe  Help
s #[F XE ;S Hm 2

fp Active Directory Sites and Servi Marre Type Description
b Sites noida-D1-CA, certificafenfihe.
4 | Services [ noida-WIN-28705..,  certificationdu..,

| Clairms Configuration

" | Group Key Distribution
| 'Microsoft SPP
@ MsmmigSerdces

T MetServices

b o R |

| Public Key Services
oAl

1 CDP

Certificate Termplate
Certification Authori
Enrollment Services
kR

| oD

L RRAS

B Windowes WNT

o I s B B

LYY RY

5. Inthe middle pane, select the CA name as it shows in the Certification Authority MMC snap-in.

6. From the Action menu select Properties. Click the Security tab and select Add....
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7. Click Object Types and select the Computers check box and click OK.

8. Inthe Enter the object names to select field enter the computer name of the second cluster node. Click
OK.

Select this object type:

|Users, Computets, Groups, or Bulkin securiy principals | | Bbisot Topes .

Fram this locaticr:
|nn:nil:fa:mn-r. |[ it ]

Enter the object names to select [examplez]:

9. Ensure that the computer accounts of both the cluster nodes have Full Control permissions.
10. Click OK.

11. In the left pane, select Enroliment Services.

| File  Action ew  Help
= 2[E XE 6= Bm 2
[l Active Directory Sites and Servic | Name Type Description
b Sites o) s B4 pllErrollmant:,
4 [ Services
b | Claims Configuration
b ] Group Key Distribution
| Micrasoft SPP
p Msmq-SeM.ces
p 1 MetServices
4 1] Public Key Services
[T
b & CDP

B[] Certificate Template
b Certification Suthori
1 Enraliment Setvices
pE K
v E
2] RRAS
b Windows NT

12. In the middle pane, select the CA name.
13. From the Action menu, select Properties click the Security tab and select Add....
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14. Click Object Types and select the Computers check box and click OK.

15. In the Enter the object names to select field enter the computer name of the second cluster node. Click
OK.

Select this object type:
[Users, Computes, Groups,orBulli securt pineials | [ Bbct Tupes..

Fram this locatian:
|nn:nil:fa:mm- |[ Locations... ]

Enter the object names to select [examplez]:

16. Ensure that the computer accounts of both the cluster nodes have Full Control permissions.
17. Click OK.
18. In the left pane, select KRA.

File | Actipe | View Help
s 2R XEQ= Bm 2
[ Active Directory Sites and Servic|| Mame Type Description
= Sites nigidz-01-0d rrisPRI-Prmvatai,
4 Semdces 18 noida-WIN-AATIVOR,., msPKI-Private..,
1 || Claims Configuration
b | Group Key Distribution $
b Micrasaft SPP
b @ MsmgSersices
B ] MetServices
4 [ Public Key Services
A
B o COP
b Certificate Templates
b 7 Cerfification Autharit
= Enroliment Services
| KRA
50D
& [ RRAS
B ] Windows NT

(<] i BEl

19. In the middle pane, select the CA name.
20. From the Action menu select Properties click the Security tab and select Add....
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21. Click Object Types and select the Computers check box and click OK.

Select the types of objects you want to find.

DObject types:

LA Bk sscUnlypnropals
[ 138 Service Accounts
[ il Camiputers
[+ %EF}JUDS
W & Users

Select this object type:
|Users, Computers, Groups. or Builkin security principals

From this location:

| rioida; com:

Enter the object names to select (examples):

23. Verify that the computer accounts of both the cluster nodes have Full Control permissions.
24. Click OK.
25. Close the Sites and Services MMC snap-in.
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Migrate CA keys from Microsoft Software
Key Storage Provider to SafeNet Key
Storage Provider

This chapter outlines the steps to migrate a CA signing key from Microsoft software storage to the SafeNet Luna
HSM or HSM on Demand Service on Windows Server using the Ms2luna utility for both CSP and KSP

Configuring the SafeNet KSP

You must configure the SafeNet Key Storage Provider (KSP) to allow the user account and system to access
the SafeNet Luna HSM or HSM on Demand Service. If using a SafeNet Luna HSM, the KSP package must be
installed during the Luna Client software installation. If using an HSM on Demand (HSMoD) service, the KSP
package is included in the HSMoD service client package inside of the /KSP folder.

1. Navigate to the KSP installation directory.
2. Run the KspConfig.exe (KSP configuration wizard).
3. Double-click Register Or View Security Library on the left side of the pane.

- SafeNet-Inc Key Storage Provider, Config Wizard [= 1o =
File Help

= SafeNet KSP Config
Register Or View Security Library
Register HSM Slots
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4. Browse the library cryptoki.d1l from SafeNet Network HSM Client installation directory and click Register.

File Help

|

= SafeNet KSP Config
™ Register Or View Security Library
Register HSM Slots LibraryPath [CAProgram Fil unacli il
Browse
Ready — )

5. On successful registration, a message “Success registering the security library” displays.

- SafeNet-Inc Key Storage Provider, Config Wizard =1jiEex
File Help

= SafeNet KSP Config
- Register Or View Security Library

 Register HSM Slots LibraryPath C:AProgram Fi unaClienticryptaki.dil |
Browse | Register

@ Success registering the security library!

Ready [T T 4

6. Double-click Register HSM Slots on the left side of the pane.
7. Enter the Slot (Partition) password.
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8. Click Register Slot to register the slot for Domain\User. On successful registration, a message “The slot

was successfully and securely registered” displays.

File Help

- SafeNet-Inc Key Storage Provider, Config Wizard

=) SafeNet KSP Config

Register By

~| | @ siotLabel

Registered Slot:

b Or Uiy Sheurfi L Register For User Domain

egister Or View Security Library —

‘- Register HSM Slots |Adm|mstralov l] INO]DA
Available Slots Slot Password
[1 partt ~| [

| " Slot Number

SlotLabel:part

Register Slot |

View Registered Slots |

The slotwas successfully and securely registered!

Delete Registered Slot

Ready [ 4
9. You need to register the same slot for NT AUTHORITY\SYSTEM.
- SafeNet-Inc Key Storage Provider, Config Wizard =NICU
File Help
B Safe’:\let. Kspg"‘;‘ﬁg 5 i Register For User Domain Register By )
egister Or View Security Library .
__Register HSM Slots [svsTEM | [NTAuTHORITY ~| | siotLabel \
Available Slots Slot Password
|1 parl j !m | " Slot Number |
Reugister Slot I
Registered Slot
SlotLabel:partt | The slot was successfully and securely registered!
Delete Registered Slot
Ready [ Y
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@ NOTE: Both slots have been registered, despite only one entry appearing for

the service in the Registered Slots section of the KSP interface.

Backing up the CA

You can enable and configure the location where the CA backup files will be stored using the Active Directory

certificate services management console.

To back up the CA

1. Click the Start button, click Run, type certsrv.msc, and then click OK.
2. Select the CA node in the left pane.

3. On the Action menu, click All Tasks and then Backup CA.

File Action Wiew Help

| 2| =G H o=

sl certsrv - [Certification Authority (Localhlunatest-ADCS-CA]

T Certification Authority (Local) | Mame

I g lunatest-ADCS-Ca

= n P

[ All Tasks > Start Service
View S Stop Service
Refresh Submit new request...
Export List... Back up CA...
Properties Restore CA...
Help Renew CA Certificate...

Save CA certificates and configuration

4. Click Next on the Welcome page of the CA backup wizard.
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5. Select the Private key and CA certificate check box and provide a directory name where the system will
temporarily store the CA certificate and optionally the key. Click Next.

Certification Authority Backup Wizard i
tems to Back Up P
You can back up individual components of the certification authorty data. A =1
".:__j‘)"

Select the items you wish to back up:
v Private key and CA cerificate

v Cerificate database and cerificate database log
I

Back up to this location:

CUsers"Administrator LUNATES ThDesktop Browse .. |

Mote: The backup directory must be empty.

<Back || MNet> | | Cancel | | Hep

Provide a password to protect the CA key and click Next.
Click Finish.

Migrating a MS CA onto a SafeNet Luna HSM or HSM on Demand service
using ms2Luna

The Keys stored in the Software is not secure and can be compromised anytime.So to enforce operational and
logical security of the CA it is required to be migrated onto HSM.Also migration ensures that the same key
created in previous section is used for verification of CA.

To migrate a MS CA onto a SafeNet HSM using ms2Luna

1. Copy the CA certificate thumbprint.

2. Open a command prompt and run ms2Luna.exe from "<SafeNet HSM Client installation Directory>/KSP
directory" in case of KSP registration.

g NOTE: You need to register slot using KSP before migrating MSCA to
SafeNet HSM.
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3. Enter the Thumbprint of CA certificate and press Enter.

oo | Administrator: C\Windows\system32\cmd.exe
sxUserss~Administyrator . LUMATEST >cd ""C:~Program Files“SafeMet“LunaClient-HKSP"'"

sxwProgram Files™SafeMet~LunaClient~HKSPrms2ZLuna.exe

Safenet Inc. SafeMetHKSEF. ME—HKSFP Hey Migration

This application will migrate the keus for a specified certificate
from a Microsoft KEP to a Safenet Inc. KSP.

IEESRERE
IEESRERE

lease Enter The Certificate Thumbprint OF Reguired Certficate:
adeed6f83B8e2Bf 2da5b77ed25778f65de?63636

uccessfully Migrated Key For Cert: CABEEDGFE3IBEZAF2DASBYYED25778F65SDE?63636
o = SafeMet Hey Storage Provider

sxwProgram Files>~SafeMet~LunaClient~KSP>__

4. Verify that CA provider changes to SafeNet Key Storage Provider.

=] Console1 - [Console Root\Certification Authority (Local)\lunatest-ADCS-CA] SMIETC
@ File Action View Favorites Window Help |-[e]x]
@9 2@ Dok BE v .

Console Root Name Actions

4 G5l Cetification Authortty (Local) Revoked Certficates

b g lunatest-ADCS-CA _ Issued Certificates

lunatest-ADCS-CA Properties ?

lunatest-ADCS-CA &

More Actions »

Btensons Somge | Ceticate Manages
Enolnert Agets | Auding | Recovery Agers | Securty
Gened | Polcy Modde it Modde

Certfication authorty (C4)
Name: lunatest-ADCSCA

CAcaticates.

Crplogaphc setngs
Frovider Sefonet Koy Stoage Provider

Hash algorthm: SHA256

5. Uninstall the existing CA that the key was removed from.
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Installing Microsoft Active Directory Certificate Services on Windows

Server using SafeNet Key Storage Provider with migrated key

To install the Microsoft Active Directory Certificate Services software

1.

o > 0N

Log in as an Enterprise Admin/Domain Admin with Administrative privileges.

Open Server Manager under Configure this Local Server and click Add Roles and Features.
The Add Roles and Features Wizard displays.

On the Before you Begin page click Next.

Select the Role-based or feature-based installation radio button and click Next.

L‘—‘l‘—- S |

DESTINATICN SERVER

Select installation type D1 roktacom

Select the installation &rpe, You can install roles and features on a nunning physical computer or virtual

Before vou Begin : St ;
~ miaching, or on an offline virtual hard disic (VHD).

Installaticn Type

#® Role-based or feature-based installation
Configure & single server by adding roles, role services, and features,

Server Selection

) Remote Deslktop Services installation
Install required role zervices for Virtual Desktop Infrastructure (VD) to create 3 virtual machine-based
or sessicn-based desktop deploymeant

=< Previoos | | Next > Instal Cancel
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6. Select the Select a server from the server pool radio button and from Server Pool select your server.

Befors You Bsgin

Instaliation Tyoe

Server Roles

Féatures

Select destination server

DESTINATION SERVER:
D1 noida-com

Selecta server or a virtual hard disk on which to install roles and features.

@) Select a server from the server pool
() Select avirtual hard disk

Server Pool

Filter:

Name IP Address

D1.noida.com 17225.11.592

Dperating System

Microsoft Windows Server 2012 Standard

T Cormputer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from wiich data

coliection is still incomplete are not shown.

S N O =T

7. Click Next.

8. Select the Active Directory Certificate Services check box from the Server Roles.

Select server rales

Before You B=gin

In=allation Type

Server Selection

‘Select one or more roles to install on the selected serven

DESTINATION SERVER
D1 noidacom

Description

: -'Dlr-ectur',' erhﬁcaSer-n-:er i ?;;?S?ﬁ::gtgiﬁ;ﬁazm Beons
Active Directary Domain Sernvices certification authorities and related
[ Active Directary Federation Services role services that allow you to issue
[ Active Directory Lightweight Directory Services ::;die"t;a;fag::lieglt?:?\?s B e
[T] Active Directory Rights Management Services
[ application Server
] DHCP Server o
[C] DNS Server
[l Fax Server
b @] File And Sterage Services (Installed!
[ Hyper-v
[l Metweork Bolicy and Accass Services -
[] Print and Document Sérvices
[T] Remots Access
[] Remote Deskiop Services =
<Pevious | | Nemas | | sl || Goneal
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9. A window stating “Add features that are required for Active Directory Certificate Services?” displays.

To add a feature, click Add Features.

=

Select server ro

Add features that are required for Active Directory
Certificate Services?

The following tools are required to manage this feature; but do not
have to be installed on the same server,

4 Remote Server Administration Tools
4  Role Administration Tools

4 Active Directory Certificate Senvices Tools
[Toaols] Certification Authority Management Tools

Inclucie managemeant tools (if applicable)

(] e |

DESTHNATION SERVER
D1ngidacom

x

llirectory Certificate Services
lis used to create

Hion authorities and related
fices thatallow you to issue
hage certificates used ina
f applications:

i < Previous | | Next > |

| tnstall | | Cancel

10. Click Next twice to continue until the Role Services options are displayed.

Select features

B=fore vou Begin
Instaliation Type

Server Selection

Seryer Roles

AD C5
Role Services

Confirnation

Select ons or more features to install on the selected server.

Features

/ amework 4.5 Features (Installed

A Background Intellig_em Transfer Service {BITS) =
[ Bitlocker Drive Encryption

[] BitLocker Network Unlock

[] BranchCache

[] Clientfor NFS

[[] Data Center Bridging

] Enhanced Storage

[] Failover Clustering

[] Group Policy Management

1 Ink and Hendwriting Services

] Internet Printing Client

[] 1P sddress Managemeant (IPAM) Server

— ez ~

<] n e

DESTINATION SERVER
Dl noida.com

Description

NET Framework 3.5 combines. the
power of the NET Framework 2.0
APlswith new technolegiss for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
infermation, enable-seamless and
secure communication, and provide
thie ability to model a range of
business processes.

sPrevious | [ Newtaly| | et || Concel
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11. Select the Certification Authority check box from the Role services list and click Next.

Select role services

Before You Begin
Instaliation Type
Server Selection
Server Boles
‘Féstures

AD C5

Confirmaton

DESTHNATION SERVER
D1noida.com

Select the role services to install for Active Directory Certificate Services

Role services Description

Certification Authority (CA) s used
to issue and manage certificates.
] Certificate Enroilment Policy Web Service Multiple CAs can be linked to forma

[] Cerfificate Enroliment Web Service public ey infrastructure.
[ Certification Authonty Web Enrollment
] MNetwork Device Enroliment Service

1] Online Responder

viification Authority)

<Previous | | Nefe | | sl || Conel |

12. Verify that the role you are about to install is appropriate and click Install.

Before You Begin
Instaligtion Type
Server selectior

Server Boles

Feahanes

AD C5

DESTINATIOM SERVER

Confirm installation selections R ol

To install the following roles, role services; or features on selected server, click Instail

|1 Restart the destination server sutomatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory Certificate Services
Certification Autharity
Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

Export configuration settings
Specify an aliemate source path

< Previ ious Next >
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13. Once installation is complete, click the link Configure Active Directory Certificate Services on the
destination server it opens AD CS Configuration wizard.

DESTINATION SERVER

Installation progress DYnoldasom
prog

View installation progress

o Feature installation

Configurstion required. Installation succeeded on Dl.noida.com,

Active Directory Certificate Services
Additional steps are required to configure Active Directory Certificate Services on the destination
senver

Configure Active Directory -':.en'iﬁcar,d;%eﬂs on the destination server
Certification Authority
R Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

You can close this wizard without interrupting running tasks. View task progress or open this

= page again by clicking Motifications in the command bar, and then Task Details.

Export configuration setiings

= " CESTINATION SERVER
L |_edent|a|5 Dlpoida.com

Specify credentials to configure role services

Tonstall the following role serices you must belong to the local Administrators group:

* Standalone cerdification authority
* Certification Authority Web Enroliment
* Online Responder

To instali the following role services you must belong to the Enterprise Admins group:

* Enterprise certification authority

* Certificate Enrollment Policy Web Service
* Certificate Enrollment Web Senvice

* Nebwork Device Enrollment Service

Credentials: NOIDANADministrator

Mars about AD TS Server Roles

15. Select the Certification Authority check box and click Next.
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16. Select the Enterprise CA radio button and click Next.
17. Select the Root CA radio button and click Next.

18. Proceed to setup the Private Key for CA to generate and issue certificates to clients. Select Use existing
private key and Select an existing private key on this computer. Click Next to continue.

: DESTINATION SERVER
P rivate KE"Y Dlnoida.com

Credentiais Specify the type of the private key

To generate and issue certificates to cients, a certification authonty (CA) must have a private key.

() Create a naw privats kay
Use this option if you do not have a private key or want to create a new private key,

®) |se sxisting private key
Use this aoption to ensure continuity with previously issued certfificates when reinstalling a CA,
) Select a certificats and use its associated private key

Select this option if you have an existing certificate on this computer or if you want to
import a certificats and use its associated private key.

(@) Select an existing private key on this computer
Select this option if you have retained private keys from a previous instailation or want to
use a private key from an alternate source.

More about Private Key

| < Previous | | Megs > | Configure Cancel
e -

19. Click Change.... Select the SafeNet Key Storage Provider algorithm that you used to generate the private
keys. Clear the CA Common name. Click Search.

[ AD CS Configuration = Tl
. DESTINATION SERVER
Existing Key ADCS lunatest.com

Cradentials Calart am svictine ey

\ange Cryptographic Provider| = | &

Role Services

eys available on the target computer matching

Search for keys on the target computer using the rene.

following criteria:

Cryptographic providen are Key Storage Provider

|| RSA#SafeNet Key Storage Provider | =il
Type certification authaority (CA) common name
(optional): |

lunatest-ADCS-CA

Search | | Cancel

[] Allow administrator interaction when the private key is accessed by the CA.

Maore about Existing Key

< Previous MNext > Configure LCancel
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20. Select the existing key and click Next. Select the Allow administrator interaction when the private key is
accessed by the CA check box.

Existing Key

Credentials
Role Services
Setup Type

CA Typs

Private Key

Cryptography

CA hName

walidity Paricd
Certificate Databaze

Confirmation

21. Select the Hash Algorithm for signing certificates issued by this Certificate Authority and key length

DESTINATION SERVER
ADCS.lunatest.com

Select an existing key

Select a key from the list. The listed keys are the keys available on the target computer matching
the search criteria. You may change the search criteria.

Search criteria for key
Cryptographic provider: RSAZSafeMet Key Storage Prowvider

CA common name: lunatest-ADCS-CA

Search results:

| lunatest-ADCS-CA

Allow administrator interaction when the private key i1s accessed by the CA,

More about Existing Key

| <?Te'v!uu5|| Ment = | | Configure || Cancel |

settings for your installation.

Credentials
Role Services
Setup Type
CA Types

Private Key

Existing Kay

walidity Pericd
Certificate Databaze

Confirmation

DESTINATION SERVER

Cryptography for CA ADCS lunatest.com

Specify the cryptographic options

Select a hash algorithm for signing certificates issued by this certification authority (CA).

Cryptographic provider:
R5A#SafeMet Key Storage Provider

Hash algorithm:
SHAZ56

| SHAZg4
SHA512
SHAT =

More about Cryptography

< Previous I I Mext = | | Configure | | Cancel
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22. Click Next to continue.

23. Configure a common name to identify this Certificate Authority. Click Next to continue.

CA Name

Cradentials
Role Services
Setup Type
CA Type
Private Key

Existing Kay
Cryptography

Walidity Pericd
Certificate Database

Confirmation

DESTINATION SERVER
ADCS.lunatest.com

Specify the name of the CA

Type a common name to identify this certification authority (CA). This name is added to all
certificates issued by the CA, Distinguished name suffix values are automatically generated but can
be modified.

Common name for this CA:

lunatest-ADCS-CA

Distinguished name suffix:

DC=lunatest, DC=com

Preview of distinguished name:
CN=lunatest-ADCS-CA DC=lunatest, DC=com

More about CA Name

[ <Previous | [ hewt> | | configure Cancel

24. Proceed to set the Certificate Validity Period. Click Next to continue.

Validity Period

Cregantals
Riole Seryices
Setlp Typs
CATyps
Privaiz Key

Cryptography
T4 MName

Certificate Databass

Confirmation

DESTINATION SERVER

Dl.noida.com

Spacify the validity period

Select the validity penod for the certificate generated for this certification authority {TA):

3 Years :

CA expirabion Date; 4/30/2018 11:44:00 PM

The validity period configured for this CA certificate should exceed the validity pered for the
certificates it will issue,

Mars about Vehdity Period

Shee| B | coow | [EiGreil]
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25. Configure the Certificate Database. It records all the certificate requests, issued certificates, and revoked
or expired certificates. Click Next to continue.

AD CS Configuration

_ DESTINATION SERVER
L .JA Data t)a se Dlnoida.com

Specify the database locations

Certificate database location:

Ch\Windows'\systemn3Z2\vCertlog

Certificate database log location:

Ch\Windows\system3ZCertlog

Moreabout CA Databace

| < Previous | | %'E)_{‘t) | Configure Cancel |

26. Click Configure to configure the selected roles, role services, or features.
27. Click Close to exit the AD CS Configuration wizard after viewing the installation results.

After successful installation, the CA certificate must be imported.
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Restoring an MS CA

You can restore a backed-up MS CA user account.

To restore an MS CA

1. Click the Start button, click Run, type certsrv.msc, and then click OK.
2. Select the CA node in the left pane.

3. On the Action menu, click All Tasks and then Restore CA.

Tl certsrv - [Certification Authority (Local)\lunatest-ADCS-CA] -1B2 -
File Action View Help

| | = G= H » =

i@ Certification Authority (Local) || Mame
bled lun [ AnTasks ’ Start Service
View » Stop Service
Refresh Submit new request...
Export List... Back up CA...
Properties Restore ChA...
Help Renew CA Certificate...

Load previous CA certificates and configuration
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4. Click Next on the Welcome page of the CA Restore wizard.

5. Select the Certificate database and certificate database log check box and provide a directory name
where you want to temporarily store the CA certificate and optionally the key. Click Next.

Certification Authority Restore Wizard .
ltems to Restore i
You can restore individual components of the backup file. v &
= ],.3"

Select the tems you want to restore:
[ Private key and CA cerificate
[v Cerfficate database and cerificate database log

Restore from this location:

C:Userst\ Administrator. LUNATES T Desktop Browse. . |

Mote: Forincremental restores, first select the full backup file and complete the wizard.
Then re-un the wizard, selecting subsequent incremental backup files.

<Back || Net> | | Cancel | | Hebp |

6. Enter password to protect the CA key and click Next.

=T = T = W3 IT = T TP ST = WG 3 S P =T = Wl |

Certification Authority Restore Wizard i
Provide Paszsword =
For encryption and decryption of messages, both a public key and a private key " B
are required. You must provide the password for the private key. —y

This password is required to gain access to the private key and the CA certificate file.

Password:

To mairtain private key securty, do not share your password.
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7. Click Finish.
8. The "Do you want to start Active directory certificate services" window displays. Click Yes.

i certsrv - [Certification Authority (Local)\lunatest-ADCS-CA]

File Action View Help

== x| BcE H > =
ﬁ Certification Authorit_},r (Local) Mame
I é lunatest-ADCS-CA | Revoked Certificates

" Issued Certificates
= Pending Requests

The restore operation is complete. Do you want to start Active Directory

Certificate Services?
If you have additional incremental backup files to restore, click no and

re-run the wizard until all files are restored.

9. Verify that Active Directory Services has been successfully restarted.

il
File Action View Help
e 0= H >

5 Certification Authority (Local) Name

I g lunatest-ADCS-CA 71 Revoked Certificates

[ Issued Certificates
=] Pending Requests
[ Failed Requests

[ Certificate Templates
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