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infringement. In no event shall Thales be liable, whether in contract, tort or otherwise, for any indirect,
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circumstances, shall Thales be held liable for any third party actions and in particular in case of any
successful attack against systems or equipment incorporating Thales products. Thales disclaims any
liability with respect to security for direct, indirect, incidental or consequential damages that result from any
use of its products. It is further stressed that independent testing and verification by the person using the
product is particularly encouraged, especially in any application in which defective, incorrect or insecure
functioning could result in damage to persons or property, denial of service or loss of privacy.
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Preface

PREFACE

This document describes steps to integrate Thycotic Secret Server with a Thales Luna Network HSM or a
Thales Data Protection On Demand (DPOD) service. It contains the following chapters:

Audience

This document is intended for personnel responsible for maintaining your organization's security
infrastructure, including Luna Network HSM users and security officers, key manager administrators, and
network administrators. It is assumed that the users of this document are proficient with security concepts.

All products manufactured and distributed by Thales Group are designed to be installed, operated, and
maintained by personnel who have the knowledge, training, and qualifications required to safely perform
the tasks assigned to them. The information, processes, and procedures contained in this document are
intended for use by trained and qualified personnel only.

Document Conventions

This section provides information on the conventions used in this template. The information presented is to
instruct the writer on how to use the template and can be removed if you do not wish to include it in your
customer-facing document. For example, you may wish to remove the “Hyperlinks” sections but keep the
“Notifications” section.

Notifications

This template uses notes, cautions, and warnings to alert you to important information that may help you to
complete your task, or prevent personal injury, damage to the equipment, or data loss.

Notes
Notes are used to alert you to important or helpful information.

NOTE: Take note. Notes contain important or helpful information.
Cautions
Cautions are used to alert you to information that may help prevent unexpected results or data loss.

CAUTION! Exercise caution. Caution alerts contain important information that may
help prevent unexpected results or data loss.
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Warnings
Warnings are used to alert you to the potential for catastrophic data loss or personal injury.

*WARNING** Be extremely careful and obey all safety and security measures. In
this situation you might do something that could result in catastrophic data loss
or personal injury

Command Syntax and Typeface Conventions

Convention Description
bold The bold attribute is used to indicate the following:
> Command-line commands and options (Type dir /p.)
> Button names (Click Save As.)
> Check box and radio button names (Select the Print Duplex check box.)
> Window titles (On the Protect Document window, click Yes.)
> Field names (User Name: Enter the name of the user.)

> Menu names (On the File menu, click Save.) (Click Menu > Go To >
Folders.)

> Userinput (In the Date box, type April 1.)

italic The italic attribute is used for emphasis or to indicate a related document. (See the
Installation Guide for more information.)

Double quote marks Double quote marks enclose references to other sections within the document.

<variable> In command descriptions, angle brackets represent variables. You must substitute
a value for command line arguments that are enclosed in angle brackets.

[ optional ] Square brackets enclose optional keywords or <variables> in a command line
[ <optional> ] description. Optionally enter the keyword or <variable> that is enclosed in square
brackets, if it is necessary or desirable to complete the task.

Square brackets enclose optional alternate keywords or variables in a command

[alb]c] line description. Choose one command line argument enclosed within the braces,
[<a> | <b> | <c>] if desired. Choices are separated by vertical (OR) bars.

{a|b]|c} Braces enclose required alternate keywords or <variables> in a command line
{<a> | <b>| <c>} description. You must choose one command line argument enclosed within the

braces. Choices are separated by vertical (OR) bars.

Related Documents
The following documents contain related or additional information:

Thales Luna Network HSM Product Documentation
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Support Contacts

If you encounter a problem while installing, registering, or operating this product, refer to the
documentation. If you cannot resolve the issue, contact your supplier or

Thales Customer Support operates 24 hours a day, 7 days a week. Your level of access to this service is
governed by the support plan arrangements made between Thales and your organization. Please consult
this support plan for further information about your entitlements, including the hours when telephone
support is available to you.

Customer Support Portal

The Customer Support Portal, at hifps:/supporiporial.thalesoroun.com , is a database where you can find
solutions for most common problems. The Customer Support Portal is a comprehensive, fully searchable
repository of support resources, including software and firmware downloads, release notes listing known
problems and workarounds, a knowledge base, FAQs, product documentation, technical notes, and more.
You can also use the portal to create and manage support cases.

NOTE: You require an account to access the Customer Support Portal. To create a
new account, go to the portal and click on the REGISTER link.

Telephone Support

If you have an urgent problem, or cannot access the Customer Support Portal, you can contact Thales
Customer Support by telephone at +1 410-931-7520. Additional local telephone support numbers are listed
on the support portal.

Email Support

You can also contact technical support by email at

Thycotic Secret Server: Integration Guide
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CHAPTER 1: Getting Started

CHAPTER 1. Getting Started

This chapter explains the setup that you require for integrating Thycotic Secret Server with a Thales Luna
Network HSM or a DPOD service. It includes the following sections:

>

>

>

>

Using a Compatible Device

This integration is verified with:

> Thales Luna Network HSM on Windows 2016 Server operating system
> Thales DPOD on Windows 2016 Server operating system

This integration is also compatible with:

> Thales Luna PCle HSM on Windows 2016 Server operating system

> Thales Luna USB HSM on Windows 2016 Server operating system

Configuring Luna Network HSM

Before you begin the integration process:

1. Ensure that the HSM is setup, initialized, provisioned, and ready for deployment.
2. Create a partition on the HSM that will be later used by Thycotic Secret Server.

3. Register a client for the system and assign the client to the partition to create an NTLS connection.
Initialize Crypto Officer and Crypto User roles for the registered partition.

4. Ensure that the partition is registered and configured. The command to see the registered partition is:
lunacm.exe (64-bit) v7.3.0-165. Copyright (c) 2018 SafeNet. All rights reserved.

Available HSMs:

Slot Id -> 0

Label -> Thycotic

Serial Number -> 1280780175917

Model -> LunaSA 7.3.0

Firmware Version -> 7.3.0

Configuration -> Luna User Partition With SO (PW) Key Export With Cloning Mode
Slot Description -> Net Token Slot

Current Slot Id: O

Thycotic Secret Server: Integration Guide
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CHAPTER 1: Getting Started

NOTE: Follow the steps mentioned in Thales Luna Network HSM Documentation for
creating NTLS connection, initializing the partition, and various user roles.

Using Luna Network HSM in FIPS Mode

Under FIPS 186-3/4, the RSA methods permitted for generating keys are 186-3 with primes and 186-3 with
aux primes. This means that RSA PKCS and X9.31 key generation is no longer approved for operation in a
FIPS-compliant HSM. If you are using the Luna Network HSM in FIPS mode, you have to make the
following change to the configuration file:

[Misc]

RSAKeyGenMechRemap = 1;

This setting redirects the older calling mechanism to a new approved mechanism when Luna Network
HSM is in FIPS mode.

Setting up Thales Luna Network HSM HA

Refer to the Thales Luna Network HSM Product Documentation for steps and details regarding configuring
and setting up two or more HSM boxes on host systems. You must enable the HAOnly setting in HA for
failover to work.

Provisioning DPOD Service

This DPOD service provides your client machine with access to an HSM Application Partition for storing
cryptographic objects used by your applications. Application partitions can be assigned to a single client, or
multiple clients can be assigned to, and share a single application partition.

To use the DPOD service, you need to provision your application partition by initializing the following roles:
> Security Officer (SO) - responsible for setting the partition policies and for creating the Crypto Officer.

> Crypto Officer (CO) - responsible for creating, modifying, and deleting crypto objects within the
partition. The CO can use the crypto objects and create an optional, limited-capability role called
Crypto User that can use the crypto objects but cannot modify them.

> Crypto User (CU) - optional role that can use crypto objects while performing cryptographic
operations.

Resolving Issues with DPOD Services

Enabling DPOD Service in Non-FIPS mode: DPOD services operate in a FIPS and non-FIPS mode.
Ensure you enable the Allow non-FIPS approved algorithms check box when configuring your DPOD
service. The FIPS mode is enabled by default. Refer to the Mechanism List in the SDK Reference Guide
for more information about available FIPS and non-FIPS algorithms.

Verifying DPOD <slot> value: LunaCM commands work on the current slot. If there is only one slot, then
it is always the current slot. If you are completing an integration using DPOD services, you need to verify
the slot on the DPOD service for sending the commands. If there is more than one slot, then use the slot
set command to direct a command to a specified slot. You can use slot list to determine which slot
numbers are currently in use by the DPOD service.
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CHAPTER 1: Getting Started

Setting up Thycotic Secret Server

Install Thycotic Secret Server on the target machine. Refer to Thycotic Documentation for detailed
instructions.
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CHAPTER 2: Integrating Thycotic Secret Server with a Luna Network HSM

CHAPTER 2: Integrating Thycotic Secret
Server with a Luna Network HSM

Integrating Thycotic Secret Server with a Luna Network HSM involves the following steps:

Configuring the SafeNet Key Storage Provider

To configure the SafeNet Key Storage Provider:

1.

Navigate to the <Luna HSM Client installation Directory>\KSP directory. If you are using a DPOD
service, the \KSP folder is available in the service client package.

Double-click KspConfig.exe. The SafeNet KSP configuration wizard will appear on your screen.
Double-click Register or View Security Library on the left side of the pane.

Click Browse and select a cryptographic library such as <Luna HSM Client installation
Directory>\cryptoki.dll>.

Click Register. If using a DPOD service client, the cryptographic libraries are available in the service
client package. On successful registration, you will see the following message:

"Success registering the security library"
Double-click Register HSM Slots and enter the Slot (Partition) password.

Click Register Slot to register the slot for Domain and Service Account that has access to database
and running the IIS Application Pool(s) dedicated to Secret Server. On successful registration, you will
see the following message:

“The slot was successfully and securely registered.”

- SafeNet Key Storage Provider Config Wizard - O X
File Help
(= SafeNet KSP Config Register For User Domain Register By
Register Or View Security Library
coti - Z - @
 Register HSM Slots [ sve_thycotic «| [TEsT-THYCOTIC v| | @ SlotLabel
Available Slots Slot Password
r
|0 Thycotic j | ‘ Slot Number
Register Slot \

View Reqistered Slots

Registered Slots

SlotLabel Thycotic
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CHAPTER 2: Integrating Thycotic Secret Server with a Luna Network HSM

8. Register the same slot for NT_AUTHORITY\SYSTEM.

Place SafeNetKSP.dlIl in service client package under C:\Windows\System32, if you are using a
DPOD service client.

10. Restart the IIS after registering KSP for changes to take effect.

Enabling HSM

To configure the HSM, complete the following steps:

1. Gotothe Admin menu and click Configuration.

2. Select the HSM tab.

3. Click Enable HSM to initiate the HSM configuration process.

(&) hitps://win-d¥4ndrjf89/SecretServer/ConfigurationHsm.aspx L - & ¢ || (&) secret Server mythycotic.com

thycotic,

ﬁ Home

@ Recent

Shared With Me

Configuration

Genera Login SAML Folders Local User Passwords Security Ticket System Email Session Recording HSM
Favorites
Enable HSM No

Inbox

Reports ‘ 4= Back H ) Enable HSM

Secrets

D~ &0 | @ secret Sever my thycotic.com

Thycotic, a = ©
{AY Home

@© recent

@) sharedwithme

Yy Favorites

Configuration

L mbox

lily Repors

HSM SETUP

ﬂ Secrels Secret Server supports encryption key protection with an HSM. For Secret Server to be able to communicate to the HSM, the HSM must have a registered Cryptographic Next Generation (CNG) provider. Please consult your HSM vendor for more
information about installing @ CNG provider. For more information about HSM integration and requirements, please see our HSM Integration Guide. Enabling the HSM will perform the following steps:

1. The CNG provider and HSM will be tested for compatibility before any changes are made.

2. You must back up your encryption.config file before proceeding.

3. An encryption key will be generated by the HSM and persisted. The name of this key is generated and displayed on the configuration page once HSM setup is complete. The encryption.config file is updated with information about the HSM key.
4. HSM keys are user specific. You cannot change the identity of the Application Pool while HSM integration is enabled. You must disable HSM integration before changing the Application Pool's identity.

X Cancel || ¢ Next
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CHAPTER 2: Integrating Thycotic Secret Server with a Luna Network HSM

Select SafeNet Key Storage Provider from Persistent Provider drop down box under HSM

PROVIDERS section and select key size of RSA from Key size drop down box.

Click Next. After this, Secret Server will simulate encryption and decryption operations.

e @ https://win-d94ndrrjf89/SecretServer/ConfigurationHsmEdit.aspx P-ac @ Secret Server

thycotic

~
{A} Home
0D Configuration
@ Recent
Shared With Me Gene Logi SAML Folders Local User Passwords Security icket System
Favorites
Inbox
HSM PROVIDERS
Reports
Secrets Persistent Provider SafeNet Key Storage Provider ﬂ
Key size 2048[v|
‘ ® Cancel ‘ = Next

Email

Session F’.EIZCI'Z“HI; HSM

PROVIDERS TEST RESULTS section.

7. Verify whether the configuration has been successful by checking the details under the HSM

e @ https://win-d94ndrrjf89/SecretServer/ConfigurationHsmEdit.aspx OS-ac @ Secret Server

Thycotic,

/m\j Home

(© Recent

@ Shared With Me Genera

Configuration

Folders Local User Passwords

Login SAML
Favorites

Inbox

HSM PROVIDERS TEST RESULTS

Reports

SafeNet Key Storage Provider
Provider Key Testing Success

" Encryption.config
Write Check Success

v Application Pool Identity
Success

Secrets

Your HSM is ready for use. The next step will show a summary of the configuration before HSM integration is enabled.

Email

Session Recording HSM
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CHAPTER 2: Integrating Thycotic Secret Server with a Luna Network HSM

8. Click Next to access the HSM VERIFY CONFIGURATION section. Review HSM configuration and

then click Save to enable the HSM.

(& https://win-d94ndrijf89/SecretServer/ConfigurationHsmEdit.aspsx

thycotic,

ﬁu\ Home

@ Recent

Shared With Me

Configuration

Favorites

Inbox

HSM VERIFY CONFIGURATION
Reports

Persistent Provider
Secrets

¢ cancel ) save

O - @ & || (& Secret Server

Local User Passwords Secu

ty Ticket System Email

SafeNet Key Storage Provider

1. The encryption.config file will be modified.
2. The database will be updated with the selected provider.
3. You will need to recycle the application pool.

Please review your HSM configuration. Continuing will enable HSM integration.

Session Recording HSM

9. Click Finished after you see the following message under the HSM SETUP COMPLETE section:

"The HSM is now enabled."

(&) https

thycotic,

win-d94ndrrif89/ SecretServer/ ConfigurationHsmEdit.aspx

Home . .
Configuration

Recent

Shared With Me
Favorites

Inbox

HSM SETUP COMPLETE
Reports

£ ~ @ & || (@ Secret Server

Session Recording

Secrets | O The HSM is now enabled

B3 Finished
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CHAPTER 2: Integrating Thycotic Secret Server with a Luna Network HSM

10. Restart the IS for configuration changes to take effect. You can now view the HSM configuration
details under the HSM tab. The Secret Server encryption key is now stored on Luna Network HSM

partition.

thycotic,

Home

Recent

Shared With Me
Favorites

Inbox

Reports

Secrets

(&) https://win-d94ndrrif89/Se

Login SAML Folders Local Use

Enable HSM

Persistent Provider

Key Identifier

Key Size

rationHsm.aspx P~ & (& secret Server

Email Session Recording

SafeNet Key Storage Provider

06e94988-797-4cf3-9792-b1f1aca92aa9

2048-bit

‘ 4= Back H © Disable HSM

11. Verify the key using the lunacm utility.

- Pr n Sat L cli

tition With SO (P rt With Cloning Mode

Command

contTtents

partition

unmacm: >

in. Looking for ob

of obj

Mo Er
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CHAPTER 2: Integrating Thycotic Secret Server with a Luna Network HSM

This completes the integration of Thycotic Secret Server with Thales Luna Network HSM or Thales
Data Protection On Demand Service. Secrets created in Thycotic Secret Server will now use
encryption keys residing in HSM partition.

Thycotic Secret Server: Integration Guide 16
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CHAPTER 3: Integrating Thycotic Secret
Server Cluster with a Luna Network HSM

Integrating Thycotic Secret Server Cluster with a Luna Network HSM involves the following steps:

Configuring the SafeNet Key Storage Provider

Perform the following steps on all the nodes of the Thycotic Secret Server Cluster:
1. Navigate to the <Luna HSM Client installation Directory>\KSP directory.

2. Double-click KspConfig.exe. The SafeNet KSP configuration wizard displays.
3. Double-click Register or View Security Library on the left side of the pane.
4

Click Browse and select a cryptographic library such as <Luna HSM Client installation
Directory>\cryptoki.dll>.

5. Click Register. On successful registration, you will see the following message: "Success registering

the security library" displays.
Double-click Register HSM Slots on the left side of the pane.
Enter the Slot (Partition) password.

Click Register Slot to register the slot for Domain and Service Account that has access to database
and running the IIS Application Pool(s) dedicated to Secret Server. On successful registration, you will

see the following message: “The slot was successfully and securely registered”

- SafeNet Key Storage Provider Config Wizard -

File Help
- SafeNet KSP Config Register For User Domain Register By
Register Or View Security Library
ot - 2 vl
- Register HSM Slots | sve_thycotic | [TEsT-THYCOTIC »| | SlotLabel
Available Slots Slot Password
.
|0 Thycotic j I I Slot Number

Register Slot

View Reqgistered Slots

Registered Slots

SlotLabel Thycotic

9. Register the same slot for NT_AUTHORITY\SYSTEM.
10. Restart the 1IS after registering KSP for changes to take effect.

Thycotic Secret Server: Integration Guide
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CHAPTER 3: Integrating Thycotic Secret Server Cluster with a Luna Network HSM

Enabling HSM

To configure the HSM, complete the following steps on only one of the node of cluster:

1.
2.

Log in to Secret Server from browser :

Go to the Admin menu and click Configuration.

Select the HSM tab. This initiates the HSM configuration, which guides the process of selecting the

HSM’s CNG provider.
Click Enable HSM to initiate the configuration process.

NOTE: Back up the encryption.config before proceeding to enable HSM.

Recent

Shared With Me
Favorites

Inbox

Reports

Secrets

Click Next.

@ https://win-d%4ndrrjf89/SecretServer/ ConfigurationHsm.aspx P~ac @ Secret Server

my.thycotic.com

Configuration

]
5

General Login SAML  Folders  Local User Passw

ic
c

Enable HSM No

‘ 4= Back H U Enable HSM

rds  Security icket System  Email  Session Recording HSM

&« @ hitps.//win-fTqTvadgdy/se

lngcull‘c,

{ Home

@© Recent
Shared With Me
Favorites

A\ Inbox
Reports

Secrets

O~ @C| @ SecretServer o Secret Server Server Clustering...

Configuration

HSM SETUP

|

The CNG provider and HSM will be tested for compatibility before any changes are made.

You must back up your encryption.config file before proceeding.

3. An encryption key will be generated by the HSM and persisted. The name of this key is gt d and displayed on the ion page once HSM setup is complete. The
encryption.config file is updated with information about the HSM key.

4. HSM keys are user specific. You cannot change the identity of the Application Pool while HSM integration is enabled. You must disable HSM ion before ch: the A;

Secret Server supports encryption key protection with an HSM. For Secret Server to be able to communicate to the HSM, the HSM must have a registered Cryptographic Next Generation (CNG)
provider. Please consult your HSM vendor for more information about installing a CNG provider. For more information about HSM integration and requirements, please see our
Guide. Enabling the HSM will perform the following steps:

Pool's identity.

\ After the HSM integration is enabled, the encryption.config file must be copied to each node in your cluster, then IIS must be restarted

X Cancel || ¥ Next
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CHAPTER 3: Integrating Thycotic Secret Server Cluster with a Luna Network HSM

6. Select SafeNet Key Storage Provider from the Persistent Provider drop down box under the HSM

PROVIDERS section and select key size of RSA from Key size drop down box.

@ https://win-d94ndrrjf89/5ecretServer/ ConfigurationHsmEdit.aspx L-ac @ Secret Server

thycotic

~
ﬁ Home i i
Configuration
@ Recent
Shared With Me Genera Login SAML Folders Local User Passwords Security Ticket System Email Ses
Favorites
Inbox
HSM PROVIDERS
Reports
Secrets Persistent Provider SafeNet Key Storage Pruvider
Key size 2048[v|
‘ ¥ Cancel ‘ = Next

7. Click Next. After this, Secret Server will simulate encryption and decryption operations.

8. Verify whether the configuration has been successful by checking the details under the HSM
PROVIDERS TEST RESULTS section.

e @ https://win-d94ndrrjf89/SecretServer/ConfigurationHsmEdit.aspx L-ac @ Secret Server

Thycotic,

/l.n\.l Home

(© Recent

(@) shared With Me Geners

Configuration

Favorites

Inbox

HSM PROVIDERS TEST RESULTS

Reports

SafeNet Key Storage Provider
Provider Key Testing Success

v Encryption.config
Write Check Success

s Application Pool Identity
Success

Secrets

ogin SAML Folders Local User Passwords Security icket System Email Session Recording

Your HSM is ready for use. The next step will show a summary of the configuration before HSM integration is enabled.
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CHAPTER 3: Integrating Thycotic Secret Server Cluster with a Luna Network HSM

9. Click Next. Review your HSM configuration under the HSM VERIFY CONFIGURATION section.

e (&) https

thycotic,

win-d94ndrrif89/SecretServer/ConfigurationHsmEdit.aspx O~ @ & || (@& Secret Server

{A} Home
L Configuration

Recent

Shared with Me

Genera Login SAML Folders Local User Passwords Security Ticket System Email Session Recording HSM
Favorites
Inbox
HSM VERIFY CONFIGURATION
Reports
Persistent Provider SafeNet Key Storage Provider

Secrets

Please review your HSM configuration. Continuing will enable HSM integration.

1. The encryption.config file will be modified.
2. The database will be updated with the selected provider.
3. You will need to recycle the application pool.

oy
¢ Cancel ) save

10. Click Save to complete the HSM setup. You will see the following message on the screen:
"The HSM is now enabled."

(&) hitps://win-d94ndrrjf89/SecretServer/ ConfigurationHsmEdit.aspx P - @ & || (@ secret Server

thycotic,

{AT Home

@ Recent

Shared with Me

Configuration

Genera Login SAML Folders Local User Passwords Security icket System Email Session Recording HSM

Favorites

Inbox
HSM SETUP COMPLETE
Reports

Secrets | O The HSM is now enabled

11. Click Finished and then restart the IIS for configuration changes to take effect.
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12. The HSM configuration is saved and can be viewed under HSM tab. The Secret Server encryption key
is now stored on Luna Network HSM patrtition.

@ https://win-d94ndrrjf89/SecretServer/ ConfigurationHsm.aspx P~ @ C | (& Secret Server
thycotic
ycong
ﬁu\ Home ) )
Configuration
(© Recent
@ shared with Me General  Login  SAML  Folders  LocalUserPasswords  Security  Tickel System  Email  Session Recording
ﬁ Favorites
Enable HSM Yes
_D_ Inbox
Persistent Provider SafeNet Key Starage Provider
I“I Reports
ey Identifier e - cf3-9792-b1f1acad2aa
Sacrets Key Identifi 06e94988-f797-4cf3-9792-b1f1acad2aa9
Key Size 2043-hit

‘ 4= Back H © Disable HSM

13. Verify the key using the lunacm utility:

C: og n 1 g 1

rt With Cloni

Current Slot I

unacm: >

Command ult : No Error

unacm: > partition contents

in. Looking for o

Number of objects

Command ult : No Error

14. Copy encryption.config file from this node to all other nodes.

15. Restart each nodes’ Application Pool for the changes to take effect.
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16. Log in to Secret Server from any node and verify that the HSM is enabled and key identifier displayed
is correct. This completes the integration of Thycotic Secret Server Cluster with a Thales Luna Network
HSM. Secrets created in Thycotic Secret Server Cluster from any node will now use encryption keys
residing in the HSM partition.
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