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CHAPTER 1: Introduction

Introduction

This document outlines the steps to configure and integrate Lieberman Software ERPM with Luna HSM.

Enterprise Random Password Manager (ERPM) is a privilege management platform that protects organizations
against advanced persistent threats (APTs) and other sophisticated cyber-attacks. It ensures that powerful
privileged identities are only available to audited users on a temporary, delegated basis - preventing
unauthorized and anonymous access to systems with sensitive data.

This strategic privilege management solution is designed to improve the efficiency of your IT operations. It leads
the market in automation to better address the complex shared account problems found in every enterprise.

m True Discovery™ continuous auto-discovery
Privilege m Privileged account usage and propagation
Management m Centralized privileged access management
Platform ® Programmatic orchestration and automation
® Encrypted password data store

Systems, Network Devices, Databases, and Applications
Deploy On-Premises, In the Cloud, or Both

Privileged Privileged
Identity Access
Management @ Management

App-to-App Service
Password Account
ERELEES R ERERELE:

Session
Recording

Compliance Reporting and Visualization Dashboards
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CHAPTER 1: Introduction

ERPM secures privileged identities throughout your IT infrastructure, including:

Super-user login accounts utilized by individuals to change configuration settings run programs and perform
other IT administrative duties.

Service accounts that require privileged login IDs and passwords to run.

As this privilege management product continuously tracks privileged accounts on your network, it changes each
account's password to a unique and complex value. ERPM then deploys the password changes wherever they
are used, and grants fast, audited access for authorized IT staff.

ERPM can help you eliminate the shared credentials that attackers exploit to gain lateral access within
networks. Even if an attacker obtains a user name and password, the information is of little value because
ERPM makes each privileged password unique, and frequently changes each password. Disclosed credentials
are randomized immediately after use, so no one retains long-term knowledge of password secrets and every
request for access is attributed to an individual.

Lieberman ERPM will use the encryption keys stored on Luna HSM. The SafeNet Luna HSM (Hardware
Security Module) secures the ERPM encryption keys within an industry standard FIPS 140-2 level 3 validated
HSM.

3rd Party Application Details

e Lieberman Software ERPM v4.83.8

Supported Platforms

e  Windows Server 2012 R2

HSMs and Firmware Version

Lieberman ERPM has been tested with the following:

e Luna SA f/w 6.21.0 with Luna Client s/w v5.4.1 (32 bit)
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CHAPTER 1: Introduction

Luna SA Setup

Please refer to the Luna SA documentation for installation steps and details regarding configuring and setting up
the box on Windows systems. Before you get started ensure the following:

e Luna SA appliance and a secure admin password.

e Luna SA, and a hostname, suitable for your network.

e Luna SA network parameters are set to work with your network.
e Initialize the HSM on the Luna SA appliance

e Create and exchange certificates between the Luna SA and your "Client" system (registered the Client
with the Partition).

e Create a partition on the HSM and remember the partition password that will be use later.

e Register the Client with the partition. And run the "vtl verify" command on the client system to display a
partition from Luna SA. The general form of command is “C:\Program Files\SafeNet\LunaClient\vtl
verify”.

e Enable Partition "Activation" and "Auto Activation" (Partition policy settings 22 and 23 (applies to Luna
SA with Trusted Path Authentication [which is FIPS 140-2 level 3] only).

Lieberman ERPM Setup

Lieberman ERPM must be installed on the target machine to carry on with the integration process.
The following setup is required:
e A Windows Server 2012 R2 machine.

The installation of ERPM or RPM is addressed in the installation guide which may be downloaded from the
documentation section on Lieberman Software's website at

http://www.liebsoft.com/Support_Documentation

The installation guide also covers port requirements and supported host operating systems as well as the
installation of pre-requisites such as IIS, MS SQL, accounts, and more.
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CHAPTER 2

Integrating Lieberman ERPM with Luna HSM

This chapter outlines the steps to create encryption keys which are secured on Luna HSM.

Configuring the ERPM to use keys from Luna HSM

a)
b)

c)

d)

e)

Log on to system as an administrative privilege.

Copy the Chrystoki Configration file from following directory:
C:\Program Files\SafeNet\LunaClient\crystoki.ini

To

C:\Program Files\SafeNet\LunaClient\win32\crystoki.ini

Edit the configuration file “C:\Program Files\SafeNet\LunaClient\win32\crystoki.ini” and make the
following changes in [Chrystoki2] section:

[Chrystoki2]
LibNT=C:\Program Files\SafeNet\LunaClient\win32\cryptoki.dll

To use the 32 bit library you need to change ChrytokiConfigurationPath variable, click Start -> System -
> Change Settings -> Advanced -> Environment Variables...

Under System Variables, select ChrystokiConfigurationPath, click Edit and set the Variable Value as
“C:\Program Files\SafeNet\LunaClient\win32\"

Click OK three times and close the System window.

Variable name: | ChrystokiConfigurationPath |

Variable value: | s\Program Files\safeMet\LunaClient\win321 |

ok || cancel |
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CHAPTER 2: Integrating Lieberman ERPM with Luna HSM

f) Open the ERPM Management Console and click Settings and select Encryption Settings...

m View Systemslist DeferredProcessing Delegation Manage RemoteConnection Help

System: l:l Max Systems: Account: I:I Max Accounts per S\rshem: q

System Role V.. R.. NetBIOS Name IP Address Subnet Mask DHCP  MAC Address Checked
L apP1 | EET | | |2 |00:00:00:00:0... | 7
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CHAPTER 2: Integrating Lieberman ERPM with Luna HSM

g) In Encryption Settings window, click Use Encryption for Passwords in Database and select Use
Hardware Cryptography Module for hardware-based cryptography.

[ Use Encryption for Passwords in Database
Software-based Cryptography Key Settings

() Uge software-based cryptography

Encryption Type Key Length
| AES v| | 256bit

Key Signature:

| Test Key | | Export Key | | Import Key |

Software FIPS 140-2 Encryption Provider
[ |Use FIPS 140-2 software provider if available

Test FIPS 140-2 Provider Availability

[ ] only use FIPS 140-2 software provider {abort application if not available)

PKCS #11 Hardware-based Cryptography

(®) Lise Hardware Cryptography Module for hardware-based cryptography
Ky

[ ] Farce change and dear any passweords which cannot be decrypted
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CHAPTER 2: Integrating Lieberman ERPM with Luna HSM

h) Click ... button to open the PKCS #11 Interface to HCM Settings console.

PKICS #11 Interface Library
Interface library DLL path:

[ ] nitialize library for multi-threaded access

Load and Verify Library |

Library Description:

Hardware Slot/Token
Hardware Slot/Token:

Slot/Token Description:

PIM:

Key and Encryption Method
Ky

Key Type:

Encryption Mechanism:
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CHAPTER 2: Integrating Lieberman ERPM with Luna HSM

i) Click ... button to browse and select C:\Program Files\SafeNet\LunaClient\win32\cryptoki.dll library.
Select Initialize library for multi-threaded access, click Yes when warning message displayed. After this
click Load and Verify Library and click OK.

PKICS #11 Interface Library
Interface library DLL path:
| C:'\Program Files\SafeMet\LunaClientiwin32\cryptoki.dll

[] Initialize library for multi-threaded access

| Load and Verify Library |

Library Description:
| Chrystoki

Hardware Slot/Token
Hardware Slot/Token:

Slot/Token Description:

FIM:
|

Key and Encryption Method
Key:

|
Key Type:

Encryption Mechanism:
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CHAPTER 2: Integrating Lieberman ERPM with Luna HSM

i) Select Hardware Slot\Token and enter the PIN. The PIN will be your HSM partition password.

PKICS #11 Interface Library
Interface library DLL path:
| C:'Program Files\safeMet\LunaClientwin32\cryptoki, dil

[] Initialize library for multi-threaded access

| Load and Verify Library |

Library Description:
| Chrystoki

Hardware Slot/Token
Hardware Slot/Token:

| part?

Slot/Token Description:
| LunaMet Slot

PIM:

Key and Encryption Method
Ky

|
Key Type:

Encryption Mechanism:
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CHAPTER 2: Integrating Lieberman ERPM with Luna HSM

k) Click Create... button, Select Key Type as AES and Key Length as 256 bits and enter the Key Label.
Do not select the Private (must be logged into token to access), remove the selection if already
selected. Click OK.

Active PKCS #11 Library and Token Information
Interface Library Path:

| C:'\Program Files\SafeMet\LunaClientiwin32\cryptoki.dll
Library Description:
| Chrystoki

Hardware Slot/Token:

| part2

Slot/Token Description:
| LunaMet Slot

Mew Key Parameters
Key Type: Key Length:
= v|  |2s6bits

Label:

| ERPMKey

[ Private {must be logged into token to access)
[m] Sensitive (certain attributes cannot be exported);
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CHAPTER 2: Integrating Lieberman ERPM with Luna HSM

[) Click OK to close the PKCS #11 Interface to HCM Settings console when the key is created.

PKICS #11 Interface Library
Interface library DLL path:
| C:'Program Files\safeMet\LunaClientwin32\cryptoki, dil

[] Initialize library for multi-threaded access

| Load and Verify Library |

Library Description:
| Chrystoki

Hardware Slot/Token
Hardware Slot/Token:

|part2
Slot/Token Description:
| LunaMet Slot

PIM:

Key and Encryption Method

Encryption Mechanism:

|AES with Cipher Black Chaining and Padding
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CHAPTER 2: Integrating Lieberman ERPM with Luna HSM

m) Click OK to close the Encryption Setting console.

v Encryption Settings -

IIse Encryption for Passwords in Database
Software-based Cryptography Key Settings

() Uze software-based cryptography

Encryption Type Key Length

| W e

[ay}

oL

Key Signature:

Software FIPS 140-2 Encryption Pravider

ware orovider if

M

awvailab

m

il
ul

|

[s
al}

=]

%

nl
al}
ul
i)
Ol
m

PKICS #11 Hardware-based Cryptography

(®) |Use Hardware Cryptography Module for hardware-based cryptography

Key:

| Key: ERPMKey | e |

[ | Force change and dear any passwords which cannot be decrypted

Ok | | Cancel |

You can see the AES key created on the HSM using the CMU utility provided with the client.

X Administrator: C\Windows\system32\cmd.exe \;li-

icrosoft Windows [Version 6.3.96801
Cc) 2013 Microsoft Corporation. All vights reserved.

sUserssAdministrator. INTEGRATIONcd " Program Files“SafeMet“LunaClient"

SProgram FilessSafeHetsLunaClientX*cmu list
lease enter password for token in slot 1 o s
handle=42 labhe 1=ERFMEey

Program FilessSafeMetsLunaClient >

ERPMKey created on the Luna SA partition will be used to encrypt all passwords stored in the database
and you cannot able to recover the password if the key is lost or HSM is not available.
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CHAPTER 2: Integrating Lieberman ERPM with Luna HSM

0) You can add the systems in ERPM Management Console and their passwords will be saved in

database encrypted using the key created on Luna SA. You can check the Stored Passwords using
SQL query below:

Select sSystemName, sAccountName, sDescription,sEncryptedPassword from
tbl_StoredPasswords;

g SQLQuery1.5ql - APP1\LSCERPMDB (INTEGRATION\Administrator (53))* - Microsoft SQL Server Management Studio (Administrator) =0

Fe Bt Yoo Quay Bt Ding Toob Mindow b
A G| ey R BG4 2300204 & FERE-.

L - R e e T e e

Object Explorer 30 501 Queryl sql - AP... Administrater (33))* X v Propetties

Connect jj !g BT @ 5 Select sSystemName, sAccountName, sDescription,sEncryptedPassword from thl_StoredPasswords; Current connection parameters .
= . N =

= () APPINLSC (5L Server 12.0.2000 - INTEGRA 85 A ‘j
£ 1 Databases

[ System Databases 4

[ 3 Database Snapshots
] eRemDs

Connection failun

Elapsed time

] ReportSenersLSC Finish time -
U ReportServerSLSCTempDB Name APPTLSC
1 Security Rows retumed 1
[ Server Objects Start time 4182013 81312 PM
[ Replication State Open
(2 AlwaysOn High Availability 4
[ Management Connection name APPT\LSC (INTEGRATI
[ Integration Services Catalogs 4
SQL Server Agent (Agent XPs disabled) % (] - 8 h
Connection finish 4
3 Pends Lh Hessages Connection rows 1
siptenlame Comection start1 4/3/2015 21312 M

shecourtName  sDescription  sEncryptedPassword
EC3008DABDDFA4388321D30164ACA61D20412D86CR286BF 37D 11FBAGC 128C2746D21CDBI03F

Connection state Open

Display name
Login name
Server name

APPT\LSC
INTEGRATION\Admini
APPT\LSC

Serverversion  12.0.2000

Session Tracing [C

SPID 3
< 1 [ e
The name of the connection.

@ Query executed successfully,

|

APPINLSC (120RTM) | INTEGRATION\Administra.. ERPMDB | D0:00:00 | 1 rows

You can see that password is encrypted using the ERPMKey.
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CHAPTER 2: Integrating Lieberman ERPM with Luna HSM

p) To recover the password launch the web console and when logged click on Manage Password ->
Options -> Recover Password. Enter the reason for recovery and click Recover. It will display the clear
text password after decrypting the encrypted password stored in database using ERPMKey created on

Luna SA.

Ay htp://app1/PWCWeb/RecoverAccount.asp Profla Enterprise Random Passwor.., *

uﬂz@pﬁﬁ" Managed Passwords - Recover

%0

Main

Managed Passwords
Al Passwords
Checked Out
Add Password

Shared Credential Lists

Applications

Systems

Accounts

Jobs

Workflow

Auditing

Delegation

Admin Tools

User Settings

Logon Identity:
[WebApplicationManager]

Session Information
Logout

'. Recovered Password for: (DC1.Integration.com)Windows\Test1

1q@W3e$Rar

You have checked out this password.
Your checkout will expire in 0 days, 02 hours and 00 minutes.

Show Phonic| ‘Exlend Checkout| ‘Check In|

This page will close in 82

~ LIEBERMANSOFTWARE

It shows that we can recover the password only if the ERPMKey created on the Luna SA patrtition is

available. We can see that Integration is completed and working as expected.
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