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Section 1 — Introduction

The purpose of this document is to offer the reader a basic installation and configuration
guide for the Tumbleweed VA 4.9 Validation Authority Server (OCSP Responder), and
the SafeNet Luna SA Hardware Security Module (HSM). The document assumes the
reader will have background knowledge of Public Key Infrastructure (PKI) terms and

concepts.

1.1 - Summary of Material Covered

Section Summary of Material Covered
1 Install SafeNet Luna SA, Ethernet-attached HSM hardware and software.
2 Installation and configuration of the VA 4.9 Server for basic OCSP operation.
This lesson will also include setup of smart card login for the VA Admin GUI.
3 Requirements for VA Delegated Trust Model implementation.

Figure 1 - Lesson Summary
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1.2 - Summary of Files Included
Summary of files used in this training course:

Filename Description
eva.pdf VA 4.9 Server documentation
EVASetup.exe VA 4.9 Software Installer

publisherSetup.exe

SCrver.

ocsp_responder q4.txt
ocsp_repeater q4.txt

Readme.txt

RELEASE NOTES.txt

VA 4.9 Release Notes

DesktopValidator-win32-release-
Standard.exe

Version 4.9.1

sample dv491config.txt

Sample DV configuration file

Figure 2 - Summary of files used

VA 4.9 Publisher — stand-alone Publisher
that can fetch HTTP, HTTPS, LDAP, or
LDAPS CRL data and publish to VA

The VA 4.9 Repeater and Responder
servers require a software license key to
install the product. This file needs to be
opened and appropriate license cut and
pasted into the VA 4.9 Admin GUI.

VA 4.9 Server ReadMe document

Desktop Validator Standard Edition
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Section 2 — Installing the Luna HSM
Product Highlights

e Most Secure

Keys always in Hardware
Luna SA is a HighAssurance HSM.

FIPS 140-2-validated
Luna SA is validated to FIPS 140-2 Level 2 and Level 3 to meet the
demands of the most rigorous security policies.

Hardware Key Management and High-Performance Cryptographic
Acceleration

An integrated HSM provides secure, hardware-based storage for sensitive
cryptographic keys and offers over 1,200 cryptographic operations per
second (1024-bit RSA decrypt) for the most demanding applications.

Secure Remote Administration and Two-factor Authentication

Luna SA features secure network administration to simplify management.
To prevent unauthorized access, FIPS 140-2 Level 3-validated models offer
true two-factor, trusted path, multi-person authentication of HSM
administrative users.

o Ease of Deployment and Integration

Ethernet-attached for Easy Deployment

Luna SA features two built-in Ethernet ports for drop-in network
deployment, making it easy to add hardware-secured key management and
cryptographic acceleration to your applications.

Unparalleled Support and Integration

Luna SA is fully integrated with the most popular Certificate Authorities
(CA), including Microsoft Certificate Services, Entrust Authority, VeriSign.
Luna SA also provides SSL acceleration support for Microsoft IIS and
Apache Web servers.

o High Performance and Scalability

Accelerate multiple SSL. Web servers
Offload computationally intensive SSL connection setups from Web servers
with Luna SA configured for shareable hardware SSL acceleration.
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2.1 - Installing Luna Hardware and Software

This section describes the installation and cabling of your Luna HSM hardware. Repeat
the steps in this chapter for each HSM to be installed.

2.1.1 - Install Client Software

For interactive installation, install the Luna SA client software on Windows 2000,
Windows 2003, or Windows XP as follows:

1.
2.

o

e A

Log in to Windows as Administrator, or as a user with administrator privileges.
Insert the Luna SA Client Software CD into the CD drive.

If Autorun is enabled, the Setup program starts automatically. If Autorun is
disabled, navigate to the CD-ROM drive using Windows Explorer and double-
click the file setup.exe.

At the Welcome screen, click Next.

When prompted to install optional components, click Next to continue without
installing the CSP or JSP.

When prompted to confirm, click Yes.
Another installer window appears. Accept all defaults by clicking Next.
When prompted to install additional components, click No.

Click Finish to complete the installation.
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2.1.2 - Install the Luna SA Hardware

1.

Install brackets if appropriate for your
equipment rack. The brackets can be
installed in different orientations and ol
combinations to fit various rack |
configurations.

Mount the appliance in your equipment
rack.

Insert the power (a) and network (b) cables

at the rear panel.

Connect the Luna PED at the front panel
using the provided PED cable.

Set the power switch (a) on the rear panel to

L J1
the “On” position. ‘

<= Tumbleweed” Sa-feNet«
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Press and release the Start switch (b) on the
front panel to start the system.

Connect a terminal to the serial connector
on the front panel.

10
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Configuring the Luna SA Device and Network Parameters

This chapter describes the initial configuration of your Luna SA device.

2.2.1 - Connect to the Luna Device

1.

Connect a null-modem serial cable between the serial port on the Luna SA front
panel and a dumb terminal or a PC (for example, a laptop) that will serve as the
administration computer. A standard null-modem serial cable with DB9
connectors is included with the Luna SA.

Use a terminal emulation package provided with your operating system. Set the
serial connection parameters:

e Serial port baud rate: 115200

e N.,8,1 (no parity, 8 data-bits, one stop-bit)
e VT-100 terminal emulation

e Hardware flow control

When the connection is made, the Luna SA login prompt appears.

DEFAULTHOSTNAME ttyS0 login:

Notes:

The [DEFAULTHOSTNAME] is replaced by the new hostname that you assign

to your Luna SA later in these instructions. The prompt changes the next time you

start an SCLI connection.
You may need to press Enter several times to initiate the session.

You must log in within two minutes of opening an administration session or the
connection will time out.

2.2.2 - First Time Login and Changing Passwords

4. At the prompt, login as admin. The initial password is chrysalis.

login as: admin
admin@<hostname>’'s password: chrysalis

Note: For security, you are immediately prompted to change the factory-default
password for the ‘admin’ account.

&
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2.2.3 - Configure IP and Network Parameters

The following procedure assumes you are configuring the Luna SA appliance without
DNS.

1. Usethe net show command to display the current settings and see how they
need to be modified for your network.

lunash:> net show

Hostname: DEFAULTHOSTNAME
Domain: <not sets>

IP Address (etho): 192.168.2.12

HW Address (etho) : 00:03:47:E7:56:1C
Mask (ethoO) : 255.255.255.0
Gateway (etho) : 192.168.2.1

IP Address (ethl): 192.168.10.41
HW Address (ethl): 00:00:50:0E:35:85

Mask (ethl): 255,255,255 .0
Gateway (ethl): 192.168.10.100
Name Servers: <not set>
Search Domain (s) : <not sets>

Kernel IP Routing Table:

Destination Gateway Genmask Flags Metric Ref Use Iface
192.168.2.0 0.0.0.0 255.255.255.0 U 0 0 0 ethoO
0.0.0.0 192.168.2.1 0.0.0.0 UG 0 0 0 etho
127.0.0.0 0.0.0.0 255.0.0.0 U 0 0 0 lo

0.0.0.0 172.20.11.10 0.0.0.0 UG 0 0 0 ethoO

2. Use net hostname to set the hostname of the Luna appliance (use lowercase
characters).
lunash:> net hostname myLunaHostname

Note: The net hostname command expects a single-word text string. If you supply
a name that includes a space, all text after the space is ignored.

3. Restart the syslog service to ensure that all logging after this point is recorded
against the new hostname.

lunash:> service restart syslog

Shutting down kernel logger: [ OK |
Shutting down system logger: [ OK ]
Starting system logger: [ OK ]
Starting kernel logger: [ OK ]

Use net interface to change network configuration settings.

net -interface -static -device <Ethernet-Device(ethO)> -ip
<Ethernet-device-IP-Address> -netmask <Netmask-IP-Address> -
gateway <Gateway-IP-Address>

12

&
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lunash:>network interface device
255.255.255.0 -gateway 192.168.0.

NOTICE: The network service must
to take effect.

If you are sure that you wish to
'proceed', otherwise type 'quit'

> proceed

Proceeding. ..

Restarting network service...
Shutting down loopback interface:
Setting network parameters: [
Bringing up loopback interface:
Bringing up interface ethoO: [
Command Result 0 (Success)

eth0 -ip 192.168.0.10 -netmask
254

be restarted for new network settings

restart the network, then type

OK ]

[ OK 1]

OK 1

4. View the new network settings with:

lunash:> net show

Hostname:

Domain:

IP Address (etho):
HW Address (etho) :
Mask (etho) :
Gateway (etho) :

<not sets>
192.168.0.10

255.255.255.0
192.168.0.254

IP Address (ethl):
HW Address (ethl):
Mask (ethl):
Gateway (ethl):

192.168.10.50

255.255.255.0
192.168.10.100

Name Servers:
Search Domain(s) :

<not sets>
<not set>

Kernel IP Routing Table:
Destination Gateway
192.168.2.0 0.0.0.0
0.0.0.0 192.168.2.1
127.0.0.0 0.0.0.0
0.0.0.0 172.20.11.10 0.0.0.0

Genmask

0.0.0.0

255.255.255.0

255.0.0.0

DEFAULTHOSTNAME

00:03:47:E7:56:1C

00:00:50:0E:35:85

Ref
0

Metric
0

Flags
U
UG
U

0
0
UG 0

o O o

5. Test your network configuration by pinging another server with the lunash net
ping <servername> command and having the other server ping this Luna

appliance.
6.

Verify your client machines network configuration by attempting to ping the Luna

appliance by IP address from the Client.

2.2.4 - Set System Date and Time

Before proceeding with HSM and Partition setup, ensure that the Luna HSM Server’s
system date, time and time zone are appropriate for your network.

1.
changed.

<= Tumbleweed"
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lunash:>status date
Thu Oct 12 20:40:39 EDT 2006

or

lunash:>status zone
EDT

2. If'the date, time, or time zone are incorrect for your location, change them using

the lunash sysconf command. You must set the time zone before setting the time
and date, otherwise the time zone change adjusts the time that you just set.

lunash:>sysconf -timezone -set Canada/Eastern
Timezone set to Canada/Eastern

Use sysconf time to set the system time and date, <HH:MM YYYYMMDD> in
the format shown. Note that the time is set on a 24-hour clock (00:00 to 23:59).

lunash:> sysconf -time 20:45 20061012
Thu Oct 12 20:45:05 EDT 2006

To use ntp, add one or more servers to the Luna appliance's ntp server list, and
then activate (enable) the servers. Use the sysconf ntp command as follows:

Add servers:

lunash:> sysconf -ntp addserver <hostnameoripaddress>

Activate servers:

lunash:> sysconf -ntp enable

Note: If you wish to use Network Time Protocol (ntp), you must set the system
time to within 20 minutes of the time given by the servers that you select. If the
difference between ntp server time and the Luna appliance time is greater than 20
minutes, the ntp daemon ignores the servers and quits.

2.2.5 - Generate a New Luna Server Certificate

Although your Luna appliance came with a server certificate, good security practice
dictates that you should generate a new one.

Use sysconf regenCert to generate a new Server Certificate, substituting the
appropriate IP address for your device:

14
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lunash:> sysconf regenCert 192.168.0.10

CAUTION: Current Server Certificate and Private Key will be

overwritten. All clients will have to add the server again with new certificate.
Type ‘proceed’ to generate cert or ‘quit’ to cancel

> proceed

lunash:>

2. From the factory, the Network Trust Link Service (ntls) is bound to the loopback
device by default. In order to use the appliance on your network, you must bind
the ntls to one of the two Ethernet ports, ETHO or ETH1, or to a hostname or IP
address.

lunash:>ntls bind ethoO

Success: NTLS binding network device eth0O set.

NOTICE: The NTLS service must be restarted for new settings to take effect.
If you are sure that you wish to restart NTLS, then type 'proceed', otherwise
type 'quit'

> proceed

Proceeding. . .

Restarting NTLS service...

Stopping ntls: [ OK 1
Starting ntls: [ OK 1

Command Result : 0 (Success)

lunash:>

Note: The “Stopping ntls” operation may fail in the above example because
NTLS is not yet running on a new Luna appliance. Just ignore the message. The
service starts again, whether the stop was needed or not.

15
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2.3 — Initializing the Luna SA HSM

You must initialize the HSM to set up the necessary identities, ownership, and
authentication at the HSM Server level. To initialize a Luna HSM with Trusted Path
(PED) Authentication, you must have the Luna PED (version 1.6.6 or higher) connected
and switched on, and in the “Awaiting Command” mode.

When you power on the Luna PED, the screen displays the manufacturer's name and the
PED's firmware version. It is not ready to accept commands from the Luna HSM until
you press ENT on the keypad and the display changes to "Awaiting Command" state.
Before you continue, check that you have at least two sets of PED keys prepared and
labeled as necessary.

2.3.1 - Start the Initialization Process

The nsm init command takes several options.
For a Trusted Path Luna HSM, values are supplied via Luna PED interaction. The
exception is a labelfor the HSM, which you must fill in at the command line.

1. First you must log in to the HSM with the default (gray) key.

2. Runthe hsm login command.

lunash:>hsm login
Luna PED operation required to login as HSM Administrator - use gray PED key.
'hsm login' successful.

3. Runthe hsm init command.

lunash:> hsm init -label myLunaHSM

The following warning appears:

WARNING: Are you sure you wish to re-initialize this HSM?
All containers/HSM Partitions and data will be erased.
Type 'proceed' to delete the container, or 'quit' to exit now

4. Type:

proceed

Luna PED operation is required to initialize HSM - use gray and blue PED keys.
The first request to appear is:

~ 16
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Login..
Insert gray PED key.
(Press ENT)

Pin Entry Device

5. Insert the gray PED Key into the key slot on the side of Luna PED (you can use
any gray PED Key).

6. Turn it clockwise until it stops (about a quarter turn).

7. The Key In indicator lights on the Luna PED.

8. Press the ENT button on the keypad, to continue. After the gray PED Key, Luna
PED requests the first blue PED Key:

Creating PIN..
Insert blue PED key.
(Press ENT)

Pin Entry Device
9. Remove the gray key, insert the blue HSM Admin PED Key and press ENT. A
unique HSM Admin PIN is to be imprinted on both the PED Key and the HSM.

At this time, Luna PED may continue with:
"Creating PIN... Do you wish to use a Group PED Key?"

17
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That question only appears for PED keys which have previously been imprinted
and will not be prompted on new PED keys. If this is the first HSM you are
initializing your response should be NO if you are prompted. If this is the second
HSM you are initializing and you would like them to share a Blue HSM Admin
Key, you should respond Yes to use the value already imprinted on the Blue Key.

Next, you are asked to provide a PED PIN.

Enter a PIN if you wish, and press ENT to inform Luna PED that you are finished
entering PED PIN digits, or that you have decided not to use a PED PIN (no digits
entered).

Confirm by entering the same PIN and pressing ENT again.
You are then prompted to duplicate your PED key:

Creating PIN..
Are you duplicating
this PED Key Y/N?

Pin Entry Device

“Are you duplicating this key Y/N?”

It is recommended to have at least one backup set of imprinted PED Keys stored
in a safe place, in case of loss or damage to the primary keys.

a. Ifyou respond NO, Luna PED imprints just the one blue HSM Admin key
and goes on to the next step in initialization of the HSM.

b. If yourespond YES, Luna PED imprints the first blue key and then asks for
more blue PED Keys until you have imprinted (duplicated) as many as you
require.

Remove the imprinted blue PED key and insert a new blue HSM Admin PED Key
to be overwritten and press ENT. If the PED keys have already been imprinted,
you may be prompted to overwrite the Key before continuing. Press ENT to
continue and overwrite the key.

When you are done duplicating PED keys, press NO to stop the duplication press
and continue.

N 18



16.

17.

Validation Authority and Hardware Security Module (HSM)
Deployment Guide

The Luna PED now prompts for an imprinted blue HSM Admin key, because you
now must use that key to log in to the HSM as Admin. Leave the blue PED Key
initialized in the previous step in place.

Login..
Insert blue PED key.
(Press ENT)

Pin Entry Device

Press ENT on the PED keypad. You may also be prompted for a PED PIN, if one
was created when the blue PED Key was imprinted.

Now, you create the domain for future cloning of the HSM, or you adopt the
domain from a previous token or Luna HSM, so that the current Luna HSM (or
token) can clone with the previous. A common domain (common between HSM
and Backup Token) is required for HSM backups.

Luna PED prompts:

Generating domain..
Insert red PED key.
{(Press ENT)

Pin Entry Device

Insert a red PED Key and press ENT. If the red PED Key is blank, then Luna
PED goes ahead and imprints a domain, which is matched on the HSM. However,
if Luna PED detects that the red PED Key contains data, then Luna PED prompts
whether to keep the existing domain on the key or create a new one.

a. When the prompt “Are you creating a new domain?”’ appears, press Yes to
create a new cloning domain when initializing the first HSM in your
organization. To use the existing cloning domain on future HSMs, press No.

Note: This operation will overwrite the contents of the red PED key. Verify your
responses before continuing with this step.

Now you are given the opportunity to duplicate the red, domain PED Key:
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Generating domain..
Are you duplicating
this PED Key YIN?

Pin Entry Device

Again, you should maintain at least one backup of each imprinted PED Key in
secure storage.

18. Remove the imprinted red PED key and insert a new red HSM Cloning Domain
PED Key to be overwritten, and press ENT. If the PED keys have already been
imprinted, you may be prompted to overwrite the Key before continuing. Press
ENT to continue and overwrite the key.

19. When you are done duplicating PED keys press NO to stop the duplication
process and continue.

When Luna PED says “Request Successful” and then goes back to “Awaiting
Command...,” initialization is finished. Turn your attention back to the lunash
prompt. When the PED activities are complete, lunash displays a “success”
message.

‘hsm init’ successful

You have initialized the HSM and created an HSM Admin identity.

2.3.2 - Login to the HSM

1. If you do not already have a connection open, connect your administration
computer to the serial Console port of the Luna appliance and open a Terminal
session, or use SSH to connect via the network.

2. To continue with configuration, you must login to the Luna HSM as HSM Admin.
Ensure that the Luna PED is connected to the PED port on your Luna appliance,
and that the PED is powered on and "Awaiting Command...”

3. At the lunash prompt, type:

lunash:> hsm login

4. The Luna PED prompts for the blue PED Key. You must provide the blue HSM
Admin PED Key that has been imprinted (initialized) for this HSM. If you had set
a PED PIN, you are prompted for that as well.

~ 20
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Note: If you fail three consecutive login attempts as HSM Admin, the HSM is
zeroized and cannot be used — it must be re-initialized. Zeroizing destroys all key
material. Please note that the Luna HSM must actually receive some information
before it logs a failed attempt, so if you forget to insert a PED Key, or forget to
turn the Key to the locked position, that is not logged as a failed attempt. Also,
when you successfully login, the counter is reset to zero.

2.3.3 - Check HSM Capabilities and Configure HSM Policies as
Necessary

HSM capabilities identify the purchased features of the product and are set at time of
manufacture. Policies represent the HSM Admin’s enabling (or restriction) of those
features.

Verify Capabilities

1. Type the hsm showPolicies command to display the current capability/policy set
for the HSM. Verify that the HSM capabilities match those outlined below under
the heading “The following capabilities describe this HSM, and cannot be altered,
except by capability updates.” If they do not, contact SafeNet Support before
proceeding.

21
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lunash:> hsm -showPolicies
HSM Label: Default Label
Serial #: 121212
Firmware: 4.5.3

and cannot be altered,

except by capability updates.

Description Value
Enable PIN-based authentication Disallowed
Enable PED-based authentication Allowed
Performance level 9
Enable M of N Allowed
Enable domestic mechanisms & key sizes Allowed
Enable masking Disallowed
Enable cloning Allowed
Enable special cloning certificate Disallowed
Enable full (non-backup) functionality Allowed
Enable ECC Mechanisms Disallowed
Enable non-FIPS algorithms Allowed
Enable MofN auto-activation Allowed
Enable SO reset of partition PIN Allowed
Enable network replication Allowed
Enable Korean Algorithms Disallowed
FIPS Evaluated Disallowed
Manufacturing Token Disallowed
Enable Remote Authentication Allowed
Enable offboard storage Disallowed
Enable partition groups Disallowed

The following policies are set due to current configuration of
this HSM and cannot be altered directly by the user.

Description Value
PED-based authentication True
Require M of N False

The following policies describe the current configuration of
this HSM and may by changed by the HSM Administrator.
Changing policies marked "destructive" will erase

partitions from the HSM.

Description Value Code Destructive
Allow cloning On 7 Yes
Allow non-FIPS algorithms Off 12 Yes
Allow MofN auto-activation Oon 13 No
SO can reset partition PIN On 15 Yes
Allow network replication Oon 16 No
Allow Remote Authentication Oon 20 Yes
Force user PIN change after set/reset Off 21 No

Command Result : 0 (Success)

According to the above example, the fixed capabilities require that this HSM be
protected at FIPS 140-2 level 3, meaning that the Luna PED and PED Keys are
required for authentication.

The alterable policies have numeric codes. You can alter a policy with the hsm
changePolicy command, giving the code for the policy that is to change,
followed by the new value.

The FIPS 140-2 standard mandates a set of security factors that specify a
restricted suite of cryptographic algorithms. The Luna HSM is designed to the

The Foundation of lnfarmation Security
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standard, but can allow activation of additional non-FIPS-validated algorithms if
your application requires them.

Verify and Set Policies

2. Verify that the HSM policies match those shown above under the heading “7The
following policies describe the current configuration of this HSM and may by
changed by the HSM Administrator.” 1f you need to modify a policy setting to
comply with your operational requirements use the procedure below:

lunash:> hsm -changePolicy -policy <policyCode> -value <policyValues>

The following example changes code 12 from a value of 1 (On) to 0 (Off).

lunash:> hsm -changePolicy -policy 12 -value 0

That command assigns a value of zero (0) to the “Allow non-FIPS algorithms” policy,
turning it off.

The above example is a change to a destructive policy, meaning that, if you apply this
policy, the HSM is zeroized and all contents are lost. For this reason, you are prompted to
confirm if that is what you really wish to do. You must now re-initialize the HSM.

While this is not an issue when you have just initialized an HSM, it may be a very
important consideration if your Luna system has been in a “live” or “production”
environment and the HSM contains data, keys, or certificates.

Please refer to the Luna SA Online Help System for a description of all HSM Policies and
their meanings.

3. For each policy that must be modified, use the procedure described above to set
the correct value.

4. If you have changed a destructive policy, it will now be necessary to repeat the
steps to reinitialize the HSM as described above in Start the Initialization
Process.

~ 23
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2.4 — Creating an HSM Partition

Within the HSM, separate cryptographic workspaces must be initialized and designated
for clients. A workspace, or Partition, and all its contents are protected by encryption
derived (in part) from its authentication. Only a Client that presents the proper
authentication is allowed to see the Partition and to work with its contents. This chapter
describes how to setup an HSM Partition for Trusted Path Authentication.

241 - Login to the HSM

1. If you do not already have a connection open, connect your administration
computer to the serial Console port of the Luna appliance, and open a Terminal
session, or use SSH to connect via the network.

2. To create HSM Partitions, you must login to the Luna HSM as HSM Admin.
Ensure that the Luna PED is connected to the PED port on your Luna appliance
and that the PED is powered on and "Awaiting Command..."

3. At the lunash prompt, type:

lunash:> hsm login

4. The Luna PED prompts for the blue PED Key. You must provide the blue HSM
Admin PED Key that has been imprinted (initialized) for this HSM. If you had set
a PED PIN, you are prompted for that as well.

Note: If you fail three consecutive login attempts as HSM Admin, the HSM is
zeroized and cannot be used — it must be re-initialized. To reset the Luna
appliance, so that the HSM can be re-initialized, switch the power off for 30
seconds and then restart. Zeroizing destroys all key material. Please note that the
Luna HSM must actually receive some information before it logs a failed attempt,
so if you forget to insert a PED Key, or forget to turn the Key to the locked
position, that is not logged as a failed attempt. Also, when you successfully login,
the counter is reset to zero.

2.4.2 - Initialize the Partition

Having logged in you can now use the lunash partition create command, to create an
HSM Partition. You must supply a label or name for the new Partition when you issue the
command:

1. Create and name an HSM Partition. Type:

lunash:> partition -create -name <name-for-new-Partitions

Luna PED then requests the black Owner PED key with the message

AN 24
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Creating PIN..
Insert black PED key.
(Press ENT)

2. Insert a new black HSM Partition Owner PED key and press ENT. A unique
Partition Owner PIN is to be imprinted on both the PED key and the HSM
Partition.

Luna PED may continue with:

Creating PIN..
Do you wish to use a group PED Key Y/N

3. Decide whether this should be a group PED Key, enter YES or NO on the PED
keypad, and press ENT to confirm overwrite if prompted.

Next, you are asked to provide an optional PED PIN. The Luna PED will display the
following:

Creating PIN..
Enter new PED PIN:
0>

4. You must press ENT to inform Luna PED that you are finished entering PED PIN
digits, or that you have decided not to use a PED PIN (no digits entered).

5. When you provide a PED PIN — even if it is the null PIN (by just pressing ENT
with no digits) — Luna PED requests it a second time to ensure that you entered it
correctly. Press ENT again to confirm the PIN.

You are then prompted by the Luna PED:

Creating PIN..
Are you duplicating this PED Key Y/N?

6. Respond YES to duplicate additional black PED keys. The PED asks for more
black PED Keys, until you have imprinted (duplicated) as many as you wish and
respond NO to this question. Generate the number of PED keys specified in the
table on the appropriate Luna HSM Partition Setup Worksheet in Appendix E.

The Luna PED now generates and displays the Client Password (login secret); by which
Clients will later authenticate themselves to this HSM Partition.

Login secret value
btgx-EFGH-3456-7/K9
Please write it down.
(Press ENT)

7. You must record the Login Secret Value from the Luna PED screen for later use
with your application. Verify that you have written it down legibly as it will never
be shown again. This is the HSM Partition password, used to authenticate Client
applications that wish to use the HSM Partition on the Luna HSM. It might be
best to use a text editor, because the majority of errors tend to occur when reading
hand-written values.

N 2
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The Luna PED times out after eight minutes. You must complete recording the password
and press the ENT button before time-out occurs.

When you press ENT on the Luna PED keypad, control returns to lunash, where a
success message is displayed:

partition create successful

At the same time, Luna PED goes back to:

Awaiting command. .

—~ 26
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2.4.3 - Check Partition Capabilities and Configure Partition Policies as
Necessary

Most Partition capabilities have corresponding policies that the HSM Admin or SO can
set to customize the behavior of individual partitions. The exception to this is the use of
Luna PED without challenge on a Luna device that uses Trusted Path Authentication.
Challenges (HSM Partition Passwords) are always used when the Luna device uses Luna
PED (Trusted Path Authentication).

Partition capabilities are determined by the license. Your Luna appliance is licensed with
some number of partitions of a certain type, with all those partitions having the same
capability settings. The HSM Admin can make the partitions all behave differently by
turning on and off various policy settings on each partition. By default policies are set to
the same value as the capabilities, so if the capability allows something, the
corresponding policy will be on.

Partition capabilities identify the purchased features of the product and are set at time of
manufacture. Policies represent the Partition Owner’s enabling (or restriction) of those
features.

Verify Capabilities

Type the partition -showPolicies command, to display the current
capability/policy set for the partition. Verify that the partition capabilities match those
shown below under the heading “The following capabilities describe this partition
and can never be changed.” If they do not, contact SafeNet Support before
proceeding.

N 27
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lunash:> partition -showPolicies -partition myPartitionl

Partition Name: myPartitionl
Partition Num: 332211001

The following capabilities describe this partition and can never be changed.

Description Value
Enable private key cloning Allowed
Enable private key wrapping Disallowed
Enable private key unwrapping Allowed
Enable private key masking Disallowed
Enable secret key cloning Allowed
Enable secret key wrapping Allowed
Enable secret key unwrapping Allowed
Enable secret key masking Disallowed
Enable multipurpose keys Allowed
Enable changing key attributes Allowed
Enable PED use without challenge Allowed
Allow failed challenge responses Allowed
Enable operation without RSA blinding Allowed
Enable signing with non-local keys Allowed
Enable raw RSA operations Allowed
Max non-volatile storage space 5
Max failed user logins allowed 10
Enable high availability recovery Allowed
Enable activation Allowed
Enable auto-activation Allowed
Minimum pin length (inverted: 255 - min) 249
Maximum pin length 255
Enable RA-type wrapping Disallowed

The following policies are set due to current configuration
of this partition and may not be altered directly by the user.

Challenge for authentication not needed

True

The following policies describe the current configuration of this
partition and may be changed by the HSM Security Officer.

Description Value Code
Allow private key cloning On 0
Allow private key unwrapping On 2
Allow secret key cloning On 4
Allow secret key wrapping On 5
Allow secret key unwrapping On 6
Allow multipurpose keys On 10
Allow changing key attributes Oon 11
Ignore failed challenge responses On 15
Operate without RSA blinding On 16
Allow signing with non-local keys On 17
Allow raw RSA operations On 18
Max non-volatile storage space 5 19
Max failed user logins allowed 10 20
Allow high availability recovery On 21
Allow activation On 22
Allow auto-activation On 23
Minimum pin length (inverted: 255 - min) 249 25
Maximum pin length 255 26
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Verify and Set Policies
The alterable policies have numeric codes. You can alter a policy with the partition
-changePolicy command, giving the code for the policy that is to change, followed

by the new value.

I.

Verify that the partition policies match those shown below under the heading
“The following policies describe the current configuration of this partition and
may be changed by the HSM Security Officer” above. If you need to modify a
policy setting use the steps that follow.

To change a Partition Policy, at the lunash prompt, type:

lunash:> partition changePolicy -partition <name of HSM Partition> -policy
<policy code> -value <new policy values>

For example, to change the Activation Policy for a Partition labeled
myPartition1, type:

lunash:> partition changePolicy -partition myPartitionl -policy 22 -value
1 (allows Activation mode to be on)

partition changePolicy successful

Policy allow Activation is now set to: 1

Please refer to the Luna SA Online Help System for a description of all Partition
Policies and their meanings.

For each policy that is to be modified, use the procedure described above to set
the correct value.
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2.5 - Configure Luna Client Software

Before an HSM client can use the data stored in a partition, it must be configured so that
it can securely communicate with the HSM, and then it must be registered to that
partition. The following procedures outline the steps required to perform this
configuration.

2.5.1 - Import Luna Appliance Server Cert onto Client (Windows)

1. Open a command prompt window on the Client and change the directory to
c:\Program Files\LunaSA\. Securely transfer the server.pem file from the
Luna SA, using the supplied Chrysalis Transfer Program (ctp) utility.

c:\Program Files\LunaSA\ > ctp admin@<IP-address-of-HSM>:server.pem .
admin@192.168.0.10's password:

server.pem 100%
‘*******************************************************‘ 928
00:00

Note: The dot (.) at the end of the command specifies to place the resulting file in
the current directory.

2. Verify that the Server Certificate has arrived on the Client:

c:\Program Files\LunaSA\> dir
server.pem

2.5.2 - Register the HSM Server Certificate with the Client

The supplied client-side tool vt1, located at c:\Program Files\LunaSA), is used for
managing Luna client/server setup. The vt1 command is called from the command
line or a shell prompt.

Invoke the vt1 addserver command so that the client can create a secure connection
with the HSM (the server).

C:\Program Files\LunaSA > vtl addServer -n <IP-address-of-HSM> -c <serverCert-file>

T~ 30
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2.5.3 - Create a Client Certificate (Windows)

Begin by creating a certificate and private key for the client using the vtl command-
line interface. Use the clients IP address, not its hostname for the name attribute. The
“-n” (name) is the only mandatory item and must be the client IP address. Additional
optional parameters can be added. Refer to the Luna SA Online Help System for full
command syntax and description.

Execute the following command to create a client certificate and private key.

c:\Program Files\LunaSA\ >vtl createCert -n <clientIPAddress>

Example

C:\Program Files\LunaSA>vtl createcert -n 192.168.0.1
Private Key created and written to: C:\Program
Files\LunaSA\cert\client\192.168.0.1Key.pem
Certificate created and written to: C:\Program
Files\LunaSA\cert\client\192.168.0.1.pem

2.5.4 - Export a Client Certificate to a Luna Appliance (Windows)
Next you must send the client certificate that you just created to the Luna appliance.

Enter the following command to transfer the client certificate to the Luna appliance.

C:\Program Files\LunaSA\ > ctp .\cert\client\<clientCerts>.pem admin@<IP-address-of-
HSM> :

You are prompted for the Luna appliance admin password.

Example

c:\ Program Files\LunaSA\> ctp .\LunaSA\cert\client\192.168.0.1.pem
admin@192.168.0.10:

[T L)

Note: You must use the ““:” after the destination. Without the colon ctp does not
recognize the supplied destination as a remote server.
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2.5.5 - Register the Client Certificate to the HSM

The client certificate, which has been securely transferred (ctp’d) from the client to
the HSM Server, in previous sections, must be registered by the HSM Server. To do
so, you must be connected to the HSM Server (the Luna SA) and logged in as
“admin”.

Enter the following command to register the client certificate to the HSM

lunash:> client -register -client <client’s-name> -ip <client’s-IP-Address>

The <client’s-name> above can be any string that allows you to easily identify this
client—many people use the hostname, but the <client's-name> can be any string that
you find convenient.

The command is expecting to find (on the Luna appliance) a client certificate
filename that matches the client’s IP address as you provide it here. In other words,
this is a check to verify that you are registering the client whose .pem file you created
in the previous steps and ctp'd to the appliance.

Example

lunash:> client -register -client MyClient -ip 192.168.0.1
Client registration successful.

The Client is now registered with the Luna SA HSM.
You can verify on the Luna SA with the client -1ist command.

lunash:> client -list
registered client 1: MyClient

2.5.6 - Assign a Client to a Luna HSM Partition

The final configuration step before your Client can begin using the Luna SA is to
assign the Client to a specific Partition. To do so, you must be connected to the HSM
Server and logged in as “admin”.

1. Enter the following command to register the client to a partition on the HSM. Use
the partition you created in the section /nitialize the Partition.

lunash:> client assignPartition -client <clientname> -partition <partition names>

~ 3
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2. To verify, look at the HSM Partition assigned to the client.

lunash:> client -show -client <clientnamex

Example

lunash:> client assignPartition -client myClientl -partition myPartitionl
partition assign successful.
Command Result : 0 (Success)

lunash:>client -show -client myClientl

ClientID: myClientl
IPAddress: 192.168.0.1
Partitions: "myPartitionl"
Command Result : 0 (Success)

The parameter <partition name> is the name of the HSM Partition that was
created earlier, following configuration of the HSM.

2.5.7 - Verify Your Setup
Before beginning to use a Client application with your newly configured Luna SA,

you can verify that the foregoing setup has been properly performed.
1. On your Client computer, open a command-line console.
2. Go to the Luna directory ¢:\Program Files\LunaSA and type vt1 verify.

The response should be similar to the following:

C:\Program Files\LunaSA>vtl verify

1 65003001 MyPartitionl

If you receive an error message, then some part of the configuration has not been
completed properly. Retrace the procedure. At this point, the client and HSM are
configured and registered with each other. You can now begin using the Luna
HSM with your application.
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Section 3 — Installing VA OCSP Responder
3.1 - Start VA 4.9 OCSP Responder EVASetup.exe.

Yalidation Authority Server Setup x|

Welcome to Tumbleweed ¥alicert Yalidation
Authority [THM] setup

Thiz wizard will help pou install Tumblewesd b alicert
W alidation duthority [TH] 4.9 on pour computer. To
continue, click Mesxt.

¢ Back

Cancel |

Figure 3 - VA Install Screen Wizard

Click Next to begin the installation.
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Yalidation Authority Server Setup |

Licenze Agreement

Fleaze read the following license agreement carefully.

Fressz the PAGE DWW ke to zee the rest of the agreement,

LICEWSE. SUPPORT AWD SERVICES AGREEMENT il

[MPORTAMT - READ CAREFILLY: This Licenze, Support and Services Agreement,
including any and all Orders and S0 s [as defined below] [collectively, thiz hgreement'),
governs the products(z] and documentation that accompany this Agreement. [ the entity
receiving the accompanying productz] and documentation [M'Customer''] has erecuted a
wiitken agreement with Tumbleweed Communications Corp. [1'Tumbleweed''] regarding

zuch product(z] and documentation, the termz and conditions of such executed

agreement zhall govern Customer's rights and obligations with respect to such productz)

and documentation; othensize, the terms and conditions of thiz Agreement zhall govern ;I

Do you accept all the terms of the preceding Licenze Agreement’? |f pou chooze Mo, the
zetup will cloze. Toingtall Tumblewesd Yalicert W alidation Autharity [Th], pou must accept this
agreemetk.

¢ Back I Aocept I Hao

Figure 4 - License Agreement

Click Accept.
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¥alidation Authority Server Setup x|

Customer Information

Fleaze enter your information.

Fleaze enter your name, the name of the compary for whorm pou wark, and your email
addressz

Uzer Mame:

| THWD User

Carpany Mame:

IT umbleweed

Emaill Address:

Isean.murray@tumhleweed.curd

¢ Back I MHest » I Cancel

Figure S - Customer Information

Complete the dialog box shown above. The Email Address will be used by the server as

a default for administrative e-mail notification features. Click Next to continue.
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¥alidation Authority Server Setup x|

Choosze Destination Location

Select folder where setup will install files.

Setup will install Tumblewesed Y alicert YW alidation Autharity [TH] in the following folder,

To inztall ko thiz folder, click Mext. Toinstall bo a different folder, click Browse and select
another folder.

C:hProgram FilezhTumbleweediiid, Browse. . |

| ztallEhield

|' Drestination Folder

Figure 6 - Destination Folder

Click Next to accept the default installation location.
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Yalidation Authority Server Setup

Customer Information

<= Tumbleweed” S/a-fENetw

Fleaze enter your information.

Fleaze specify the hozt name and the port number of the Yalicert Enterprize Wb, Also
zpecify ite administration port Aumber.

Enterprize Y& Server: |5T45

W, Administrator Paork: I‘I 3333

Adrminiztration Serer Uzer Ia.jmin

Adrninistration Server Pazsword I i

Confirmn &driniztration Server Pazsword I T

< Back I Mest > I Cancel

Figure 7 - Specify VA Server-Port-Admin-PWD
Enter the following information:

e Enterprise VA Server: Hostname for VA Responder.

e VA Administrator Port: Port number for the VA Admin GUI to manage the server.
The port will be SSL enabled by default; so once installed, you will access this
through https://hostname:13333.

e Administrator Server User: admin — take the default, this is the primary
Administrator account added to the server. Additional accounts may be added later.

¢ Administration Server Password: Enter the password for this account and confirm
the password in the Confirm field.

Click Next to continue.
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¥alidation Authority Server Setup x|
Start Copying Files

Review settings before copying files.

Setup haz enough information to start copring the program files. [ pou want o resiew or

change any settiingz, click Back. [ you are satisfied with the settings, click Mest ta beain
copying files.

Current Sethings:

Tumbleweed Tumbleweed VW alicert ' alidation Authority [T k] inztallation. -
Izer Infarmatian;

Mame: THWD Uszer

Company: Tumbleweed

Email addrezz: sean. murrap@tumbleweed. com
Administrator Uzer 1D: admin

Administrator Authentication Method: Basic Auth

Componentz Selected:

Server
Kl

| ztallEhield

¢ Back

_"I_I
Cancel |

Figure 8 - Copying Files

Click Next to continue with the install.
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¥Yalidation Authority Server Setup

Inztall5 hield Wizard Complete

Setup has finizhed installing Tumbleweed Y alicert Y alidation
Autharity [Tk ] on your compiker.

[T Wiew Server Readme

¥ Launch Administration User Interface

¢ Back I Finizh I Eanzel

Figure 9 - InstallShield Wizard Complete

Deselect View Server Readme, sclect Launch Administration User Interface, and
then click Finish.

Security Alerk x|

7 Information you exchange with this site cannot be viewed ar
? changed by others. However, there iz a problem with the site's
; gecurty certifizate.

& The zecurity certificate wasz izzued by a company you have
niot chozen to trust, Yiew the certificate to determing whether
you want ko trust the certifying authority.,

a The zecurity certificate date is valid.

The zecurity certificate has a valid name matching the name
of the page vou are tiving ko view,

Do wou want bo proceed?

Wiews Certificate |

Figure 10 - SSL Alert
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3.2 - Configuration via Admin Interface (Apache Instance)

When the browser comes up, the self-signed SSL certificate is not trusted by the browser.
To accept this certificate for now, click Yes. You can create a new SSL key and
certificate request, and have the VA Admin SSL certificate issued by a Public CA or
Enterprise CA as required by local policy.

elx|
| &

s >

Q) Back +

Agress [&] hitps: 45113339

@ Basic Authentication
user 1D: [odmin |
Passwor d: [sasansed] |

€ Certificate Authentication

Figure 11 - VA Admin https://localhost:13333

Enter the User ID and Password specified during installation to log in to the VA Admin
GULI. Click Login.

After completing the installation and specifying the User ID and Password of the
Administrator, bring up the admin UI — https://hostname:port. The port was a parameter
specified during installation. The default port number is 13333. Select basic
authentication and log in.
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8
[| Fie Edt iw Favortes Tooks Help ‘ o

@ack - ) - [x] (2] (0] O search i Favoites € | (20 L B “Llnks »
| agdress @ hittps:/{st45:13333/cgi-binfforms exe BN

L Py
AUTHORITY

Enter License
Enter License

“rou will need a license to use the Tumbleweed Valicert Wa.
(il Bl If you do nat have a license, you can obtain ane from Tumbleweed Suppart via:
Create/Import Key Pair

‘add Cortificates ® Ermail: supportatumblewsed.com

® Wain Support Phone: +1 (550) 216-2109

Configure CRL Imports ® 1.5, Gavernment Support Phone: +1 (650) 216-2159
Configure Server URLs
Configure Server Note: You must provide the follawing Host 1D to get & product license: 192,168,140
Canfigure Extensions
Start Server ithen you abtsin your product license, pasts it in the area below, then dick the Submit License button.

Admin Logs

VUx1VERpbZ4gTG L] ZUS 228EIc3N1 ZX IxCaABGNVE A¥TALVTHRIWEQYDVQQIEW D =]
VT p Zro8 yhr MR TWF AYDVOOHE W 1N 3 VudlGT pl BV HS My IOTI Ko 2 ThveNAQKE
FhRzdZBwh3 J0QHZHLG] ) ZXI0LmNvhQIBADATByUr DylCGyUAMAOGCSyGS Th3DOER
AQUABIIBAHNWQTS 6pOAPE30Vy17ge MY A0k Onsth 25/ / T9ZGeqoIfa YV yEngD
L708bpas TqouEyEDEOL yelNeRdpy4 Tzvbal XiUpL2 £ 55e i i HGmEh t h6CUXIeSiu
ELuTASFAFBFY6LOB1CKpFakIF/ake wkic2NIEG TKENLFnES545 2nFR7CF4 6gs17
£ £4vHOORFERCPZoINLU0hs ECaKET IGHLLHNMD ZakQpx 1 Komy ZKUEAGpOZ RGEhaz 1+
VPCKFQu8 )5V 1y8Hults ymdSLEC 4z F yaNggk40s2 UToc+Qi B0 uis j PERVSVRShTY
la+2CuwlKpAS 1C 1BvhBDawsnd 7ot I= j

Submit License

Figure 12 - Enter License

Upon initial startup, the VA Responder will be in SETUP MODE. Click Enter License.
Open the license file provided by Tumbleweed and copy the entire content, including “-----
BEGIN VALICERT LICENSE-—--""and ““--—-END VALICERT LICENSE-—--.-"

Next, paste the copied license into the GUI and click on Submit License. Be aware that
there are various Operational Modes, such as VA Responder and VA Repeater. Each
mode utilizes a different type of license, so you will want to ensure that you are utilizing
a license for an OCSP Responder.

The following graphic provides an example of what to expect after submitting your
license file. In this example, notice that the license is an evaluation license set to expire
on 12/5/07 and that the license is good for any IP address. Note that the Operation Mode
shows as Responder. You will want to verify that all the features you expected within
your own license are enabled, and then click on Next Step.
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2 Tumbleweed Valicert ¥a - Responder - 5T45:13333 - Microsoft Internet Explorer =18
] File Edt Wew Favoites Tools  Help | -”
I Qeak - ) ~ ¥ & & | M search <7 Favorites 42 | 2w B HLinks >
Ingdress Ia hitps: /st45: 13353 )cgi-bin/forms. exe j Go

in as: B L0s ouT|
ON AUTH Logged in as: admin EFEEEN

Tumbleweed Validation Authority License
Enter License

e
Create/Impart Key Pair EEmes WEraaR

add Certificates License serial number: E9A2CC1E702ALIDBACTEF1D20004621E
Enabled for IP address: Any

o L Mmpis License expiry date: Dec 5 13:45:54 2007 GMT

Configure Server URLS Operation Mode: Respander
Configure Server Maximum Certificate Authorities: 200
OCSP: Enabled
Configure Extensions 0CSP Request Authorization: Enabled
Start Server SCYP: Disahled
Admin Logs CMP:Enabled

Instant Revocation: Enabled
IdenTrust Proxy Support: Disabled
GTA Prosy Support: Disabled

MNext Step

Figure 13 - License Data (Features Enabled)

Rﬁnstall Custom Extensions

wiauld vou like to install any custorn extensions to the Tumbleweed Valicert WA

" YES
* ND

Submit I

Figure 14 - Custom Extensions

Unless you are setting up an Identrus environment or require Authenticated OCSP
Requests, you will select NO, and then click Submit.
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3.3 - Generating Private Key (OCSP Signing Key)

Key Type Selection
Select the type of key to be generated/imported,

Mandatory
¥ Signing OCSP Responses [OCSP Protocol]

' administration Server SSL

Optional

' SSL Communication

. Signing Wa-issued CRLs [CRL Mirroring]

i Signing Revocation Announcements for YA Admin [CMP protocol]
. Signing Access Logs

i Signing Mirroring Messages [CRL Mirraring]

Subrmit Key Type |

Figure 15 - Key Type Selection

At a minimum, you must create an OCSP response signing key and associated certificate.
Take the default and click on Submit Key Type.

%Key Generation/Import Mechanism: Signing OCSP Responses [QCSP Protocol]

Select the key generation/import rmechanism for this key pair:

¥ GeneratefImport Software Key

. Generate fImport Hardware Key on custom PKCS11 provider.
\.-'endu:ur:l Cither "I
PKCS#11 Library Path: |

Submit Key Generation Technique I

Figure 16 - Key Generation

For any install that is not using a Hardware Signing Module, you would select
Generate/Import Software Key. For integration of the VA with the SafeNet Luna SA
HSM, you should see that the PKCS#11 drivers from SafeNet were auto-detected. You
will need to select the option Generate/Import Hardware Key on Custom PKCS11
Provider, and then click Submit Key Generation Technique.

o\ | 44
<= Tumbleweed” S/a.fENeth

The Foundation of lnfarmation Security



The Faundation of Info

<= Tumbleweed” §afehl§t“

Validation Authority and Hardware Seéurity Module (HSM)
Deployment Guide

key Generation/Import Mechanism: Sighing OCSP Responses [OCSP Protocol]
Select whether you want to generate a new private key or import a previously generated private key:

¥ Generate new private key

- Import previously generated private key

Submit kKey Generation Or Immport I

Figure 17 - Generate new private key

For installation of a new VA Responder, select Generate New Private Key.

7} Tumbleweed Valicert ¥ - Responder - 5T45:13333 - Microsoft Internet Explorer =18l
J File Edt ‘iew Favorites Tools Help | ﬂ.
J Qeack )~ ¥ &) O | Jsearch 7 Favortes 0 | QA B “Links >
J»ﬂgdress IEhttps:”st‘lsz13333;‘cgw-bmjfurms‘exe j P

Tumblewe Communications
Logged in as: admi
@ VALIDATION AUTHORITY 0gged In as: admin

Generate Software Key and Certificate: Signing OCSP Responses [OCSP Protocol]

Enter License

Ad Estensions
Create/Import Key Pair *Passwnrd:lT

Add Certificates *Confirm Passwurd:lT

Configure CRL Imports "Key Length:m

Configure Server URLs

(I EERiCT Certificate Information
Canigus e *Type:|Self-signed Certificate =

Start Server
Admin Logs
o Simple DN Entry:

Cnuntrylm
state[
i
Drganizatiun:l—
Department:l— -
*Common Name:lst45|—
Email nddress:l—

€ Enter as DN String:
DN String:; coys/ ch=st 45 B

Figure 18 - Generate Software Key and Certificate

In VA 4.9, the UI for creating a VA certificate (self-signed or certificate request) is
greatly improved. You have the option of simple DN Attribute entry or entering the DN
string. For the Private Key Parameters, you will need to enter the PKCS#11 Token PIN
issued by the SafeNet Luna HSM. You will then need to complete the DN information,
and click Submit Certificate Request.
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2 Tumbleweed Yalicert ¥A - Responder - 5T45:13333 - Microsoft Internet Explorer

@ Back + ) - [x] (2] (0|0 Search eFavorites & | (v o 4 [ Jtinks >

Address [&] https://sta5: 13333/cai-binfforms exe = E)so

Logged in as: admin

SUCCESS!

Enter License
i) Exfimmeians self signed certificate for Signing OCSP Responses [OCSP Protocol] was created successfully.
Create/Import Key Pair Click here to view certificate information

Add Certificates
Configure CRL Imparts
Configure Server URLs Hext Step
Configure Server
Configure Extensions
Start Server
Admin Logs

Figure 19 - Success

Click Next Step. You have the option to view the self-signed VA certificate just created.
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3.4 — Installing CA Certificates

Lfnstall Certificate

Select Destination Certificate Store:

Mandatory Stores

o A Certificates [QCSP Protocol]
T Signing OCSP Responses [OCSP Protocal]
i adrinistration Server SSL

Optional Stores
Ca Delegated Certificates [QCEP Protocol]

Trusted Message Signing Certificates [CRL Mirroring]

Trusted Responder's CRL Signing Certificates [ZRL Mirroring]
Trusted CAs for Request Authorization [CMP Protocol]
Administration Server 5L CA Certificate

SEL Communication

Signing Wa-issued CRLs [CRL Mirroring]

Signing Revocation Announcerments for WA Adrmin [CMP protocol]

Signing Access Logs

0 T T TR T TR T T T T

Signing Mirroring Messages [CRL Mirroring]

Submit Certificate Store |

Figure 20 - Install Certificate

You will need to load at least one CA Certificate that you will be providing OCSP
Validation Status for into the Mandatory Stores for CA certificates [OCSP protocol].
Accept the default and click Submit Certificate Store. On the screen that displays, you
will have various methods available to locate the CA Certificates that you wish to import
into the VA.
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3.5 — Configuring Certificate Import Method

i)
[| Fie Edt iw Favortes Tooks Help ‘ [

Qiack - @ - [x] [2] (0| O search i Favoites € | (20 L 5 “Llnks »
| address @ hittps:/ist4:13333/cgi-binfforms. exe | =

Tumbleweed Communications L ]
VALIDATION AUTHORITY

Certificate Import Method

Enter License

Add Extensions Destination Certificate Store: CA Certificates [OCSF Pratocol]

Create/Import Key Pair

Select Source Data for Certificate Import:
Add Certificates

' Local File
Corfi CRL Import:

onTigure rmports O Basesd Data
Configure Server URLs
0 vA Server
Configure Server
Configure Extensions @ LDAP Server
Start Server ' CAPI Stores

Admin Logs ' Internal Wa Store

Submit Certificate Impaort Method

@istart| | (& @ = | ] vanstal_t7.f - word... |[ €] Tumbleweed valicert ... oW BED Bi49 A0
Figure 21 - Certificate Import Method

You can import certificates via a variety of methods, but for the quickest setup for DoD

PKI, select LDAP Server (which is the default) and click Submit Certificate Import
Method.
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) Tumbleweed Valicert ¥A - Responder - 5T45:13333 - Microsoft Internet Explorer =18 x|
J File Edit View Favorites Tools  Help ‘ #
J Qeak -~ Q) - ¢ 2 .\/b ‘ 7 Search <7 Favarites 42 | [.:l- =NE) “L\nks =
JAddrEss IE hitps: fst45: 13333 cqi-binjforms. exe j €0

Communications

d in as: T Lo o
TION AUTHORITY Logged in as: admin [CIEEEN

v
Enter License v DODCa-12
Add Extensions W DoDca-13
Create/Import Key Pair ¥ DoDcA-d
add Certificates
Configure CRL Imparts ¥ Doboals
Configure Server URLs fe DOD CA-16
Configure Server ¥ DODCa-17
Configure Extensions ¥ DoDCA-18
SRS G ¥ DODCLASS 3 CA-10
fdmin Logs [ DODCLASS 3 CA-3
[T DODCLASS 3 CA4
[¥  DOD CLASS 3 CA-S -
[V DOD CLASS 3 CA-6
[V DOD CLASS 3 CA-7
[¥  DOD CLASS 3 CA-8
[V DOD CLASS 3 CA-9
[V DOD CLASS 3 EMAIL CA-10
[ DOD CLASS 3 EMAIL CA-3
I- DOD CLASS 3 EMAIL CA-4
[V DOD CLASS 3 EMAIL CA-5 j

Figure 22 - Select Certificates

When presented with this screen, click Select All, and then click Submit Certificates.

Note: Before hitting Submit, you may want to deselect CA-3 and CA-4, as well as
Email CA-3 and Email CA-4, as these are now expired and will produce errors in the
SerVer LOgS.************
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mbleweed Yalicert YA - Responder - ST45:13333 - Microsoft Internet Explorer =& x|
J File Edit View Favorites Tools  Help | -#
[ @8k - ) - 1] &) ] .Lsearch LrFavortes @ | (1 ih 3 [ ks >
JAgdrEss IEhttps:ﬂﬂst‘?S:13333Icg\rbmﬂfurms‘exe j .-> @0

d Communicat

— Configure VA Certificate Store
Add Extensions Certificate Store: CA Certificates [0CSP Protacol]
Create/Import Key Pair Certificate Count: 33
Add Certificates m
Configure CRL Imports Select
Configure Server URLs ‘I‘_" Subject Issuer Expiration Date Action
Ez:gz:: :::::iuns [T ECARootCA ECA Root CA Jun 14 10:20;09 2040 GMT M
Start Server [ DoDcA1l DoD Rost CA 2 Jan 116124145 2012 GMT M
Admin Logs [N DoDca-1z DoD Root CA 2 Jan 8 13:47:27 2012 GMT M
[ DoDca13 DoD Root CA 2 Jan 22 16:48;24 2012 GMT _view | i
[T DODCA14 DoD Root CA 2 Jan 8 13:57:30 2012 GMT _uiew |
[T DODCA-1S DoD Root CA 2 Jun 13 23:00:00 2012 GMT M
[ DODCA-16 Do Rost CA 2 Jun 14 15:58:04 2012 GMT M
[ DoDca17? DoD Rost CA 2 Jun 14 16:0%;32 2012 GMT _view |
[T DODCA-18 DoD Root CA 2 Jun 14 16:18:32 2012 GMT _uiew |
[T DODCLASE 3 CA-10 DoD CLASS 3 Root CA un 8 09:52:41 2000 GMT M
[T DODCLASS 3CAS DoD CLASS 3 Root CA Mar 18 15:00115 2009 GHT M
[T DOD CLASS 3 CA6 DoD CLASS 3 Root CA Apr 7 14:06:27 2009 GMT M
[T DOD CLASS 3 CA-7 DoD CLASS 3 Root CA Jun 2 10:12:06 2008 GMT _view |
1 nan CILASS 3 CA-R Nnn CLASS 3 Ront CA Sen 15 N19:35:20 2009 GMT Wiew I j
Figure 23 - Configure VA Certificate Store
After clicking Submit, a summary of the certificates stored in the selected certificate
store will display. Scroll to the bottom of the screen and click Next Step.
2 Tumbleweed Valicert ¥A - Responder - 5T45:13333 - Microsoft Internet Explorer =
J Eile Edit View Favorites Toadls Help | -ﬂ
[ @k -0 - ) @ b Lk Sroms @] 0w [
| address I@https:#st‘ﬁ:l33334’cgkb\nﬂfurms‘exe = Be

mblewee
VALIDATION AUTH

d Communicat

Logged in as: admin

Configure CRL Imports

Enter License
To have CRLs imported into the Walidation Authority on a regularly scheduled basis, choose from the options below,

Add Extensi
srensions Note: If you are using ¥A Publisher to publish CRLs to this ¥A server, skip this step by clicking Nex? Step.

Create/Import Key Pair
Add Certificates
Configurs CRL Imparts

“fou may import CRLs from one or more sources. To get started, select where your first CRL source is located. When you are done entering CRL sources, click Nex# Step to continue
with Setup.

add CRL Source located:
& in an LDAP Directory

Configure Server URLs

Caonfigure Server

Configure Extensions € at an HTTP, FTP or File location

Start Server

Add CRL Saurce Mext Step

Admin Logs

Figure 24 - Configure CRL Imports
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You can use the Add CRL Source and specify whether to load the location information
from an LDAP, HTTP, FTP, or file location. For DOD and JITC, you will be using
LDAP. Click LDAP (which is the default), and then click Add CRL source. Click Find
Available CRLs.

A Tumbleweed Yalicert ¥A - Responder - §T45:13333 - Microsoft Internet Explorer =13 x|
J Fle Edt Yew Favortes Tools Help | ﬁ’
J@Back -9-HNEa G ‘ D Search < Favorites £ | Q-5 & HLinks L)
Jﬂddress I@ ittps: fst45:13333/cqi-binyorms exe j e

Logged in as: admin

Configure CRL Import (LDAP)

Enter License

Specify the LDAP source where the CRLs are located and select a schedule for importing CRLs from this location, When you are ready, click Find Available CRLs to locate all CRLs
#dd Extensions

currently located in the LDAP source.

Create/Import Key Pair

add Certificates CRL Source
Configure CRL Imports LDAP Host: [erl.gds disa mil

Configure Server URLs Port: 339

Configure Server
o Base DN: |o=U.5, Gavernment,c=us Enter as DH...

Configure Extensions
I use s5L

Authentication: & Anonymous

Start Server

Adrnin Logs
[ Authenticated User

User ID:
Password:

Import Schedule

Impaort CRLs fram the source specified abave at the fallowing time intervals:

Note: Enter Time Intervals as Cron specifications,

Minute Hour Day Month  |Day of Week

o f0,4,8,12,16, ||* [ f*

Connection Settings ‘

Connection Timeout:  |600 | seconds

Figure 25 - Configure CRL Import (LDAP)
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/A Tumbleweed Yalicert VA, - Responder - 5T45:13333 - Microsoft Internet Explorer =18
J Fle Edt ‘iew Favorites Took  Help | 'R'
J@Back O-HRE 0 ‘ ) Searth < Favarites ) | Q& & HLinks »
JAqdress I@https:HsHS:13333Icgi-binlforms‘exe j £l G

@ umbleweed Communications Logged in as: admin

VALIDATION AUTHORITY

Available CRLs for Import

Enter License

= |

Create/Import Key Pair
E— [ CRL Source

Add Certificates : =
ap:/ferl.gds disa.mil:389/cn= oot Ch,au=ECA,0=1.5. Government,c=U5?cerificateR evacationListbinary
: |7\d {ferl.gds.d 1:383/cn=ECA Roat CA, ECA0=U.5 G t,c=US 7 cetificateR. tionListb
Configure CRL Imparts

: el ade disa.mil:388/ene P P ——TTEY St )
i Bemer U ¥ ldapi/ferl.gds. disa.mil:389/en=0RC ECA ou=Certification Authatities,ou=ECA,0=U S, Gavernment,c=US?certificatzRevocationListibinary

Configure Server ¥ ldapi/ferl.gds. disa.mil:389/en=VeriSign Client External Certification Authority,au=Certification Authoritizs,ou=ECA,0=.8, Gavernment,c=UIS7certificateR evacationList;binary
Configure Extensions [v ldapi/ferl.gds. disa.mil:389/ecn=D0D CLASS 3 EMAIL CA-3, ou=PKI, ou=DaD, o=U.5. Government, c=US7certificatsR evocationbist;binary

Start Server

v ldapi/ferl.gds. disa.mil:389/en=D0D CLASS 3 EMAIL CA-4,0u=PKI, ou=DaD, 0=U.5. Government, c=US7certificatsRevocationList;binary

Admin Logs i : . -
g v ldapi/ferl.gds. disa.mil:389/en=D0D CLASS 3 EMALL CA-5,0u=pki,ou=dod,0=u.5. qovernment,c=us?certificateRevocationList; binary

v ldap:/ferl.gds.disa.mil:389/ecn=D0D CLASS 3 EMAIL CA-8,0u=PKI, ou=DaD, 0=U.5. Government, c=US7certificatsRevocationList;binary
v ldapi/ferl.gds. disa.mil:389/en=00D CLASS 3 EMALL CA-7,ou=pki,ou=dod,0=u.5. qovernment,c=usicertificateRevocationList; binary

v ldapi/ferl.gds. disa.mil:389/en=D0D CLASS 3 EMALL CA-8,0u=pki,ou=dod,0=u.5. qovernment,c=usicertificateRevocationList; binary

7 |dap:/ferl.gds disa.mil:389/cn=00D CLASS 3 EMAIL CA-10,0u=pki,ou=dod,0=u.s, government,c=us?certificateRevocationList; binary
7 |dap:/ferl.gds disa.mil:389/cn=00D CLASS 3 EMAIL CA-8,0u=pki,ou=dod,0=u 5. government,c=us?certificateRevocationList; binary

7 |dap:/ferl.gds disa.mil:389/ecn=00D CLASS 3 CA-3, ou=PKI, ou=DoD, 0=U.5. Government, c=US7certificateR evocationList;hinary

I |dap:/ferl.gds disa.mil: 359/cn=00D CLASS 3 CA-4, ou=PKI, ou=DoD, 0=U.5. Government, c=US?certificateR evocationList; hinary

I |dap:/ferl.gds disa.mil: 359/cn=00D CLASS 3 CA-5,0u=pki,ou=dod,0=u.s, gowernment,c=usicertificateR evocationList; binary

I |dap:/ferl.gds disa.mil: 389/cn=00D CLASS 3 CA-6,0u=PKI, ou=DoD, 0=U.5. Government, c=LS7certificateRevocationList; binary

I |dap:/ferl.gds disa.mil: 359/cn=00D CLASS 3 CA-7,0u=pki,ou=dod,0=u.s, gowernment,c=usicertificateRevocationList; binary

Figure 26 - Available CRLs for Import

The Available CRLs for Import window displays. Click Schedule Import of Checked
CRLs, and then click Next Step.

You should make sure your configured hostname and port address match what has been
configured for OCSP-enabled applications (e.g., Desktop Validator or Server Validator).
You can click on a URL and remove it, and add a hostname and port for the server to
listen on. If you select Use SSL, you will need to first create an OCSP Responder SSL
key and certificate prior to the server being able to bind to this port. After you are done,
click Submit.
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3.6 - Configure Server URLs

A Tumbleweed valicert ¥A - Responder - §T45:13333 - Microsoft Internet Explorer =18 x|
I e

O B N A G i e o ks >
| address @ hittps: ffst<45: 1 3333icgi-binfforms. exe =l =

Tumbleweed Communications e T
VALIDATION AUTHORITY

CONFIGURATION

Configure Server URLS
Keys and Certificates

URLS

Fm Delete
Host Name: Port:
[stas [sa add
T use ssL
CRLs
Extensions

CRL Mirroring Submit

VA Delegation
Generate Queries
User Settings

Logs

Start/Stop Server
Help

Figure 27 - Configure Server URLs

The OCSP responder will be listening on port 90 for the training. If you are using a
machine that is already using Port 80 for IIS or other web services you may have a
conflict and will need to choose another port. Here we have chosen port 90.

2} Tumbleweed Valicert ¥A - Responder - 5T45:13333 - Microsoft Internet Explorer

@oeck - ) - 1) [2) (] P search JFavortes €| (1- b 3 s >
Actvess [2] hetpss/fetas: 13333/ cgrbinfforms exe >

Tumblewee vieations edin as: admin TR
VALIDATION AUTHORITY

SUCCESS!

Enter License
Bld) Bt server URLs updated successfully.
Create/Import Key Pair
add Certificates
Configure CRL Imports
Hext Step
Canfigure Server URLs
Configure Server
Canfigure Extensions
Start Server
admin Logs

Figure 28 - Success Server URLs updated

After you see the confirmation message, click Next Step.
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3.7 — VA Responder Server Configuration Parameters

I

[| Ele Edt vew Favorkes Took Hel | e
Qback ~ () - ¥ [2) (0] Osearch rFavortes € | (30 1 B | Juinks =
Agdr’essIEhttps‘ﬁst‘ls‘13333/(gl-h\nffurms‘exa =

Tumbleweed Communications s T
VALIDATION AUTHORITY

VA Responder Server Configuration Parameters
Enter License

Add Extensions Praxy Settings
Create/Irnport Key Pair ™ Use Prosy
Add Certificates

Host Name:|
Canfigure CRL Imports

Port:|
Configure Server URLs

Configure Server

Caonfigure Extensions AIRespanderisetiings)

Start Server Maximum Pre-computation OCSP Limit:[4000000
Admin Logs Serials file monitor frequency:[1 [Hours |2

Manimum Number of Threads:fie |
Listen Queue Length:[tos
Connection Timeout:[20 | [Seconds =]

Hardware accelerator:[fone =]

Is this VA the root of a VA delegated hierarchy? € ves
€ no
Exit Time: & Ho Exit Time

L | ey |

Remember password for unattended startup: [~

Client Restrictions |
The follawina limits aooly to clients connectin to the WA Resoonder, =

Figure 29 - VA Responder Server Configuration Parameters

For this screen you could just take all the defaults and click Submit. However, in a
production environment, you may need to add your Proxy Server information in order for
the VA to gain external access to CA Repositories, or downstream Responders or
Repeaters for Mirroring purposes. Additionally, you should increase the number for
Maximum Number of Threads to 60 if your Responder has more than 2GB of RAM.

Click Next Step after you see the confirmation message. Enter the software or hardware
token password, and click Start Server.
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3.8 - Start/Stop Server

j Tumbleweed ¥alicert ¥A - Responder - 5T45:13333 - Microsoft Internet Explorer =18 x|
|| Fle Edt Vew Favortes Toos Hep | [

QBack -+ ) - [x] 2] (3| Osearch cFavorites | (- L (5 anks »

Address [] heps: fst45: 13333/cqrbinfforms exe B>

A\TION AUTHO

Logged in as: admin

CONFIGURATION

Keys and Certificates Server Start/Stop

Server Host:  st45:90

Server Status: on

Home

Statistics

*Password:

Start Server I Stop server_|

Restart Server

Ahout this server

CRLs
Extensions

CRL Mirroring

A Delegation
Generate Queries
User Settings

Logs

start/stop Server
Help

Figure 30 - Server Start/Stop

Upon successful startup, the server status will indicate On and offer links to URLSs for the
OCSP responder Home page and Statistics pages.

3.8.1 — CRL Summary

2 Tumbleweed Valicert A - Responder - ST45:13333 - Microsoft Internet Explorer —1=1x|

Fle Edt Wen Favortes Took Help | o
Qoxk » O - ¥ 3] (] POseath Jiravertes @] (13- % B |Jurts
Address [{E] hitpsst5: 19333 g-binfforms.exe EE

mmunications

AUTHORITY

VALIDATION

CONFIGURATION

Figure 31 - CRL Summary
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CRL Summary
Keys and Certificates
Server Settings
Number of CRLs: 2
Number of DBs: 0
Flush Selected Crls ar OCSP DBs
CA Distinguished Name This Update Next Update = No. of Revoked No. of Instantly recs)cr?rfse Cleanup Reconcile CRL | —
9 (GMT) {GMT) Certificates Revoked Certificates P I~ All Cris information
Extensions database
CRL Mirroring Jan 3 13:43:21
VA Delegation 2007 GMT S
Subject: ECA Root CA L
Generate Queries B Iv-fa:dt;:yt;!l‘ g’és.n 2007 (6 0 absent I Clshcals | Dissbled
User Settings 14:47:01 2007
Logs GHT
Start/Stop Server Subject: DOD CA-11
Fih e e g CRL absent CRL absent i 0 absent Disabled
Subject: DOD CA-12
e it CRL absent CRL absent 0 0 absent Disabled
Subject: DOD CA-13
L Be P A 2 CRL absent CRL zbsent 0 0 ahsent Diszbled
Subject: DOD CA-14
e e i CRL absent CRL absent i 0 absent Disabled
Subject: DOD CA-15
Tt CRL absent CRL absent 0 0 ahsent Disabled
Suhiect NAMN C8-17 j
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Click CRLs. CRLs and OCSP Databases monitor the progress of the server as it
loads the CRLs and loads them into its cache. If CRLs do not show up, click
Logs/Server Logs to view the activities of the server.

3.8.2 — Server Logs

Tumbleweed Yalicert Vs

T+45:13333 - Microsoft Internet Explorer

Fle Edt Yew Favortes Tools Help

QBack -~ ) - [x] [2] (0] ) search <% Favarites

| Acress [] hitps.1st45:1 2333 cgitinfForms exe

Tumb ed Communications
VALIDATION AUTHORIT
CONFIGURATION [10/Tan,/2007:09:47:01 -0500] Successfully fetched 1 CRL(s) (621 bytes) from url ldap://crl.gds.disa.mil:389/cn=BCh Root CA,ou=ECh,o=U.5. Governuent,

[10/Tan/Z007:0%:47:01 -0500] Publishing CRL from url ldap://crl gds disa mil:383/cn=ECA Root Ci, ou=ECA,0=U.%. Government,c=U3?cercificateRevocationli
: [L0/Jan/2007:09:47:01 -0500] Received CBL issusd by [/C=US/0=U.§. Government/OU=ECA/CN=ECA Root CA]

NE]

Keys and Certificatss

Server Seftings : [L0/7an/E007:09:47:01 -0500] Full CRLs - Recsived = 1, Accepted = 1.

ChLs I: [10/0an/2007:09:47:01 -0S00] Wert import of CRL is scheduled for Wed Jan 10 12:00:00 2007

Extensions © [10/7an/2007:09:47:44 -0800] Successful in fetching data from the ldap server crl gds dise mil:38% at DN cn=VeriSigm Client Bxvernal Cervdficavion Au

CRL Mirroring : [10/7an/2007:09:47:44 -DE00] Suceessfully fetehed 1 CRL(s) (184864 bytes) frow wrl ldap://erl.gds.disa.nil:388/cn=VeriSign Client External Certificat
: [10/%an/2007:09:47: 44 -0500] Publishing CRL frow url ldap://crl.gds.disa.uwil:368/cn=VeriSign Clisnt External Certificat JousCertificat

VA Delegation I: [10/7an/2007:09:47:44 -0500] Received CRL issued by [/C=US/0=U.5. Gevernment/DU=ECA/0U=Certification Auchoritiss/CN=VeriSign Client Ixternal Certific

[ — T: [10/7an/2007:09:47:44 -0500] Full CRLs - Received = 1, Aecapred = 1
T: [10/7an/2007:09:47:44 -0500] Wext import of CRL is scheduled for Wed Jan 10 12:00:00 2007

User Settings

[10/Tan/2007: us 48:43 -DE00] Openldsp Brror cede:®l Reason: Can't contact LDAP server

149 -0500] Errer handling Ldsp cormection..

u [m/msn/znm,ns,qs-u -0500] Publisher iz retrying ldsp:/ferl gds. disa mil:399/cn=ORC BCA, o

Berry Count:1

T: [10/7an/Z007:0%:54:05 -0800] Successful in fetching data from the ldap server crl gds disa mil:383% at DN o

I: [10/7an/2007:09:54:05 -0500] Suceessfully fetehed 1 CRL(s) (5027082 bytes) from wrl Ldap://erl.gds.disa.uil:389/cn=DOD CLASE 3 HMAIL CA-4,c

I: [10/7an/2007:09:54:08 -0500] Publishing CRL frow wrl ldap://crl.gds.disa.wil:389/cn=DOD CLASS 3 BMAIL CA-4,0u=FRI, ousDeD, o=U.%. Government, c=US?ce

I: [10/7an/2007:09:54:09 -0500] Received CRL izswed by [/C=US/0=U.5. Government/0UsDeD/OU=FKI/CH=DOD CLASS 3 EMAIL Ch-4]

W [10/1an/2007:09:54:09 -0500] CRL Update from publisher : Cernificame of CRL Tssuer Ch [/C=US/0=U & Gowernment/0U=DbaD/OU=PRT/CH=DOD CLASS 3 EMATL CA-

T: [10/7an/Z007:0%:54:09 -0500] Full CRLs - Received = 1, Accepted = 0

T: [10/7an/2007:09:54:09 -0500] Wext import of CRL is scheduled for Ted Jan 10 12:00:00 2007

errification Authoritiss,ousECE, o=l 5. Government ,c=US?

I: [10/7an/R007:09:57:25 -0500] Successful in fetching data frow the ldap server crl.gds.disa.wil:389 st DI cn=DOD CLASS 3 EMRIL Ch-5,ous=pki,o
T: [10/Tan/2007:09:57:26 -0500] Succsssfully fevched 1 CRL(s] (8650033 byres) frow url ldap://crl gds diza nil:389/on=DOD CLASS 3 EMATL CA-5,ouspki,ous,
T: [10/Tan/2007:09:57:30 -0500] Publishing CRL from url ldap://crl gds disa wil:383/cn=D0D CLASS 3 EMATL CA-S,ou=phi,su=dod,o=u s government,c=us?cersi
T [10/7an/2007:03:57:31 -0500] Received CRL issued by [/0=U$/0=U.%. Government/0U=DoD/OU=PKI/CH=DOD CLASE 3 EMATL Ci-51

I: [10/7an/2007:09:57:34 -0500] Full CRLs - Received = L, hccepted = 1.

Help I: [10/7an/R007:09:57:34 -0500] Hest import of CRL is scheduled for Wed Jan 10 12:00:00 2007

Start/Stop Server

4
Figure 32 - Logs<>Server Logs

Either while the server is loading up CRL data or after it has completed, you can test

the server’s processing of OCSP queries with the integrated Generate OCSP query

capability.
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3.8.3 — Query Generation

Z Tumbleweed Valicert ¥A - Responder - ST45:13333 - Microsoft Internet Explarer = |

|| He Edt Yew Favoites Tods Help \ I
Qoak - ) - [ B (n| Osearch FrFavortes @ | 3+ L B [Juinks >
Address IEhttps:ﬂfst'ﬁ:13333f(g\7hinﬂfnrms‘exa | B

Logged in as: admin

CONFIGURATION

Query Generation
Keys and Certificates

Server Settings

Certificate Identity
Ehils €A Distinguished Name:[/C=US/0=0.5. Government/OU=ECA/CN=ECA Root CA -
Ertensions Certificate Serial Number:[100

CRL Mirroring
WA Delegation

Protocol:| OCSP [~

User Settings — & Local server

Logs € Remote serverurt | |
Start/Stop Server
Help

HTTP method
@ HTTP GET
©HTTR FOST

Figure 33 - Query Generation

Click Generate Queries.

Select Certificate Authority and enter the serial number. Determine if you want to
send the query to a local responder or a remote responder.

Click Submit and review the printed OCSP response.

crosoft Internet Explorer == x|
| Ble Edt Wiew Favortes Tools  Help | >
| @eack - ) - 1) [2) (0] search 7Favorites £ | (3- Hmks D
| address [] hitps:ifstes: 13333/ca-binfforms exe = B

Logged in as: admin

AUTHORITY

CONFIGURATION

B OCSP Response
Keys and Certificates

Server Settings
CRLs CRA Name: /C=US/O=V.S. Government/OV=ECA/CN-ECA Root CA
Extensions
- OCSP Responss Data:

CRL Mirraring 0CSP Response Status: successful (Ox0)
VA Delegation Response Type: Basic DCZP Response
Version: 1 {0x0)

Responder Id: C = us, CH = st4§
Prodused t: Jan 10 15:17:08 2007 GMT

= Responses:
User Settings Certificate ID:
Logs Hash Algorithu: shal

Issuer Naue Hash: FeC239CES23FER6ADEZAR4EATIDIZZEFFETOCEED
Issuer Key Hash: FEES04Z70ES61EDSBICIDIFDALS4654LA00B452ZF
Serial Fumber: 0100

Cert Smatus: good

This Update: Jan 3 13:43:21 2007 GMT

Next Update: Jan 10 £1:17:0% 2007 GHT

Start/Stop Server
Help

Click here to download OCSP response in DER encoded format

Figure 34 - OCSP Response
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As you can see above, you are presented with the details of the responder id queried,
serial number queried, and the certificate status (good, revoked, or unknown).
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