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Preface

Preface

This guide provides instructions for setting up a small test lab with Microsoft AD RMS running with SafeNet Luna
HSM for securing the rights management keys.

Scope

This document describes how to install and configure Microsoft AD RMS with SafeNet Luna HSM. Refer to the
SafeNet Luna HSM documentation for general SafeNet Luna HSM setup procedures.

Document Conventions

This section provides information on the conventions used in this template.

Notes

Notes are used to alert you to important or helpful information. These elements use the following format:

lﬁ NOTE: Take note. Contains important or helpful information.

Cautions

Cautions are used to alert you to important information that may help prevent unexpected results or data loss.
These elements use the following format:

i CAUTION: Exercise caution. Caution alerts contain important information that may
help prevent unexpected results or data loss.

Warnings

Warnings are used to alert you to the potential for catastrophic data loss or personal injury. These elements use
the following format:

WARNING: Be extremely careful and obey all safety and security measures. In
this situation you might do something that could result in catastrophic data loss or
personal injury.
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Preface

Command Syntax and Typeface Conventions

Convention Description
bold The bold attribute is used to indicate the following:
Command-line commands and options (Type dir /p.)
Button names (Click Save As.)
Check box and radio button names (Select the Print Duplex check box.)
Window titles (On the Protect Document window, click Yes.)
Field names (User Name: Enter the name of the user.)
Menu names (On the File menu, click Save.) (Click Menu > Go To > Folders.)
User input (In the Date box, type April 1.)

italic The italic attribute is used for emphasis or to indicate a related document. (See the
Installation Guide for more information.)

Consolas Denotes syntax, prompts, and code examples.
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Preface

Support Contacts

If you encounter a problem while installing, registering or operating this product, please make sure that you have
read the documentation. If you cannot resolve the issue, contact your supplier or Gemalto Customer Support.
Gemalto Customer Support operates 24 hours a day, 7 days a week. Your level of access to this service is
governed by the support plan arrangements made between Gemalto and your organization. Please consult this
support plan for further information about your entitlements, including the hours when telephone support is
available to you.

Contact Method Contact Information

Address Gemalto
4690 Millennium Drive
Belcamp, Maryland 21017, USA

Phone us 1-800-545-6608
International 1-410-931-7520

Technical Support | https://serviceportal.safenet-inc.com

Customer Portal Existing customers with a Technical Support Customer Portal account can log in to

manage incidents, get the latest software upgrades, and access the Gemalto Knowledge
Base.
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1 — Introduction

Introduction

Overview

This document outlines the steps to configure and integrate Active Directory Rights Management Services with
SafeNet Luna HSM.

Active Directory Rights Management Services (AD RMS) is an information protection technology that works with
AD RMS-enabled applications to help safeguard digital information from unauthorized use. Content owners can
define who can open, modify, print, forward, or take other actions with the information. A single HSM (SafeNet
Luna HSM) is deployed to provide a security framework to the data in use, data at rest, and the data in transit.

Microsoft Office 2007/2010 Enterprise Edition uses Microsoft Active Directory Rights Management Services to
implement document security utilizing Luna Cryptographic Service Provider (CSP) to store the AD RMS cluster
keys on SafeNet Luna HSM.

SafeNet Luna HSM secures the AD RMS Cluster Key generated and used by the AD RMS. You can integrate
the AD RMS with the Luna SA by using the MSCAPI interface. The benefits of using SafeNet Luna HSM with
the AD RMS are:

e Secure storage of the AD RMS Cluster Key
e FIPS 140-2 level 3 validated hardware

o Full life cycle management of the keys

e Failover support

e Load balancing

Scope

3rd Party Application Details

e Microsoft Active Directory Rights Management Services
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Supported Platforms

Active Directory Rights Management Services Integration with SafeNet Luna HSM has been tested with the
following:

Platforms Tested Luna Client Software | SafeNet Luna HSM Appliance Firmware

Version Appliance Software Version
Version

Widows Server 2012 R2 6.2.1 6.2.1 6.10.9

Standard

Widows Server 2012 R2 6.2.0 6.2.0 6.10.9

Standard

Widows Server 2012 Standard |5.3.0 Luna SA v5.3.0 6.20.0
5.2.1 Luna SAv5.2.1 6.10.1

Windows Server 2008 R2 5.1 Luna SA v5.1.0 6.2.1
5.0 Luna SA v5.0.0 6.0.8
443 Luna SA v4.4.3 48.1

Prerequisites

SafeNet Network HSM Setup

Refer to the SafeNet Network HSM documentation for installation steps and details regarding configuring and
setting up the box on Windows systems. Before you get started, ensure the following:

SafeNet Network HSM appliance and a secure admin password

SafeNet Network HSM, and a hostname, suitable for your network

SafeNet Network HSM network parameters are set to work with your network

Initialize SafeNet Network HSM.

Create and exchange certificates between SafeNet Network HSM and Client system.

o gk w N e

Create a partition on SafeNet Network HSM. Remember the partition password that will be later used by
Microsoft ADRMS.

7. Register the client with the partition. Run the "vtl verify" command on the client system to display a
registered partition. The general form of command for Windows is

C:\Program Files\SafeNet\LunaClient>vtl verify.

8. Enabled Partition "Activation" and "Auto Activation" (Partition policy settings 22 and 23 (applies to Luna SA
with Trusted Path Authentication [which is FIPS 140-2 level 3] only).
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2 — Integrating Microsoft AD RMS with SafeNet Luna HSM (Windows Server 2008 R2)

Integrating Microsoft AD RMS with SafeNet
Luna HSM (Windows Server 2008 R2)

This chapter outlines the steps to install and integrate Active Directory Rights Management Services with
SafeNet Luna HSM.

Before You Begin

It is recommended that you should familiarize yourself with Microsoft Active Directory Rights Management
Services and the setup process for the AD RMS. Refer to the appropriate help files provided by Microsoft for
more information and pre-installation requirements.

Set up

Requirements to setup the ADRMS is given below.

1. The setup comprises the following systems in a private network as per the table below:

Operating System Applications and Services Description Computer Name
Windows Server 2008 | Active Directory, Domain Name Domain Controller | ADRMS-DC

R2 Enterprise System (DNS)

Windows Server® AD RMS, Internet Information Services | AD RMS Server | ADRMS-SRV

2008 R2 Enterprise (11S) 7.0, and Message Queuing

Windows Vista® Microsoft Office Word 2007 Enterprise | AD RMS Client ADRMS-CLNT

Edition
or
Microsoft Office Word 2010 Enterprise
Edition

2. Configure the domain controller on ADRMS-DC.

3. Configure the AD RMS root cluster computer on ADRMS-SRYV.

4. Configure the AD RMS client computer on ADRMS-CLNT.
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2 — Integrating Microsoft AD RMS with SafeNet Luna HSM (Windows Server 2008 R2)

Configure user accounts and groups

Create following user accounts and groups in the LUNARMS domain.

First, add the user accounts shown in the following table to Active Directory or AD DS. Use the procedure
following the table to create the user accounts.

Account Name User Logon Name E-mail Address Group

ADRMSADMIN ADRMSADMIN - Enterprise Admins

ADRMSSRVC ADRMSSRVC -

Nicole Holliday NHOLLIDA nhollida@lunarms.com Employees,
Finance

Limor Henig LHENIG Ihenig@lunarms.com Employees,
Marketing

Stuart Railson SRAILSON srailson@lunarms.com Employees,
Engineering

Once the user accounts have been created, Active Directory Universal groups should be created and these
users added to them. The following table lists the Universal groups that should be added to Active Directory.
Use the procedure following the table to create the Universal groups.

Group Name E-mail address

Finance finance@Ilunarms.com
Marketing marketing@Ilunarms.com
Engineering engineering@Ilunarms.com
Employees employees@lunarms.com

Finally, create a shared folder on ADRMS-SRYV so that other users can find documents saved to the network. To
create a shared network folder that can be modified by CP&L employees.

Click Start, click My Computer, and then double-click Local Disk (C :).

Click File, point to New, and then click Folder.

Type Public for the new folder, and then press ENTER.

Right-click Public and then click Sharing and Security.

On the Sharing tab click the Share this folder option, and ensure that Public is in the Share name box.
Click Permissions.

In the Group or user name box click Everyone.

Select the Full Control check box in the Allow column of the Permissions for Everyone box.

Click OK.

10. Click the Security tab, and then click Users (ADRMS-SRV\Users) in the Group or user name box.

© ® N o g~ w DR
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2 — Integrating Microsoft AD RMS with SafeNet Luna HSM (Windows Server 2008 R2)

11. In the Permissions for Users box select the Full Control check box in the Allow column.
12. Click OK.

Configure AD RMS client computer (ADRMS-CLNT)

To configure ADRMS-CLNT, install Windows Vista operating system, configure TCP/IP properties, and then join
ADRMS-CLNT to the domain lunarms.com. AD RMS-enabled application also needs to be installed. In this
example, Microsoft Office Word 2007/2010 Enterprise Edition is installed on ADRMS-CLNT.

To install Microsoft Office Word 2007/2010 Enterprise

1.

Log on to ADRMS-CLNT with the LUNARMS\Administrator account or another user account in the local
Administrators group.

Double-click setup.exe from the Microsoft Office 2007/2010 Enterprise product disc.

Click Customize as the installation type, set the installation type to Not Available for all applications except
Microsoft Office Word 2007 Enterprise, and then click Install Now. This might take several minutes to
complete.

Install Luna Cryptographic Service Provider (CSP) on ADRMS-SRV

For Luna Client 4.4.1 & 5.1:;

Run the command, register.exe to register Luna CSP. The general form of command is

C:\Program Files\LunaSA\CSP>Register.exe

Follow the instruction to register the Luna SA partition and provide the partition password when it prompts
for password.

To list the Luna Cryptographic Services for Microsoft Windows. The general form of command is

C:\Program Files\LunaSA\CSP>Register.exe /1

For Luna Client v5.0:

Run the command, registerCSP64.exe to register Luna CSP. The general form of command is

C:\Program Files\LunaSA\CSP>RegisterCSP64.exe

To list the Luna Cryptographic Services for Microsoft Windows. The general form of command is

C:\Program Files\LunaSA\CSP>RegisterCSP64.exe /1
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2 — Integrating Microsoft AD RMS with SafeNet Luna HSM (Windows Server 2008 R2)

Install AD RMS with Luna Cryptographic Service Provider (CSP) on
Windows Server 2008 R2

To install the Microsoft Active Directory Rights Management Services:
1. Login to ADRMS-SRYV as lunarms\adrmsadmin.

2. Click Start, point to Administrative tools, and then click Server Manager. The Server Manager shap-in
displays.

3. Select Roles in the console tree.

[ server Manager

Server Mansger (ADRMS-SEY)

f& Gk an ovorviewe of the status of this server, perfonm top management tasks, and add or o server
»! Server Summary H sorver summary Heip l
* Computer Information A Tharmgs Systom Propertios

B i tastce

Full Comnmpaiter Nanie: ALHEMES SV e sivs 6
“ms Configurn Remobe Deskiop
Eomalry; bunvae s com Sl Sonfhaurs Server Monager Remots
Lol Army Conemetion: 17251563, 1P snabled s
Fumrestm Cmbtep: Erustsimet
v Managar Rateats Marsgamant: Dizabiad
Product I0; 041 -H07-02 10U -I4200 [Activated)
7 o et show mas this consals 5t logan
= Security Information P G0 to wWirdows Firewall
Witndous Firmvanl: Counn: On W Conbaure Lpdinss.

3 Chack for Maw Roles

ddiok Lipclatis) hek confignied By Run Security Configue stion Wisard
Lact chackad For updates: Pasar T Configurs 1L 50

Lact installad updatas: tasr

IE Erhanced Securky Configuration (E5C): on for Administrators

= Robes Sunmmary I roes Sunmary Help
= Raoles: 45F 17 netallad T Ga e Rales
B Add melae

& Actrve Demctory Cartificate Sarvicet. g% =
i Acteie Demctory Do Services -
£ Do Sorver

& Fio Servies

=) Fasturss Summary I tostirns sumnacy tiak
= Features: 5of 42 instaled b Add Features
Remove Fesbures
Group Folcy Manasgement: =

€3 Lask Refresh: Today st 3:49 M Configure refresh
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2 — Integrating Microsoft AD RMS with SafeNet Luna HSM (Windows Server 2008 R2)

4. Right-click Roles and then click, Add roles. The Add Roles wizard displays.

Add Roles Wizard | |

This wizard helps wou install roles on this server. You determine which roles ko install based on the tasks wou
wank this server ko perform, such as sharing documents or hosting a Web site.

Server Roles

Confirmation Before wou continue, werify that:

Progress » The Administrator account has a strong password
» Metwark settings, such as static IP addresses, are configured
» The latest security updates From Windows Update are installed

Results
If wou have ko complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard again.

To continue, click Mext,

- Skip this page by default

Cancel

= Prewious I Mexk = I Imstall

5. Click Next.

6. Select the Active Directory Rights Management Services check box from Server Roles to install on this
server. You receive a warning stating Add roles services and features required for Active Directory
Rights Management Services.

Add Roles Wizard

=
! Select Server Roles

EBefore ¥ou Begin

Select one or more roles to install on this server.

Rales: Drescripkion:
Al RS | : 7 iFi : Active Direckory Rights Management
L_ .ﬂlct!ve D!rectory CertlF!cate Su_erwces CE BB RS TBEGS Sl BEoEEEE
Role Services I——_ Active:Biractory Domain. services information From unauthorized use.
4D BMS Clust L Active Directory Federation Services AD RMS establishes the identity of
Hster [] Active Directory Lightweight Directory Services users and provides authorized users
Configuration Database [/] FyEne Rights Management 5 quth licenses for protected
= ey information.
Service Account I——, Application Server
L DHCP Server
Cluster Key Storage |'_' DIMS Server
Cluster Key Password [] Fax Server
Cluster web Site I—T File Ser\-’lces. -
[] mMetwork Policy and Access Services
Cluskter Address ] Print Services
Server Authentication Cerki... I——, Terminal Services
: o L LUDDI Services
Licensor Certificakte Mame [¥] ‘Wieh Server (ITS)
SCFP Registration [] windows Deployment Services

wWeb Server (IIS)
Role Services

Confirmation

Progress

Resulks

More about server roles

<= Prewvious | Mext = i Install |

Cancel
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7. Click Add Required Role Services.

Add role services and features required for Active Directory Rights
Management Services?

we,
|11

Tou cannot install Active Directory Rights Management Services unless the required role services and features
are algo installed,

Role Services: Dezcription:
1 \web Server [I1S) Web Server (II5] provides areliable,
& ‘weh Server manageable, and scalable YWeb application
v infrastructure,

# Management Tools
= windows Process Activation Service
Process Model
MET Enviranment
Configuration &Pls
= Meszage Queling
# Meszage Queuing Services

Add Required Raole Services I Cancel |

(i) Why are these role services and features required?

8. Click Next to continue.

9. Click Next on the Active Directory Rights Management Services window.

Add Roles Wizard

[=
! Active Directory Rights Management Services

Before ¥ou Begin Introduction to Active Directory Rights Management Services

Server Roles Active Directary Rights Management Services (AD RMS) is an information protection technology that works with
AD RMS-enabled applications to help safeguard digital information From unauthorized use within the organization
and with other Federated identities, Content owners can define who can open, modify, print, Forward, or take

, other actions with the information. Organizations can create rights policy templates such as “"Confidential — Read
Role Services Only® that can be applied directly to financial reports, product specifications, customer daka, and e-rmail
AD RMS Cluster it
Configuration Database Things to Note
Serwvice Account i Todeploy AD RMS, vou musk creake an AD RMS rook clusker For certification and licensing which can consisk

of one or more servers, depending on the capacity requirements of wvour environment,

i + After deploying AD RMS, vou cannok change the name of the domain to which this AD RMS server is joined.
Cluster Key Password Changing the domain names will cause this AD RMS server to stop Functioning.

Cluster Kew Storage

Cluster Web Site Additional Information

Cluster Address AD BRMS Owerview
Server Authentication Cerki, .. A0 RMS Pre-Deplovrent Checklist
e s el S e P Scaling Your A0 RMS Environment

Securing Your A0 RMS Deployment

SCFP Registration
weh Server (IIS)
Role Services
Confirmation
Frogress

Results

< Prewious | Mexk = I

Cancel
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2 — Integrating Microsoft AD RMS with SafeNet Luna HSM (Windows Server 2008 R2)

10. Select the Active Directory Rights Management Server check box from the Role Services.

Add Roles Wizard

=
! Select Role Services

Before You Begin Select the role services ko install For Active Directory Rights Management Services:
Server Roles Role services: Drescripkion:
AD RMS [« Active Directory Rights Management Server N

Server (AD RMS) helps yvou prokect
information From unauthorized use,
AD RMS establishes the identity of
users and prowides authorized users
Configuration Database with licenses For protected
information.

[ ] 1dentity Federation Suppart

AD RMS Clusker

Service Sccount
Cluster Key Storage
Cluster Key Password
Clusker Web Site
Cluster Address
Server Authentication Cerki..,
Licensaor Certificate Mame
SCP Registration
‘Web Server (IIS)
Role Services

Confirmation

Frogress

Resulks More about role services

< Prewvious | hext = I Install Cancel

11. Click Next to continue.
12. Select the Create a new AD RMS cluster radio button.

Add Roles Wizard

=
i Create or Join an AD RMS Cluster

Before ¥ou Begin Y¥ou can configure AD RMS using bwo byvpes of A0 RMS cluskers: an AD RMS rook clusker For certification and
licensing, or an AD RMS licensing-only clusker. To deploy AD RMS, wou musk initially sek up an AD RMS root

Server Rales cluster with one or more servers joined to the cluster.

al RMS

i Create a new AD RMS cluster

Role Services Choose this opkion if vwou want ko create an AD RMS rook cluster as part of a new a0 RMS deployment, or if

wou wank ko create a new licensing-only cluster to improve scalability of an existing deployment,
(i ) An existing &0 RMS rook cluster was not detected in this Forest, This server will hosk the 4D RMS rook
cluster.

Configuration Database =

Service Account

Eer

Cluster Key Storage

SE

-only chaster &
onfiguration database and the

his server o an e
e the narme of the

tion if wou want ko ad
be required ko pr
= database sersy

Cluster Key Password

Cluster Web Site
Cluster Address
Server Suthentication Cerki..,
Licensor Certificate Mame
SCF Registration

wieh Server (IIS)

Fole Services
Confirmation
Frogress

Results More about AD RMS clusters

= Previous | hlexk = I Irskall Cancel

13. Click Next to continue.

Active Directory Rights Management Services Integration Guide



2 — Integrating Microsoft AD RMS with SafeNet Luna HSM (Windows Server 2008 R2)

14. Select the Use Windows Internal Database on this Server radio button.

Add Roles Wizard E3
Select Configuration Database
Before ¥ou Begin AD RMS clusters use a dakabase to store configuration and policy information. The database can be hosted

either by Windows Internal Database or another database server.
Server Roles

AD RMS = Use Windows Internal Database on this server

Role Services Using *Windows Internal Database will limit this 40 RMS clusker to a single-server clusker, If you intend bo

AD RMS Cluster join more servers ko this AD RMS clusker, do nok use this option,

Configuration Database

" Use a different database server
Service Account
Server!

Cluster Key Storage I

Cluster Kew Password

Cluster Web Site Database Instance:

Cluster Address

Server authentication Cerki. .,

Licensor Certificate Mame
SCF Registration
weh Server (IIS)
Role Services
Confirmation

Frogress

Results More about AD RMMS databases

<= Previous | Mexk = I Inskall Cancel

15. Click Next to continue.

16. Specify the Domain User Account.

Windows Security Ed |

Add Roles Wizard
Please enter a user name and password,

(o

Domain: LUNAR:

Ik Zancel

17. Click OK to continue.
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18. Click Next to continue.

Add Roles Wizard

Specify Service Account

EBefore ¥ou Begin A domain user account is required to provide a network identity For AD RMS so that it can communicate with
okher services on this computer and the network, The domain account should be a standard domain user

Server Raoles account with no additional permissions. Alkhough instaling A0 RMS on a domain contraller is not recormmended,

AD RMS if wou are installing AD RMS on a domain controller, the domain account that you specify must be a member of

the Domain Adminisktrators group or of the Enkerprise Administrators group.
Role Services

Specify the account under which the AD RMS cluster will run, using the format DomainfamelUseriame, The aD
AL RMS Cluster RMS service account will be a member of the AD RMS service group and will have the permissions defined For
that group.

Configuration Database

Domain User Account:

Cluster Key Storage II..UNAR_MS\ADRI\.-ISSRVC Specify I

Cluster Key Passward

Clusker Web Site
Clusker Address
Server Authentication Cerki, .,
Licensor Certificate Mame
SCF Registration
web Server (II15)
Role Services
Confirmation
Progress

Resulks

<= Previous I Mexk = I Imstall Cancel

19. Select the Use CSP key storage radio button for AD RMS cluster key storage.

Add Roles Wizard

Configure AD RMS Cluster Key Storage

Before ¥ou Begin AD RMS clusters use an AD RMS cluster key to sign certificates and licenses issued by the cluster. This key is

required for disaster recowvery and by other AD RMS servers joining the cluster.
Server Roles

AL RMS Select how wou want ko skare the AD RMS cluster key.
Role Services i~ Use AD RMS centrally managed key storage
AD RMS Cluster Cnce generated, the AD RMS cluster key is protected by a password-based encryvpted key, You will be
3 : asked to sek up a password Eo enable this encryption and musk remember this password For disaskter
Configuration Database recavery. The cluster key will be automatically shared by AD RMS servers joining this cluster,

Service Account

{* Use €SP key storage

Cluster Key This is an adwvanced option that requires vou ko select a crvptographic service provider (ZSP) to store the
AD RMS cluster key. You will need to distribute this key manually when new servers join this cluster.

Cluster Web Site
Cluster Address
Server Authentication Cerki. .,
Licensor Certificate Mame
SCP Registration

Weh Server (II15)

Role Services

Confirmation

Frogress

Results More about cluster kev storage and protection

Cancel

<= Presvious | Mexk = l

20. Click Next to continue.
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2 — Integrating Microsoft AD RMS with SafeNet Luna HSM (Windows Server 2008 R2)

21. Choose Luna Cryptographic Services for Microsoft Windows from the CSP drop-down menu to store
the AD RMS cluster key and select the Create a new key with the selected CSP radio button.

Add Roles Wizard
[=
! Specify AD RMS Cluster Key

EBefore You Begin A cryptographic serwvice provider (CSP) is used ko skore the AD RMS cluster key. Select whether to create a

new key or use an existing key with the selecked CSP.
Server Foles

AD RS 5P
Role Services ILuna Cryptographic Services For Microsoft \Windows _:J
AT % Create a new ke with the selected CSP
Configuration Database This option is recommended if vou are creating a new AD RMS clusker,

Service Account

Clusker Key Sktorage {7 Use am existing key, with the selected E55

This option should be used to recover an AD-RMS cl
unrecoverable and had content protected by the

r only if the configuration database is
s clusker ke,

Clusker Web Site

Eeys:

Clusker Address
Server Authentication Cerki...
Licensor Certificate Mame
SICP Registrakion
Wieb Serwer (IIS)
Role Services
Confirmation
Progress

Resulks More about A0 RMS cluster kews

< Prewvious | hext = I Install Cancel

22. Click Next to continue.
23. Select Default Web Site for the virtual directory.

Add Roles Wizard [ x|

=
i Select AD RMS Cluster Web Site

EBefore Wou Begin AD RMS is hosked in an Internet Information Serwvices {I15) wirtual directory, which is set up on one of the
existing Web sites on this server.
Server Raoles
AD RMS Select a Web site For the virtual directory:
Role Services
AD RMS Cluster
Configuration Database

Service Account

Cluster Key Storage

Cluster Key

Cluster Address
Server Authentication Cerki. ..
Licensor Certificate Mame
SCP Registration

weh Server (IIS)

Role Services
Confirmation
Progress

Results More about selecting the cluster Wweb site

= Prewvious | Flexk = I Irskall Cancel

24. Click Next to continue.
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25. Select Use an unencrypted connection (http://) for the connection type for the AD RMS cluster. Give the
FQDN then click Validate.

Add Roles Wizard E3

Specify Cluster Address

EBefore You Begin A cluster address enables AD RMS clients to communicake with this cluster over the network., It is
recommended that wou configure AD RMS ta use the Secure Sockeks Layer {S5L) prokocal ko encrypt netwark,
Server Roles traffic between AD RMS clients and the cluster,
Al RMS
Specify a connection type For this AD RMS clusker,
Role Services

AD RMS Cluster {7 Use an S5L-encrypted connection (https: [

Configuration Database (i) The \Web site you have selected does not have S5L enabled. After you click Next, you will be given the

’ ~ choice to seleck an S5L certificate For this Web site,

Service Account

Clusker K j=1d
uster hey otorage % IUse an unencrypted connection (htkp: /)

Cluster Key

(i) ¥ou cannot use this option if you want ko add Identity Federation Support,
Cluster ‘Web Site

Specify an inkernal address For this AD RMS clusker. You cannot change this address or port number after A0
RMS is installed and configured.

Licensor Certificate Mame

Inkternal Address

SCP Registration

Eully-Gualified Domain Mame: Port:
weh Server (I15)

B ADRMS-SRY.lunarms, com S0 I I
Fole Services http: ff I I Yalidate

Confirmation Preview of cluster address for clients on the network:
http: fiADRMS-SRY . lunarms, com

Progress

Results

< Previous Mext = Imstall Cancel
26. Click Next to continue.
27. Enter a name for the server licensor certificate.
Add Roles Wizard
Name the Server Licensor Certificate
EBefore ¥ou Begin AD RMS creates a server licensor certificate that establishes the identity of this AD RMS cluster bo clients,
Server Raoles Entet a name that can help wou easily identify this certificate.
a0 RMS
Role Services Tame:
AD RMS Clusker IADRMS—SRV

Configuration Database
Service Account
Cluster Key Storage
Cluster Key

Clusker Web Site
Cluskter Address

SCP Regisktration

web Server (IIS)
Role Services

Confirmation

Progress

Resulks

< Previous I Rext = I Imstall Cancel

28. Click Next to continue.
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29. Ensure that the Register the AD RMS service connection point now radio button is selected, and then
click Next to register the AD RMS service connection point (SCP) in Active Directory during installation.

Add Roles Wizard [ x|

Register AD RMS Service Connection Point

Before ¥ou Begin The AD RMS service connection poink {SCP) is created in Active Directory Domain Services when an AD RMS
clusker is created, The SCFP provides clients with intranek URLs For the Al RS cluster,
Server Roles
AL RMS To register the SCP, wou must be a member of the Enterprise Admins group. IF wou are not a member of the
Enterprise Admins group, seleck Reqgister laker,
Role Services

AD RMS Cluster o Register the AD RMS service connection poink now
Cenfiguration Database Select this option if wou are a member of Enterprise Admins group and vou want ta skark using this AD RMS

cluster as soon as the installation finishes.
Service Account

Cluster Key Storags 1 Register the AD RMS service conneckion point laker
Cluster Key Select this option if wou want to join additional AD RMS servers ko this cluskter before making it available to
Cluster Web Site clients or if you are nok a member of Enterprise Admins group.

Cluster Address

Licensor Certificate Mame

weh Server (I15)

Role Services
Confirmation
Frogress

Results

= Previous l ek = l

Cancel

30. Click Next on the Web Server (IIS) page.

Add Roles wWizard

Web Server (I1S)

EBefore Wou Begin Introduction to Web Server {IIS)

Server Roles wW'eh serwvers are computers that have specific software that allows them to accept requests From client
computers and return responses ko those requests. Web servers et vou share information over the Internsk, or

aD RMS through intranets and extranets. The Web Server role includes Internet Information Serwvices (I15) 7.0, a unified

wy'eb plakform that inkegrates IIS 7.0, ASP.MET, and Windows Communication Foundation. IIS 7.0 also features

Raole Services enhanced security, simplified diagnostics, and delegated adminiskration.

AD RMS Cluster _
. i Things to Mote
Configuration Database i Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web server

Service Accounk traffic especially when there are multiple roles on this computer.,

Eletar ey St are e i . The default installation For the wWeb Server (1I15) role includes the installation of role services that enable
¥ 9 wou ko serve skatic content, make minor customizations (such as default docurments and HTTF errors),

Cluster Kew rmonitor and log server activity, and configure static content compression.

Cluster Web Site Additional Information

Cluster Address Cverviews of Web Server (TI15)
Licensor Certificate Mame Overviews of Available Role Services in 115 7.0
SCP Registration SR

Common Administrative Tasks in 115
Crverviews of WIRM

Role Services

Confirmation
Frogress

Results

= Previous I Cancel
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31. Click Next on the Select Role Services page.

Select Role Services

EBefore You Begin
Server Roles
al RMS
Raole Services
AD RMS Cluster
Configuration Database
Service Account
Cluster Kew Storage
Cluster Key
Cluster Web Site
Cluster Address
Licensor Certificate MName

SCP Registration

wieh Server (IIS)

Confirmation
Progress

Results

Select the role services to install for Web Server (IIS):

Role services:

Descripkion:

= @ web Server
= [E Common HTTP Features

Static Content
Default Docurment
Directory Browsing
HTTP Errars
HTTF Redireckion
webDay Publishing
= [E application Development
ASP.MET
MET Extensibility
aSP
il
ISAPI Extensions
ISAFPI Filkers
Server Side Includes
= [@] Health and Diagnostics

[¥] HTTF Logging

[¥] Logging Tools

|Z Request Monitar

[W1 Tracina

More about role services

OEEO0OEE HEEEE

web Server provides suppork For
HTML ‘Web sites and optional suppork
for ASP.MET, &SP, and Web server
extensions. ¥You can use the Web
Server bo hosk an inkernal or external
weh site or to provide an environmenk
For developers ko create Web-based
applications.

=

<= Previous I Mexk = I Install Cancel

32. Click Install on the Confirm Installation Selections page.

Confirm Installation Selections

Ecfore You Begin : . . .
Tao install the Following roles, role services, or features, click Install.
Server Roles

) 2 infarmational messages below

Al RMS
Role Services ) This server might need to be restarted after the installation completes., =
AD RMS Cluster -~ Active Directory Rights Management Services
Configuration Dakabase Clusker Type @ Rook cluster
SepuilED GEEELRE Trust Hierarchy : Production
Configuration Database Server : wyindows Internal Database
Cluster Key Storage Service Account LUMARMS  adrmsadmin
Cluster Key Clusker Key Storage : 5P key storage
Cluster Web Site CSP For Key SForage : Luna Cryptogrﬁphlc Services For Microsoft Windows
Cluster wweb Sike : Default web Site
Cluster Address Clusker Internal Address : http:ffadrms-srv. lunarms. com: S0/
Licensor Certificate Mame Licensor Certificate Mame : ADRMS-SRY
B . Register SCP : Reqgister now
SCP Regiskration
weh Server (1150 z _wIEb Server (IIS)
. (i) Find out maore about Windows Syskem Resource Manager (WSRM) and haow it can help oplimize
Role Services = CPU usa
e
Web Server
Frogress CDTE?.E EIIE‘HieLatures LI
Results Print, e-mail, or save this information

I Install I Cancel

< Prewvious Mexk =
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33. Click Close to exit the Add Roles Wizard after viewing the installation results. AD RMS root cluster keys
will be generated and stored on SafeNet Luna HSM.

Add Roles Wizard | |

ﬁ:& Installation Results

Eefore You Begin . ) )
The Follawing roles, role services, or Features were installed successfully:
Server Roles

! Z warning messages below
A0 RMS o

Fole Services 1", windows automatic updating is not enabled. To ensure that your newly-installed role or feature is 2
 automatically updated, turn on windows Update in Contral Panel.
AD RMS Cluster

~, Mctive Directory Rights Management

Services @) Installation succeeded

Configuration Database

Service Account /¥, Before you can administer AD RMS on this server, you must log off and log on again.
Cluster Kew Storage The Following role services were installed:

Cluster Key Active Directory Rights Management Server

Cluster Web Site -~ Web Server (IIS) i@' Installation succeeded

Cluster Address The Following role services were installed:

Web Server
Cormmon HTTP Features
SCP Registration Skatic Content

Licensor Cerkificate MName

wyeb Server (1150 Default Docurnent
Directory Browsing
HTTP Errars
Confirmation HTTP Redirection

Progress Application Development LI

Role Services

Print, e-mail, or save the installation repork

= Brevious I [exk = I Clgse I Cance! I

34. After restarting the system, login as lunarms\adrmsadmin and open the Active Directory Rights
Management Services console. You will see Luna Cryptographic Services for Microsoft Windows under:

e Trust Policies -> Trusted Publishing Domains

By Active Directory Rights Management Services

Eie  Action Yew Helo

== H
T, Active Diectory Rights Mansgement Servic [JESBNEREgrar i~
=1 8 adms-srv._hunarms.com (Localy = ErnAlESmlnD —
Lgh Trust Policies 2 Import, export and modify rusted poblshing domains for this cluster,
%, Trusbed User Dommaing B = Irnport Trudtad Pubbhing Doman. ..
e »
] Rights Pokcy Tempistes e e s
s Rights Accounk Certficabe Polkies Trustend Publishineg Do ofrmation = o ratreth
Hl i Exchusion Pl s T Beeres are brusted by Uis chaster. The chister automaticaly brusts content thak i publishes, bt & can H ree
43 Securky Poldies trust publishing keenses granted by another chster F you gt the trusted domain fle from the other chester, The follaving trusted publshing domains
# o) maporte are conrpared bor this dhster, Sekect o dorman Lo oy 3 progertios or bo sxport Rs sellings bo a e,

AT oh

7 Expert Trusted Publishing Domann....

Propimetim.

H e

4 | =
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e Security Policies —> Cluster Key Password

B Active Directory Rights Management Services

s Maruageiiend S i =
rusr i coen (Lo al) —
= Lgh Trust Pokcies

T, Trusted User Dol

Dessire.

5 Rights Polcy Tamplates

1n tha avant of dats lose or ek Fadurs, you can racat tha pacowcnd that probacts tha AD RMS chastar kay. 1F you uead tha cantrally smansged A0 AMS
or i

robect the AD RMS chuster key, you can resst the chster key

Shangs shster key passvord

upar Lisdes [ree—)
Ky proboction method: s
ﬂ Gocommissioning Crypographic dervics Drovides Fusiim: Lumna
# Lol Reports Key contasiner name:

4l |

£ Refresh

[ Properties
H e
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Integrating Microsoft AD RMS with
SafeNet Luna HSM (Windows Server
2012/R2)

This chapter outlines the steps to install and integrate Active Directory Rights Management Services with
SafeNet Luna HSM.

Before You Begin

It is recommended that you should familiarize yourself with Microsoft Active Directory Rights Management
Services and the setup process for the AD RMS. Refer to the appropriate help files provided by Microsoft for
more information and pre-installation requirements.

Setup

1. The setup consists of the following systems in a private network as per the table below:
Operating System Applications and Services Description Computer Name
Windows Server 2012 | Active Directory, Domain Name Domain Controller | ADRMS-DC
Standard System (DNS).

Windows Server 2012 | AD RMS, Internet Information Services | AD RMS Server ADRMS-SRV
Standard (11S), and Message Queuing

Windows Server 2012 |Microsoft Office Word 2007 Enterprise | AD RMS Client ADRMS-CLNT
Standard Edition

2. Configure the domain controller on ADRMS-DC.
3. Configure the AD RMS root cluster computer on ADRMS-SRV.
4. Configure the AD RMS client computer on ADRMS-CLNT.

Configure user accounts and groups

In this section, you create the user accounts and groups in the HSMSERVER domain.
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First, add the user accounts shown in the following table to Active Directory or AD DS. Use the procedure
following the table to create the user accounts.

Account Name User Logon Name E-mail address Group

ADRMSADMIN ADRMSADMIN Enterprise Admins

ADRMSSRVC ADRMSSRVC

Nicole Holliday NHOLLIDA nhollida@hsmserver.com Employees,
Finance

Limor Henig LHENIG Ihenig@hsmserver.com Employees,
Marketing

Stuart Railson SRAILSON srailson@hsmserver.com Employees,
Engineering

Once the user accounts have been created, Active Directory Universal groups should be created and these
users added to them. The following table lists the Universal groups that should be added to Active Directory.
Use the procedure following the table to create the Universal groups.

Group Name E-mail address

Finance finance@hsmserver.com
Marketing marketing@hsmserver.com
Engineering engineering@hsmserver.com
Employees employees@hsmserver.com

Finally, create a shared folder on ADRMS-SRYV so that other users can find documents saved to the network. To
create a shared network folder that can be modified by CP&L employees

Click Start, click Computer, and then double-click Local Disk (C :).
Click Home, and then click New Folder.

Type Public for the new folder, and then press ENTER.

Click Share and then click Specific people....

On the File Sharing window, type Everyone and click Add.

In the Permission Level, click Everyone and select Read\Write.
Click Share and verify that Public folder is displayed.

Click Done.

© N o 00k~ w NP

Configure AD RMS client computer (ADRMS-CLNT)

To configure ADRMS-CLNT, install Windows Server 2012/R2, configure TCP/IP properties, and then join
ADRMS-CLNT to the HSMSERVER domain. AD RMS-enabled application also needs to be installed. In this
example, Microsoft Office Word 2007/2010 Enterprise Edition is installed on ADRMS-CLNT.
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To install Microsoft Office Word 2007/2010 Enterprise

1.

Log on to ADRMS-CLNT with the HSMSERVER\Administrator account or another user account in the
local Administrators group.

Double-click setup.exe from the Microsoft Office 2007/2010 Enterprise product disc.

Click Customize as the installation type, set the installation type to Not Available for all applications except
Microsoft Office Word 2007 Enterprise, and then click Install Now. This might take several minutes to
complete.

Install Luna Cryptographic Service Provider (CSP) on Windows Server
2012/R2

Open the command prompt, run the register.exe to register Luna CSP. The general form of command is
C:\Program Files\SafeNet\LunaClient\CSP>register.exe

Follow the instruction to register the Luna SA partition and provide the partition password when it prompts
for password.

Run the command to list the CSP libraries. The general form of command is

C:\Program Files\SafeNet\LunaClient\CSP>register.exe /library

Install AD RMS with Luna Cryptographic Service Provider (CSP) on
Windows Server 2012

To install the Microsoft Active Directory Rights Management Services:

1.
2.

Login to ADRMS-SRV as hsmserver\adrmsadmin.

Click Start, point to Administrative Tools, and then click Server Manager. The Server Manager shap-in
displays.

Click Add Roles and Features in the Server Manager Dashboard.
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4. Click Next on the Before You Begin page.

Before you begin

Installation Type

Server Selection

DESTIMATION SERWVER
ADRME-5RV. HEMServer.com

This wizard helps you install roles, role services, or features. You determine which roles, rele services, or
features to install based cn the computing needs of your organization, such as sharing decuments, or
hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Eefore you continue, verify that the fellowing tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static I[P addresses, are configured
* The most current security updates frem Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Mext.

[[1 Skip this page by default

| = Previous | | e In=tall | | Cancel |

5. Select Role-based or feature-based installation and then click Next on the Installation Type page.

DESTIMATION SERWER

Select installation type ADRMS-SRV.HSMServer.com

Before You Begin
Installati

Server Selection

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (WHD).

®) Role-based or feature-based installation
Configure a single server by adding roles, rcle services, and features.

) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or sessicn-based desktop deployment.

Install | [ Cancel
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6. Select the server from the server pool list and click Next on the Server Selection page.

DESTIMATION SERVER

Select destination server T =T i e

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type

) Select a virtual hard disk

Server Roles Server Pool

Features

Filter: |

MName Operating System

ADRMS-S5RV.HSMServer.... 172.25.11.108 Microscft Windows

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

Install | | Cancel |

7. Select the Active Directory Rights Management Services check box from Roles to install on this server.

DESTIMNATICON SERWER

Select server roles ADRMS-SRV.HSMSsrvarcom

Before You Begin Select one or more roles to install on the selected server.

Installation Type Description

Server Selection Active Directory Certificate Services
2 - = = (AD CS5) is used to create
[ Active Directory Domain Services certification authorities and related

Features [] Active Directory Federation Services role services that allow you to issue
and manage certificates used in a

Active Direct: Lightweight Direct Servi
- e Hiresteny 1 =9 \rEeteny seniees variety of applications.

Active Directory Rights Management Services
Application Server

DHCP Server

DMS Server

Fax Server

File And Storage Services (Installed)

Hyper-V

MNetwork Policy and Access Services

Print and Document Services

Remaote Access

ooooOrROOOOn

Remote Desktop Services

Install | |
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8. You receive a warning stating Add features that are required for Active Directory Rights Management

Services. Click Add Features.

Add features that are required for Active Directory
Rights Management Services?

You cannot install Active Directory Rights Management Services
unless the following role services or features are also installed.

A MET Framewaork 4.5 Features
A WCF Services
HTTP Activation
ASP.NET 4.5
4 Remote Server Administration Tools
4  Role Administration Tools
[Toocls] Active Directorny Rights Management Services T
A Web Server (1IS)

[ <] — ) [

Include management tools (if applicable)

| Add Features | | Cancel

9. Click Next to continue on the Server Roles page.

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles

Server Selection
[1 Active Directory Certificate Services

[1 Active Directory Domain Services

Featurss [ Active Directory Federation Services

AL RMS [1 Active Directory Lightweight Directory Services
Role Services Active Directory Rights Management Services

Web Server Role (II5) [ Application Server

[] DHCP Server

[] DNS Server

[] Fax Server

File And Storage Services (Installed)

[ Hyper-v

[1 Metwork Policy and Access Services

[] Print and Document Services

[] Remote Access

[[1 Remote Desktop Services

Role Services

Confirmation

DESTIMATION SERWER
ADRME-SRW. HSMServercom

Description

Active Directory Rights Management
Services (AD RMS5) helps you protect
information from wunauthorized use.
AD RMS establishes the identity of
users and provides authorized users
with licenses for protected
information.

Install | [ Cancel
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10. Click Next on the Active Directory Rights Management Services window.

DESTIMATION SERWER

Active Directory Rights Management Services ADRMS-SRV.HSMServer.com

Before You Begin Active [_}i rectory Rigl_ﬂs Managem gnt_Services (AD RMS) is an _inforr!'latl'nn plrmeclion technoloq_gy that
can be integrated with other applications to help safeguard digital information from unauthorized
Installation Typ= use, With AD RMS, content owners can take steps to define who can open, modify, print, forward, or
Server Salection take other actions with the information they choose to protect. Organizations can also use AD RMS to
create rights policy templates for applying rights restrictions directly to customer data to help ensure
Server Roles their confidentiality.

Features
Things to note:

* To deploy AD RMS, you must create a roct cluster for certification and licensing using one or more
Sernvers.

Role Services
puisblsenzerBalelilis) * After deploying AD RMS, you cannot change the name of the domain to which this AD RMS server
Role Services is joined.

Confirmation

More about deploying AD RMS

Install | [ cancel |

11. Select the Active Directory Rights Management Server check box from the Role Services and click Next
to continue.

DESTIMATION SERWER

Select role services e BT s

Before You Begin Select the role services to install for Active Directory Rights Management Services

Installation Type Role services Description

Server Selection e — - . .
Active Directory Rights Management Serve ACtI\:’E =S 7 G [ LT =3
Server Roles - . . . . Services [AD RM5) helps you protect

[ 1dentity Federation Support information from unauthorized use.
Features AD RMS establishes the identity of
users and provides authorized users
with licenses for protected
information.

Web Server Role (1I1S)
Role Services

Confirmation

Install | [ Cancel
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12. Click Next to continue on the Web Server Roll (IIS) page.

DESTIMNATIOMN SERVER

Web Server Role (”S) ADRMS-SRY.HSMServer.com

Before You Begin Web servers are computers that let you share information ocwer the Internet, or through intranets and
extranets. The Web Server role includes Internet Information Services {[IS) 8.0 with enhanced security,

Installation Typs diagnostic and administration, a unified Web platform that integrates 1S 8.0, ASP.NET, and Windows

Server Selection Communication Foundation.

Server Roles Things to note:

Features
* Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web
AD RMS server traffic, especially when there are multiple roles on this computer.

Role Services * The default installation for the Web Server (1I5) role includes the installation of role services that
enable you to serve static content, make minor customizations (such as default documents and HTTP
errors), monitor and log server activity, and configure static content compression.

Role Services

Confirmation

More information about Web Server IS

Install | [ Cancel

13. Use default selection and Click Next to continue on the Role Services page.

DESTIMATION SERWER

Select role services ADRMS-SRV.HSMSsrvarcom

Before You Begin Select the role services to install for Web Server (115)

Installation Type Role services Description

Server Selection P Web Server Prcwides suppert for
Server Boles HTML Web sites and optional
- Common HTTP Features support for ASP.NET, ASP, and Web

Features Default Document server extensions. You can use the

AD RS Directory Browsing Web Server to host an internal or
external Web site or to provide an

Role Services HTTP Errors environment for developers to
Static Content create Web-based applications.

Web Serwver Role (1)
HTTP Redirection

WebDAV Pubklishing
a Health and Diagnostics
HTTP Logging
[] Customn Logging
Logging Teools
[] ODBC Logging
Request Monitor

Confirmation

Install | [ Cancel
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14. Select the Restart the destination server automatically if required check box.

DESTIMATION SERVER

Confirm installation selections T =T i e

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type

Optional features (such as administration tocls) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
Server Roles their check boxes.

Features

AD RMS5

Server Selection

.MET Framework 4.5 Features
ASP.NET 4.5

WCF Services
Web Server Role {(1I5) HTTE Activation

Role Services

Role Services
Active Directory Rights Management Services

Active Directory Rights Management Server

Remaote Server Administration Tools
Rele Administration Tocls
Active Directory Rights Management Services Tools

Web Server (IIS)

Export configuration settings
Specify an alternate source path

15. A warning message about restarting the server displays, click Yes.

16. Click Install on the Confirmation page.

DESTINATIOMN SERWER

Confirm installation selections DRI e

Before You Begin Te install the following roles, role services, or features on selected server, click Install.

Installation Type

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. f you do not want to install these optional features, click Previous to clear
Server Roles their check boxes.

Features

AD RMS

Server Selection

MET Framework 4.5 Features
ASP.NET 4.5

Role Services
WCF Services

Web Server Role (I1S) HTTP Activation

Role Services
Active Directory Rights Management Services

Active Directory Rights Management Server

Remaote Server Administration Tools
Role Administration Toocls
Active Directory Rights Management Services Tools

Web Server (IIS)

Export configuration settings
Specify an alternate source path
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17. When installation is completed, either Close the wizard or click Perform additional configuration. You can
open the configuration wizard later by clicking the Notification Flag.

DESTIMATION SERWER

Installation progress ADRMS SRV.HSMSsrver com

View installation progress

o Feature installation

Configuration required. Installation succeeded on ADRMS-SRV.HSMServer.com.

Active Directory Rights Management Services
AD RMS is installed but additicnal configuration is needed.

Perform additional configuration.
Active Directory Rights Management Server
.NET Framework 4.5 Features
ASP.NET 4.5
WCF Services
HTTP Activation
Remote Server Administration Tools

Rele Administration Tools
Active Directory Rights Management Services Tools

You can close this wizard without interrupting running tasks. View task progress or cpen this
page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

| = Previous | | Mext > | | Close | | Cancel

18. The AD RMS Configuration wizard displays, click Next to continue.

TARGET SERVER
ADRMS-SRV.HSMServer.com

Active Directory Rights Management Services

AD RMS Cluster
Active Directory Rights Management Services (AD RMS) is an information protection technology
that can be integrated with other applications to help safeguard digital infermation from
unauthorized use. With AD RMS, content owners can take steps to define who can cpen, modify,
print, forward, or take other acticns with the information they choose to protect. Organizations
can also use AD RMS to create rights policy templates for applying rights restrictions directly to
customer data to help ensure their confidentiality.

More about deploying AD RMS

Install | | Cancel
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19. Select the Create a new AD RMS root cluster radio button and click Next on the AD RMS Cluster page.

TARGET SERVER
AD RMS Cluster ADRMS-SRV.HSMServer.com

Create or Join an AD RMS Cluster

Configuration Database AD RMS supports two types of clusters: a root cluster fer certification and licensing and a
licensing-only cluster. To deploy AD RMS, you must first set up a root cluster in the forest. You
can then set up one or more licensing-only clusters in the same forest, depending on your needs.

(® Create a new AD RMS root cluster

) Join an existing AD RMS cluster

More about AD RMS clusters

Install | [ Cancel |

20. Select the Use Windows Internal Database radio button on this server and click Next to continue.

c TARGET SERVER
Configuration Database ADRMS-SRV.HSMServer.com

AD RMS Select Configuration Database Server

AD RMS5 Cluster

Your AD RMS cluster uses a database to store configuration and policy information. The database

can be hosted either by Windows Internal Database or on a separate SQL database server

Service Account (recommended). If you choose Windows Internal Database, you cannot add more AD RMS
servers to this cluster. You can specify the 5QL database server by selecting it from a list, or you
can type its name or CNAME alias (recommended).

Configuration Datab

() Specify a database server and a database instance.
Server:

Database Instance:
| [~]

@) Use Windows_Internal Database on this server

More about the AD RMS configuration database

< Previous | | N Install | | Cancel
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21. Click Specify... to specify service account.

. TARGET SERVER
Service Account ADRMS-SRV.HSMServer.com

AD RMS Specify Service Account
AD RMS Cluster

Configuration Database The AD RMS cluster requires a doemain user account so that it can communicate with other

services and network computers. Specify a standard domain user account with no additional
permissions.

Domain User Account:

More about the AD RMS service account

Install | | Cancel |

22. A window displays to add service account user, type the ADRMSSRVC and password and click OK

@ NOTE: ADRMSSRVC is the user that you have created in Active Directory, see
Configure User Account and Group section above.

Type User Account Name and Password
Type the name and password of a standard domain user account.

For example, user@example.contoso.com, or domainluser name,

| ADRMSSRVC |

| sesccced |

Domain: HSMSERVER

Connect a smart card
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23. Click Next to continue on the Service Account page.

TARGET SERVER
ADRMS-SRV.HSMServer.com

Service Account

AD RMS Specify Service Account
AD RMS Cluster
Configuration Database The AD RMS cluster requires a domain user account so that it can communicate with other
services and network computers. Specify a standard domain user account with no additional
permissions.
Cryptographic hode
Cluster Key Storage Domain User Account:

Cluster Key Fassword HSMSERVERMVADRMSSRVC

More about the AD RMS service account

| = Prewvious | | In=tall | | Cancel

24. Select Cryptographic Mode to generate the keys and click Next to continue.

@ NOTE: You can select any mode on the Specify Cryptographic Mode page.
Based on the selected mode, the supported Luna CSP displays.

. TARGET SERVER
Cryptographic Mode ADRMS-SRV.HSMServer.com

AD RMS Specify Cryptographic Mode
AD RMS Cluster

Configuration Database AD RMS can operate under two modes which differ on the basis of the cryptographic key length
and the strength of signature hashes. Cryptographic mode 2 is recommended for new cluster
service Account deployments where you have ensured that all AD RMS client computers have been updated to
raphic e support it. As cryptographic mode 2 cannot be undone, if you are unsure of full support within
- = this cluster or any other clusters that it will share a trusted user domain (TUD) relationship with,
Cluster Key Storage select cryptographic mode 1 instead.
Cluster Key C5P

Cluster Wweb Site . .
@) Cryptographic Mode 2 (RSA 2048-bit keys/SHA-256 hashes)

) Cryptographic Mode 1 (RSA 1024-bit keys/SHA-1 hashes)

More about the AD RMS cryptographic mode

= Prewvious | | Mext = | Install | | Cancel
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25. Select the Use CSP key storage radio button and click Next to continue.

TARGET SERVER
Cluster Key Storage ADRMS-SRV.HSMServer.com

AD RMS Specify AD RMS Cluster Key Storage

AD RMS5 Cluster

An AD RMS cluster uses the AD RMS cluster key to sign certificates and licenses that the cluster
issues. The cluster key is required for disaster recovery and when additional AD RMS servers are
Service Account joined to the cluster. You can allow AD RMS to encrypt and store the key, or you can store the
key by using a cryptographic service provider (CSP). i the cluster key is stored in a CSP, you must
manually distribute the key to servers that join the cluster later.

Configuraticn Database

Cryptographic Mode

Cluster Key C5P () Use AD RMS centrally managed key storage

Cluster Web Site
(@ Use CSP key storage

More about cluster key storage

| = Prewvious | | Mext = | | In=tall | | Cancel |

26. Choose Luna enhanced RSA and AES provider for Microsoft Windows from the CSP drop-down menu
and select the Create a new key with the selected CSP radio button and then click Next to continue.

TARGET SERVER
Cluster Key CSP ADRMS-SRV.HSMServer.com

AD RMS Specify AD RMS Cluster Key CSP

AD RMS Cluster
A cryptographic service provider (CSP) can be used to store the AD RMS cluster key. Select an

Configuration Databasse
option to create a new key or use an existing key with the selected CSP.

Service Account

Cryptographic Mode csp-

Cluster Key Storage [Luna enhanced RSA and AES provider for Microsoft Windows

®) Create a new key with the selected CSP (recommended)
) Use an existing key with the selected CSP

Cluster Web Site

Key:

More about cluster key storage

| Install | | Cancel
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27. Click Next to continue on the Cluster Web Site page. Ensure that the Default Web Site is listed.

Cluster Web Site

AD RMS

AD RMS Cluster
Configuration Database
Service Account

Cryptographic Mode

Cluster Key Storage
Cluster Key CSP

Cluster Address

TARGET SERVER
ADRMS-SREV.HSMServer.com

Select AD RMS Cluster Web Site

AD RMS is hosted in an Internet Information Services ([IS) virtual directory, which is set up on one
of the existing Web sites on this server.

Select a Web site for the virtual directony:

Default Web Site

Install | [ cancel

28. Select Use an unencrypted connection (http://) and type the fully qualified domain name then click Next

to continue.

Cluster Address

AD RMS

AD RMS Cluster
Configuration Databass
Service Account
Cryptographic Mode
Clustar Kay Storage
Cluster Kay CSP
Cluster Web Site

Cluster Addr

Licensor Certificate
SCP Registration

Confirmation

TARGET SERVER
ADRMS-SRV.HSMServer.com

Specify Cluster Address

A cluster address makes it possible for AD EMS clients to communicate with this cluster over the
network, We recommend that you configure AD RMS to use the Secure Sockets Layer (S5L)
protocol to encrypt network traffic between AD RMS clients and this cluster. You must use an
SSL-encrypted connection if you intend to federate this cluster.

Connection Type:

() Use an S5L-encrypted connection (https://)
@ Use an unencrypted connection (http//)

Fulby-Cualified Domain Mame: Port:

httpa¥ ADRMS—SRV.HSMSefver.com a0

o You cannot change this address or port number after AD RMS is installed and configured.

More about the cluster web site

< Previous | | Mext> | [ nstal | [ cancel
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29. Ensure that the server name ADRMS-SRYV is listed and click Next to continue.

Licensor Certificate

AD RMS

AD RMS Cluster
Configuration Databasse
Service Account
Cryptographic Mode
Cluster Key Storage
Cluster Key CSP
Cluster Web Site
Cluster Address

SCP Registration

Confirmation

TARGET SERVER
ADRMS-SRV.HSMServer.com

Narme the Server Licensor Certificate

AD RMS creates a server licensor certificate that establishes the identity of this AD RMS cluster to
clients. Because of the significance of this certificate, we recommend that you make a backup of
this certificate te safeguard your deployment and improwve disaster recovery efforts in the event
of hardware failure or loss of the AD RMS database server.

Mame:
ADRMS-5RV

Install | [ cancel

30. Select Register the SCP now and click Next on the SCP Registration page.

SCP Registration

AD RMS

AD RMS Cluster
Configuration Databasse
Service Account
Cryptographic Mods
Cluster Key Storage
Cluster Key CSP
Cluster Web Site
Cluster Address

Licensor Certificate

Confirmation

TARGET SERVER
ADRMS-SRV.HSMServer.com

Register AD RMS Service Connection Point

The AD RMS service connection point (SCP) can be registered in Active Directory Domain Services
(AD DS) when an AD RMS cluster is created. The SCP provides clients with intranet URLs for the
AD RMS cluster.

To register the service connection point (SCP) now, you must be a member of the Enterprise
Admins group. If you are not a member of the Enterprise Admins group, you must have a
member of the Enterprise Admins group register the SCP after you finish installing AD RMS.
Clients cannot access this AD RMS cluster until its SCP is registered.

@ Register the SCP now

) Register the SCP later

More about SCP registration

Install
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31. Click Install on the Confirmation page.

Confirmation

AD RMS

AD RMS Cluster
Configuration Databasse
Service Account
Cryptographic Mode
Cluster Key Storage
Cluster Key CSP
Cluster Web Site
Cluster Address
Licensor Certificate
SCP Registration

Confirmation

TARGET SERVER
ADRMS-SRV.HSMServer.com

Confirm Installation Selections

To install the following roles, role services, or features, click Install.

Active Directory Rights Management Services

Cluster Type: Root cluster

Database Server: Windows Internal Database

Service Account: HSMSERVERMVADRMSSRWC

Cryptographic Mode: Cryptographic Mode 2

Cluster Key Storage: C5P key storage

C5P for Key Storage: Luna enhanced RSA and AES provider for Microsoft Windows
Cluster Web Site: Default Web Site

Cluster Internal Address: http:/Yadrms-srv.hemserver.com/

Licensor Certificate Name: ADRMS-5RV

Register SCP: Register Now

32. Click Close after successful installation of the AD RMS Services.

Results

TARGET SERVER
ADRMS-SRV.HSMServer.com

Installation Results

The following roles, role services, or features were installed successfully:
0 Active Directory Rights Management Services

* Before you can administer AD RMS on this server, you must log off and log on again.

The following rcle services were installed:

Active Directory Rights Management Server

Troubleshooting AD RMS setup

33. After restarting the system, log on as hsmserver/adrmsadmin and open the Active Directory Rights
Management Services console by clicking Server Manager -> Tools -> Active Directory Rights

Management Services.
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34. Expand the Active Directory Rights Management Services tree and you will see the Luna enhanced RSA
and AES provider for Microsoft Windows under:

Trust Policies -> Trusted Publishing Domains

@ NOTE: Luna CSP that you have selected at configuring the AD RMS displays
here.

File  Action  Wiew Help

92 H
a Active Directory Rights M e . Actions
pr Pt 1 rusted Publishing Domains | — : i
4 3} Trust Policies A f f
% Trused ser D @ Impart, expart and modify trusted publishing domains for this cluster. 2 mport Trusted Publishing Dorn.
5 Trusted Publist View ¥
| Rights Palicy Tem
'E-. 5 v e P 6] Refresh
ﬁ] Rights Account Ce rusted Fublishing Domain Intormation -
[ ;_% Exclusion Policies Help
b L2} Security Policies Trusted publishing domains define which publishing licenses are trusted by this cluster, The cluster automatically trusts content that it publishes, but it
b 12l Reports can trust publishing licenses granted by another cluster if you import the trusted domain file fram the other cluster, The fallowing trusted publishing wl
dornains are configured for this cluster, Select a domain to modify its properties or to export its settings to a file, a Expert Trusted Publishing Darn..
Help
4 Marne Type [ Key Container Cryptograpl
@’;‘_ADRMS-SR\F Internal Luna enhanced R34 and AES provider for Microsoft Windows _DRMSMode2:MS-GUID: 8., 2
< n >
{ m ¥
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e Security Policies —> Cluster Key Password

File  Action View Help

€| 2
S Active Directory Rights M [ ' o
ﬁf IANANN Custer Key Password Settings [cins i
4 3 Tt olices The administration for AD RMS Server Key Protection,
iTrusted User D Wiew 4

73 Trusted Publist

Refresh
] Rights Palicy Tem

&1 Rights Account Ce ! us!er !ey !asswor! !&!lngs _‘ Praperties

I ;_.% Exclusion Policies Help
4[5 Security Policies Inthe event of data loss or disk failure, you can reset the password that protects the A0 RMS cluster key, If you used the centrally managed AD RMS

ﬂa Super Users encryption method in this cluster or the trusted publishing domains to be imported to protect the AD RMS cluster key, you can reset the cluster key

d,

E Cluster Key Pa: passwr

ﬂ Decormission Key protection method: C5P-based key
b 12 Reports Cryptographic service provider name: Luna enhanced RSA and AES provider for Microsoft Windows

Key container name: _DRMS:Mode2:MS-GUID{8{9afe2e-cab8-455b-989d-0d542d536a17}
n Change cluster key passuard
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Verifying AD RMS Functionality using AD
RMS CLIENT

To verify the functionality of the AD RMS deployment, log on ADRMS-CLNT as Nicole Holliday and then restrict
permissions on a Microsoft Word document so that members of the CP&L Engineering group are able to read
the document but unable to change, print, or copy. Log out form ADRMS-CLNT and then log on as Stuart
Railson, verifying that the proper permission to read the document has been granted, and nothing else. Then,
log on as Limor Henig. Since Limor is not a member of the Engineering group, he should not be able to
consume the rights-protected file.

Before you can consume rights-protected content, must add the AD RMS cluster URL to the Local Intranet
security zone.

Add the AD RMS cluster URL to the Local Intranet security zone for all users who will be consuming rights-
protected content.

1. To add AD RMS cluster to Local Intranet security zone
e Log onto ADRMS-CLNT as Nicole Holliday.
e Click Start, and then click Internet Explorer.
e Click Tools, and then click Internet Options.
e Click the Security tab, click Local intranet, and then click Sites.

e Inthe Add this website to the zone, type http://<fully qualified domain name of the server>, for
example http://ADRMS-SRV.hsmserver.com and then click Add.

e Click Close and then OK.
e Repeat steps 1-6 for Stuart Railson and Limor Henig.

Next, log on a Nicole Holliday and create a Microsoft Word 2007/2010 document and save it to the \ADRMS-
SRV\Public folder.

2. To restrict permissions on a Microsoft Word document
e Log onto ADRMS-CLNT as Nicole Holliday.

e Right click on the screen and select New -> Microsoft Office Word Document.

e Type CP&L engineering employees can read this document, but they cannot change, print, or
copy it on the blank document page after opening it.

e Click the Microsoft Office Button, click Prepare, click Restrict Permission, and then click Restricted
Access.

e Click the Restrict permission to this document check box.
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¢ Inthe Read box, type email of the group for which you want to grant the permission, for example
engineering@hsmserver.com and then click OK to close the Permission dialog box.

e Click the Microsoft Office Button, click Save As, and then save the file as \ADRMS-
SRV\Public\ADRMS-TST.docx.

e Log off as Nicole Holliday.
Next, log on as Stuart Railson and open the document, ADRMS-TST.docx
3. To view a rights-protected document
Log on to ADRMS-CLNT as Stuart Railson.

Click Start, and then click Computer.

Click in the Address bar, type W ADRMS-SRV\Public\ADRMS-TST.docx, and then press Enter.

The following message displays: "Permission to this document is currently restricted. Microsoft
Office must connect to http://adrms-srv.hsmserver.com/_wmcs/licensing to verify your
credentials and download your permission.”

Click OK.

The following message displays: "Verifying your credentials for opening content with restricted
permissions..."

When the document opens, click the Microsoft Office Button. Notice that the Print option is not
available.

Close Microsoft Word.

Log off as Stuart Railson.

Finally, log on as Limor Henig and verify that he is not able to consume the rights-protected file.
4. To attempt to view a rights-protected document.

Log on to ADRMS-CLNT as Limor Henig.

Click Start, and then click Computer.

Click in the Address bar, type WADRMS-SRV\Public\ADRMS-TST.docx, and then press Enter.

The following message displays: "Permission to this document is currently restricted. Microsoft
Office must connect to http://adrms-srv.hsmserver.com/_wmcs/licensing to verify your
credentials and download your permission."

Click OK.

The following message displays: "You do not have credentials that allow you to open this
document. You can request updated permission from nhollida@hsmserver.com. Do you want to
request updated permission?"

e Click No, and then close Microsoft Word.

This demonstrates the AD RMS functionality, using the simple scenario of applying restricted permissions to a
Microsoft Word 2007/2010 document. This deployment can be to explore to some of the additional capabilities
of AD RMS through additional configuration and testing.
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Trusted Publishing Domains (TPD)

By default, an AD RMS Licensing Server can issue use licenses for only content where it originally issued the
publishing license. In some situations, this may not be acceptable.

In order to specify a cluster that is allowed to issue use licenses for content protected by a different cluster, the
first cluster must be defined as a trusted publishing domain. If content was published by another certification
cluster either in your organization, for example, a subsidiary organization in another forest, or in a separate
organization, your AD RMS cluster can grant use licenses to users for this content by configuring a Trusted
Publishing Domain on your AD RMS cluster.

By adding a Trusted Publishing Domain, you set up a trust relationship between your AD RMS cluster and the
other certification cluster by importing the Trusted Publishing Certificate of the other cluster.

SafeNet Luna HSM supports TPD with multiple forests. To enable Trust model TPD needs to be exported in the
cluster where you protected the content and imported in the one where you are trying to consume it.

SafeNet Luna HSM is tested with two-way TPD between the two forests.
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Troubleshooting Tips

Problem:

Error message “Password could not be contacted” when trying to register Service Account while installing
AD RMS on the Domain Controller.

Solution:

1. Ensure that the user must have the member of Domain Administrator groups or Enterprise Administrator
group whose credentials you are supplying.

2. User Account user should be other than that user which is installing AD RMS.
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