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Preface

Preface

This document is intended to guide administrators through the steps for Azure HYOK integration with on
premise AD RMS that uses SafeNet Network HSM for securing the tenant key. This guide provides the
necessary information to install, configure, and integrate Azure HYOK with on premise AD RMS.

Scope

This guide provides instructions for setting up a small test lab with AD RMS running with SafeNet Network HSM
for securing the tenant key and integrate with Azure HYOK feature for protected documents. It explains how to
install and configure the software that is required for setting up Azure HYOK with on premise AD RMS while
storing tenant key on SafeNet Network HSM.

Gemalto Rebranding

In early 2015, Gemalto completed its acquisition of SafeNet, Inc. As part of the process of rationalizing the
product portfolios between the two organizations, the Luna name has been removed from the SafeNet HSM
product line, with the SafeNet name being retained. As a result, the product names for SafeNet HSMs have
changed as follows:

Old product name New product name
Luna SA HSM SafeNet Network HSM
Luna PCI-E HSM SafeNet PCI-E HSM
Luna G5 HSM SafeNet USB HSM
Luna Client SafeNet HSM Client

@ NOTE: These branding changes apply to the documentation only. The SafeNet
HSM software and utilities continue to use the old names.

Document Conventions

This section provides information on the conventions used in this template.

Notes

Notes are used to alert you to important or helpful information. These elements use the following format:
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@ NOTE: Take note. Contains important or helpful information.

Cautions

Cautions are used to alert you to important information that may help prevent unexpected results or data loss.
These elements use the following format:

i CAUTION: Exercise caution. Caution alerts contain important information that may
help prevent unexpected results or data loss.

Warnings

Warnings are used to alert you to the potential for catastrophic data loss or personal injury. These elements use
the following format:

A WARNING: Be extremely careful and obey all safety and security measures. In
this situation you might do something that could result in catastrophic data loss or
personal injury.

Command Syntax and Typeface Conventions

Convention Description
bold The bold attribute is used to indicate the following:
e Command-line commands and options (Type dir /p.)
e Button names (Click Save As.)
e Check box and radio button names (Select the Print Duplex check box.)
e Window titles (On the Protect Document window, click Yes.)
e Field names (User Name: Enter the name of the user.)
e Menu names (On the File menu, click Save.) (Click Menu > Go To > Folders.)
e Userinput (In the Date box, type April 1.)

italic The italic attribute is used for emphasis or to indicate a related document. (See the
Installation Guide for more information.)

Consolas Denotes syntax, prompts, and code examples.
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Support Contacts

If you encounter a problem while installing, registering or operating this product, please make sure that you have
read the documentation. If you cannot resolve the issue, contact your supplier or Gemalto Customer Support.
Gemalto Customer Support operates 24 hours a day, 7 days a week. Your level of access to this service is
governed by the support plan arrangements made between Gemalto and your organization. Please consult this
support plan for further information about your entitlements, including the hours when telephone support is
available to you.

Contact Method Contact Information

Address Gemalto
4690 Millennium Drive
Belcamp, Maryland 21017, USA

Phone us 1-800-545-6608
International 1-410-931-7520

Technical Support | https://serviceportal.safenet-inc.com

Customer Portal Existing customers with a Technical Support Customer Portal account can log in to

manage incidents, get the latest software upgrades, and access the Gemalto Knowledge
Base.
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1 — Introduction

Introduction

Overview

In August 2016, Microsoft announced a preview of Hold Your Own Key (HYOK) designed to support
organizations that need to comply with complex regulation and compliance policies. HYOK enables
organizations to retain sole control over encryption keys and over the authorization process. For the majority of
organizations, HYOK enables keying material to be generated and stored within their on-premise HSM as
opposed to storing keying material in the Azure Cloud.

HYOK is implemented via a new Azure Information Protection client that now supports multiple RMS services
within a singular Azure Information Protection environment (Azure RMS and AD RMS). End users simply select
and apply the appropriate classification label for the document that will be shared. i.e. A label of “Internal and
Confidential’ would be based upon an AD RMS Rights Policy, while a label of “For Partners and 3 parties”
would be based upon an Azure RMS rights policy and enables documents to be shared externally.

Active Directory Rights Management Services (AD RMS) is an information protection technology that works with
AD RMS-enabled applications to help safeguard digital information from unauthorized use. Content owners can
define who can open, modify, print, forward, or take other actions with the information. A single HSM will be
deployed to provide a security framework to the data in use, data at rest and the data in transit.

SafeNet Network HSM secures the AD RMS Cluster Key generated and used by the AD RMS. You can
integrate the AD RMS with the SafeNet Network HSM by using the MSCAPI interface. The benefits of using
SafeNet Network HSM with the AD RMS are:

e Secure storage of the AD RMS Cluster Key
e FIPS 140-2 level 3 validated hardware

e Full life cycle management of the keys

o Failover support

e Load-balancing.

Understanding the HYOK

The Azure Information Protection HYOK — Hold Your Own Key — feature is about enabling an organization to
protect data in a way where, well, you hold the key. Whereas BYOK (Bring Your Own Key) requires
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organizations to give control of keying material to Azure and store their keys in the Azure Cloud. For many
organizations, this loss of control over keying material to a cloud provider limits their use of the cloud.

The HYOK concept is quite simple: You deploy multiple RMS services within a singular Azure Information
Protection environment. At a top level, here’s what you would do:

You deploy Azure Information Protection in your organization as per usual guidance. In effect, the Azure
Information Protection services (Azure RMS, Admin Information protection configuration in Azure) are always
cloud hosted but they enable you to operate in a cloud-only, hybrid, or on-premises only (via the RMS
connector) deployment.

1. Azure RMS is where you define your Azure RMS protection policies for sensitive data.
2. AD RMS is where you define your AD RMS protection policies, for ‘top-secret’ data.

3. Your Azure Information Protection service is where you define all your classification labels. Labels can be
bound to an Azure RMS server as well as AD RMS server.

When an end user makes use of their classification user interface, they see labels not really knowing which
RMS server is used... by design! They pick the label and you, as IT, set the policy that gets applied. That's it! By
way of example, in this label taxonomy, My Group could be bound to AD RMS (for internal sharing) and All
Employees bound to Azure RMS (for third party and external users). Your users need not care.

Personal Not Restricted Internal Confidential | Secret + B

3 ) 5 My Group -

All Employees
3rd Party Application Details
e ADRMS
e Microsoft Azure Premium P2 Subscription
e Microsoft Office
Supported Platforms
The following platforms are tested with SafeNet Network HSM:
Operating Systems SafeNet HSM Microsoft Office
Windows Server 2012 R2 SafeNet Network HSM Appliance | otfice 2013 SP1

Software v6.2.1
Firmware 6.10.9 or 6.24.2
SafeNet HSM Client 6.2.1

Azure HYOK Integration Guide



1 — Introduction

Prerequisites

On Premise AD RMS Setup

First you need to setup on premise AD RMS using SafeNet Network HSM. Follow the Active Directory Rights
Management Services Integration Guide with SafeNet HSM to setup and configure AD RMS with SafeNet
Network HSM. AD RMS Integration guide is available on SafeNet support.

On premise AD RMS setup must have the following:

Operating System Applications and Services Description Computer Name
Windows Server® 2012 | Active Directory, Domain Name Domain Controller | ADRMS-DC

R2 Enterprise System (DNS)

Windows Server® 2012 | AD RMS, Internet Information AD RMS Server | ADRMS-SRV

R2 Enterprise Services

(I1S) 7.0, and Message Queuing

Windows 7 Enterprise Microsoft Office Word 2013 Enterprise | AD RMS Client ADRMS-CL
Edition with Service Packl |Edition with Service Packl

You need to have AD RMS working in your environment, with single sign-on setup, and only use one root
cluster of AD RMS servers. After setting up everything mentioned in the integration guide make the following
changes to work with the Azure HYOK.

AD RMS integration guide uses the HTTP to connect with licensing URL but Azure HYOK require the HTTPS.
To enable the HTTPS protocol you need to generate the SSL certificate for the IS and bind it to start working
with HTTPS. Steps to enable the HTTPS are provided below:

Log on to the ADRMS server as administrative permission.

Click Start -> Administrative Tools -> Internet Information Services (IIS) Manager.
Click on Server Name in the left pane tree and double click Server Certificates.

On the right side under Actions pane, click on the Create Self-Signed Certificate...
Specify the Friendly Name and click OK. It generates the certificate.

Now expand the Sites and click on Default Web Site.

Click on SSL Settings and then in Actions pane click Bindings...

© N o g kM w N E

A Site Bindings window will pop up. Click Add and then select Type as https and SSL certificate that you
have generated.

9. Click OK and then Close to close the Site Binding window.

10. Now browse the licensing URL to check it is accessible on HTTPS.
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https://adrms-srv.hsmserver.com/_wmcs/licensing/license.asmx

D+ 80| 2 liense Wb Serice

License ’

‘The following aperstions are supported. For a formal definion, pleaze review the Service Descripfion,

+ Acquirelicense

+ AcquirePrelicense

After configuring the ADRMS on HTTPS you need couple of settings to work with Azure HYOK. To do these
settings follow the steps below:

1. Open the Active Directory Rights Management Services console.
2. Click on the ADRMS server in the left pane and from Actions pane at right side click on Properties.

3. Click on the Cluster URLs tab and select Extranet URLS. Select https in Licensing and Certification and
provide the IP Address of ADRMS server.

L Active Directory Rights Management Services |=8 % |
Fie  Action Veew Help
LA 7]
Tr Actve Drectory Fignes Managemest Semaces s
- adrms-snv fsmsanver.com {Local) «
m Condigure s=ttings for a cluster. All servers in 3 clusier share comeman configuration and logging databases 20 Change Sanice Accouse
View
adrms-srv hsmsernver.com (Local) Properties. -1 K Deete
ServerCetfeste | Prowy Sengs oy | ¢ =} Fensme
e Cusier URLY AD RS Servemy 3 FRetresh
The batrwing L3 arm e by AL FIME cherta s corved b e chder Prpota
txtoerang wa semtemen H e
et Uia
e
ertificationc -
bemars  [hae [ imene) / mestiarseg
Ixtranet chestes URLs -
Ucermng: Cotfren i ok oy bramaerrer o) e emtfester,
il
¥ Epwa R
Corramction parts uand by ediined
oo
Sor ame
Database rame
Tasks =
1. Ree ks
B [ Carer Hoo
4]
a
) iomriss
2 Dptional tasks
[« T
B b
] ¥ s B —— THG1 A
)
TR |l§| SRl ey

4. Click OK to close the Properties. Extranet URL setting is required to reach the ADRMS server from outside.
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5. Now click on Rights Policy Templates and note down the GUID. Both GUID and Licensing URL is required
later when setting up the AD RMS template in Azure RMS. If no any GUID is listed under Rights Policy
Templates then click on the Create Distributed Rights Policy Templates... in Actions pane and follow

the wizard with default options to create it.

Fle Adion View Help

o7

i:! Active Directory Rights Management Senvices
1 ﬁ adme-snehsmeerver.com (Local)
) 3 TnetPalides
1] RightsPoly Templtes
E] Rights Account Certficate Policies
) 3 bicusionPoices
) 3 Secwty Poies
) 2 Repotts

Distributed Rights Policy Templates s

E (Create, view and modify distributed rights palicy templates for this cluster,

o Manage Distributed Rights Policy Templates
Manage Archived Rights Policy Templates

P View 4
istributed Rights Policy Template Information R
0 Refish
A rights policy template defines the ules and conditions applied to content protected by using thetemplate. Pupetis
To create 2 new distributed template, click Create Distributed Rights Policy Template in the Actions pane. To archive a ditributed rights policy template select the template and then click Archive this Rights Policy n Help
Template.
Templetes il locaton: Notset ﬁ Create Distrbuted Rights Plicy Template..
& Aechive this Rights Policy Templzte
& Name Created Date  Last Modified Dat. Last Modlfied By Ll m Copy
JADRVG-Rismsenercom Y60 9/ HSGERVER|ADRMSADMIN {09099F4c-b788-Hbe- BT T1400B1c9) @ Vi i Sy
ﬂ Help

n Create distiuted rights policy template
n Manage archived rights policy templates

n Change distributed rights policy ternplates file location

Now you are ready to deploy the Azure HYOK with on premise AD RMS.
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2 — Integrating Azure HYOK with On Premise AD RMS

2

Integrating Azure HYOK with On Premise
AD RMS

Azure HYOK with AD RMS

To set up Azure HYOK with AD RMS, first you need the Azure account and Azure Premium P2 subscription for
Azure RMS services. You can subscribe it from Microsoft Azure Portal online.

Configuring Azure RMS Services with On Premise AD RMS

1. After you have signed up for your Azure account, sign in to the Azure classic portal. Use a global
administrator account such as the account you used to get the subscription that includes Azure Rights
Management.

2. Inthe left pane, click ACTIVE DIRECTORY.
From the active directory page, click RIGHTS MANAGEMENT.

4. Select the directory to manage for Rights Management, click ACTIVATE, and then confirm your action.

@ NOTE: If you see an activation error, it might be because your service plan or
product version does not include the Azure Rights Management service for Azure
Information Protection.

Use the subscription information to confirm that your subscription includes Azure
Rights Management. For help with this issue, contact Microsoft Azure support.
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2 — Integrating Azure HYOK with On Premise AD RMS

The RIGHTS MANAGEMENT STATUS should now display Active and the ACTIVATE option is replaced with
DEACTIVATE.

e | [ (9] B
oz

e hore D ey rcne 3 )| B A Diectony Mo 3 |
& C | & hitps imanagewindowsazure.com

active directory
AMECALTE MOUTESACTOR AUTH PROMADERS BAGKTS MAKAGFMENT

MANE ROGHTS MANACEMENT ETATUS -]

Next step is to synchronize Azure Active Directory and local Active Directory for password synchronization. To
do this download the Azure AD Connect from Microsoft official site:

https://www.microsoft.com/en-us/download/details.aspx?id=47594

5. Signin as a local administrator to the server (Local AD) you wish to install Azure AD Connect on. You
should do this on the server you wish to be the sync server.

6. Navigate to and double-click AzureADConnect.msi.

7. Onthe Welcome screen, select the box agreeing to the licensing terms and click Continue.

Azure HYOK Integration Guide
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2 — Integrating Azure HYOK with On Premise AD RMS

8. Onthe Express Settings screen, click Use express settings.

Express Settings

Express Settings

If you have a single Windows Server Active Directory forest, we will do the following:

Configure synchronization of identities in the current AD forest of FABRIKAM
= Configure password synchronization from on-premises AD to Azure AD

= Start an initial synchronization

- Synchronize all attributes

= Enable Auto Upgrade

Learn more about express settings

If you would like different settings, click Customize.

9. Onthe Connect to Azure AD screen, enter the username and password of a global administrator for your
Azure AD. Click Next.

Connect to Azure AD

Express Settings

Connect to Azure AD Enter your Azure AD credentials: 9

Connect to AD DS USERMAME

Configure

PASSWORD
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2 — Integrating Azure HYOK with On Premise AD RMS

10. On the Connect to AD DS screen, enter the username and password for an enterprise admin account. Like
HSMSERVER\Administrator and click Next.

Express Settings
Connect to Azure AD

Connect to AD DS

Configure

Connect to AD DS

Enter the Active Directory Domain Services enterprise administrator credentials: 9

USERMNAME

[com

TS e e AT
TOS0 | usermname

Nuse, . |

PASSWORD

11. On the Ready to configure screen, select Start the synchronization process as soon as the
configuration completes. Click Install.

Express Settings
Connect to Azure AD
Connect to AD DS

Ready to configure

Once you click Install/Upgrade, we will do the following:

Start the synchronization process as scon as the configuration completes.

[] Exchange hybrid deployment 9

Install the synchronization engine
Configure AAD Connector

Configure fabrikamonline.com Connector
Enable Password synchronization

Enable Aute Upgrade

Configure synchronization services on this computer

12. When the installation completes, click Exit.
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2 — Integrating Azure HYOK with On Premise AD RMS

13. Now sign off from the Azure Classic Portal and sign in again to see the synchronization. After sync it will

show you the local users and groups in Azure portal.

[ B

Rimoee Hersg

Nacesie Moy

sopanl

St Fadsen

On-Premaes Direchory Symehrengabon Senace Acooast 5y

Om Premises Directory Syrchvonizacion fanice Accoust.  5yny.

i

SURUD ROV

SR NAME

14.
below.

15.

Now log on to Microsoft Azure Portal and create Azure RMS Protection policy using the steps provided

In a new browser window, sign in to the Azure portal as a global admin for your tenant.

Azure HYOK Integration Guide

16



2 — Integrating Azure HYOK with On Premise AD RMS

16. On the hub menu, click New, and then, from the MARKETPLACE list, select Security + Identity. In the
Security + Identify blade, from the FEATURED APPS list, select Azure Information Protection.

{ a Semury « identey Mo x| S0 Direetery . Mer % | 3% i A Etwed | o [9] B |

= | @ hatpsportalagune.comy #omate/hu i

————r——— =

17. Select Pin to dashboard to create an Azure Information Protection tile on your dashboard, so that you can
skip browsing to the service the next time you sign in to the portal. Click Create.

& e Froe % i S socees |1 @] &1

B CIon e € [Blelalw].i]

18. Click Azure Information Protection on dashboard.
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19. Explore the main Azure Information Protection blade, which shows the default Information Protection policy
that's automatically created:

e Labels for classification: Personal, Public, Internal, Confidential, and Secret. Read the tooltip for
each to understand how the labels are intended to be used. Note that Secret has two sub-labels: All-
Employees and My-Group, which provides an example of how a classification can have subcategories.

20. Select On for All documents and emails must have a label. For Select the default label, set this to Internal.
For Users must provide justification to set a lower classification label, remove a label, or remove
protection, set this to On.

Configure 2 B and tooltip for the Information Protection cient on usar devices

ety

ConBgure the name, tooktip, nd additional setings of each libel Order the labels sccording ta their sensitivity hevel

LABEL HAME oo MARENG FROTECTION

Configuring a label for protection, a watermark, and a condition to prompt
for classification

Now, you need to change the settings of one of the labels, Confidential:
1. Click on the label: Confidential.

2. Inthe Label: Confidential blade, locate the section Set RMS template for protecting documents and
emails containing this label:

For the Select RMS template from option, click AD RMS (PREVIEW)
Enter the GUID of your AD RMS Server in the Type the template GUID section.

Enter the licensing URL of your AD RMS server in the Type the licensing URL of the AD RMS cluster
section.
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2 — Integrating Azure HYOK with On Premise AD RMS

6. Change the settings for Header, Footer, Watermark and other settings as you needed and click on Save to
save the changes.

Set visusal marking (uuch as header e footer)

thea sl v 3 hassde

7. Now click on Publish to publish the changes you made. Click Yes when the confirmation message displays.

- Labet ol - M = v = = s | [ @) 5|

€ 03] @ nipesiponalacure.com/#bisdnMicioch Acure nfotrat . el TT— ket # i

A Ok Putiah 10 cepioy changes 1o 4l usens

Confiqure 3 tithe and toainp for the Information Protection client on i deices

Serwtty

Configure the rame, tooltp, and sdditionsl settings. of mech Label, Crder the labeh according 1o Shesr semsrity hrvel

AR AN Tosre ARG rRaTICTION

.1 T

Configure conditions, for sutomatically applying this label

1 2o f thase conitins are met. this label & sppies

You are now ready to apply this label to our documents and protect them using on premise AD RMS protection.
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2 — Integrating Azure HYOK with On Premise AD RMS

Verifying Azure HYOK feature with On Premise AD RMS using ADRMS
Client

To verify the HYOK with AD RMS, first make sure that your AD RMS client computer must have Windows 7
Enterprise Edition with Service Pack 1 or higher and either Microsoft Office 2013 or Microsoft Office 2016. Office
2010 does not support HYOK feature.

In case of Office 2013, Ensure that you have Office 2013 with Service Pack 1 is installed and you have applied
the Office 2013 update KB3054853. Also you have installed the .Net 4.5.1 on AD RMS client computer.

Above updates are needed to install the Azure Information Protection Client. You can download the Azure
Information Protection Client from Microsoft download center.

https://www.microsoft.com/en-us/download/details.aspx?id=53018
1. Log onto ADRMS-CL as an Administrator.

2. Run AzInfoProtection_v233.exe and select the license agreement. Click Install.
E AzlnfoProtection - Prewiew EI

Microsoft Azure
Information Protection

MICROSOFT PRE-RELEASE SOFTWARE LICENSE TERNMS

>

MICROSOFT AZURE INFORMATION PROTECTION - PREVIEW

These license terms are an agreement between Microsoft Corporation (or based
on where you live, one of its affiliates) and yvou, Please read them. They apply 1o
the pre-release software named above, which includes the media on which you
received it, if any. The terms also apply to any Microsoft

Iggree to the license terms and conditions
[]Install a derne pelicy until ancther policy applied

Privacy Statement [

Version 1.0.233.0 Install | [ Close |

3. Click Close when installation finish.

E AzlnfoProtection - Prewview

4 Microsoft Azure
"'w: Information Protection

Setup Successful

4. Now logoff from the system and login with domain user to create a restricted documents.
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2 — Integrating Azure HYOK with On Premise AD RMS

5. Log onto ADRMS-CL as NHOLLIDA.

lﬁ NOTE: If AD RMS setup is done as per the AD RMS Integration Guide then all
these users would be there.

6. Create a new word document and write something in the document. You can see the Azure Information
Protection labels in the document.

7. Click on the Confidential that you configured for AD RMS (PREVIEW) in Azure Portal.

8. A security alert message will display as you are using the self-signed certificate for HTTPS. Click Yes.

P "

Security Alert @

Thiz page requires a secure connection which includes
:J.

gerver authentication.

The Certificate |zzuer for thiz zite is untrusted or
unknown, Do vau wizh to proceed?

N ] E Mo { [ Yiew Certificate ] [ Mare |nfa

9. A security window will pop up that requires the username and password to connect with On Premise AD
RMS Server. Provide the credentials. Click OK.

- o

Windowws e curity @

Connecting to adrms-srv.hsmserver.com,

——— | HSMSERWER\nhollics |

| |.|-----|| |
| Domain: HSMSERVER

[C] Rernember my credentials

| ’ Insert a smart card

QK l ’ Cancel
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2 — Integrating Azure HYOK with On Premise AD RMS

10. After verifying the credentials it will apply the label Confidential on the opened doc. It shows that it uses the
Azure RMS label defined for AD RMS that uses On Premise AD RMS Server for verification of user account
and licensing information.

[ TR e Wad T W
CabaBad) <[ 1A & Aa- B EefE T EE
a7 e R B ¥ A  AAF- & Salect s

o (B LW a A3BbCEM | BaBbGIDC SaBLT A AQBI sssvocr aspecn somon PABBCODE 4355000 e ABOIDE ABBBEON | g o

r e, W

W Seiovty. W Confidential N,

11. Save this document at any shared location that is accessible by all domain users.
12. Logoff from the system and again login with another domain user.

13. Log on to ADRMS-CL as LHENIG. Open the document from the shared location. Click Yes when Security
Alert window pop up.

14. A window for the credential will pop up. Provide the credentials for LHENIG and click OK.

Wifindowws Security @

Connecting to adrms-sre.hsmserver.com.

— - | HEMSERWERNL HEMIG |

| | ...----.l |
|E Domain: HSMSERVER

[ Rermember my credentials

|
| Insert a smart card
————

014 ] [ Cancel
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15. When the document opened click on the View Permission button to see the permission provided to the user
you logged in.

sinity: | Confidential %,

This dooument is protected by On-Premise AD RMS and using the services from Azure RMS,

Fuk onmat

It successfully applied the Azure RMS labels with on premise AD RMS protection. When applying any label that
is configured for the AD RMS (PREVIEW) in Azure portal it restricts the permission on the documents to domain
users. No one other than your internal AD users can open the document. To open the documents RMS enabled
application must connect with AD RMS server that is configured with on premise SafeNet Network HSM for

storing the tenant key. When any request is coming for user license on AD RMS server HSM stored tenant key
is used to sign the license.
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It demonstrates how to use Azure HYOK feature for protecting the secret data. We have configured the built-in
Azure RMS label (Confidential) for demonstration. However you can create your own label and configured it to
use the on premise AD RMS for internal user and Azure RMS for external users or third party. To create a new
label, log on to Azure portal and click on Azure Information Protection blade. You can find the “Add a new label”
link on Azure Information Protection page below the built-in labels. Click on this link and add the required
information to create a new label which uses on Premise AD RMS for protecting the documents.

W At Rt b -'-I-n-l-w'r-.lh- LR - BN
4 [+ e Ll Pt s o

LA e P S T B RIS S OF bt e TR P W BRI N T ey s

Crm i mnte e L

B
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