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Third-Party Software Acknowledgement

This document is intended to help users of SafeNet products when working with third-party software, such as
OpenlAM.

Material from third-party software is being used solely for the purpose of making instructions clear. Screen
images and content obtained from third-party software will be acknowledged as such.

Description

SafeNet Authentication Service delivers a fully automated, versatile, and strong authentication-as-a-service
solution.

With no infrastructure required, SafeNet Authentication Service provides smooth management processes and
highly flexible security policies, token choice, and integration APIs.

OpenlAM is a comprehensive Identity and Access Management infrastructure that provides a strong security
foundation to provision users and authenticate and authorize access to enterprise systems.

OpenlAM is an integration of OpenlAM Identity Manager and OpenlAM Access Manager.

OpenlAM ldentity Manager automates the task of managing identities across the various devices and
applications used by the enterprise. OpenlAM Access Manager integrates seamlessly with OpenlAM Identity
Manager to provide a comprehensive solution that allows you take control of not only who can access your
systems, but what they can do once they are in there.

This document describes how to:

o Deploy multifactor authentication (MFA) options in OpenlAM using SafeNet OTP authenticators managed by
SafeNet Authentication Service.

o Configure SAML authentication in OpenlAM using SafeNet Authentication Service as an identity provider.

It is assumed that the OpenlAM environment is already configured and working with static passwords prior to
implementing multi-factor authentication using SafeNet Authentication Service.

OpenlAM can be configured to support multi-factor authentication in several modes. The SAML authentication
will be used for the purpose of working with SafeNet Authentication Service.

Applicability

The information in this document applies to:
o SafeNet Authentication Service (SAS)—SafeNet’s cloud-based authentication service

o SafeNet Authentication Service — Service Provider Edition (SAS-SPE)—A server version that is used by
Service providers to deploy instances of SafeNet Authentication Service

e SafeNet Authentication Service — Private Cloud Edition (SAS-PCE)—A server version that is used to
deploy the solution on-premises in the organization
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Environment

The integration environment that was used in this document is based on the following software versions:
e SafeNet Authentication Service — Private Cloud Edition (SAS-PCE)
e OpenlAM—Version 3.3.3

Audience

This document is targeted to system administrators who are familiar with OpenlAM, and are interested in adding
multi-factor authentication capabilities using SafeNet Authentication Service.

SAML Authentication using SafeNet Authentication
Service Cloud

SafeNet Authentication Service (SAS) Cloud provides a service for SAML authentication that is already
implemented in the SAS Cloud environment and can be used without any installation.
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SAML Authentication using SafeNet Authentication
Service-SPE and SafeNet Authentication Service-PCE

In addition to the pure cloud-based offering, SafeNet Authentication Service (SAS) comes with two on-premises
versions:

e SafeNet Authentication Service — Service Provider Edition (SPE)—An on-premises version of SafeNet
Authentication Service targeted at service providers interested in hosting SAS in their data center.

e SafeNet Authentication Service — Private Cloud Edition (PCE)—An on-premises version of SafeNet
Authentication Service targeted at organizations interested in hosting SAS in their private cloud environment.

For both on-premises versions, SAS can be integrated with the Shibboleth infrastructure, which uses a special
on-premises agent called SafeNet Authentication Service Agent for Shibboleth.

For more information on how to install and configure the SafeNet Authentication Service Agent for Shibboleth,
refer to the SafeNet Support Portal.
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SAML Authentication Flow using SafeNet Authentication
Service

SafeNet Authentication Service (SAS) communicates with a large number of service providers and cloud-based
services solutions using the SAML protocol.

The image below describes the dataflow of a multi-factor authentication transaction for OpenlAM.
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1. A user attempts to log on to OpenlAM. The user is redirected to SafeNet Authentication Service (SAS). SAS
collects and evaluates the user's credentials.

2. SAS returns a response to OpenlAM, accepting or rejecting the user’s authentication request.

SAML Prerequisites

To enable SafeNet Authentication Service to receive SAML authentication requests from OpenlAM, ensure the
following:

e End users can authenticate from the OpenlAM environment with a static password.
e End users must be assigned a service provider as the default resource to achieve SSO (Refer to “
Appendix: Assigning a Service Provider (as the Default Resource) to OpenlAM Users for SSO” on page 25).

e OpenlAM must be deployed on either the Jboss application server or Apache Tomcat server.

Configuring OpenlAM

Adding SafeNet Authentication Service (SAS) as an identity provider in OpenlAM requires the following:
e Creating a Service Provider, page 7
e Downloading the OpenlAM Metadata, page 10

e Creating an Identity Provider, page 12
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Creating a Service Provider

A service provider offers services that access protected resources and handles authorization.
1. In a web browser, open the following URL:
http://<FQDN_of_client_machine>:9080/webconsole

where, FQDN_of_client_machine is the domain name of the client machine, and 9080 is the default JBoss
server port number.

2. On the OpenlAM login window, enter the administrator login ID and password, and then click Login.

Self Registraton
Forgot your usemame?

Forgot your password?

Support | OpentAM V

2014 OpenlAM LLC Copyright 201

(The screen image above is from OpenlAM. Trademarks are the property of their respective owners.)

3. On the OpenlAM Administrative console window, click Access Control > Authentication Providers.
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(The screen image above is from OpenlAM. Trademarks are the property of their respective owners.)
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4. Onthe Authentication Providers window, in the left pane, click Create New Provider.
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(The screen image above is from OpenlAM. Trademarks are the property of their respective owners.)

5. Onthe Create a New Authentication Provider window, in the right pane, select SAML Service Provider.
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(The screen image above is from OpenlAM. Trademarks are the property of their respective owners.)
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6. On the Create SAML Service Provider window, in the right pane, complete the following fields, and then
click Save.

Provider Name Enter a name for the service provider (for example, SAS_SP).
Linked to Managed System Select a managed system (identity repository) (for example, OPENIAM).

SAML Issuer Name Enter a request issuer name (for example, http://<IP address of the
OpenlAM machine>/idp/SAMLLogin.html).

Sign-in page URL Enter the SAML login page URL (for example,
https://idpl.cryptocard.com/idp/profile/SAML2/Redirect/SSO).

Sign-out page URL Enter the SAML logout page URL (for example,
https://idpl.cryptocard.com/idp/signout.jsp).

Create New Provider Create SAML Service Provider
Search Providers

Provider Name*

Application URL

Application icon

Linked to Managed System* Select a Managed System B |
Sign Response?* O ves ® no

Is this provider chained? “i ! Yes 'é' No

Next Authentication Provider in Chain Select a value .

NamelD Resolver Groovy Script

tssuer Format

SAML Issuer Name*

Just-in-time provisioning groovy script

Sign-in page URL*

Sign-out page URL*

AuthnContextClassRef element value

Destination attribute enabled O ves ® no
AllowCreate on the NameldPolicy fj ) yes @) no
NamelD IN SAML Request

SP Name Qualifier

Description

-

(The screen image above is from OpenlAM. Trademarks are the property of their respective owners.)
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On the Authentication Providers window, in the right pane, the newly created service provider (for
example, SAS_SP) is listed.
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(The screen image above is from OpenlAM. Trademarks are the property of their respective owners.)

Downloading the OpenlAM Metadata

1. On the OpenlAM Administrative console window, click Access Control > Authentication Providers.
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2. Onthe Authentication Providers window, in the right pane, in the Name column, click on the newly created

service provider (for example, SAS_SP).
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(The screen image above is from OpenlAM. Trademarks are the property of their respective owners.)

3. Onthe Edit SAML Service Provider window, at the bottom, click SAML Metadata.
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Sign-in page URL*

Sign-out page URL*
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(The screen image above is from OpenlAM. Trademarks are the property of their respective owners.)
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4.

Creating an ldentity Provider

In a web browser, the metadata will be displayed. Copy the metadata and then save it as an XML document
in your local drive.

An identity provider stores and serves identity profiles and handles authentication.

1. Onthe OpenlAM Administrative console window, click Access Control > Authentication Providers.
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(The screen image above is from OpenlAM. Trademarks are the property of their respective owners.)

2. Onthe Authentication Providers window, in the left pane, click Create New Provider.
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On the Create a New Authentication Provider window, in the right pane, select SAML IDP Provider.
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4. Onthe Create SAML IDP Provider window, complete the following fields, and then click Save.
Provider Name Enter a name for the provider (for example, SAS_IDP).
Linked to Managed System Select a managed system (identity repository) (for example, OPENIAM).
Sigh Response Select NO.

Request Issuer Enter the issuer of SAML requests (for example, http://<IP of OpenlAM
machine>/idp/SAMLLogin.html).

Response Issuer Enter the issuer of the SAML responses (entity ID of SAS, for example,
https://idpl.cryptocard.com/idp/shibboleth).

Assertion Consumer URL Enter the assertion consumer URL of OpenlAM (for example,
http://localhost:9080/idp/sp/login).

Create New Provider Create SAML IDP Provider
Search Providers

Provider Name*

Application URL

Application kcon

Linked to Managed System* Select a Managed System j
Sign Response?* ":' Yes ‘/é‘ No

s this provider chained? O ves ® o

Next Authentication Provider in Chain Select a value %
Request ssuer*

Response ssuer

Assertion Consumer URL*

Audiences ¢ 3 Comma to delimit walues

Authentication Context Class urn:oasis:names:tc:SAML:2.0:ac:classes:Password
Metdata Exposed O Yes O] No

Name ID Format urn:oasis:names:tc:SAML:1.1:nameid-format:emailddc
Name Qualifier

Post Processor Groovy Script

SP Name Qualifier

Description

m Concel

(The screen image above is from OpenlAM. Trademarks are the property of their respective owners.)
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Downloading the SafeNet Authentication Service
Metadata

Browse to the https://idpl.cryptocard.com/idp/shibboleth URL. The SafeNet Authentication Service (SAS)
metadata will be downloaded automatically. Save it locally on your machine.

Configuring SafeNet Authentication Service

The deployment of multi-factor authentication using SafeNet Authentication Service (SAS) with OpenlAM using
SAML authentication requires:

e Synchronizing Users Stores to SafeNet Authentication Service, page 15

e Assigning an Authenticator in SafeNet Authentication Service, page 15

¢ Adding OpenlAM as a Service Provider (SP) in SafeNet Authentication Service. page 16
e Enabling SAML Services in SafeNet Authentication Service, page 19

Synchronizing Users Stores to SafeNet Authentication Service

Before SafeNet Authentication Service (SAS) can authenticate any user in your organization, you need to create
a user store in SAS that reflects the users that would need to use multi-factor authentication. User records are
created in the SAS user store using one of the following methods:

¢ Manually, one user at a time using the Create User shortcut
¢ Manually, by importing one or more user records via a flat file

¢ Automatically, by synchronizing with your Active Directory/LDAP server using the SAS Synchronization
Agent

For further details on importing users to SafeNet Authentication Service, refer to “Creating Users” in the SafeNet
Authentication Service Subscriber Account Operator Guide:

http://www.safenet-inc.com/resources/integration-guide/data-
protection/Safenet_Authentication_Service/Safenet_Authentication_Service Subscriber_Account_Operator_Gu
ide/

All SafeNet Authentication Service documentation can be found on the SafeNet Knowledge Base site.

Assigning an Authenticator in SafeNet Authentication Service

SafeNet Authentication Service (SAS) supports a number of authentication methods that can be used as a
second authentication factor for users authenticating through OpenlAM.

The following authenticators are supported:
e eToken PASS

e RB-1 keypad token

e KT-4 token

e SafeNet GOLD
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e SMS tokens
e MP-1 software token
e GrlDsure

e MobilePASS

Authenticators can be assigned to users in two ways:

e Manual provisioning—Assign an authenticator to users one at a time.

e Provisioning rules—The administrator can set provisioning rules in SAS so that the rules will be triggered
when group memberships and other user attributes change. An authenticator will be assigned automatically

to the user.

Refer to “Provisioning” in the SafeNet Authentication Service - Subscriber Account Operator Guide to learn how
to provision the different authentication methods to the users in the SAS user store.

http://www.safenet-inc.com/resources/integration-guide/data-
protection/Safenet_Authentication_Service/Safenet_Authentication_Service Subscriber_Account_Operator_Gu

ide/

Adding OpenlAM as a Service Provider (SP) in SafeNet Authentication

Service

Add a service provider entry in the SafeNet Authentication Service (SAS) SAML Service Providers module to
prepare it to receive SAML authentication requests from OpenlAM. You will need the metadata of OpenlAM.

To add OpenlAM as a Service Provider in SafeNet Authentication Service (SAS):

1. Log in to the SafeNet Authentication Service console with an Operator account.

Shortcuts < Manage: IMC inc.
& Crests User | ASSIGNMENT  TOKENS GROUPS REPORTS SELF-SERVICE  OPERATORS  POLICY  COMMS

7 Authentication Activity E=Q =
‘ 1 Authentication Metrics o = ‘
‘ ‘;’r‘;; Token States o= ‘
‘ - SMS Credits o = ‘
Allocation EO =
Transaction Log
Service Start: 2013-07-17 Service Stop: 2016-02-05
Item Capacity KT RB-1 MP-1/5MS ]lcf[S:';- GRID SecurID OATH 5MS Credits | Password RADIUS GOLD eToken MobilePASS
Maximum 1 0 0 5 0 0 0 0 0 0 0 0 0 o
In Use 1 o o o o o o o o 1 o o o o
3 References o = ‘
Powered by
CSIafeNet
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2. Click the COMMS tab, and then click SAML Service Providers.

e —

cuts 4

Manage: IMC inc.

& Creses usar SNAPSHOT  ASSIGNMENT TOKENS GROUPS  REPORTS

a= ListAccounts

‘ D Communications

(:::) Authentication Processing

Auth Nodes

‘ C:} SAML Service Providers

C::) Custom Branding

O =

Powered by
@ﬂ'eNet

In the SAML Service Providers module, click the SAML 2.0 Settings link.

C:;) SAML Service Providers
SAML 2.0 Settings

Task

Description

SAML 2.0 Settings

Create and configure SafeNet Authentication Service SAML Settings

4. Click Add.

C:) SAML Service Providers

SAML 2.0 Settings

Task Description

SAML 2.0 Settings

Create and configure SafeNet Authentication Service SAML Settings.

SAML 2.0 Settings:

Add Change Log Cancel

SAML Version:
Entity ID:

2

https://idp1.cryptocard.com/idp/shibboleth
Identity Provider AuthRequest login URL https://idp1.cryptocard.com/idp/profile/Shibboleth/SS0
Identity Provider HTTP-POST login URL: https://fidpl.cryptocard.com/idp/profile/SAML2/POST/SS0
Identity Provider HTTP-POST-SimpleSign login URL:

Identity Provider HTTP-Redirect login URL:
Identity Provider logout URL:

https://fidp1.cryptocard.com/idp/profile/SAML2/POST-SimpleSign/S50
https://idp1.cryptocard.com/idp/profile/SAML2/Redirect/S50
https://idpl.cryptocard.com/idp/signout.jsp

Download URL for Identity Provider Certificate: https://cloud.safenet-inc.com/console/cert/idp.crt
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5. Inthe Add SAML 2.0 Settings section, complete the following fields, and then click Apply:

Friendly Name Enter the OpenlAM name.

SAML 2.0 Metadata Select Upload Existing Metadata File. Click Choose File, select
the service provider's metadata file, and then click Open.

Add SAML 2.0 Setting:

Apply Cancel

Friendly Name:

SAML 2.0 Metadata: * Upload Existing Metadata File  Create New Metadata File

Choose File | Mo file chosen

Entity ID:

Custom Logo: | Choose File | No file chosen
Custom CS5: | Choose File | No file chosen
Custom Button Image: | Choose File | No file chosen

Custom Page Title:

Custom Icon: | Ghouse File | Na file chasen
Custom Login Header Text:

Custom Login Button Text:

Login Message:

Custom Username Text:

Custom Password Text:

@ NOTE: The remaining options are used to customize the appearance of the logon
page presented to the user. For more information on logon page customization,
refer to “Configure SAML Service” in the SAML Configuration Guide:

http://www?2.safenet-inc.com/sas/implementation-guides/sas-on-prem/SAS-QS-
SAML.pdf

OpenlAM is added as a service provider in the system.

a SAML Service Providers =
SAML 2.0 Settings
[ [Descrpton \
‘ SAML 2.0 Settings | Create and configure SafeNet Authentication Service SAML Settings. ‘

SAML 2.0 Settings:

Add Change Log Cancel

SAML Version: 2

Entity 1D: https://idpl.cryptocard.com/idp/shibboleth

Identity Provider AuthRequest login URL: https:/fidp1.cryptocard.com/idp/profile/Shibboleth/SSO

Identity Provider HTTP-POST login URL: https://idpl.cryptocard.com/idp/profile/SAML2/POST/S50

Identity Provider HTTP-POST-SimpleSign login URL:  hitps:/fidp1.cryptocard.com/idp/profile/SAMLZ/POST-SimpleSign/SSO

Identity Provider HTTP-Redirect login URL: https://idp1.cryptocard.com/idp/profile/SAML2/Redirect/SSO

Identity Provider logout URL: https://idp1.cryptocard.com/idp/signout.jsp

Download URL for Identity Provider Certificate: https://cloud.safenet-inc.com/console/cert/idp.crt

[ Service Provider | Entity ID

| Edic Remous
- - Edit Esmove
h _ Edit Remove

Openiam http://10.162.44.187/idp/SAMLLogin.html Edi Remove

3 - Edic Esmove
' Edit Remove

| I Edit Remove
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http://www2.safenet-inc.com/sas/implementation-guides/sas-on-prem/SAS-QS-SAML.pdf
http://www2.safenet-inc.com/sas/implementation-guides/sas-on-prem/SAS-QS-SAML.pdf

Enabling SAML Services in SafeNet Authentication Service

After OpenlAM has been added to SafeNet Authentication Service (SAS) as a service provider, the users should
be granted permission to use this service provider with SAML authentication.

There are two methods to enable the user to use the service provider:
e Manually, one user at a time, using SAML Services module

¢ Automatically, by defining groups of users, using SAML Provisioning Rules

Using the SAML Services Module

Manually enable a single user to authenticate against one or more configured SAML service providers.

1. Log into the SAS console with an Operator account.

Manage: IMC inc.
ASSIGNMENT TOKENS GROUPS REPORTS SELF-SERVICE ‘OPERATORS POLICY CoMMs

rtcuts

© Create User

|

‘ 7 Authentication Activity O = ‘

‘ 1 Authentication Metrics 0= ‘

‘ ;{ Token States 0= ‘
- SMS Credits Q=
—. Allocation HO =

Transaction Log

Service Start: 2013-07-17 Service Stop: 2016-02-05

Ttem Capacity KT e | mp-ysms | TN GRID SecurID OATH | 5MSCredits | Password | RADIUS GoLD eToken | MobilePASS
Maximum 1 o 0 5 o o 0 o 0 o 0 o o o
InUz= 1 o o o o o o o o i o o o o
) References 0= ‘

Powered by
@afeNet

2. Click the ASSIGNMENT tab, and then search for the required user.

¢ search User EOo
Search User:
User 10 Auth Methed: | Any v Container: All A
Search Clear
Last Name: E-mail: Account All v
State:
Provision Delete Account Unlock
Mo Records
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3. Click the appropriate user in the User ID column.

Manage: DA Test
TOKENS GROUPS REPORTS  SELF-SERVICE OPERATORS  POLICY COMMS

@ Search User

Search User:

User ID: alice1 Auth Method: Any T Container: All T

’ Search
Last Name: Email: Account State: All v

Provision Delete Account Unlock

Clear

User ID Last Name First Name Custom #1 Auth Method RADIUS Attr Auth State

Account State

Container

slical al slice Token Active

Unlocked

Defzult

Displaying: 1 tolofl A4 4 P B

4. Click SAML Services.

Manage: DA Test
TOKENS GROUPS REPORTS SELF-SERVICE OPERATORS POLICY COMMS

E User Detail : alicel

Edit Delete Change Log

Return

First Name alice Address: Fhone: Alias £1
Last Name al Extension: Alias 22
User ID: alicel City: Emergency:
Email: pradeep.nwk@gmail.com State Custom #1 :
Mobile/SMS: 9643191656 Country: Custom 22 :

Container: Default v Postal/Zip: Custom 23 :

Tokens

1

@ Authentication Metrics

g Authentication Activity

1

Access Restrictions

E Group Membership

!1.; RADIUS Attributes (user)

n SAML Services

5. Click Add.

C:} SAML Services

Add Change Log
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6. Under Add SAML Service, do the following:

a. From the Service menu, select the OpenlAM service provider.

b. In SAML Login ID field, select the type of login ID (User ID, E-malil, or Custom) to be sent as a UserID to

OpenlAM in the response.

c. Click Add.

Add SAML Service

Add Cancel
Service: Openiam ¥
SAML Login ID: ® User ID Custom

The user can now authenticate to OpenlAM using SAML authentication.

u SAML Services

Change Log

SAML Service

User ID

It |lis

Openiam

pradeep. nuk@gmail.com

Remove

Using SAML Provisioning Rules

Use this module to enable groups of users to authenticate to SAML service providers.

1. Login to the SafeNet Authentication Service (SAS) console with an Operator account.

© Create User

< Manage: IMC inc.
| ASSIGNMENT TOKENS GROUPS REPORTS SELF-SERVICE ‘OPERATORS POLICY CoMMs

‘ 7 Authentication Activity O = ‘
‘ i Authentication Metrics 0= ‘
@
%{1 Token States 0 = ‘
-\ SMS Credits 0=
Allocation HO =
Transaction Log
Service Start: 2013-07-17 Service Stop: 2016-02-05
Ttem Capacity RE-1 | MP-1/5MS lffs::’ GRID SecwID OATH | SMS Credits | Password RADIUS coLD eToken | MobilePASS
Maximum 1 0 5 0 0 0 0 0 o 0 0 o o
InUz= 1 ) o o o ) o ) i ) o o o
Q References 0= ‘

Powered by
@rfeNet
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2. Click the POLICY tab, and then click Automation Policies.

Manage: IMC inc.

SNAPSHOT ASSTGNMENT TOKENS GROUPS REPORTS

C:} User Policies 0 =

O Token Policies 0 =

(:5 Role Management

C:} Automation Policies 0 =

3. Click the SAML Provisioning Rules link.

Manage: IMC inc.

SNAPSHOT ASSIGNMENT TOKENS GROUPS REPORTS SELF-SERVICE OPERATORS

(> User Policies o =

O Token Policies 0 =

C} Role Management

C:} Automation Policies 0 =

Use these policies to set rules for provisioning tokens, et a URL and options for self-enrollment.

Task Description

Time Zone Offzet Set the number of hours relative to UTC to be applied to reports

Provisioning Rules Create and edit provisioning rules.

Self-enrollment Policy Set the URL and options for self-enroliment.

SAML Provisioning Rules

User account SAML creation.

Role Provisioning Rules

Create and edit role provisioning rules.

Auto Remove

Configure automatic removal of old reports

4. Click New Rule.

C:} Automation Policies

Use these policies to set rules for provisioning tokens, set a URL and options for self-enrollment.

Task

Description

Time Zone Cffset

Set the number of hours relative to UTC to be applied to reports

Provisioning Rules

Create and edit provisioning rules.

Self-enroliment Pelicy

Set the URL and options for self-enrollment.

SAML Provisioning Rules

User account SAML creation.

Role Provisicning Rules

Create and edit role provisioning rules.

Autc Remove

Configure automatic removal of old reports

SAML Provisioning Rules

New Rule

Change Log Cancel

Mo SAML Provisioning Rules
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5. Configure the following fields, and then click Add:

Running the Solution

Rule Name
User is in container

Groups

Parties

SAML Login ID

Enter a name for the rule.
Users affected by this rule must be in the selected container.

The Virtual Server groups box lists all groups. Click the user
groups that will be affected by the rule, and then click the right arrow
to move it to the Used by rule box.

The Relying Parties box lists all service providers. Click the service
providers that the groups of users will authenticate to, and then click
the right arrow to move it to Rule Parties box.

Select User ID. The User ID will be returned to the service provider
in the SAML assertion.

SAHL Frovisioning Rules

v’ Houslr Change Log

[T

| Tran 55

Update SAML Ao -creaste Role

Apply Camcel
Fuly Nama: DR | AR
LBET 15 a0 Conener
Greups Filter:

Lrg T

Farting: Bt lying Paitees

SAHL Logwn ID: = Uger 10 Ernuail

wimual Server groups:

Used by rule:
Cpan AR UEers

Bule Fartes
Cpan AR

-
-

For this integration, the SafeNet GrIDsure token is configured for authentication with the SAS solution. Before
running the solution, ensure that the JBoss server is running on the client machine.

1.

In a web browser, open the following URL:

http://<domain or localhost or ip of OpenlAM
Machine>/idp/sp/login?issuer=SAMLIssuerNameFromAbove

For example, http://localhost:9080/idp/sp/login?issuer=http://10.164.44.187/idp/SAMLLogin.html
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2. You will be redirected to the SAS login page. In the User Name field, enter your user name, and then click
Login.

@afeNec. Authentication SERVICE

Please enter your credentials to logon.

User Name: I ]

Password: | l

T

3. Inthe Password field, enter your Personal Identification Pattern (PIP), and then click Login.

Q SafeNet. Authentication SERVICE

Please enter your credentials to logon.
414 6|1 |4
519|012 |8
3 |12|19|7 |0
8|9 |68 |(5|0
3159513 |7 |1

Password: [

e —
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After successful authentication, you will be able to access the OpenlAM console.

& ‘welcome aliice test
e e A RA
—pPCnasey

Welcome alice test

Superison NA

Member of Growps: NA

Member of Roles: NA

Password Expiration: 2016-05-03 1256203

Cwrent bogin: 2016-02-08 12:14:29

Support | OpendaM website
© 2015 OpenlaM LLC Copyright 2015. All Rights Reserved.

(The screen image above is from OpenlAM. Trademarks are the property of their respective owners.)

Appendix: Assigning a Service Provider (as the Default
Resource) to OpenlAM Users for SSO

1. On the OpenlAM Administrative console window, click Access Control > Resource.

Welcome sys user

Logout

Mmool ARA
b ot

8 English

2  %* O o

User Admin Access Control Provisioning Policy

Iy Y

Report Administration

User Sea

Create New User

= & 'starts with' algorithm Add More Search Criteria

Principal nam: IR Employee ID:

(The screen image above is from OpenlAM. Trademarks are the property of their respective owners.)
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2. Onthe Search Resources window, in the Resource Name column, click on the service provider (for
example, SAS_SP) that you created earlier in step 6 of “Creating a Service Provider” on page 7.

Search Resources
Select a Resource Type L
Resource Name - Type = Description + | Risk = | Actions

SAS_SP I Authentication Provider =
SAS_IDP Authentication Provider =
salesforce Authentication Provider =
ACTIVE DIRECTORY Managed Systems :;?i’
AppTableMSys Managed Systems =4
AUDIT_REPORT Report E
jira Content Provider = ]

(The screen image above is from OpenlAM. Trademarks are the property of their respective owners.)

3. Onthe Edit Resource window, in the URL field, enter the self-service URL (for example,
http://localhost:9080/selfservice), and then click Save.

Edit Resource Edit Resource: 1454044868328 _SAS_SP

Entitlements

Approver Associations

Resource Type *

Name * 1454044868328_SAS_SP
Coorelated Name SAS_SP

Description

Metadata Type Click to select a Metadata Type

Risk Select a Risk bd |

Protected by admin resource  RES_ADMIN_1454044868328 _SAS_SP_OW

URL http://localhost:9080/selfservice
Attributes
Attributes
Attribute Name MetaData Element Attribute Value | Actions
There are no attributes attached to this Resource

-

(The screen image above is from OpenlAM. Trademarks are the property of their respective owners.)

4. In the left pane, click Entitlements.
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5. On the Children of Resource window, in the right pane, click Entitled Users.

& Welcome sys user
Ol ARA
CpReniAN

1 English

2 w (o] ) %

User Admin Access Control Provisioning Report Administration

Edit Resource Children of Resource: 1454044868328 SAS_SP

Entitlements Child Resources Parent Resources Entitled Groups Entitled Roles I Entitled Users I
Approver Associations | Add Child Resource

Resource Name v | Resource Type + ‘ Risk 4 Actions

This Resource has no Member Resources

11 20 -

(The screen image above is from OpenlAM. Trademarks are the property of their respective owners.)

6. On the Entitled Users to Resource window, in the right pane, click Add User.
)

& x* 0o (3] £ N

User Admin Access Control Provisioning Policy Report Administration

Edit Resource Entitled Users to Resource: 1454044868328 SAS_SP

Entitlements Child Resources Parent Resources Entitled Groups Entitled Roles w
Approver Associations m

Name Phone Number * Email Address * User status & Account status * Actions

There are no Users entitled to this Resource

171 20 -

(The screen image above is from OpenlAM. Trademarks are the property of their respective owners.)

7. Under Search Users, in the Last name or Email Address field, enter the last name or email address of the
user, respectively, and then click Search.

& %* O @ © X

User Admin Access Control Provisioning Policy Report Administration

Edit Resource Entitled Users to Resource: 1454044868328 SAS SP

Entitiements Child Resources Parent Resources Entitled Groups Entitled Roles Entitled Users
Search Users x
Approver Associations
i Ali searches t starts with' arithm Add More Search Criteria
Last name: Email Address:
Principal name: Employee ID:
m —

(The screen image above is from OpenlAM. Trademarks are the property of their respective owners.)
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8. Inthe second table, in the Name column, click on the OpenlAM user name (for example, alice al).
7~
"' 9,

&8 x* (0] 7] N

User Admin Access Control Provisioning Policy Report Administration

Edit Resource Entitled Users to Resource: 1454044868328 SAS SP

Entitlements Child Resources Parent Resources Entitled Groups Entitled Roles m
Approver Associations Add User

Name Phone Number * Email Address * User status & Account status * Actions

There are no Users entitled to this Resource

11 20 - ‘
Name ~ Phone Number * Email Address * User status * Account status *
alice al I pradeep.nmwk @gmail.com ACTIVE

11 20 -

(The screen image above is from OpenlAM. Trademarks are the property of their respective owners.)

The user is listed in the first table with User status as ACTIVE.

2 &3 o %

User Admin Access Contro ovisioning olicy Report Administration

Edit Resaurce Entitled Users to Resource: 1454044868328 SAS SP

Entitlements Child Resources Parent Resources. Entitled Groups. Entitled Roles Entitled Users
Name - Phone Number  # Email Address * User status & Account status =~ + Actions
alice al pradeep.nwk @ gmail.com ACTIVE e

11 20 j

Name - Phone Number * Email Address * User status = Account status *

alice al pradeep.nwk@gmail.com ACTIVE

11 20 -

(The screen image above is from OpenlAM. Trademarks are the property of their respective owners.)
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Support Contacts

If you encounter a problem while installing, registering, or operating this product, please make sure that you have
read the documentation. If you cannot resolve the issue, contact your supplier or Gemalto Customer Support.
Gemalto Customer Support operates 24 hours a day, 7 days a week. Your level of access to this service is
governed by the support plan arrangements made between Gemalto and your organization. Please consult this
support plan for further information about your entitlements, including the hours when telephone support is
available to you.

Contact Method Contact Information

Address Gemalto, Inc.
4690 Millennium Drive
Belcamp, Maryland 21017 USA

Phone United States 1-800-545-6608
International 1-410-931-7520

Technical Support | https://serviceportal.safenet-inc.com

Customer Portal Existing customers with a Technical Support Customer Portal account can log in to
manage incidents, get the latest software upgrades, and access the Gemalto Knowledge
Base.
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