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Overview

This document explains how to install, configure, and integrate Microsoft Active Directory Certificate
Services (ADCS) on Windows with a Luna Hardware Security Module (HSM) or an HSM on Demand
Service. The Microsoft ADCS on Windows provides customizable services for creating and managing
public key certificates used in software security systems employing public key infrastructure. Organizations
use public key certificates to enhance their digital security by binding the identity of a person, device, or
service to a corresponding private key.

The root of trust in a public key infrastructure is the certificate authority (CA). Fundamental to this trust is
the CA’s root cryptographic signing key, which is used to sign the public keys of certificate holders and
more importantly its own public key. Microsoft ADCS integrates with a Luna HSM or HSMoD service to
secure the root encryption key.

Using Luna HSMs to secure the Microsoft ADCS root key provides the following benefits:

> Secure generation, storage and protection of the Identity signing private key on FIPS 140-2 level 3
validated hardware*

> Full life cycle management of the keys

> HSM audit trail
NOTE: HSM on Demand services does not have access to the secure audit trail

> Load balancing and fail-over by clustering the HSMs

*Validation for HSMoD services in progress

Supported Platforms

Luna HSM

This integration is supported with Luna HSM on the following operating systems:

> Windows 2019 Server

> Windows 2016 Server

> Windows Server 2012R2
NOTE: If you are using Windows Server 2008 R2 you require a previous version of the
Luna HSM Integration Guide. See MicrosoftADCS_SafeNetLunaHSM_ Integration

Guide_RevW for more information about integrating a SafeNet Luna HSM with Microsoft
ADCS on Windows Server 2008R2.

NOTE: This integration is tested with Luna Clients in HA and FIPS Mode.
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DPoD

This integration is supported/verified with DPoD on the following operating systems:
> Windows 2019 Server

> Windows 2016 Server

> Windows Server 2012R2

Prerequisites

Before you begin the integration process, ensure you have completed the following tasks:
Configuring Luna HSM

To configure Luna HSM:

1. Ensure the HSM is setup, initialized, provisioned and ready for deployment.

2. Create a partition, establish a Network Trust Link (NTL) between the HSM and client, and enable the client
to access the partition. Refer to Luna Network HSM Product Documentation for the detailed process.

3. Initialize Crypto Officer and Crypto User roles for the partition.

4. Use the following command to validate that the partition is successfully registered and configured:

Path to lunacm utility>lunacm

lunacm.exe (64-bit) v7.3.0-139. Copyright (c) 2018 SafeNet. All rights
reserved.

Available HSMs:

Slot Id -> 0

Label -> ms-adcs

Serial Number -> 1238696044953

Model -> LunaSA 7.3.0

Firmware Version -> 7.3.0

Configuration -> Luna User Partition With SO (PW) Key Export

With Cloning Mode

Slot Description -> Net Token Slot

NOTE: For a detailed description of the steps involved in Luna HSM configuration, refer
to Luna Network HSM Product Documentation.
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Provisioning your HSM on Demand Service

This service enables your client machine to access an HSM application partition for storing cryptographic
objects used by your applications. Application partitions can be assigned to a single client, or multiple
clients can be assigned to, and share, a single application partition.

You need to provision your application partition by initializing the following roles:

>

Security Officer (SO) - Responsible for setting the partition policies and for creating the Crypto
Officer.

Crypto Officer (CO) - Responsible for creating, modifying, and deleting crypto objects within the
partition. The CO can use the crypto objects and create an optional, limited-capability role called
Crypto User that can use the crypto objects but cannot modify them.

Crypto User (CU) — An optional role that can use crypto objects while performing cryptographic
operations.

NOTE: Refer the “Thales Data Protection on Demand Application Owner Quick Start
Guide” for configuring the HSM on Demand service and creating a service client.

The HSM service client package is a zip file containing system information needed to
connect your client machine to an existing HSM on Demand service.

HSM on Demand Service can be configured in the following scenarios:

>

>

>

User wants to use DPoD Client to access service partition — Required to execute steps 1-4 and 10.
User wants to use Luna Client to access the service partition — Required to execute steps 1-10.
User wants to use existing Luna Client to access the service partition in Hybrid mode with Luna
Partition — Required to execute steps 1-10.

NOTE: Lasttwo scenarios are supported for Universal Client only, starting from Luna
Client v10.1.0 onwards.

To Configure DPoD HSM on Demand service with/without Luna Client

Transfer the downloaded .zip file to your Client workstation using , SCp, or other secure means.

Extract the .zip file into a directory on your client workstation.

Extract or untar the appropriate client package for your operating system. Do not extract to a new
subdirectory; place the files in the DPoD client install directory.

[Windows]

cvclient-min.zip
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4. Run the provided script to create a new configuration file containing information required by the
HSMoD service.

Right-click setenv.cmd and select Run as Administrator.

NOTE: Run the LunaCM utility available in the DPoD client and verify the service
partition is listed. If you need to configure DPoD service partition with existing Luna
Client follow further steps.

5. Copy the server and partition certificates from the DPoD client directory to your Luna client certificates
directory:

DPoD Certificates:

server-certificate.pem
partition-ca-certificate.pem
partition-certificate.pem

LunaClient Certificate Directory:

C:\Program Files\Safenet\Lunaclient\cert\
6. Open the configuration file from the DPoD client directory and copy the XTC and REST section.
crystoki.ini

7. Edit the Luna Client configuration file and add the XTC and REST section. In both sections you need to
change only server and partition certificates path from step 5. Do not change any other entries
provided in XTC and REST section.

[XTC]

PartitionCAPath=<LunaClient cert directory>\partition-ca-certificate.pem
PartitionCertPath0O=<LunaClient cert directory>\partition-certificate.pem

[REST]

SSLClientSideVerifyFile=<LunaClient cert directory>\server-certificate.pem

8. Edit the following entry from the Misc section and update the correct path for the plugins directory:

Misc]
PluginModuleDir=<LunaClient plugins directory>

[Windows Default]
C:\Program Files\Safenet\Lunaclient\plugins\
Save the configuration file. If you wish, you can now safely delete the extracted DPoD client directory.

9. Reset the ChrystokiConfigurationPath environment variable and point back to the location of the
Luna Client configuration file.

[Windows]
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In the Control Panel, search for "environment” and select Edit the system environment variables.
Click Environment Variables. In both list boxes for the current user and system variables,
edit ChrystokiConfigurationPath and point to the crystoki.ini file in the Luna client install directory.

10. Run the LunaCM uitility and verify the service partition is listed. If you already have a Luna Partition
before configuring the DPoD service partition, both Luna and DPoD service partition will be listed.

Constraints on HSM on Demand Services

HSM on Demand Service in FIPS mode

HSMoD services operate in a FIPS and non-FIPS mode. If your organization requires non-FIPS algorithms
for your operations, ensure you enable the Allow non-FIPS approved algorithms check box when
configuring your HSM on Demand service. The FIPS mode is enabled by default.

Refer to the Mechanism List in the SDK Reference Guide for more information about available FIPS and
non-FIPS algorithms.

Verify HSM on Demand <slot value>

LunaCM commands work on the current slot. If there is only one slot, then it is always the current slot. If
you are completing an integration using HSMoD services, you need to verify which slot on the HSMoD
service you send commands to. If there is more than one slot, then use the slot set command to direct a
command to a specified slot. You can use slot list to determine which slot numbers are in use by which
HSMoD service.

Using Thales HSM in FIPS Mode

Under FIPS 186-3/4, the RSA methods permitted for generating keys are 186-3 with primes and 186-3 with
aux primes. This means that RSA PKCS and X9.31 key generation is no longer approved for a FIPS-
compliant HSM. If you are using the Luna HSM or HSM on Demand service in FIPS mode, you have to
make the following change to the configuration file:

[Misc]

RSAKeyGenMechRemap=1

The above setting redirects the older calling mechanism to a new approved mechanism when Luna HSM
or HSMoD is in FIPS mode.

NOTE: For Universal Client, above setting is not required. This setting is applicable for
Luna Client 7.x only.

NOTE: This remapping is automatic if you are using Luna HSM Client 10.1 and above,
and the configuration file entry is ignored.
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Integrating Luna HSM with Microsoft ADCS on Windows
Server

This section outlines the steps to install and integrate Microsoft Active Directory Certificate Services
(ADCS) on Windows Server with a Luna HSM or HSMoD service. Microsoft ADCS uses the SafeNet Luna
KSP (Key Storage Provider) for integration.

We recommend familiarizing yourself with Microsoft Active Directory Certificate Services. Refer to the
Microsoft ADCS Configuration documentation for more information.

Configure SafeNet Key Storage Provider (KSP)

You must configure the SafeNet Key Storage Provider (KSP) to allow the user account and system to
access the Luna HSM or HSM on Demand Service.

> If you are using a Luna HSM, the KSP package must be installed during the Luna Client software
installation.

> If you are using an HSM on Demand (HSMoD) service, the KSP package is included in the HSMoD
service client package inside of the /KSP folder.

To configure the SafeNet Key Storage Provider:
1. Navigate to the <SafeNet HSM Client installation Directory>/KSP directory.
Run the KspConfig.exe (KSP configuration wizard).

2
3. Double-click Register Or View Security Library.
4

Browse the library cryptoki.dll from the Luna HSM Client installation directory or HSMoD service
client package and click Register.

- SafeNet-Inc Key Storage Provider, Config Wizard \;Ii-

File Help

LibraryPath |C \Program Files\SafeMetlunaClienticryatokidil

Browrse
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5. On successful registration, you will see the following message:

Success registering the security library!

- SafeNet-Inc Key Storage Provider, Config Wizard

File Help

=) SafeMet KSP Config

.- Register Or Wiew Security Library
LibraryPath ‘C:\Program FilestSafenetiLunaclienticryptoki.dil

. Register HSM Slots

Browse

Success

\_0; Success registering the security ibrany!

Ready

Register

Double-click Register HSM Slots on the left side of the pane.

Enter the Slot (Partition) password.

Click Register Slot to register the slot for Domain\User. On successful registration, a message

"The slot was successfully and securely registered" displays.

- SafeNet-Inc Key Storage Provider, Config Wizard ==
File  Help
- Safehlet KSP Config Register For User Darnain Register By
i Register Or View Security Librany
: ini - I
i Register HSM Slots ‘Admmlstrator J | NOIDA J Slot Label
Available Slots Slot Password
~
‘1 part j |m* ‘ Slot Murmber
Register Slot
Success - View Registered Slots
Registered Slot:
SlotLabel:part! The slotas successfully and securely registered!
Delete Registered Slot
Ready

Copyright © 2020 Thales Group
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9. Register the same slot for NT AUTHORITY\SYSTEM.

] - SafeNet-Inc Key Storage Provider, Config Wizard -
File Help

= SafeMNet KSP Config

Register For User Domain Register By
- Register Or View Security Library
- ~| | =
Register HSM Siots [svaTEM =] [NTAUTHORTY ~| Slot Label
Available Slots Slot Password
(“
|1 partt j |m ‘ Slot Number
Redister Slot |
Success - view Registered Slots |
Registerad Slot

SlotLabel:partl The slotwas successfully and securely registered!

Delete Registered Slot

Ready

NOTE: Both slots have been registered, despite only one entry appearing for the
service in the Registered Slots section of the KSP interface.

Install Microsoft ADCS on Windows Server using SafeNet KSP

You must configure Microsoft ADCS to use the Luna HSM or HSMaoD service when you configure the
Microsoft Certificate Authority (CA) user role. To install Microsoft ADCS:

Log in as an Enterprise Admin/Domain Admin with Administrative privileges.

2. Ensure you have configured the SafeNet KSP. Refer to the section Configure SafeNet Key Storage
Provider (KSP) section for more information.

3. Open the Server Manager under Configure this Local Sever and click Add Roles and Features.

4. The Add Roles wizard displays.

5. Click Next.

6. Select the Role-based or feature-based installation radio button and click Next.

Copyright © 2020 Thales Group
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Select destination server

Before You Begin
Instailation Type (@) Select a server from the server pool
() Select a virtual hard disk

7. Select the Select a server from the server pool radio button and select your server from the Server
Pool menu.

DESTINATION SERVER
Dl.noida.com

Selecta server or a virtua! hard disk on which to install roles and features.

Server Roles Server Pool
Features
Filter:
Name |P Address Operating System

Dl.noida.com 2511, Microsoft Windows Server 2012 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data

collection is still incomplete are not shown.

[ < Previous | |

Neds | [ sl || Concel |

8. Click Next.Select the

Select server roles

Before You Begin

Instailation Type Roles

Select one or more roles to install on the selected server,

Active Directory Certificate Services check box.

DESTINATION SERVER
D1.noida.com

Description

Server Selecticn

Active Directory Domain Services
Features [C] Active Directory Federation Services
[[] Active Directory Lightweight Directory Services
] Active Directory Rights Management Services
[[] Application Server
[C] DHCP Server
[] DNS Server
[7] Fax Server
b [V File And Storage Services (Installed)
[[] Hyper-v
[C] Network Policy and Access Services
] Print and Document Services
[[] Remote Access
[] Remote Desktop Services

% ctive Dnectorv Certificate Serviced i

|>

Active Directory Certificate Services
(AD CS} is used to create
certification authorities and related
role services that allow you te issue
and manage certificates used ina
variety of applications.

<Pr:viousl|

Net> | | el || Gancel

Copyright © 2020 Thales Group
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9. A window displays stating Add features that are required for Active Directory Certificate

Services? To add a feature, click the Add Features button.

10. Click Next to continue.

11. On the Active Directory Certificate Services page click Next to continue.

12. Select the Certification Authority check box from the Role services list and click Next.

= Add Roles and Features Wizard

Select the role services to install for Active Directory Certificate Services

Role services

@ﬂ = iaﬁon uthori I
[] Certificate Enroilment Policy Web Service
[] Certificate Enroliment Web Service

[ Certification Authority Web Enrollment

Description

Role Services

Confirmation

] Network Device Enrcliment Service
[_] Online Responder

< Previous I Ned@ ‘ install

DESTINATION SERVER

Certification Authorty (CA) i1s used
to issue and manage certificates.
Multiple CAs can be linked to forma
public key infrastructurs.

D1.noida.com

13. Click Install.

14. When installation is complete, click Configure Active Directory Certificate Services on the

destination server and the AD CS Configuration wizard displays.

= /Add Roles and Features Wizard

Installation progress

View installation progress

o Feature installation

Configuration required. Installation succeeded on Dl.noida.com,
Active Directory Certificate Services

server
Configure Active Directory CertificatefServices on the destination server

Certification Authority

R

Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

Export configuration settings

Additional steps are required to configure Active Directory Certificate Services on the destination

You can close this wizard without interrupting running tasks. View task progress or open this
%5 page again by clicking Notifications in the command bar, and then Task Details.

< Previous Next > Close Cancel

DESTINATION SERVER
D1noida.com

15. On the Credentials page of AD CS Configuration wizard, click Next to continue.

Copyright © 2020 Thales Group
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16. Select the Certification Authority check box and click Next.
[ “AD Cs Configuration’

DESTINATION SERVER

Dl.noida.com

Role Services

Credens Select Role Services to configure

Certification Authority

Setup Type

CA Type
Private kay

Cryptography

CA pame
validity Period
Certificate Database

Confirmation

Mare about AR C5 Server Roles

| < Previous: | | I‘D@d > | Configure | Cancel

17. Select the Enterprise CA radio button and click Next.

18. Select the Root CA radio button and click Next.
19. Setup the Private Key for the CA to generate and issue certificates to clients. If you would like to create
a new private key select the Create a new private key radio button. Click Next. If you would like to

use an existing private key, proceed to step 24.
[ AD CS Configuration

:-ri"-“

DESTINATION SERVER
Dl.noida.com

Private Key

Specify the type of the private key
To generate and issue certificates to chients, a certification authority (CA) must have a private key.

@) Create a:new private key
Use this option if you do not have a private key or want to create a new private key.

) Use existing privats key
Use this option to ensure continuity with previously issued certificates when reinstalling a CA.

rivate ke

on this computer or if you want to

e key.

y= from a previous installation or want to

More about Private Key

cheen] (Mo ] [ covoue
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20. Open the Select a cryptographic provider: drop-down menu and select an algorithm using a

SafeNet Key Storage Provider. Open the Key length: drop-down menu and select a key-length.

Cryptography for CA

Credentials
Role Services
Setup Typs
CA Typs

Private Key

CA Name
Validity Period
Certificats Database

Confirmation

Specify the cryptographic options

Select a cryptographic provider:

DESTINATION SERVER
Dl.noida.com

Key length:

<]

RSA#Microsoft Software Key Storage Provider

[2048 [=]

RSA#Microsoft Software Key Storage Provider [
Microsoft Base Cryptographic Provider vi.0
ECDSA_P521#Microsoft Software Key Storage Provider
ECDSA_P2562Microsoft Software Key Storage Provider

Microsoft Strong Cryptegraphic Provider

[ECDSA_P256#SafeNet Key Stoxage Provider
ECDSA_P521#SafeNet Key Stol'r\Sge Provider
ECDSA_P384#Microsoft Software Key Storage Provider
Microsoft Base DSS Cryptographic Provider

y the CA.

RSA#Microsoft Smart Card Key Storage Provider
DSA#Microsoft Software Key Storage Provider
DSA#SafeNet Key Storage Provider

ECDH_P384#SafeNet Key Storage Provider
ECDSA_P384#Microsoft Smart Card Key Storage Provider
ECDH P256#SafeNet Key Storage Provider

Cancel

\ Configure ll

|

21. Select the Hash Algorithm for signing certificates issued by this Certificate Authority and key length

settings for your installation.

22. Select the Allow administrator interaction when the private key is accessed by the CA check box.

23. Click Next. Proceed to step 27.

Credentials
Role Services
Setup Type
CA Typs

Private Key

Cryptography

CA Name
Validity Period
Certificatz Database

Confirmation

DESTINATION SERVER
Dl.noida.com

Cryptography for CA

Specify the cryptographic options

Select a cryptographic provider: Key length:

| ECDSA_P256%5afeNet Key Storage Provider [=][zs6

Select the hash algorithm for signing ceriificates issued by this CA:

| sHA256 |
SHA384
SHAS12
SHA1

Allow administrator interaction when the private key is accessed by the CA.

More about Cryptography

< Previous | | Nextﬁ}_l
b

I Configure J[

Cancel

Copyright © 2020 Thales Group
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24. Select the Use existing private key check box. Setup the Private Key for CA to generate and issue
certificates to clients. Select Use existing private key and Select an existing private key on this
computer. Click Next to continue.

DESTINATION SERVER

Private Key Dl.noida.com
Credentials Specify the type of the private key
Role Services
Setup Type To generate and issue certificates to clients, a certification authority (CA) must have a private key.
CA Type () Create a naw private key
Private Key Use this option if you do not have a private key or want to create a new private key.

Existing Ke — %
FREY (@) Use sxisting private key

Use this aption to ensure continuity with previously issued certificates when reinstalling a CA,
() Select a certificate and use its associated private key
Select this option if you have an existing certificate on this computer or if you want to
import a certificate and use its associated private key.
(@) Select an sxisting private key on this computer

Select this option if you have retained private keys from a previous installation or want to
use 3 private key from an alternate source.

Mare about Private Key

| [ (oo |

25. Click Change. Select the SafeNet Key Storage Provider algorithm that you have used to generate the
private keys and clear the CA Common name, click Search.

=5 AD CS Configuration o M 23

S DESTINATION SERVER
Existing Key Dl.noida.com

Credentials
Role Services
Setup Type
CA Type Search for keys on the target computer using the

> following criteria:
Private Key ° ngen

Existing Key Cryptographic providen:
MECD=: Posess

Type certification authority (CA) common name
(optional}:
noida-D1-CA

[] Allow administrator interaction when the private key is accessed by the CA.

Mare about Existing Key

< Previous | | Next > Configure |
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26. Select the Existing Key and click Next.

Existing Key

Credentials

Fole Services

Setup Type
CA Type

Private Key

Cryptography CA common name: noida-D1-CA
CA MName
Walidity Pariod Change..,
Certificate Database Sasrch recults
Confirmation noida-D1-CA |
[] Allow administrator interaction when the private key is accessed by the CA.
Mare about Existing Key
| < Previous ] ELE st > | | Configure | [ Cancel
o

DESTINATION SERVER
Dl.noida.com

Select an existing key

Select a key from the list. The listed keys are the keys available on the target computer matching
the search criteria. You may change the search critenia.

[ Search criteria for key
Cryptographic provider:  ECDSA_P256#Satehlst Key Storage Provider

27. Configure a common name to identify this Certificate Authority. Click Next.

CA Name

Credentials
Role Services
Setup Type
CA Type
Frivate Kay

Cryptography

Validity Period
Certificate Database

Confirmation

DESTINATION SERVER

Dl.noida.com

Specify the name of the CA

Type a common name to identify this certification autharity (CA). This name is added to all
certificates issued by the CA Distinguished name suffix values are automatically generated but can
be modified.

Commen name for this CA:
noida-D1-CaA

Distinguished name suffix:
DC=nsida,DC=com

Preview of distinguished name:
Ch=noida-D1-CA DC=noida DC=com

More about CA Name

< prevous | [ Neg- | Configure | [ Canesl

Copyright © 2020 Thales Group
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28.

29.
30.

31.

32.

Proceed to set the Certificate Validity Period. Click Next. Configure the Certificate database
location. It records all the certificate requests, issued certificates, and revoked or expired certificates.
Click Next.

Click Configure to configure the selected roles, role services, or features.

Click Close to exit the AD CS Configuration wizard after viewing the installation results.
A private key for the CA will be generated and stored on the HSM.

Open a command prompt and run the following command to verify that service is running:
Sc query certsvc

Open a command prompt and run the following command to verify the CA key:

certutil -verifykeys

The result of the command shows the CA keys have successfully been verified.

Enroll Certification Authority Certificate

1.

Create a CA template that uses SafeNet Key Storage Provider.
a. Open a command prompt and run certtmpl.msc.
b. Right click the Administrator template.Click Duplicate Template.

Ll Certificate Templates Console |L|£-
File Action View Help
«s| @Bz HE
& Certificate Templates (WIN-8A7 | Template Display Narfe Schema Version Versi.. |~ || Actions
Dighcate Templte. | T , Certificate Templates (WIN-AAT4,, &
‘ An%m o B 2 More Actions »
Head Properties |2 1060 Administrator -
Hcerd B a1
bl More Actions »
Doose]__Heb | 3
3 Computer 1 51
& Copy of Administrator 3 1003
4 Cross Certification Authority 2 105.0
0 Directory Email Replication H 1150
T Dormain Controller 1 41
3l Domain Controller Authentication 2 1100
T EFS Recovery Agent 1 61 =
@ Enroliment Agent 1 41
& Enroliment Agent (Computer) 1 51
& Exchange Enrollment Agent (Offline requ... 1 a1
] Exchange Signature Only 1 6.1
3l Bxchange User 1 71
@ 1psec 1 81
1 IPSec (Offline request) 1 71
H Kerberos Authentication 2 1100
T Key Recovery Agent 2 105.0
1 0CSP Response Signing 3 101.0
0 RAS and 145 Server H 101.0
] Root Certification Authority 1 5.1
3 Router (Offline request) 1 41
T Smartcard Logon 1 61
0l Smartcard User 1 11
H subordinate Certification Authority 1 5.1
3 Test Administrator 4 1003 o
< i >l (1 >
Using this terplate as a base, creates a template that supports Windows Server 2003 Enterprise CAs

Copyright © 2020 Thales Group
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2. Select Windows Server 2008 for both Certification Authority and Certificate recipient under
Compatibility Settings, Click OK.

&
File Action View Help

Certificate Templates Console

& Certificate Templates (WIN-2A7 | Template [

] Authent
T Basic EF
3l ¢ Exciy
5 CEP Eng
@ Code Si
| Comput
a Copy of
@ cross €
) Directo
@ pomai

FEFSRec
& Enrolim
A Enrallm
el Exchang
E Exchang

B IPSec
] 1PSec (G
) Kerbero
FOCsP R

] Root Ce

@ Smartcy

B admini 5

& Domain.

3 Exchang

E Key Rect
B RASand.

] Router |

l Subject Name I Server l

Issuance Requirements

[ Superseded Iimglates ] Extensions

] ~ Security

Compatibiity | General | Request Handling [ Cryptography

The template options available are based on the earliest operating system

versions set in Compatibility Settings.

[W] Show resulting changes

Compatibility Settings

Certification Authority

Windows Server 2008

Certificate recipient

These settings may not prevent earlier operating systems from using this

template.

H Smartcy.

H Subordi

ok | [ Concel ||

Apply

Help

< m > || €

T Test Administrator 4

1003

v

Actions
Certificate Templates (WIN-AAT4.,

Mare Actions

‘Administrator

More Actions

»

3. Verify the changes on the Resulting Changes window. Click OK.

a. Select the General tab. Enter template name.

b.

C.

d.

e. For Algorithm Name select an algorithm.
f. Select Request Hash.

g. Go to the Subject Name tab.

h.

Uncheck the Include e-mail name in subject name check box

Go to the Cryptography tab. Select Key Storage Provider for Provider Category.
Select the Requests must use one of the following providers radio button.

In the Providers field select the SafeNet Key Storage Provider only.
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i. Uncheck the E-mail name check box.

Carmpatibility | E_I_E'ﬂl:irfd | Fiequest Handling | Cryptography
Superzeded Templates I Eitenziohs | Securnty
Subject Mame | Server | lzsuance B equitements

(71 Supply in the request

|lze subject information friom exizting certificates for autoenioliment
renewal requests [7)

(® Build from this &ctive Directon information

Select thiz option bo enforce consistency among subject hames and to
zimplifi certificate adminiztration,

Subject name format;

| Fully diztinguizhed name "

[ Iticlude email hame in subject nams

Iniziude thiz infarmation in-altemate subject name;
[ ] E-mail name

[ 1DME name

[#] Uszer principal fiame [UPH]

[ ] 5ervice principal narme [SPH]

* Contral is dizabled due to compatibility settings:

T ] .

Click Apply to save the template. Click OK.
Open the command prompt and run certsrv.msc.

Double-click the CA name.

-~ o a o

Right-click the Certificate Templates node.
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g. Select New -> Certificate Template to Issue

File  Action ‘iew Help

e x5 6z H

ﬁ] Certification Authority (Local) Intended Purpose
4 gl noida-D1-CA

] Revoked Cer\t_‘lﬁcaﬁes
] Issued Certificates.
] Pending Requests

7 Failed Requests

[ Centificate Ternnlates!
Manage ‘

There ate o iterns to show in this view,

‘ Maw * I Ce rt‘iﬁcakfe triplate to Issue.

Wigti 3
Refresh -
Export List.,

Help:

Enable additional Certificate Templates on this Cetification Authority

h. Select the template you recently created and click OK.

‘Select ane Certificate Template ta enable on this Certification Autharity,

Maote: If a cerificate template that was recently created does not appear on this list, you may need to wait il
hlfarmation: al:uuulr this template has been replicated to-all domain contrallers,

Al of the cerificate templates in the arganization may not be available to your T

For more information, 5EE_{§rﬁfrcatE Template Conceptsi

I arne

@'ﬁdrﬁihi:stratqt

T Authenticated Session
5l Basic EFS

) CA Exchangs.

] CEP Erncruption

7} Code Sigring

H Comprter

B Copy 2 of Adrninistrator

E Eu:up_u.ui.ﬂ‘-.d'- jstrator
E{L;rgsaﬂ@tifmmmwhm@;

Intended Purpose

Cliert Authentication
Ericrypting File System

Micrazoft Trust List Slgﬁmg”EmrypHng File S_I,Istem Secure E‘l

Private Key Archival

Certificate Fequest Agent -

Code Sigring

Client Authentication, Server Authertication

Client &uthentization, Secure Email, Encivpting File Systemn, b

Client Authentication, Secure Email, Encripting File System, b
) b

(Al
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4. Request a certificate based on the template.

a. Request a certificate based on the template.
i. Open the command prompt and run the certmgr.msc command.
j- Right-click the Personal node.
k. Select All Tasks -> Request New Certificate...
& certmgr - [Certfcates - Current Use\Personall | = | & [
Fite Action View Help
&9 znE ol c= B
Vﬁ,,;ﬁ-Cer;ifricVat:evsv-_Cdrc:erw.t-U;ef 7” Object Type
bl Perspeali—— L=~ g
b Trus Find Certificates.., ) P
b Entel Al Tasks | Find Certficates...
| Intef :
b7 Acti Wiew 4 F}{questNeWCer’tiﬁcate...
b | Trus Refresh l%""t‘"
b & Unty Export List... .‘ Advanced Operations » |
b Thin bt -
= Trus}w Helpﬁm = :
b | Client Authentication lssuers
b Smart Card Trusted Roots
< ] | >l < T} >
"-RVeqrutrast a new certificate frorﬂra certification authority (CA) in your domainﬁ ] |
[.  Click Next.
m. Click Next.
n. Enable the check box for the template you created above.
0. Click Enroll.
p. Verify the certificate is enrolled successfully. The Ul enrollment wizard shows if the certificate

enrollment was successful.

Archive CA Key

You can verify that the configurations that are possible with the Luna HSM or HSM on Demand service can

be used and do not interfere with the CA key archival functionality.

To complete archiving the CA-Key you must complete the following tasks:

NOTE: If you wish to secure the key on Luna HSM that is used to encrypt the Archived
Keys then you need to select the SafeNet Key Storage Provider for generating the keys

for Key Recovery Agent certificate.
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Archive the CA key

1.

o A N

Install the Enterprise Certificate Server using the SafeNet Key Storage Provider and ECC key.

Verify the CA is installed correctly.
Add a Key Recovery Agent (KRA) template to CA for issuing.
Open the command prompt and run the certsrv.msc command.

Right-click the Certificate Templates node. Select New -> Certificate Template to Issue.

- certsry - [Certification Authority (Local)]
File Action. \fie.mt Help
| 'C! Q: | boa

] Certification Autharity (Local) Marne Description

4 cf] noida-D1-CA ﬂﬁ nioida-D1-CA Certification Autharity
| Revaoked Cettificates
| lssued Certificates
| Pending Requests

|| Failed Requests

| Certificate Tepaslotast 1L
St Ménage |
Mt » i Cettificate Template ta lssue
Refresh ja
Help

Z-"EEnabIe additional Cerificate Templates an this Certification Authority
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6. Select the Key Recovery Agent template and click OK.

Select one Cerlificate Template to enable on this Certification Authority.

Note: If a certificate template that was recently. created does not appear on this list, you may heed to wait until

infarmation about this template has been replicated ta all domain controllers.
All of the: celtlflcate ternplates in the organization may not be available to your CA.

For mare information, see Certificate Template Concepts.

Name

e Exchange User

%l IPSec

& IPSec (Offine request)

1 Kerberos Authentication
7] Kep Hecovery Sgent

%l ocsp Response Signing
T RAS and 1AS Server

@ Router [Dfffine request)
] Smartcard Logon

5 i

Intended Purpose

Secure Email

IP security IKE intermediate
IP security IKE intermediate

Client Authentication, Server Authentication, Smart Card Loge

Ky Hacovery Agant
OCSP Signing

Client &uthentication, Server Authentication

Client Authentication

Client Authentication, Smart Card Logon

\('

Issue the KRA Certificate.

1. Request the KRA certificate. Open the command prompt and run the certmgr.msc command.

2. Right-click Personal node. Select All Tasks -> Request new certificate....

File Action View Help

o [E o= Hm

=) Certlflcates Current User

Loglcal Store Name

b [ Pe~
2R T \ Fmd Certificates...

4

sonal

| Eny AllTasks

~cn

‘ Find Certificates...

& In

= Ad ‘ Refresh

| Help

lmport

| Untrusted Certificates
| Third-Party Root Certificatior
| Trusted People

| Client Authentication Issuers
| Certificate Enrollment Reque:
| Smart Card Trusted Roots

b
b
b
P
b
b
b
P
b
b

| <1 m E3||

| Req%st New Certificate..,

| &dvanced Operatlons

J Third-Party Root Certification Authorities
I Trusted People

| Client Authentication Issuers

1 Certificate Enrollment Requests

I Smart Card Trusted Roots

\<[ m

Request a new certificate from a certification authority {(CA) in your domain

3. Click Next.
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4. Select Active Directory Enrollment Policy and click Next.

Select Certificate Enrollment Policy

Certificate enrollment paolicy enables enrollment for certificates based on predefined certificate templates
Certificate enrallment policy may already be configured foryou.

E_l_:rhﬂguiﬁd by your .ai:lmhi'_s{ratur
Active Directary Enrollment Policy
Configured by you

Learn moare about certificate enrallment policy

5. Select the Key Recovery Agent check box template and click Enroll.

Request Certificates

You can request the following types of certificates. Select the certificates you veant to request, and then
click Enrall:

Active Directory Enrollment Policy

[ Copy 2 of Administratar AJ STATUS: Awsilable Details «
[Vl Key Recavery Sgent

STATUS: Available Details w
&Y

[ Show all t_'é_m'h_faj;es
Learn maore about certificates
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6. Verify the enrollment is pending and click Finish.

Certificate Installation Results

The following certificates have been enrolled and installed on this computer.

Active Directory Enrollment Policy

[ Key Fiecavery Agent o STATUS: Enrallment pending Details

Issue the KRA certificate from the CA snap-in.

1. Open the command prompt and run the certsrv.msc command.

2. Select the Pending Requests node. Right-click on the latest request for the KRA template. Select All
Tasks and click Issue.

File. Action View Help
R

ﬁ. Certification Autharity (Local)
4 gl hoida-D1-CA

RequestiD  BinangRequest  Request Status Code  Request Disposition Message

""'EEG”"‘] LiC i = L
1) Rewnked Certificates Al Tasks 4 Wiew Atributes/Etensions..
L1 Issued Certificates Rafresh Expait Binary Dsta...
. Pending Requests
] Failed Requests Help s
| Certificate Ternplates ‘ eny

| ¢] L}
(Farce the policy module to reevaluate this request

3. Click on Issued Certificates. Verify that the new certificate is issued.
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Retrieve the issued certificate from CA
1. Open the command prompt and run certmgr.msc command.
2. Right click Certificates — Current User

3. Select All Tasks and click Automatically enroll and retrieve certificates...

‘certmar - [Certificates - Current User] L=l B

,._l
I

File Action Wiew Help

Ei'i‘j] Certificates - I:urren.{:.“:n:-.__..u..l EF T EA Ry TS NV ‘

1 Personal i Find Certificates... i

. Trusted Root CF_-'| A Tasks rﬁ Find Certificates..
~ | Enterprise Trust C
: lnrl:ﬂ:at;uée Ve h|| A, ﬁmaticall}-‘ Enroll and Retriewve Certificates..

I

I

I

D I
b1 Active Directony Bafrash !UserDbjEEt
B Trusted Publishy [

I

I

I

I

I

I

. ! Exprort List.., 1§
| Untrusted Certif] |
| Third-Party Rao Help
7 Trusted People '

|cates

| L B i
e are et Lerification Authiorities

. Client &uthentication lssuers al Trusted Feopls

3 Certiticate Enialiment Regije: _ Chent Authentication |ssuers

I Sk G Trasbad Books _| Certificate Enrallment Requests

Tl Srmatt Card Trusted Rodts

< 1} € n >

éLlpdates all eligible certificates a5 a background process

4. Click Next.

5. Select the KRA certificate you just issued and enroll it.

Configure the CA to support Key Archival.

1. Open the command prompt and run the certsrv.msc command.
2. Right-click CA Name and select Properties.

3. Select the Recovery Agent tab.

4. Select the Archive the key radio button.
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5. Click the Add button.

Estersions | Stoage | Certificate Managers

General | Palicy Madule | Esit Maduls
Enrolment Agents | Audiing | Fecovemdgents | Security

D'a the follawing when a certificate request includes key archival;
) Dokot archive the key
®) &rchivi the key

MNumnber of recoveny agents to use:

Keprecoverny agent certificates:

Subject: . lzsuer Ewpiration Date  Status.

Femove | | Wiz |

Key Recovery Agent Selection
Please select a Key Recovery Agent certificate

Administrator
Issuer: noida-D1-CA

Click here to view certificate

ro! ES

Valid From: 5/1/2013 to 5/1/2014

g I cncd |

7. Click OK

8. Verify the CA service must be restarted, click Yes.
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Create a template with Key Archival enabled
1. Open the command prompt and run the certtmpl.msc command.

2. Right-click the User template and click Duplicate Template.

»

& Certificate Templates Console - O X
File Action View Help
Lol A1Eal IEHEY
] Certificate Templates (WIN-78P( Template Display Name Schemna Version Version " || Actions
] Cross Certification Autherity 2 105.0 Certificate Templates (WIN-TBPG3KKEE...
& Directory Email Replication 2 115.0 More Actions
1] Domain Controller 1 41
\#] Domain Contraller Authentication 2 110.0 User
& £Fs Recovery Agent 1 6.1 Mare Actions
IE Enrollment Agent 1 41
@Enrollmentﬁ\ ent (Computer) 1 31
g p
@Exchan e Enrollment Agent (Offline requ... 1 41
g g q
@Exchan e Signature Onl 1 6.1
geoig y
1] Exchange User 1 71
g
i3 1Psec 1 8.1
& 1PSec (Offline request) 1 A
q
1] Kerberos Authentication 2 110.0
{5 Key Recovery Agent 2 105.0
£y Ty Ag
1] OCSP Response Signin 3 101.7
p gning
& RAS and 1S Server 2 1010
{5 Root Certification Authori 1 5.1
ty
@ Router (Offline request) 1 41
q
IE Smartcard Logon 1 6.1
g
] smartcard User 1 141
] Subordinate Certification Authori 1 5.1
ty
5] Trust List Signin 1 31
gning
“ Duplicate Templat
] User Signature Only Hplicate femplate A
] Web Server All Tasks » ]
IE Waorkstation Authentication 0.0
Properties -
< > <€ Help >
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3. Select Windows Server 2008 for both Certification Authority and Certificate recipient under
Compatibility Settings, Click OK.
=@ Certificate Templates Console

File Action View Help

Y =
& Certificate Templates (WIN-847 | Ternplate [
B Adminig

W [ SubiectName |  Sewer | lssuance Requiements

More Actions

.;E Basic EF Superseded Templates | E; | Secuity
S cArxel [ Compatity | General | Request Handing | Cyplogiapt

The template options available are based on the earliest operating system Margfsdons ¥
versions setin Compatibility Settings.

@ cross ¢ [V] Show resulling changes

F birecto
& Domain Compatibility Settings

H Domain Certification Authority

g :FS Tlec |Windows Server 2008 v
| Enralim
3 Enrallm| Certificate recipient
3 Exchan

il Exchana
F Exchan
B 1psec
H IPSec (a
F Kerbero
@ Key Rec|
Focsp Ry These settings may not prevent earlier operating systems from using this
T RAS and template.

| oK Jl Cancel || Apply H Help |

3 i Bl

The compatibility changes will add the following template options,

Tab Template Optior

Request Handling For automatic renewal of smart card certificates, use the existing key if a new ...
Cryptography Use alternate signature Format

Cryptography Key Storage Provider

5. Go to the General tab and enter a name for the template (UserKeyArchival).
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6. Go to the Request Handling tab and enable the Archive subject’s encryption private key check

box.
Properties of New Template -
Subject Mame I Server I Izzuance Feguirements
Superseded Templates | Extensions | Security.
Compatibility I Gereral Feqguest Handling | Cryptographs
Furpoze: | Signature and encruption w |

Delets revoked or expired certificates [do rot archive]
[w#*] Include syrmmetric algorithms allowied by thie subject.
[ ey TR P o g =
i@mﬁn{.e.ﬁuhlacls.ﬁncueptls:!n oy ate ke I |

o1 &l private key ta be exported

| Reriew with the same | [

I For automatic renewal of smart card certificates, use the existing key if a
rnew key cannot be cregked

Do the following when the subject iz enrolled and when the private key

azzociated with thiz certificate is used:
(@ Eniall subject without requiting any user input
) Prompt the user during enraliment

— Prompt the user during enrollment and require user input when the
= private key iz used

* Control iz dizabled due to compatibiliby settings

[ ak. || cancet || appw | [ Her

7. Select the Subject Name tab.

8. Uncheck the Include e-mail name in subject name check box.

9. Uncheck the E-mail name check box.

Properties of New Template =T

|_C\:mp(atibility I Genéral l Request Handling I Cryptography
| Superzeded Templates I Extensions Security
Subject Name | Server i lzsuance Requirements

) Supply in the request

Uze zubject information from existing certificates for autasnroliment
renewal requests 7

(® Build from this &ictive Directory information

Select thiz option to enforce congiztency among subject names and to
simplify. certificate administration

Subject name format.

| Fully digtinguished name bl

[ ] Iriclude e-mail hame in subject hame

Include this infarmation i alternate subject name:
[ E-mail name

[1DMS name

[+ User principal name [LIPM]

[ Service principal name [SPN)

* Control is disabled due to compatibility settings.

| (8] .4 || Cancel M ADH“& ﬁ| Help
6} e

10. Click Apply and then OK.
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Add a new template to CA for issuing
1. Open the command prompt and run the certsrv.msc command.
2. Right-click the Certificate Templates node.

3. Select New -> Certificate Template to Issue.

[ File Action  Miew  Help

|e= = c= H

i ﬁgj Certification Suthority (Local) Marne Intended Purpose

| 4 @i noida-D1-CA .EKeyRechér}-’Age’h‘t Key Recovery Sgent
|| Revoked Certificates
0 lssued Certificates
| Pending Requests

| Mariage

Nesw Certificats Template to lssue
| Yiews '
Refresh
Export List..,
Help

Enable additional Certificate Templates on this Certification Sutharity

4. Select new template for key archival, click OK.

Select one Certificate Template to enable on this Certification dutharity.

Mate: I a certificate termplate that was recently created does not appear on thiz list, you may need ta wait until
information about this template has been replicated to all domain controllers.

All of the certificate templates in the organization may not be available to pour Ch.

For more information, see Certificate Template Concepts.

Mame |ntended Purpoze
E Router [Offline request) Client Authentication

E Smartcard Logon

E Smartcard Uger

& Test Administrator

E Truzt Ligt Signing

E zer Signature Only

B Userkarchival

4@ zekeptrchival

] warkstation Authentication

Client suthentication, Smart Card Logon

Secure Email, Client Authentication, Smart Card Logon

Client suthentication, Secure Email, Encrypting File System, b
icrogzoft Trust Lizt Signing

Secure Email, Client Authentication

Client Authentication, Secure Email, Encrypting File System
Client suthentication, Secure Email, Encrypting Fil

Client Authentication

<|

Cancel
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Issue a user template with key archival enabled

1. Open the command prompt and run the certmgr.msc command.

2. Right-click Personal node.

3. Select All Tasks -> Request New Certificate.

=

File: Action View Help

o m cz B

| )l Certificates - Current User

Lagical Store Name

b | Pérsor—

5 B Trost ; Find Certificates...

= al

B | Enter I All Tasks

} Find Certificates...

Lj Inter B .
U] Activ | Refresh

Request New Certificate..,

[0 Truste  Help

] Impor‘t..l."g

) Untrusted Certificates

|| Third-Party Root Certificatior
| Trusted People

1 Client Authentication Issuers
| Certificate Enrollment Reque:
b Smart Card Trusted Roots

b
b
b
B
b
b
b
B

Advanced Operations

|| Third-Party Root Certification Authatities
" Trusted People

|| Client Authentication Issuers

| Certificate Enrollment Requests

I Smart Card Trusted Roots

‘Request a new certificate from a certification authority (CA) in your domain

4. Click Next
5. Click Next.
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6. Select the new template for key archival check box and click Enroll.

Request Certificates

You can request the following types of certificates, Select the certificates you want to request, and then

click Enroll,

Active Directory Enrollment Policy

[ key Recovery Agent

W] Userkarchival

1) STATUS: Awailable

1) STATUS: Auvailable

Details

Dietails w

[ 5how all templates
Learrmore sbout certificatas

7. The Enrollment Wizard Ul displays. Verify the enrollment is successful.

Certificate Installation Results

The following certificates have been enrolled and installed o this computer,

Active Directory Enrollment Policy

[ Userkérchival

o STATUS: Succeeded

Details v

8. Click Finish.
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Perform Key Recovery
You can recover archived keys. To perform a key recovery:

1. Log on to the system as Domain Administrator and ensure that the private key is still recoverable by
viewing the Archived Key column in the Certification Authority console.

a. Log on as Domain Administrator.

b. From Administrative Tools, open Certification Authority.

c. Inthe console tree, double-click CA, and then click Issued Certificates.
d. From the View menu, click Add/Remove Columns.
e

In Add/Remove Columns, in Available Column, select Archived Key, and then click Add.
Archived Key should now appear in Displayed Columns.

f. Click OK and then, in the details pane, scroll to the right and confirm that the last issued certificate
to UserKeyArchival has a Yes value in the Archived Key column.

NOTE: A certificate template must have been modified so that the Archive bit and Mark
Private Key as Exportable attributes were enabled. The private key is only recoverable if
there is data in the Archived Key column.

g. Double-click the Archive User certificate.

h. Click the Details tab.

Write down the serial number of the certificate. (Do not include spacing between digit pairs.) This is
required for recovery.

The serial number is a hexadecimal string which is 20 characters long. The serial number of the
private key is the same as the serial number of the certificate. For the purpose of this walkthrough,
the serial number will be referred to as serialnumber.

i. Click OK.
j. Close Certification Authority.
2. Recover the private key into a BLOB output file by using certutil.exe.

a. On the taskbar, click the Start button, click Run, type cmd, then click OK to open command
prompt window.

b. Type cd \and then press ENTER.

Ensure that you are in the c:\ directory.
d. Atthe command prompt, type:

Certutil -getkey serialnumber outputblob
e. Atthe command prompt, type

dir outputblob

NOTE: If the file outputblob does not exist, you probably typed the serial number
incorrectly for the certificate.
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The outputblob file is a PKCS#7 file containing the KRA certificates and the user certificate and chain.

The inner content is an encrypted PKCS#7 containing the private key (encrypted by the KRA
certificates).

3. Recover the original private/public key pair using Certutil.exe

a.

d.

e.

On the taskbar, click the Start button, click Run, type cmd, and click OK to open a command
prompt window.

At the command prompt, type:

Certutil -recoverkey outputblob user.pfx
When prompted, enter the following information:
Enter new password: password

Confirm new password: password

Type exit, and then press ENTER.

Close all windows and log off as the current user.

4. Import the recovered private key/certificate.

a.
b
C.
d.
e
f

g.

At the command prompt, type certmgr.msc

Right click Certificates (Current User), and then click Find Certificates.

In Find Certificates, under Contains, type CA Name and then click Find Now.
In Find Certificates, on the Edit menu, click Select All.

In Find Certificates, on the File menu, click Delete.

In Certificates, click Yes.

Close Find Certificates.

5. Import the certificate at c:\user.pfx and let the certificates be placed by the system.

a.

b
c.
d.
e

f.

In the console tree, right-click Personal and then click All Tasks and then click Import.
In the Certificate Import Wizard, click Next.

On Files to Import, in the File name box, type c:\user.pfx, and then click Next.

In Password, type password and then click Next.

On Certificate Store, click Automatically select the certificate store based on the type of
certificate and then click Next.

On Completing the Certificate Import Wizard, click Finish.

6. Verify the serial number of the imported certificate.

a.
b.

C.

In the console tree, double-click Personal and then click Certificates.
Double-click certificate.

In Certificate, go to the Details tab. Verify that the serial number matches the original.
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Installing and Configuring the CA cluster using SafeNet Key
Storage Provider

The following sections describe the installation and configuration of a CA on a failover cluster running on
Windows Server. Register SafeNet Luna KSP using KSPConfig.exe. (Referto the
section.)

Set up the CA server role on the first cluster node

This section explains how to install certificate services on the first cluster node. To setup the CA server role
on the first cluster node:

1. Log in as an Enterprise Admin/Domain Admin with Administrative privileges.

2. The steps to install the Microsoft Active Directory Certificate Services are same as the |nstall Aciive
section. After Microsoft ADCS is successfully installed, continue with the

below steps.

Click the Start button, point to Run, type certsrv.msc, and then click OK.
Select the CA node in the left pane.

On the Action menu, click All Tasks and then Backup CA.

Click Next on the Welcome page of the CA backup wizard.

Mo e

Select Private key and CA certificate and provide a directory name where you will temporarily store
the CA certificate and optionally the key. Click Next.

Certification Authority Backup Wizard =]
Items to Back Up ;
Yaou can back up individual companents of the certification autharity data. o B
o™

Select the itemz pou wizh to back up:
[v Private key and Cf certificate

[ Certificate database and cerificate databass log

T Ped

Back up tothiz location;

C:hBackup Browse... I

Maote: The backup directory must be empty.

< Back %| Cancel | | Help
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8. Provide a password to protect the CA key and click Next.

9. Click Finish.
Certification Authority Backup Wizard E
Completing the Certification
Authority Backup Wizard
Il
LD
“__' ?- Y'ou have syccessfully completed the Certification Authority
— Backup wizard.

“You have selected the following settings:
Frivate Key and Ca Certificate

< 11} >

Ta cloge this wizard and begin backup, click Finish

| < Back . Fin‘E% | Cancel | | Help |

NOTE: You will receive a warning message that the private key cannot be exported.
This is expected behavior because the private key will never leave the Luna HSM.

10. Click OK to continue.

NOTE: You need to run the ksputil.exe utility to migrate keys to the cluster. Please
contact Customer Support, in case you do not have the ksputil.exe utility.

11. Run the ksputil.exe utility to make the keys visible to the secondary node in the cluster. You will be
prompted to enter the partition password.

ksputil clusterKey /s <slotNum> /n <CA_Name> /t <TargetHost_Name>
Where,

slotNum — slot number

CA_name — name of the CA

TargetHost Name — FQDN of the second node

B Administrator: mmand Prompt -[O] X |

SProgram FilessSafeMet:\LunaClient\KSP>ksputil.exe cluster¥ey /= 1 /n noida—Di-
A #t DZ2.noida.com

Sevvers Host Mame is: Dil.noida.com and the logged on user is: Administrator
NOI DA

nter challenge for slot '1°' ;s

Successfully migrated CA key to host: "D2.noida.com” with private key: 27 and pu
hlic key: 119

SProgram FilessSafeMet:\LunaClient»KSP>
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12. Click the Action menu, All Tasks and then Stop Service.

NOTE: After the successful migration of keys to the second node, the CA service must
be shut down to unlock the disk resources.

13. Close the CA management snap-in.

To detach the shared storage form the cluster node

1. Go to the Server Manager MMC snap-in. Click the File and Storage Services. Click Disks, select
shared disk resource, right click on it and select Take Offline.

2 ‘Server Manager (= [= [T
@ v « \olumes * Disks v @ | o Manage  Tools  View
= DISKS S = .
s Servers () All disks | 2 tota! | TASKS |
i Volumes T 0 @ v @ v &
by Filter \E) L -
Ol o |
58 Storage Pools Number Virtual Disk  Status Capacity Unallocated  Partition Read Oni;,rf
ﬂ Shares 4 D12 :
iSCSI |0 Online  127GB 0008 MBR

Eake Offiine
Reset Disk

| Lastrefreshed on 5/1/2013 11:34:28 PM

VOLUMES STORAGE POOL

To release the HSM from the cluster node

1. Since Luna HSM is a network attached HSM, therefore disable the network connection to release it
from cluster node one.

2. Logoff from the Cluster node one.

The installation of the Certification Authority on the first node is completed now.

Set up the CA server role on the second cluster node

This section explains how to set up the second cluster node. To install the CA on the second node,
complete the following tasks:

Configure the secondary cluster node:

1. Log on to the cluster node with permissions to install the second cluster node. To install an enterprise
CA, logon with enterprise permissions to the Active Directory domain. To install a standalone CA you
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may logon with local admin permissions if you don’t want to register the CA in the Active Directory
configuration container.

Click the Start button open Run, type servermanager.msc, and click OK.

The Server Manager MMC snap-in opens. Click the File and Storage Services. Click Disks.
Ensure that the shared disk that is used for the CA is online.

Copy the previously exported CA certificate to the second cluster node.

Click the Start button, point to Run, type mmc, and then click OK.

From the File menu, click Add/remove Snap-in...

@ N o s oeN

Select Certificates from the list of available snap-ins and click Add.
9. Select the Computer Account radio button and click Next.

10. Select the Local Computer radio button and click Finish.

11. Click OK.

Import an existing CA certificate

1. In the Certificate Manager MMC snap-in, expand the Certificates (Local Computer) node and select
the Personal store.

2. From the Action menu click All Tasks and then Import ...

= ConsoleT - [Console Root\Certificates (Local Computer)\Personall [=To [
E File View Favorites ‘Window Help Bl : x|
o= Find Certificates...
Consi All Tasks ] i Find Certificates.., i T Actions
SR i i
4 “';l C New Window from Here | Request Mew Certificate.., 1> iterns to show in this view, Personal -
| New Taskpad View... 1 '""H‘%"" i Mare Actions >
> Refresh Advanced Operations v
> B : —
Export List..,
s i P
[ Help
b | Third-Party Root Certificatiol
b Trusted People
B | Client Authentication Issuers.
I ! Remote Desktop
b Smart Card Trusted Roots
B Trusted Devices

< 1 >

Add a certificate to a store

3. Inthe Certificate Import Wizard, click Next.

Enter the filename of the CA certificate that was previously created on the first node and click Next. If
you use the Browse button to find the certificate, change the file type to Personal Information
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Exchange *pfx,*.p12).

File to Im port

Specify the file you want toimpart,

File name;
‘CiiBackupinoida-D1-CA.p12 | | Browse.. |

Mote: Mare than one certificate can be stored in a singls file in the following Formats:.
Personal Information Exchange- FRCS #12 ( PFX, F1Z2)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.F78)

Microsoft Seriglized Certificate Store (.55T)

Learn more about certificate file Formats

5. Type the password previously used to protect the private key. The password is required even if there is
no private key in the PFX file. Click Next.

NOTE: Do not select the Mark this key as exportable check box.

Private key protection
To mainkain security, the private key was protected with a password,

Type the password For the private key.

Password:

| cononans

[]Display Passward

Impart options:

| IEnable stromg private key protecton, You will be prompted eviery tre the
private kew is used by an application IF wou enable this option

[_IMark this key as exportable, This will allow vou ba back Up of transpart your
keys at 3 later time,

[ Include all extendad properties,

Learn more about protecting orivate kewvs:
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6. Select the Place all certificates in the following store radio button and select the Personal certificate

store. Click Next.

Certificate Store

Certificabe stores are system areas where certificates are kept,

Windows can autornatically select a certificate store, or wou can specify a location For
the certificate,

() Butomatically select the certificate store based onthe bvpe of certificate

® Place all certificates in-J:he.FDIIDwing stare

Certificate store:

|Persu:unal" | | Eﬁl‘“"}ﬁ' ]

Learn more-about certificate stores

7. Click Finish to import the certificate.

8. Click OK to confirm the successful import.

9. Repair the association between the certificate and the private key that is stored in the HSM.
10. In the Certificate manager, expand the Personal store and select the Certificates container.
11. Select the imported certificate and select Open from the Action menu. Go to the Details tab.
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12. Select the field Serial Number and copy the serial number into the clipboard. Click OK.

ok Certificate |_x |

| eneral | Details | Certification Path |

Shiow: [<Au> ul

i Figld Yalue r\
| [=]version i

Serial numbier 4F54700b 0B BECS 924823 ... =
Signature algorithm shalR5A

Signature hash algarithm shal

L5 | Issuer nojda-D1-Ch, noida, com
'_ {ealid From Wednesday, May 1, 2013 11:...
[ lvaldta Tuesday, May 1, 2018 11:390,..
| ;:MESLIb]'ect noida-01-CA, noida, com v |

4f 54 70 0Ob 08 88 =6 92 48 23 06 09 44 bS 70
=7

Edit Properties. ., | | Copy toFile. ..

Learn more about cerkificate details

13. Open the command prompt and type certutil -repairstore My "{Serial number}" and press Enter.
[=[8\] * |

- Administrator: Command Prompt
(c) 20812 Hicrosoft Corvporation. All rights reserved.

23 86 BF 44 b5 VA eV
"Perzonal"

Certificate 1
Serial Mumber: 4f54708bAB8Ec57248236B60944h578e?
[zsuer: CH=noida-D1-CA, DC=noida. DC=com
MotBefore: 5/1-2613 11:29 PH
MotAfter: 5-1-2818 11:32 PN
bubject: CH=noida-Di-CA. DC=noida,. DC=com
ertificate Template Mame (Certificate Tupel): CA

A Uerzion: UB.B
Bignature matches Public Key
oot Certificate: Subject matches Issuer
emplate: CA,. Root Certification Authority
ert Hash(shal): 47 Bc 6e B2 37 92 eb ac ee db ad 4c d2 17 c4 3 83 16 39 cc
Key Container = noida—Di-Ch
Unigue container name: hdaadbfc-6992-43c8-he7c-?5802a2c284d
Provider = SafeMet Key Storage Provider
rivate key is NOT exportable
ncryption test passed
ertltil: —repairstore command completed successfully.

visllserssAdninistrator .MOIDA >
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Add the AD CS role

Open Server Manager under Configure this Local Sever and click Add Roles and Features.

Lol o

Click Next.

>

The Add Roles and Features Wizard displays.

Select the Role-based or feature-based installation radio button and click Next.

Installation Type

Server Selection

Select installation type

DESTINATION SERVER
D2Znoida.com

Select the installation fype, You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHED).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

R, De<l

G p Services il
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous Nerg >

5. Select the Select a server from the server pool radio button and from Server Pool select your

server.

=

cfore You Begin
Inszallat

Server Selection

Server Rolas

Featurss

Select destination server

DESTINATION SE3VER
CZnoidacom

Select a server or a virtual hard disk on which to install roles and features.

(®) Selecta server from the server pool
) Select a virtual hard disk

Server Pool

Filter:

MName IP Address Operating System

DZnoida.com 172.25.11.899

Microsoft Windows Server 2012 Standard

1 Computer{s} found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

= Previoos. Nm > Instal

6. Click Next.
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Select server roles

Befere You Begin
Instaliaticn Type

Server Selection

Featurss

Select one or maore roles to install on the selected server.

Roles

%Actwe Directory Domain Services

[ Active Directory Federation Services

[[] Active Directory Lightweight Directory Services
[[] Active Directory Rights Management Services
] Application Server

[_] DHCP Server

] DNS Server

[[] Fax Server

[®] Fife And Storage Services (Instsllzd)

[] Hyper-V

[] Network Policy and Access Services

[] Print and Document Services

[] Remote Access

[C] Remote Desktop Services

7. Select the Active Directory Certificate Services check box from the Server Roles.

DESTINATION S23VER
D2noida.com

Description

Active Directory Certificate Services
(AD CS) is used to create
certification authorities and related
role services that allow you to issue
and manage certificates used in a
variety of applications.

[ <Prewons| l Next > | | Install | | Cancel '

8. The Add features that are required for Active Directory Certificate Services? window displays. To
add a feature, click the Add Features button.

9. Click Next to continue.
10. Click Next to continue.

Select features

Befere You Begin
Instaliaticn Type

Server Selection

Server Roles

Role Services

Confirmation

Select one or more features to install on the selected server.

Features

1] Framework 3.5 Featu

LA G

b

<

[®] .NET Framework It
O Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption

] BitLocker Network Unlock

[] BranchCache

[_] Client for NFS

[] Data Center Bridging

[T] Enhanced Storage

[C] Failover Clustering

["] Group Policy Management

[] Ink and Handwriting Services

[] Internet Printing Client

[] 1P Address Management (IPAM) Server

[0 |

| >

DESTINATION SERVER
D2 noidacom

Description

NET Framawork 2.5 combines the
power of the NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

< Previous N§§> [ Install || Cancel
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11. Click Next to continue.

Before You Begin
Instaliation Type
Server Selection

Server Roles

Features

Role Services

Confirmation

DESTINATION SERVER

Active Directory Certificate Services Dnoida.com

Active Directory Certificate Services (AD CS} provides the certificate infrastructure to enable scenarnios
such as secure wireiess networks, virtual private networks, Internet Protocol Securnity {IPSec), Network
Access Protection (NAF), encrypting file system (EFS) and smart card log on.

Things to note:

* The name and domain settings of this computer cannot be changed after a certification authority
(CA) has been installed, If you want to change the computer name, join a domain, or promote this
server to a domain controller, complete these changes before installing the CA. For more
information, see certification authority naming,

Active Directory Certificate Services Overview

[<previous | [ Newx[y] [ instal | [ Concel ]

12. Select the Certification

Authority check box from the Role services list and click Next.

Select role services

Befere You Begin
Instaliaticn Type
Server Selection

Server Roles

Featurss
ADCS

Confirmation

DESTINATION SERVER
D2noida.com
Select the role services to install for Active Directory Certificate Services
Role services Description
Ce{‘uﬁcanon Authority (CA] is used
P to issue and manage certificates.
[] Certificate Enroliment Policy Web Service Multiple CAs can be linked to form a
[[] Certificate Enrollment Web Service public key infrastructure.

[] Certification Authority Web Enraliment
[C] Network Device Enrollment Service
] Online Responder

S Previous Ni,ﬁ._} [ Instail | | cancel
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13. Click Install.

Before vou Begin
Installation Type
Server Selection
Server Roles
Featurss

ADCS

Role Sarvices

Confiry

DESTINATION SERVER

Confirm installation selections D2 idacom

To install the following roles, role services, or features on selected server, click Install.

[] Restart the destination server automatically if required

Optional features (such as administration toois) might be displayed on this page because they have
been selected automatically, If you do not want to install these opticnal features; click Previous to clear
their check boxes.

Active Directory Certificate Services
Certification Authority

Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

Export configuration settings
Specify an altemate source path

< Previous jﬁl‘:exw | l Il I[ Cancel I

14. Once installation is complete, click the link Configure Active Directory Certificate Services on the
destination server the AD CS Configuration wizard displays.

Installation progress D2 ncidacom

View installation progress

Export configuration settings

DESTINATION SERVER

o Feature instaliation
e —————————————

Configuration required. Installation succeeded on D2.noida.com.

Active Directory Certificate Services
Additional steps are required to configure Active Directory Certificate Services on the destination

server
Configure Active Directory Certificate Services on !ﬁ destination server
Certification Authority

Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

You can close this wizard without interrupting running tasks, View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

| <Previous | | Next> [ Close ‘ Cancel
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To configure the AD CS Role

1. On the Credentials page of the AD CS Configuration wizard click Next to continue.

= AD CS Configuration

Credentials

Role Services

* Standalone certification autharity
* Certification Authority Web Enrofiment
* Online Responder

* Enterprise ceriification authority

¢ Certificate Enrollment Policy Web Service
¢ Certificate Enrollment Web Service

¢ Network Device Enrollment Service

Credentizls: NOIDA\Administrator

More about AD CS Server Roles

1 < Previous ‘

Specify credentials to configure role services

l'.-'l:l X

DESTINATION SERVER
D2.noida.com

To install the following role services you must belong to the local Administrators group:

To install the following role services you must belong to the Enterprise Admins group:

Change...

2. Select the Certification Authority check box and click Next.

Select Role Services to configure

Setup Typs Certification Authority
| Certification Authority Weab Enroliment

Ise

CA Type
Privats Key

ander

L Enrolime
Cryptography [_] Certificate Enrallmant
CA Name "] Certificate Enroliment Pol b Service

Ceriificate Reguest
Certificate Database

Confinmation

More about AD CS Server Roles

< Previous Ni;t =

DESTINATION SERVER
D2.noida.com

| configure | [ Cancel |
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Select Enterprise CA as Setup Type and click Next.

i DESTINATION SERVER
S etu p Type D2.noida.com

Credentials Specify the setup type of the CA

Rolz Services

‘ Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS} to
5 simplify the management of certificates. Standslone CAs do not use AD DS to issue or manage
CA Type certificates.

Private Key
: 5 ® Enterprise CA
Gryptography Enterprise CAs must be domain members and are typically online to issue certificates or
CA Nams certificate policies.

Certificate Request O Stardaions CA

Certificate Database Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD
Confirmation DS and can be used without a network connection {offline),
More about Setup Type

< Previous Ns_)t > ! Canfigure |I Cancel

Select Root CA as type of CA and click Next.

DESTINATION SERVER
CA Type D2.noida.com
Credentials Specify the type of the CA
Role Servicas

Setup Typs When you install Active Directory Certificate Services (AD CS), you are creating or extending a
= public key infrastructure {PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PK]

Private Key hierarchy.
Cryptography @® Root CA
CA Name Root CAs are the first and may be the only CAs configured in a PK! hierarchy.

validity Period © Siibsrdivate CA

Certificate Database Subordinate CAs require an established PXI hierarchy and are authorized to issue certificates by
Confirmation the CA above them in the hierarchy.
More about CA Type

I < Previous | | Na:]l}t_] | Configure l [ Cancel
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5. Select the Use existing private key radio button and choose the option Select a certificate and use
its associated private key and click Next.

Private Key

Cradentials
Role Services
Setup Typ=s
CA Typs

Existing Certificate

DESTINATION SERVER
D2.noida.com

Specify the type of the private key

To generate and issue certificates to dlients, a certification authority (CA) must have a private kay.

() Create a new private key
Use this option if you do not have a private key or want to create a new private key.

(@) Use axisting private key
Use this opticn to ensure continuity with previously issued certificates when reinstalling a CA,
@) Selact a ceriificate and use its associated private key
‘Select this option if you have an existing certificate on this computer or if you want to
import a certificate and use its associated private key.
() Select an existing private key on this computer

Select this option if you have retained private keys from a previous instailation or want to
use a private key from an alternate source.

More about Private Key

[ <—jPrevious| ‘N%} ] Configure |[ Cancel

6. Select the CA certificate that was generated on the first node and click Next.

Existing Certificate

Credentials
Role Servicas
Setup Typ=
CA Type
Privats Key

Existing Certificate

DESTINATION SERVER
D2.noida.com

Select an existing certificate for the CA

To use a private key associated with a certificate, select that certificate. You may have to import a
certificate if it is not available on the target computer. The selected certificate and its properties
will be used for this certification authonty (CA),

Certificates:
Subject Issued By  Expiration Date
TS R mems o e [ Properties... |

[] Aliow administrator interaction when the private key is accessed by the CA.

More about Existing Certificate

< Previous i Next > ‘ j_ Conﬁgure_-il Cancel l
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7. Change the default paths for the database log location. Click Next to continue.

fl AD CS Configuration

CA Database

Specify the database |ocations

Certificate database location:
=4

Privats Kay

Certificate database log location:

Existing Certificaie EN

Cerfificate Database

Confirmiation

More about CA Database

- O x

DESTINATION SERVER

D2.noida.com

|<PfE\nou5||

Mext = | Configure | |E

8. A dialog box displays stating that an existing database was found displays, click Yes to overwrite.

9. On the Confirmation page click Configure.

~ Active Directory Certificate Services

Certification Authority

< Previous

DESTINATION SERVER
D2.noida.com

To configure the following roles, role services, or features, click Configure.

CA Type: Enterprise Root
Frivate Key Allow Administrator Interaction: Disabled
Existing Certificate Certificate Validity Period: 5/1/2018 11:38:39 PM
Certificate Database Distinguished Name: CN=noida-D2-CA DC=noida,DC=com
Certificate Database Location:  EX\
Certificate Database Log E\
Location:

Next > Conﬁgure Cancel

10. Click Close to finish the Role installation.

11. Log off of the cluster node two.
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Set up the Failover Cluster feature on both the cluster nodes
Repeat the following steps on both the cluster nodes:

1. Log on to the cluster nodes with local administrator permissions.

2. Open Server Manager under Configure this Local Sever and click Add Roles and Features.

3. The Add Roles and Features Wizard displays.

4. Click Next.

5. Select the Role-based or feature-based installation radio button and click Next.

6. Select the Select a server from the server pool radio button option and from Server Pool select your
server.
1= ‘Add Roles and Features Wizard == .

Select destination server Lt

. P ; il e y 4 . :
=fore You Begin Select a server ora virtual hard disk on which to install roles and features

Instaliatic Vpe ®) Selecta server from the server pool
) Select a virtual hard disk
Server Roles Sarver Pool
Fezturss
Filter:
Mame IP &ddress Operating Systern

D2.noida.com 172.25.11.99 Microsoft Windows Server 2012 Standard

1 Computer{s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

= Previous Merg » Install Cancel

7. Click Next twice.
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8. From the list of available features, select the Failover Clustering check box and click Next.

Select features

Befores You Begin
Instaliation Typs

Servar Selection

Server Roles

Select one or more features to install on the selected server.

Features

Y

(S|
b [E] .NET Framew
[+ [] Background Intelligent Transfer Service (81TS) =

[] BitLacker Drive Encryption

[ BitLocker Network Uniock

[] BranchCache

[] Client for NFS

[[] Data Center Bridging

[[] Enhanced Storage

Failover Clustering

%roup Policy Management

[ Ink and Handwriting Services

[l Internet Printing Client

[ Ie Address Management (IPAM) Server

e v

ork 4.5 Features {Instaliad)

<] [ e

< Previous | | Next >

DESTINATION SERVER
D2.noida.com

Description

NET Frameswork 2.5 combines the
power of the NET Framework 2.0
AP|s with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

i | 1 Install ‘\ Cancel

9. A pop up displays stating Add features that are required for Failover Clustering? To add a feature,

click the Add Features button.

10. Click Next.

Select features

Before You Begin
Instaliation Typs

Server Sslection

Servar Roles

Confirmation

Select one or more features to install on the selected server.

DESTINATION SERVER
D2Z.noida.com

Features Description
b E] NET Framework 3.5 Features 2 5::?::22';?:: :c?g:?;):;st::ﬁ?i:!e
b [®] NET Framework 4.5 Features {Instalied) high availability of server roles.
p [[] Background Intelligent Transfer Service (BITS) = Failaver Flustgn’ng is Qﬁef‘ used for
[] BitLocker Drive Encryption g;;i:’:;(:;‘p\;;::tzn'rad:;n:‘;“
[ BitLocker Network Uniock applications.
[] BranchCache
[[] Client for NFS
[[] Data Center Bridging
[[] Enhanced Storage
[] Group Policy Management
[ Ink and Handwriting Services
[] Internet Printing Client
[[] IP Address Management (IPAM) Server
Lo IR . v
5 i =
<previous | | N> | [ nstall | [ Cancel
"8
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11. Click Install.

Before You B=gin
Instaliatiop Type
Server Selection
Server Roles

Featurss

Confirmation

Confirm installation selections e

To install the following roles, role services, or features on selected server, click Install.

[C] Restart the destination server sutomatically if required

Opticnal features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Failover Clustering
Remote Server Administration Tools
Feature Administration Tools
Failover Clustering Tools
Failover Cluster Management Toois
Failover Cluster Module for Windows PowerShell

Export configuration settings
Specify an alternate source path

<Previous | | Nexts |

w\g tall Cancel

12. Click Close.

Installation progress N et

View installation progress

o Feature installation
= —

Installation succeeded on D2.noida.com.

Failover Clustering
Remote Server Administration Tools
Feature Administration Tools
Failover Clustering Tools

Failover Cluster Management Tools
Failover Cluster Module for Windows PowerShell

You can close this wizard without interrupting running tasks, View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

| < Previous \ [ Next > \ I Glnsef}_l ‘ Cancel
Jay
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Create a Failover Cluster
To create a Failover Cluster:

1. Log on to the cluster node where the storage is attached.

2. Open Server Manager, Click Tools and select Failover Cluster Manager.

3. From the Action

menu, click Create a Cluster.

3as

=
File  Action View Help

Failover Cluster Manager

5 Failover Cluster Manager Failover Cluster Manager

;‘," Create failover clusters, validate hardware for patential failover clusters, and perform configuration changes to
Av& your failover clusters.

4 Overview

A failover cluster is a set of independent computers that work together to increase the availability of server roles.
The clustered servers [called nodes) are connected by physical cables and by software. If one of the nodes
fails, another node begins to provide services (a process known as fallover).

|4 Clusters

|+ Management

To begin to use failover clustering, first validate your hardware configuration, and then create a cluster, After
these steps are complete, you can manage the cluster. Managing a cluster can include migrating services and
applications to it from a cluster nning Windows Server 2012, Windows Server 2008 R2, or Windows Server
2008.

[ Validate Configuration. Understanding cluster validation tests
B (At uster Creating a tailover cluster or adding a cluster node
B Connectto Cluster.. ﬂ IManaaing a failover cluster

Miarating services and applications from a cluster

4 More Infi

Failover cluster topics on the ‘Web
B Failover cluster communities on the Web

B Microsoft support page on the \Web

Actions.

Failover Cluster Manager

3 Validate Configuration..,

1 Create Cluster..

4 Connectta Cluster..
Wiew

| Refresh

Properties

ﬂ Help

On the Before You Begin page, click Next.

5. Enter the cluster node name (computer name) of the first cluster node in the Enter Server Name field

and click Add.

Enter the cluster node name of the second cluster node in the Enter Server Name field and click Add.
Click Next to continue.
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8. Enter the Cluster Name and click Next until you reach the Summary page. .

ﬁ Access Point for Administering the Cluster

Before Y'ou Begih Type the niame you want to use when admiristering the chuster
Select Servers

Clister Marme: [ElustertDCS]

Admiristenng the

[Ch i) The MetBIOS name is limited to 15 characters, ‘One or mare DHCP IPv4 addresses were configured
i automatically, Al networks were configured automatically,

Confimation & Lty - e SISt

Creating Metw Clustsl

Summary

4 Previous:

9. Verify the cluster configuration is appropriate and click Finish.

Summary

Before You Begin i “You have successfully completed the Create Cluster Wizard.

Select Servers

Access Point for
Administering the

Clhster Create Cluster

Confimation

Creating New Cluste
Cluster: ClusterADCS

Node: D2.noida.com
Node: D1.noida.com
IP Address: DHCP address on 172.25.11.0/24

Summary

Warnings

Toview the report created by the wizard, click View Report.
To close this wizard, click Finish.
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Configure ADCS Failover Cluster

You can configure an ADCS Failover configuration to support your certificate eservices. To configure the
ADCS failover cluster:

1. Inthe Failover Cluster Management snap-in, right-click Role and select Configure Role.

File Action \View Help

o

Help

ster Events: None in the last hour

55 Fallover Cluster Manager Cluster ClusterADCS.noida.com
4 &8 ClusterADCS.noida.com

5 @‘% Configure Role.. ummary of Cluster ClusterADCS
PI=% Virtiol Machinesn SterhDES has  clustered roles and 2 nodes.
E Erearu érr;,;l;R;le sterADCSnoida.com Networks: Cluster Netwark 1
b @N e - st Server: D2 Subnets: 1IPvd and 0IPvé
Node Majority

Configure high avalabilty for a specific clustered role, add one or more servers (nodes). or migrate services and
Seabanst ind

a cluster unning v

Confioure File..
[ Validate Clustr..
[ AddMNode..

Y Migale Roles..

2012, Windows Server 2008 R2, or Windows Server 2008,
Conliquing roles for high availability
Understanding cluster validation tests
Adding 3 setver to vour cluster

Migrating a cluster from Windows Server 2012,
Windows Server 2008 R2, or Windows Server 2008,

| Actions

B9 Configure Ral
F Validate Cluster...
28 View Validation Report
# Add Node...
4 Close Connection
4) ResetRecent Events
B More Actions

View
|0, Refresh
IQ Properties
i Help

%3 Bring Online

i
&
[ Clusterbware Updating Applying software updates to the nodes in the cluster @ Take Offline
{4] Show Critical Events
lidublavigate, B) More Actions
@] Aok ] Modes Properties
[# Storege (@] Networks Help
[#] Clster Events
Name Status
Cluster Name
il ¥ Name: ClusterADCS (3) Ohline

2. Onthe Before you Begin page, click Next.

== Before You Begin
28

Betore YVou Begin

Select Role

ore abo

roles that you can confiqure for high avai

[] Do not show this page again

This wizard configures high availability for a role. After you successfully complete this wizard, if a clustered
server fails while running the role. another clustered server automatically begins running the role (a
process known as failover). |F the role itself fails. it can be automatically restarted, sither on the same
server of on another server in the cluster, depending on options that you specify.

If you want to cluster a complex application such as a mail server or database application, see that
application's documentation for information about the correct way to install it.
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@ Select Role

Before You Begin

Select Role

Select Service
Client decess Pamt
Select Storage

Replicals Registy
Settings

Confimation

Canfigure High
Aailability

Summary

3. From the role list, select Generic Service and click Next.

Select the role that you wart to configure for high availability:

“«‘:ﬁ DFS Namespace Server
FDHCP Server

7 File Server

@ Generic Application

£ Generic Script

¥ Genenc Seivice

i Hyper Replica Broker
< iSCSI Taraet Server

o+ Distributed Transaction Coordinator (DTC]

.| Description:
You can configure high availability for
some services that were not ariginally

designed to run on a cluster. For more
information, see Confi

Anﬂm&tmw

ore about roles that you can confiqure for hi

ﬁ Select Service.

Before Yau Begin
Select Role
Selech Sefvice
Client docess Pont
Select Storage
Heplicale Pegisty
Settings
Confirmation

Configlre High
uvaiiability

Semmary

Select the service you want to use from the list.

availabilit

4. From the service list, select Active Directory Certificate Services and click Next.

Mame

Sctive Directar Certificate Sar
Application Experience
Application Host Helper Service:
Applicatian |dentity

Application Information

Application Layer Gateway Service
Application Managerment
A5P.NET State Service

Background Inielligé.n! Transfer Service

Description

Creates man. .

Processzes applu:atlon compatibilitg cacha requ.:

Provides administrative services for 115, for exa...

Dretermines and verifies the identity of an applic...
Facilitates the running of interactivie application. .

‘Frovides support for 3rd party protocol plug-ins f..
Frocesses installation. removal, and enumeratio. .
'F'r_ujv:ides support for out-of-process session stat.

Transfers fes in the backaround using idle net...
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5. On the Client Access Point page enter the service name in the Name field and click Next.

ﬁ Client Access Point

Betare You Begin Type the nams that clients will use when accessing this chastered role:
Select Fole
‘Select Service

Sl EoBEE ik i The NetBIOS name s imited to 15 charactsrs, One of miors DHCP 1Py addresses were corfigured
automatically; All networks were configured automatically, - '

M arne: |S frtCLustGer

Select Storage
Replicats Registy
Sethings
Confrmabon

Configure High
availability

Strarnany

ﬁ Select Storage

Before You Begin Select only the storage volumes that you want to assign ta this clustered role.

I “You can assign addiional storage to this clustared role after you complate this wizard,
‘Selet Rile: ! hanal stora; ! 1 00

“Select Service

= s Name. Shatus
Client ccess Paint i % Chuster Disk 1 () Drline
Select Slorage
Replicale Figistn
Bettings
LContirmaton

Configlrz High
vailability

Sramarny
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7. Configure a shared registry hive, click the Add button, enter
SYSTEM\CurrentControlSet\Services\CertSvc and click OK.

ﬁ Replicate Registry Settings

.Befﬁ_}é “Yau Begin Frograms or services may siore daka ifi the | regstry Therefore it i3 importart b to have thiz data availablz an
MR the node on which they are TUAning. Specﬂp the reglshy ksey‘s Lnder HKEY J_DCAL MACHINE that should
Select Role. be replicated to all nodes in the cluster.
Select Service

CliertAcoessBamt SYSTEMACurentControlSethServices\CentSvo

Select Starage.

Heplic:
Setting

Canfirmahon

Configure Hiagh
fuvailability [

A\dd—< H it || Famove

Semmary

ﬁ Confirmation

-E'Eff’.lé “ou Begin “You are ready to configure high -avaﬁabilitg_ior ‘aGenenc Service,
Select Fiole.
Select Service

S s Service: Active Directory Certificate Services (CertSve)
Client Access Pont Storage: Cluster Disk 1 '
Select giorage Network Name: SfntC LustGen

Replicate Registy ou: CN=Computers,DC=noida,DC=com

Selttng& IP Address: DHCP address on 172.25.11.0/24
Registry Key: SYSTEM\CurrentControlSet\Servicesh\CertSve
Parameters: This Generic Service has no startup parameters.

Confrmation

Configure High
Availabiity

Surmnary

Tao continqg, click Mext,
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9. Click Finish to complete the failover configuration for certificate services.

10. Open the Failover Cluster Manager and verify that the newly created service’s Status is in the
Running state.

Lom -l o)

Owerear Node Priadty k|

Status Type
5 StClustGen B e @ Medum

v L SinClustGen Prefered Onners: Ay riode
-/
.
Pricity: Medum
Crermer Node: b2

NOTE: You need to run the ksputil.exe utility to migrate keys to the cluster. Please
contact Customer Support, in case you do not have the ksputil.exe utility.

11. Execute the ksputil.exe utility to migrate the keys to the cluster.
ksputil ¢ /s <SlotNum> /t <CAClusterService_Name> /n <CA_Name>
Where,
<SlotNum> — slot nhumber
<CAClusterService_Name> — name of the CA Cluster service configured
<CA_Name> — name of the CA

Create CRL objects in the Active Directory

The default AD permissions for the CA cluster do not permit publishing the CRL into the Active Directory.
Alternatively, the user can create a CRL container to publish the CRL into the Active Directory.

You must use the certutil command with the —f option to create the CRL container. To create CRL objects
in the Active Directory:

1. Log on to the active cluster node with enterprise permissions.
2. Click the Start button, point to Run, type cmd, and then click OK.

3. Atthe command line, type cd %WINDIR%\System32\CertSrv\CertEnroll and press Enter.
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4. To publish the CRL into Active Directory, type certutil -f -dspublish {CRLfile}.

oo | Administrator; Command Prampt -[a] x |

3 File(s> 2,487 hytes
2 Dirds)> 126.264.6%76.832 hytes free

CisWindouwssSystem32snCertSrusCertEnroll>certutil —f —dspublizh noida-D1-CA.erl
ldap:///CN=noida—-D1-CA,.CN=D2  CH=CDP.CN=Public Key Services.CH=Services.CN=Config
wration,.DC=noida.DC=com?certificateRevocationList?hase?objectClass=cRLDistributi
onPoint?certificateRevocationlist

aze CRL already in DS store.

ertlUtil: —dsPublish command completed successfully.

sMindowssSysten3d2sCertSrvsCertEnroll > k

Modify CA configuration in Active Directory

The AlA object in Active Directory stores the CA’s certificate. You can enable both the cluster nodes to
update the CA certificate when required.

You can perform the following tasks from any computer in your Active Directory configuration where the
Active Directory Sites and Services snap-in and ADSIEDIT is installed. To modify the CA configuration in
the Active Directory:

Log on to the computer with enterprise permissions.

2. Click the Start button, point to Run, type dssite.msc and then click OK.
3. Select the top node in the left pane. In the View menu, select the Show services node.
4. Inthe left pane, expand the Services and Public Key Services and select AlA.
(3 Active Directory Sites and Services Illig
File  Action View Help
s 2[E XE 6= Hm 2

fle Active Directory Sites and Servic | Name Type Description
[ Sites > roida %;gg  cert c
4 Services ;:i} noida-WIN-AAT7MOSY.., certification®u..,
[ Claims Configuration
p | Group Key Distribution €
P Microsoft SPP
b [ MsmgServices

B MetServices

4 Public Key Services
Ala
CDP

Certificate Ternplate?
Certification Authorit
Enrollment Services
KRA

[ oD
B RRAS
[ Windowws NT

TV T eV

5. Inthe middle pane, select the CA name as it shows in the Certification Authority MMC snap-in.

6. From the Action menu select Properties. Click the Security tab and select Add....
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7. Click Object Types and select the Computers check box and click OK.

8. Inthe Enter the object names to select field enter the computer name of the second cluster node.
Click OK.

Select this object type:
(User. Computes, Groups,or Bt secunty prncioals | [

Fromn thiz lacation:

|nr:uil:fa:n:-3m

‘Enter the-object names to select [examples):
D2

9. Ensure that the computer accounts of both the cluster nodes have Full Control permissions.
10. Click OK.

11. In the left pane, select Enroliment Services.

. File  Action Miew  Help

o8 2E XE 6= n &

[ Active Directory Sites and Servic | Name b Description
b Sites |'u:w||:ia-l:l1-l:2"-"-. pRIERrollrent.,
4| Servces

p [ Claims Configuratian
p ] Group Key Distribution
B Microsoft SEP.
b MsmgServices
p [ MetServices
4 | Public Key Services
Al
7 CDP

b (] Certificate Template
| ] Certification Authori
1 Enrollment Services.
¢ E@g
s
Bl RRAS
p ] Windows NT

12. In the middle pane, select the CA name.

13. From the Action menu, select Properties click the Security tab and select Add....
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14. Click Object Types and select the Computers check box and click OK.

15. In the Enter the object names to select field enter the computer name of the second cluster node.

Click OK.

Select this object type:
| Uisers, Computers, Groups, o Built-in security principals | | Dbject Types... |

Fromn thiz lacation:
|nr:uil:fa:n:-3m || Locations. . l

‘Enter the-object names to select [eramples):
] Check Names

16. Ensure that the computer accounts of both the cluster nodes have Full Control permissions.

17. Click OK.
18. In the left pane, select KRA.

Actipa | View  Help
'Y EEELEE
1 [ Active Directory Sites and Servic|| Name Type Description
b Sites nmda-DW-CA msPH-Private.,
4 ] Services [ noida-WIN-AATAVOSV..., msPKI-Private..
b | Claims Configuration
p | Group Key Distribution S
b Microsoft SPP
b =) MsmgServices
b NetServices
4 | Public Key Services
o AlA
p ] CDOP
p [ Certificate Ternplates
b | Certification Authorit
| Enrollment Services
1] KRA
p ] 0D
p | RRAS
b Windows NT

19. In the middle pane, select the CA name.
20. From the Action menu select Properties click the Security tab and select Add....
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21. Click Object Types and select the Computers check box and click OK.

Select the types of objects you wantto find.

Ohject tupes:

AL
6
[w] il Computers
:% Groups
[+ E.; Users

I Caniel

22. Type the computer name of the second cluster node as object name and click OK.

Select thiz object type:

||_|_ser3_, Compuiters, Groups, or Builk-in secuity principals

| | Ohjeot Types.., ]

Fraom this location:

|nu:ui-:|a.|:-:um

|| Lozations. .. |

Enter the object names to select [examples]:

[5F

| Advanced...

I:hEn.:“.k; Names l

EE . Ok | Cancel |

23. Verify that the computer accounts of both the cluster nodes have Full Control permissions.

24, Click OK.

25. Close the Sites and Services MMC shap-in

Migrating CA keys from Microsoft Software Key Storage
Provider to SafeNet Key Storage Provider

This chapter outlines the steps to migrate a CA signing key from Microsoft software storage to the Luna
HSM or HSM on Demand Service on Windows Server using the Ms2luna utility for both CSP and KSP.
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Configure SafeNet KSP

You must configure the SafeNet Key Storage Provider (KSP) to allow the user account and system to
access the Luna HSM or HSM on Demand Service. If using a Luna HSM, the KSP package must be
installed during the Luna Client software installation. If using an HSM on Demand (HSMoD) service, the
KSP package is included in the HSMoD service client package inside of the /KSP folder.

1.
2.
3.

Navigate to the KSP installation directory.
Run the KspConfig.exe (KSP configuration wizard).

Double-click Register Or View Security Library on the left side of the pane.

| - SafeNet-Inc Key Storage Provider, Config Wizard =
File Help

- SafeMet KSP Config
L Register Or View Security Library
i Register HSM Slots

Browse the library cryptoki.dll from Luna Network HSM Client installation directory and click
Register.

- SafeNet-Inc Key Storage Provider, Config Wizard \;Ii-

File Help

Security Library

LibrargPath |C:lPr0gram Files\SafeMNetlLunaClienticreptoki.dil

Browse

On successful registration, a message “Success registering the security library” displays.

- SafeNet-Inc Key Storage Provider, Config Wizard \;lilLl
File  Help

= SafeMet KSP Config
i Register Or Wiew Security Library

Register HIM Siots LibraryPath |C:1F'rugram FilesiSafeMetiLunaClienticryptoki.dll |
Browse _Resister_|
Success .

|0\ Success registering the security library!

Double-click Register HSM Slots on the left side of the pane.

Enter the Slot (Partition) password.
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8. Click Register Slot to register the slot for Domain\User. On successful registration, a message “The
slot was successfully and securely registered” displays.

File Help

- SafeNet-Inc Key Storage Provider, Config Wizard

1 SafeMet KSP Config
Register Or Wiew Security Library
Register HSM Slats

Ready

Reqister By

~| |® siotLabel

Register For User Domain
|Adm\mstrator j |N0\DA
Ayailable Slots Slot Password
[t partt ] [

| " Slot Number

Success -

Registerad Slot:

Reqister Slot

Wiew Registered Slots

SiolLabelpart! | The slotwas successfully and securely registered!

Delete Registered Slot

9. You need to register the same slot for NT AUTHORITY\SYSTEM.

File  Help

- SafeNet-Inc Key Storage Provider, Config Wizard

= SafeMet KSP Config
.- Register Or View Security Library
*.. Register HSM Slats

Ready

Register By

j @ SlatLabel

Register For User Domain
[EvaTEM =] [T AUTHORITY
Available Slots Slot Password
[ pam [

‘ " Glot Number

Success .

Renistered Slof:

Reagister Slot

Wiew Registered Slots

SlotLabelpart! || The slotuas successfully and securely registered!

Delste Registered Slot

NOTE: Both slots have been registered, despite only one entry appearing for the service
in the Registered Slots section of the KSP interface.
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Back up the CA

You can enable and configure the location where the CA backup files will be stored using the Active

Directory certificate services management console. To back up the CA:

1. Click the Start button, click Run, type certsrv.msc, and then click OK.
2. Select the CA node in the left pane.

3. Onthe Action menu, click All Tasks and then Backup CA.

il certsrv - [Certification Authority (Local)\lunatest-ADCS-CA] - | O -
File Action View Help
o 7 E Q= H » =
-'____'VJ Certification Authority (Local) | Mame
I+ g lunatest-ADCS-CA R
All Tasks 3 Start Service
Wiews " Stop Service
Refresh Submit new request...
Export List... | Back up CA...
Properties Restore CA...
Help Renew CA Certificate...
|

4. Click Next on the Welcome page of the CA backup wizard.

5. Select the Private key and CA certificate check box and provide a directory name where the system

will temporarily store the CA certificate and optionally the key. Click Next.

Certification Authority Backup Wizard i
ltems to Back Up 8

You can back up individual components of the certification authority data. o =]
—

Select the items you wish to back up:

W Private key and CA certificate

v Cerificate database and cerificate database log

I

Back up to this location:

CUsers"Administrator LLINATES T \Desktop Browse... |

Mote: The backup directory must be empty.

| <Back || Net> | | cancel | | Hep

6. Provide a password to protect the CA key and click Next.
7. Click Finish.

Migrate a MS CA onto a Luna HSM or HSM on Demand service using ms2Luna

The Keys stored in the Software is not secure and can be compromised anytime.So to enforce operational

and logical security of the CA it is required to be migrated onto HSM.Also migration ensures that the same
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key created in previous section is used for verification of CA. To migrate a MS CA onto a Luna HSM using

ms2Luna:

1.
2,

4.

5.

Copy the CA certificate thumbprint.

Open a command prompt and run ms2Luna.exe from "<SafeNet HSM Client installation

Directory>/KSP directory" in case of KSP registration.

NOTE: You need to register slot using KSP before migrating MSCA to Luna HSM.

Enter the Thumbprint of CA certificate and press Enter.

»Program Files“SafeMet“LunaClient~HKSP>msz2Luna.exe

E3
E3
E3
E3
E3
»x
E3
E3

from a Microsoft KSP to a Safenet Inc. KSP.

aBeed6fB838e2Bf 2daSh?7ed257/8f65de?63636
o = SafeMet Key Storage Provider
:s»Program Files~SafeMet~LunaClient~HKSP>_

= Administrator: C\Windows\system32\cmd.exe
xUsepssAdministrator . LUNATEST >cd "C:~Program Files~SafeNet>LunaClient~KSP"

Safenet Inc. SafeNMetKSP. MS5-HKSP Kew Migration

Please Enter The Certificate Thumbprint Of Regquired Certficate:

[=T= T

This application will migrate the keys for a specified ceprtificate

Verify that CA provider changes to SafeNet Key Storage Provider.

Fuccessfully Migrated HKey For Cert: CABEEDGF83IBEZAF2ZDASEBEY7ED2ZS77E8F6SDE?63636

a2 Console1 - [Console Root\Certification Authority (Local}\lunatest-ADCS-CA]
Fle Acbon View Favortes Window Help

NEEEEEL EED

Console Root Name

s 3 Certification Authori
I g lunatest-AD

Revoked Cenificates

ssued Cestificates

lunatest-ADCS-CA Properties ?
Btensiors Soage Caicaz Maragers

Evoiment Aeris | Auding | Recovey Agents | Seausiy

Paicy Modde: Ext Modue

Neame: hunatest-ADCSCA

CA cesificaies:

View Cedficaie
Cryptographic setings
Frovider: Sefenet Hey Storage Provdsr

Fehogotte: SHAZE

oK Cancel belp

Actions
lunatest-ADCS-CA

Mare Actions

Uninstall the existing CA that the key was removed from.
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Install Microsoft Active Directory Certificate Services on Windows Server using
SafeNet Key Storage Provider with migrated key
To install the Microsoft Active Directory Certificate Services software:

Log in as an Enterprise Admin/Domain Admin with Administrative privileges.

Open Server Manager under Configure this Local Server and click Add Roles and Features.
The Add Roles and Features Wizard displays.

On the Before you Begin page click Next.

ok owbpN

Select the Role-based or feature-based installation radio button and click Next.
= Add Roles and Featiles Wizard =10

) e Ty CRne ey | PR, PR DESTINATION SERVER
Select installation type Dt noidacom

Select the installation type, You can install roles and features on a running physical computer or virtual

Befere You Begin : ; :
= machine, or on an offline virtual hard disk (VHD).
Installation Type
= o @ Role-based or feature-based installation
G Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment

< Previous | | Next > Instal Cancel
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6. Select the Select a server from the server pool radio button and from Server Pool select your
server.

DESTINATION SERVER

Select destination server Birarim

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Instailation Type (@ Select a server from the server pool
© Select a virtual hard disk

Server Roles Server Pool
Features
Filter:
Name |P Address Opersting System

Bl.noida.com 172.2511.82 Microsoft Windows Server 2012 Standard

1 Computerfs) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

<Previous | [ Nedy | | install || Cancel

7. Click Next.
8. Select the Active Directory Certificate Services check box from the Server Roles.

DESTINATION SERVER

Select server roles Bt et com

Select one or more roles to install on the selected server,

Before You Begin

Instailation Type Roles Description
Server Selecticn . Active Directory Certificate Services
ctive Direct: Certificate S e — S
= l_§ (AD CS} is used to create
Active Directory Domain Services certification authorities and related
Features [[] Active Directory Federation Services role services that allow you tc issue

and manage certificates used ina

[C] Active Directory Lightweight Directory Services varisty b apphcafions:

[] Active Directory Rights Management Services
[_] Application Server
[[] DHCP Server
[C] DNS Server
[[] Fax Server
b [V File And Sterage Services (Installed)
[] Hyper-v
[[] Network Policy and Access Services !
[] Print and Document Services
[_] Remote Access
[] Remote Desktop Services

< Previous I | Next > I \lilnr:t:alil 77\
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9. A window stating “Add features that are required for Active Directory Certificate Services?”

displays. To add a feature, click Add Features.

=

Select server rof

Add Roles and Features Wizard

Add features that are required for Active Directory

Certificate Services?

The following tools are required to manage this feature, but do not
have to be instalied on the same server,

4 Remote Server Administration Tools
4 Role Administration Tools
4 Active Directory Certificate Services Tools
[Tools] Certification Authority Management Tools

Include management tools (if applicable)

[rqee] |

< Previous ‘ Next >

- 0| X

DESTINATION SERVER
Dlnoida.com

X

ition authorities and related
tices that allow you to issue
ihage certificates used ina

A applications.

|

| install Cancel

10. Click Next twice to continue until the Role Services options are displayed.

Select features

Befores You Bsgin
Instaliation Type

Server Selection

Server Roles

Role Services

Confirmation

Lelect one or more features to install on the selected server,

Features

_El_ T'JrarnewcnrkFEatur i

atures (Installad)

Background Intelligent Transfer Service {BITS) =
BitLocker Drive Encryption

BitLocker Network Unlock

BranchCache

Client for NFS

Data Center Bridging

T Framewaork

Enhanced Storage

Failover Clustering

Group Policy Management

Ink and Handwriting Services

Internet Printing Client

IP Address Management (IPAM) Server

—t .o ~

<] " e

O
O
[
|
O
O
O
|
|
O
[
|

DESTINATION SERVER
D1.noida.com

Description

MNET Frameawork 3.5 combines:the
power of thie INET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
securs communication, and provide
thie ability to model a range of
business processes:

I 4F'mfiqus] | NEM‘I:?&\*] | install | Cancel
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11. Select the Certification Authority check box from the Role services list and click Next.

Select role services

Before You Begin
Instaliation Type
Server Selection

Server Roles

Features
AD CS

Confirmation

Select the role services to install for Active Directory Certificate Services

Role services

IEZfCertification Authority

[] Certificate Enrollment Policy Web Service
[] Certificate Enroliment Web Service

[l Certification Authority Web Enrollment
] Network Device Enraliment Service

D Online Responder

DESTINATION SERVER
Dl.noida.com

Description

Certification Authority (CA) is used
to issue and manage certificates.
Multiple CAs can be linked to forma
public key infrastructurs.

\ I Cancel

< Previous | | Nefe | [ inssal

12. Verify that the role you are about to install is appropriate and click Install.

Before You Begin
Instaliation Type
Server Selecticn

Server Roles

Faatures

AD C5

Services

Confirm installation selections

To install the following roles, role services, or features on selected server, click Install.

[1 Restart the destination server automatically if required

Optianal features (such as administration toois) might be dispiayed on this page because they have
been selected sutomatically. If you do not want to install these optional features, click Previous to clear

their check boxes.

DESTINATION SERVER
D1noida.com

Active Directory Certificate Services
Certification Authority

Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

Export configuration settings
Specify an aliernate source path

<Previous | |

Next> |
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13. Once installation is complete, click the link Configure Active Directory Certificate Services on the
destination server it opens AD CS Configuration wizard.

/Add Roles and Features Wizard et =]

D1noidacom

3 - * DESTINATION SERVER
Installation progress

View installation progress

o Feature installation

Configuration required. Installation succeeded on Dl.noida.com,

Active Directory Certificate Services

Additional steps are required to configure Active Directory Certificate Services on the destination
server

Configure Active Directory CertificatefServices on the destination server
e 2 "
Certification Authority
Results Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

You can close this wizard without interrupting running tasks. View task progress or open this
%2 page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

o
)

Irevious Next > Close Cancel

14. On the Credentials page of AD CS Configuration wizard, click Next to continue.

':!-ﬁ'

DESTINATION SERVER

Dl.noida.com

Credentials

Credentials Specify credentials to configure role services

To install the following role services you must belong to the local Administrators group:
* Standzlone certification suthority
* Certification Authority Web Enmoliment
* Online Responder
To instali the following role services you must belong to the Enterprise Admins group:
* Enterprise certification authorty
* Certificate Enrollment Policy Web Service
* Certificate Enrollment Web Service
* Metwork Device Enroliment Service

Credentials: NOIDAVADmMInistrator

Mare about AD TS Server Roles

15. Select the Certification Authority check box and click Next.
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16. Select the Enterprise CA radio button and click Next.
17. Select the Root CA radio button and click Next.

18. Proceed to setup the Private Key for CA to generate and issue certificates to clients. Select Use
existing private key and Select an existing private key on this computer. Click Next to continue.

= AD CS Configuration =T
5 DESTINATION SERVER
P rivate Ke}/ Dl.noida.com

Specify the type of the private key

To generate and issue certificates to clients, a certification authority (CA) must have a private key.

() Create a naw private key

Private Key Use this option if you do not have a private key or want to create a new private key.

Existing Key

(®) Use sxisting private key

Use this option to ensure continuity with previously issued certificates when reinstalling a CA,

() Select a certificate and use its associated private key
Select this option if you have an existing certificate on this computer or if you want to
import a certificate and use its associated private key.

(@) Select an existing private key on this computer
Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.

Mare about Private Key

< Previous Nejg > Configure ] Cancel

19. Click Change.... Select the SafeNet Key Storage Provider algorithm that you used to generate the
private keys. Clear the CA Common name. Click Search.

= AD CS Configuration = |[=] =2
. R DESTINATION SERVER
EXIStI'Wg Ke}’ ADCS.lunatest.com
Credentials alo-t an evicting ke

Fole service: | B2 Change Cryptographic Provider| = [ & -

Search for keys on the target computer using the
following criteria:

eys available on the target computer matching
reria.

Cryptographic provider: are Key Storage Provider

| R5A#SafeNet Key Storage Provider | Vil

Type certification authority (CA) common name
(optional):

lunatest-ADCS-CA

Existing Key

Search || Cancel

[] Allow administrator interaction when the private key is accessed by the CA.

More about Existing Key

= Previous MNext > Configure Cancel
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20. Select the existing key and click Next. Select the Allow administrator interaction when the private
key is accessed by the CA check box.

Existing Key

Credentials
Role Services
Setup Type
CA Type

Private Key

Existing Key
Cryptography
CA Name
Validity Period
Certificate Database

Confirmation

DESTINATION SERVER
ADCS.lunatest.com

Select an existing key

Select a key from the list. The listed keys are the keys available on the target computer matching
the search criteria. You may change the search criteria.

Search criteria for key
Cryptographic provider: RSA#SafeMet Key Storage Provider

CA common name: lunatest-ADCS-CA

Change...
Search results:
lunatest-ADCS-CA
Allow administrator interaction when the private key is accessed by the CA.
More about Existing Key
| < Previous | | Mext > | | Configure | | Cancel |

21. Select the Hash Algorithm for signing certificates issued by this Certificate Authority and key length
settings for your installation.

Credentials
Role Services
Setup Type
CA Type
Private Key

Existing Keay

CA Name
validity Period
Certificate Database

Confirmation

Cryptography for CA

DESTINATION SERVER
ADCS lunatest.com

Specify the cryptographic options

Select a hash algorithm for signing certificates issued by this certification authority (CA).

Cryptographic provider:
R5Aa#SafeMet Key Storage Provider

Hash algorithm:
SHAZ56 |~
SHAZE84 =
SHAS12
SHAT

More about Cryptography

< Previous | | MNext > | | Configure | | Cancel
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22. Click Next to continue.

23. Configure a common name to identify this Certificate Authority. Click Next to continue.

CA Name

Credentials

Role Services
Setup Type

CA Type

Private Key
Existing Key
Cryptography

' me
Validity Period
Certificate Database

Confirmation

DESTINATION SERVER
ADCS.lunatest.com

Specify the name of the CA

Type a common name to identify this certification authority (CA). This name is added to all
certificates issued by the CA. Distinguished name suffix values are automatically generated but can
be modified.

Common name for this CA:

lunatest-ADCS-CA

Distinguished name suffix:
DC=lunatest, DC=com

Preview of distinguished name:
CM=lunatest-ADCS-CA DC=lunatest, DC=com

More about CA Name

| < Previous | | Next > | | Configure | | Cancel

24. Proceed to set the Certificate Validity Period. Click Next to continue.

Validity Period

Cregerntials
Role Services
Setup Typs
CA Type
Private Key

Cryptography

CA Nams

Certificats Database

Confirmation

DESTINATION SERVER
Dl.noida.com

Specify the validity period

Select the validity period for the certificate generated for this certification authority (CA):

J [Years ]

CA expiration Date; 4/30/2018 11:44:00 PM

The validity period configured for this CA certificate should exceed the validity period for the
certificates it will issue,

More about Validity Period

(] BN | coonow- | [EicHiE]
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25. Configure the Certificate Database. It records all the certificate requests, issued certificates, and
revoked or expired certificates. Click Next to continue.

CA Database

Cartfficate Databace

Confirmatio

Specity the database locations

Certificate database location:

ChWindowshsystem32\Certlog

Certificate database log location:

ChAWindowshsystem32\Certlog

Movre about CA Database

AD CS Configuration — o=

DESTINATION SERVER
Dl.noida.com

| < Previoos | |7L%\%ex: > | Configure Cancel |

26. Click Configure to configure the selected roles, role services, or features.

27. Click Close to exit the AD CS Configuration wizard after viewing the installation results.

After successful installation, the CA certificate must be imported.

Restore an MS CA

You can restore a backed-up MS CA user account. To restore an MS CA:

1. Click the Start button, click Run, type certsrv.msc, and then click OK.

2. Select the CA node in the left pane.

3. On the Action menu, click All Tasks and then Restore CA.

File Action View Help

ol certsrv - [Certification Authority (Local)\lunatest-ADCS-CA] [= o =]

o= 7 E Q= HH » =
;'qj Certification Authority (Local) || Mame
b lal I”"| “All Tasks v]| | StortService

View » Stop Service
Refresh Submit new request...
Export List... Back up CA...
Properties Restore CA...
Help Renew CA Certificate...
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4. Click Next on the Welcome page of the CA Restore wizard.

5. Select the Certificate database and certificate database log check box and provide a directory
name where you want to temporarily store the CA certificate and optionally the key. Click Next.

Certification Authority Restore Wizard

ltems to Restore

Select the items you want to restore:
[ Private key and CA cerificate
[v Cerificate database and cerficate database log

Restore from this location:

CUsers Administrator LUNATEST \Deshktop Browse... |

Mote: For incremental restores, first select the full backup file and complete the wizard.
Then requn the wizard, selecting subsequent incremental backup files.

f
You can restore individual components of the backup file. v R
{ .'_'Q,ﬁf’

<Back | Net> | | Cancel | | Hep

6. Enter password to protect the CA key and click Next.

Provide Password

"
For encryption and decryption of messages, both a public key and a private key =
are required. You must provide the password for the private key. =

This password is required to gain access to the private key and the CA cerificate file.

Password:

I

To maintain private key security, do not share your password .

| Certification Authority Restore Wizard i—

‘P
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7. Click Finish.

8. The "Do you want to start Active directory certificate services" window displays. Click Yes.

il certsrv - [Certification Authority (Local)\lunatest-ADCS-CA] = | =] =2
File Action View Help

| H| EG=H » =
__ﬂj Certification Authority (Local) Mame
I @gn lunatest-ADCS-CA | Revoked Certificates

| Issued Certificates

| Pending Requests

Certification Authority Restore Wizard £2

The restore operation is complete. Do you want to start Active Directory
I W Certificate Services?
If you have additional incremental backup files to restore, click no and
re-run the wizard until all files are restored.

9. Verify that Active Directory Services has been successfully restarted.

| certsrv - [Certification Authority (Local\lunatest-ADCS-CA] \;‘i-
File Action View Help

ez @ E > =

__:EJ Certification Authority (Local) Mame

I g lunatest-ADCS-CA | Revoked Certificates

| Issued Certificates

| Pending Requests
| Failed Requests
| Certificate Templates
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Contacting Customer Support

If you encounter a problem while installing, registering, or operating this product, refer to the
documentation. If you cannot resolve the issue, contact your supplier or Thales Customer Support . Thales
Customer Support operates 24 hours a day, 7 days a week. Your level of access to this service is
governed by the support plan arrangements made between Thales and your organization. Please consult
this support plan for further information about your entitlements, including the hours when telephone

support is available to you.

Customer Support Portal

The Customer Support Portal, at hifps://supporiporial.thalesoroup.com , is a database where you can find
solutions for most common problems. The Customer Support Portal is a comprehensive, fully searchable
repository of support resources, including software and firmware downloads, release notes listing known
problems and workarounds, a knowledge base, FAQs, product documentation, technical notes, and more.
You can also use the portal to create and manage support cases.

NOTE: You require an account to access the Customer Support Portal. To create a
new account, go to the portal and click on the REGISTER link.

Telephone Support

If you have an urgent problem, or cannot access the Customer Support Portal, you can contact Thales
Customer Support by telephone at +1 410-931-7520. Additional local telephone support numbers are listed
on the support portal.

Email Support

You can also contact technical support by email at
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