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Microsoft SQL Server Always Encrypted: Integration Guide

Overview

This document contains instructions for integrating Microsoft SQL Server Always Encrypted with Luna HSM
devices. In case of Microsoft SQL Server Always Encrypted, the term i A w a yn®lies that data is encrypted all
the time; not just at rest, but also during flight. Furthermore, the encryption keys themselves i which are
essential for both encrypting and decrypting T are not stored in the database. Those keys stay with you, at the
client side. Data when it arrives at the client can be decrypted on the client and by the client, who possesses the
necessary keys. Likewise, when inserting or updating new data, that data gets encrypted immediately on the
client, before it ever leaves the client, and remains encrypted in-flight all the way to the database server, where
SQL Server can only store it in that encrypted state i it cannot decrypt it.

Always Encrypted is a hybrid feature, where all the encryption and decryption occurs exclusively on the client
side. Using Luna HSMs with Microsoft SQL Server Always Encrypted provides the following benefits:

> Secure generation, storage and protection of the encryption key on FIPS 140-2 level 3 validated hardware.
> Full life cycle management of the keys.
> HSM audit trail.

> Significant performance improvements by off-loading cryptographic operations from application servers.

Third Party Application Details

This integration uses the following third party applications:

Microsoft SQL Server Always Encrypted

Trusted SQL Server
Apps
—ry Enhanced
A N Aponer |B
' - Library

4 yA
. = —
- 2 U .

Jane Doe 1x7fg65se2e USA
Jim Gray Ox7ff65ae6d USA

a Luna HSM John Smith  Oy8fj7S5ea2c  USA ﬁ
Column Column
Master Koy Encryption Key
The new feature, called Al ways Encrypted, is Abwayai | abl

Encrypted adds an extra measure of security while the data is being used, when it is most susceptible to attack.
The new security layer addresses that vulnerability by keeping the data encrypted during transactions and
computations, and by only giving decryption keys to the client. If anyone else, including a database or system

administrator, tries to accesswillndappeardinlplaimextt 6s dat abase
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Microsoft SQL Server Always Encrypted: Integration Guide

In order to use SQL Always Encrypted, the following keys are created:
> Column master key
> Column encryption key

A column encryption key is used to encrypt data in an encrypted column. A column master key is a key-
protecting key that encrypts one or more column encryption keys. The Database Engine stores encryption
configuration for each column in database metadata. However, the Database Engine never stores or uses the
keys of either type in plaintext. It only stores encrypted values of column encryption keys and the information
about the location of column master keys, which are stored in external trusted key stores, such as a Hardware
Security Module (HSM).

For more information about SQL Server Always Encrypted, refer:

SQL Server Always Encrypted Setup

This integration uses the following setup to demonstrate the Always Encrypted with Luna HSM.

1. A Windows Server machine, which will become a Domain Controller.

2. AWindows Server machine, which will become SQL Server.

3. AWindows 10 Professional machine which will become the client.

4. A Windows 10 Professional machine which will become another client.

The machines utilized are denoted in the setup are as follows:

DC: Windows Server 2019 Standard Edition as Domain Controller.

DB: Windows Server 2019 Standard Edition as SQL Server 2019 Enterprise Edition.

CL1: Windows 10 Professional machine as Clientl for Provisioning Always Encrypted using Luna HSM.
CL2: Windows 10 Professional machine as Client2 for decrypting the encrypted data if and only if Column

Master Key is accessible.

NOTE: This integration will use the same names as described above at various steps for
demonstration.

Using Multiple Clients Application Servers

Each client server requiring access to the contents of data encrypted with a given CEK must have access to the
CMK created and stored on Luna HSM partition. On each client, ensure that Luna Client is installed and KSP is
registered using the same user who has generated the CMK on Luna HSM patrtition.

Copyright © 2022 Thales Group
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Certified Platforms

This integration is certified on the following platforms:

Luna HSM: Luna HSM appliances are purposefully designed to provide a balance of security, high
performance, and usability that makes them an ideal choice for enterprise, financial, and government
organizations. Luna HSMs physically and logically secure cryptographic keys and accelerate cryptographic
processing. The Luna HSM on premise offerings include the Luna Network HSM, Luna PCle HSM, and Luna
USB HSMs. Luna HSMs are also available for access as an offering from cloud service providers such as IBM
cloud HSM and AWS cloud HSM classic.

Platforms Tested Luna HSM Microsoft SQL Server

Windows Server 2019 Luna SA v7.7.0 Microsoft SQL Server 2019
Luna Client v10.4.0

NOTE: This integration is tested in both HA and FIPS mode.

Prerequisites

Before you proceed with the integration, complete the following tasks on each client:

Configuring Luna HSM

If you are using Luna HSM:

1. Verify the HSMis set up, initialized, provisioned and ready for deployment.

2. Create a partition that will be later used by SQL Server Always Encrypted Client machine.

3. [Ifusing a Luna Network HSM, register a client for the system and assign the client to the partition to create
an NTLS connection. Initialize the Crypto Officer and Crypto User roles for the registered patrtition.

4. Ensure that the partition is successfully registered and configured. The command to see the registered
partitions is:

C:\ Program Files \ SafeNet \ LunaClient>lunacm.exe

lunacm.exe (64 - bit) v10.4.0 - 417. Copyright (c) 2021 SafeNet. All rights
reserved.

Available HSMs:

Slot Id -> 0

Label -> SQLAE

Serial Number -> 1312109861428

Model -> LunaSA 7.7.0

Firmware Version -> 7.7.0

Bootloader Version -> 1.1.2

Configuration -> Luna User Partition With SO (PW) Key Export With
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Microsoft SQL Server Always Encrypted: Integration Guide

Cloning Mode
Slot Description -> Net Token Slot
FM HW Status - > Non - FM

5. For PED-authenticated HSM, enable partition policies 22 and 23 to allow activation and auto-activation.

NOTE: Refer to for detailed steps on creating NTLS connection,

initializing the partitions, and assigning various user roles.

Set up Luna HSM High-Availability
Refer to the for HA steps and details regarding configuring and setting up two or

more HSM boxes on host systems. You must enable the HAOnly setting in HA for failover to work so that if the
primary goes down due to any reason all calls automatically route to the secondary until the primary recovers

and starts up.

Set up Luna HSM in FIPS Mode

NOTE: This setting is not required for Universal Client. This setting is applicable only for
Luna Client 7.x.

Under FIPS 186-3/4, the RSA methods permitted for generating keys are 186-3 with primes and 186-3 with aux
primes. This means that RSA PKCS and X9.31 key generation is no longer approved for operation in a FIPS-
compliant HSM. If you are using the Luna HSM in FIPS mode, you have to make the following change in the
configuration file:

[Misc]

RSAKeyGenMechRemap=1

The above setting redirects the older calling mechanism to a new approved mechanism when Luna HSM s in
FIPS mode.

Integrating Luna HSM with SQL Server Always Encrypted

This section contains detailed instructions to integrate Microsoft SQL Server Always Encrypted with a Luna
HSM. Following are the processes involved in provisioning and configuring the Always Encrypted using Luna
HSM.

Copyright © 2022 Thales Group
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Configure SafeNet KSP

Register the SafeNet Key Storage Provider (KSP) on the target client machine. In case of multiple client
servers, SafeNet KSP needs to be register on each and every client server requiring access to always
encrypted columns in a database.

To configure the SafeNet KSP on CL1, login as server administrator and perform the following steps:
1. Navigate to the SafeNet KSP directory.

<Luna Client Installation Directory> \ KSP

For Example: cd "C: \ Program Files \ SafeNet \ LunaClient \ KSP"

2. Run the KSPConfig.exe (KSP configuration wizard) utility to register the SafeNet KSP through a GUI. The
general form of command is:

<Luna Client Installation Directory> \ KSP>KspConfig.exe
For Example: C:\ Program Files \ SafeNet \ LunaClient \ KSP>KspConfig.exe
3. Double-click Register or View Security Library on the left side of the pane.

4. Browse the library <Luna Client installation Directory> \ cryptoki.dll library and click
Register. On successful registration, you will see the following message: " Success registering the
security library".

File Help

- SafeNet KSP Config

Register Or View Security Library
Register HSM Slots LibraryPath |C'Pr0gram Files\SafeNetiLunaClienticryptoki.dil |

Browse Register

Success X

0 Success registering the security library!

o]

Ready NUM

5. Double-click Register HSM Slots on the left side of the pane.
a. Click the Register for User drop-down menu and select the User.
b. Click the Domain drop-down and select your domain.
Click the Available Slots drop-down and select the partition.

d. Enter the partition password in Slot Password field.

Copyright © 2022 Thales Group )
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e. Click Register Slot to register the slot for Domain\User. On successful registration, a message "The
slot was successfully and securely registered" will appear on screen.

- SafeNet Key Storage Provider Config Wizard - O e
File Help
|
@- SafeNet KSP Config Register For User Domain Register By
Register Or View Security Library
i - - o
Register HSM Slots | Administrator J I SQLAE J Slot Label
Available Slots Slot Password
........ «
|0 SQLAE-HA L] ‘ ‘ Siot Number
Register Slot |

Si
uccess X View Registered Slots |

Registered Slots
The slot was successfully and securely registered!

Delete Registered Slot

Ready

6. Double-click Register HSM Slots on the left side of the pane.
a. Click the Register for User drop-down menu and select SYSTEM.
b. Click the Domain drop-down and select NT AUTHORITY.
c. Open the Available Slots drop-down and select the partition.
d. Enter the partition password in Slot Password field.
e

Click Register Slot to register the slot for NT_AUTHORITY\SYSTEM. On successful registration, a
message "The slot was successfully and securely registered" will appear on screen.

- SafeNet Key Storage Provider Config Wizard - ] x
File Help
|
=) SafeNet KSP Config Register For User Domain Register By
- Register Or View Security Library
- - |&
- Register HSM Slots | sYsTEM _~| | NTAUTHORITY ~| Slot Label
Available Slots Slot Password
c
|0 SQLAE-HA j [Feeeee= | Slot Number
Register Slot |
Success x

View Registered Slots |

Registered Slots
The slot was successfully and securely registered!

SlotLabel SQLAE-HA

Delete Registered Slot

Ready INUM
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Create a Sample Database

For this demonstration, a sample database is need to be created on DB server. However, an existing database

and table can also be used to encrypt required columns data. To create a sample database and a table for

column encryption, log in to the SQL DB server and perform below steps:
1. Open the SQL Server Management Studio and connect to database server.

2. Create a sample database, such as Clinic.

CREATE DATABASE CLINIC;

‘_5; SQLQuery1.sgl - DB.master (SQLAE\Administrator (61))* - Microsoft SQOL Server Manage... Quick Launch (Ctrl+Q)

File Edit View Progject Tools Window Help
O~

ﬁ' '(’HHH‘OEHQWQUQWG%@w:ﬁn:| | T '||D ;

‘ Execute |

Object Explorer MR Il SOLQuery1.sgl - DB...Administrator (61))% +# X

Connect~ ¥ *§ ¢ o~ CREATE DATABASE CLINIC;

=R DB (SQL Server 15.0.4013.40 - SQLAE\Administrator)
= Databases
System Databases
Database Snapshots
W CLINIC
Security
Server Objects 100% ~
Replication 2¥ Messages
PolyBase Cormands completed successfully.
Always On High Availability
Management
Integration Services Catalogs
2 SQL Server Agent (Agent XPs disabled)
XEvent Profiler

100% ~ 4

@ Q DB (15.0RTM) | SQLAE\Administrator (61) ' master | 00:00:00 | 0 rows

[J Ready

3. Create a sample table with few columns to perform column encryption.

Completion time: 2022-01-07T16:33:-24_057642%+05:30

USE CLINIC;
CREATE TABLE [dbo].[Patients](
[Patientld] [int] IDENTITY(1,1),
[SSN] [char](11) NOT NULL,
[FirstName] [nvarchar](50) NULL,
[LastName] [nvarchar](50) NULL,
[BirthDate] [date] NOT NULL
PRIMARY KEY CLUSTERED ([Patientld] ASC) ON [PRIMARY])
GO

Copyright © 2022 Thales Group
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4+ SQlQueryl.sql - DBCLINIC (SQLAE\Administrator (61))* - Microsoft SOL Server Management Studio (Ad... Quick Launch (Ctrl+C) P - O x

File Edit View  Query Project  Tools Window Help

= O r = = - b
Q- Bro-2 @l Brvwaey KRR L0920 85 =P

~f | cunic b e v vEEBRE] S AEHD == ==
Object Explorer SALQuery1.sgl - DB...Administrator (61))* +® >
Connect~ ¥ *¥ ¢ ~USE CLINIC;
— CREATE TABLE [dbo].[Patients](
= @ DB (SQL Server 15.0.4013.40 - SQLAF\Administrator) [PatientId] [int] IDENTITY(1,1),
= ¥ Databases [SSN] [char](11) MOT HULL,
System Databases [FirstName] [nvarchar](5@) NULL,
Database Snapshots [LastName] [nvarchar](5©) HNULL,
[+ il CLINIC [BirthDate] [date] NOT MWULL
Security PRIMARY KEY CLUSTERED ([PatientId] ASC) ON [PRIMARY])

Server Objects (]

Replication

PolyBase 100 %

Always On High Availability

Management

Integration Services Catalogs
&2 5QL Server Agent (Agent XPs disabled) Complecion cime:
XEvent Profiler

=
¥ Messages

Commends completed successfully.

BEEEEEHEE

2022-01-07T16:38:36.5107718+05:30

>
SQLABNAdministrator (61) | CLINIC = 00:00:00 | 0 rows

100% ~ 4

@ Query executed...

DB (15.0 RTM)

4. Insert some data in the table.

INSERT INTO dbo.Patients values

('795 - 73-9838','Steve’,'Rogers','19890104"),
(001 -10-1711' 'Peter, 'Parker’,'19961012"),
(‘001 -10-1711''Tony','Starc','19920508;

4 SQlQueryl.sgl - DB.CLINIC (SQLAE\Administrator (61))* - Microsoft SQL Server Management Studio (Ad... | Quick Launch (Cirl=Q) P - O x
File Edit View Query Project Tools Window Help

(00 B -l EE ey BRP R XTH[2-C- B
S aiic - | b Execute m o B2 \ ol T FEW"J | =

SQLQuery1.sgl - DB...Administrator (61))* + X
—INSERT INTO dbo.Patients wvalues
('795-73-9838", 'Steve', 'Rogers', '198901604"' ),

B = Tables ('@91-10-1711", 'Peter’, 'Parker ', '19961012'),

System Tables ('@01-18-1711','Tony','Starc’,'19920588" );|
FileTables

External Tables
Graph Tables
= B dbo.Patients
Columns
Keys
Constraints EF Messages
Triggers

Indexes

Statistics Completion time: 2022-01-07T16:43:07.4794323+05:30

72 ‘ Z€ 3=

Object Explorer
Connect~ ¥ ¥ ¢ >

~] 4

100 %

(3 rows affected)

T EBHEBHEBE

=
]
=
b

External Resources
Synonyms
Programmability
Service Broker @ Query executed...

100% ~ 4 3

DB (15.0 RTM) = SQLAE\Administrator (61) | CLINIC 00:00:00 ' O rows

[J Ready Ln4 Col 43 Ch43 INS

Copyright © 2022 Thales Group 11
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5. View the data is saved and off course it is unencrypted at this stage.

SELECT * FROM dbo.Patients;

4 SQLQueryl.sql - DB.CLINIC (SQLAE\Administrator (61))* - Microsoft SQL Server Management Studio (Ad...  Qick Launch (Crrl+Q) P - B X
File Edit View Query Project Tools Window Help
o - hE
::ov ?8' r,ud‘|9er3WQU9WSanuxnn:;uuanu|%|jj |‘9' "|D "m;"=;
SN ainic b Eeae = vIEEH| PP EED| =e]En 0,
Object Explorer SQLQuery1.sgl - DB...Administrator (61))* + X _
Connect~ ¥ ¥ ¢ - —SELECT * FROM dbo.Patients; -
rY
= Tables —_
System Tables
FileTables
External Tables
Graph Tables
£l B dbo.Patients
Columns -
[ -
Keys 100 %
Constraints BE Results ¥ Messages
Triggers Patientid  SSN FirstName LasiName BirthDate
Indexes 1 1 795-73-9838  Steve Rogers 1989-01-04
Statistics 2 2 001-10-1711  Peter Parker 1996-10-12
Views 33 001-10-1711  Tony Starc 1992-05-08
External Resources
Synonyms
Programmability
Service Broker @ Query executed... DB (150 RTM) SQLAE\Administrator (61) ' CLINIC  00:00:00 ' 3 rows

[J Ready | INS

6. Disconnect the database and log off from the DB Server.

Generate Column Master Key

Column master keys are key-protecting keys used to encrypt column encryption keys. Column master keys
must be stored in a trusted key store, such as Windows Certificate Store, Azure Key Vault, or a hardware
security module. The database only contains metadata about column master keys (the type of key store and
location). To ensure Always Encrypted is effective, never generate column master keys or column encryption
keys on a computer hosting your database. Instead, generate the keys on a separate computer, which is either
dedicated for key management, or is a machine hosting applications that will need access to the keys anyway.

For this demonstration, a client machine will be used to generate the column master key and column encryption
key. To generate the column master key, perform the following steps on a client machine separate from DB
server:

1. Logontothe CL1 as an administrator where Luna Client is installed and SafeNet KSP is already registered
with the HSM partition.

2. Open the Window PowerShell app and click Run as administrator.

Copyright © 2022 Thales Group 12
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3. Before proceeding to generate the keys, install the SqlServer powershell module.

Install - Module - Name SqglServer - AllowClobber

PS C:\Users\Administrator> Install-Module SqlServer

NuGet provider is required to continue
werShellGet requires NuGet provider version '2.8.5.201" or newer to interact with NuGet-based repositories. The NuGet provider must be available in 'C:\Program
emblies’ or sers\Administrator\AppData\local\PackageManagement\ProviderAssemblies'. You can also install the NuGet provider
ckag r -Name NuG inimumVersion 2.8.5.281 -Force'. Do you want PowerShellGet to install and import the NuGet provider now?
[Y] Yes [N] No [S] Suspend [2] Help (default is e

Untrusted repository

You are installing the modules from an untrusted repository. If you trust this repository, change its InstallationPolicy value by running the Set-PSRepository
cmdlet. Are you sure you want to install the modules from 'PSGallery'?

[Y] Yes [A] Yes to A11 [N] No [L] No to A11 [S] Suspend [?] Help (default is "N"): Y

PS C:\Users\Administrator>

4. Ensure that the SqglServer module is installed successfully. You will see output similar to the following
sample:

Get - Module SqglServer - ListAvailable

PS C:\Users\Administrator> Get-Module SqlServer

Directory: C:\Program Files\WindowsPowerShell\Modules

ModuleType Version Name ExportedCommands

21.1.18256 SqlServer {Add-RoleMember, Add-SqlAvailabilityDatabase, Add-SqlAvailabilityGrouplistenerStaticIp, Add-SqlAzureAu...

PS C:\Users\Administrator> _

5. Create a column master key on HSM patrtition using the script provided below. Copy and paste the contents
provided here in a file and save the file as .ps1 extension (for example, CreateCMK.ps1).

# Create a column master key intdardwarekey store that has a CNG provider, a.k.a key stq
provider (KSP).

$cngProviderName = "SafeNet Key Storage Provider"

$cngAlgorithmName = "RSA"

$cngKeySize = 2048 # Recommended key size for Always Encrypted colunaster keys
$cngKeyName = "AlwaysEncryptedKey" # Name identifying your new key in the KSP

$cngProvider = New - Object
System.Security.Cryptography.CngProvider($cngProviderName)

$cngKeyPara ms = New - Object
System.Security.Cryptography.CngKeyCreationParameters

$cngKeyParams.provider = $cngProvider

$cngKeyParams.KeyCreationOptions =
[System.Security.Cryptography.CngKeyCreationOptions]::OverwriteExisti
ngKey

$keySizeProperty = New - Object

System.S ecurity.Cryptography.CngProperty(“Length",

[System.BitConverter]::GetBytes($cngKeySize),
[System.Security.Cryptography.CngPropertyOptions]::None);

$cngKeyParams.Parameters.Add($keySizeProperty)

Copyright © 2022 Thales Group 13
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$cngAlgorithm = New - Object
System.Security.Cryptography.CngAlg orithm($cngAlgorithmName)

$cngKey =
[System.Security.Cryptography.CngKey]::Create($cngAlgorithm,
$cngKeyName, $cngKeyParams)

| Administrator: Windows PowerShell ISE
File Edit View Tools Debug Add-ons Help

aHL& A M »am|w/alools@.

CreateCMKps1 X

1 # Create a column master key in a key store that has a (NG provider, a.k.a key store provider (KSP).

2 ScngProviderName = "SafeNet Key Storage Provider"

3 fcngAlgorithmName = "RSA"

4 ScngkeySize = 2048 # Recommended key size for Always Encrypted column master keys

5 ScngkeyName = "AlwaysEncryptedkey" # Name identifying your new key in the KSP

6 S$cngProvider = New-Object System.Security.Cryptography.CngProvider (SengProviderName)

7 Scngkeyparams = New-Object System.Security.Cryptography.CngkeyCreationParameters

8  Scngkeyparams.provider = ScngProvider

9 $cngkeyparams. KeyCreationOptions = [System.Security.Cryptography.CngKeyCreationOptions]: :OverwriteExistingKey

11 $cngkeyParans. Parameters. Add($SkeysizeProperty)
12 ScngAlgorithm = New-Object System.Security.Cryptography.CngAlgorithm($cngAlgori thName)
13 ScngKey = [System.Security.Cryptography.CngKey]: :Create($cngAlgorithm, ScngKeyName, $cngKeyParams)

10 SkeySizeProperty = New-Object System.Security.Cryptography.CngProperty("Length", [System.BitConverter]::GetBytes(ScngkeySize), [System.Security.Cryptography.CngPropertyOptions]::None);

6. Run the script to generate the CMK on HSM partition.

.\ CreateCMK.ps1

HAY

Partition.

Run the LunaCM utility provided with the Luna Client and check the CMK has been generated on HSM

& 'C: \ Program Files \ SafeNet \ LunaClient \lunacm.exe'
role login - nco

par con

lunacm: > par con

The 'Crypto Officer® is currently logged in. Looking for objects
accessible to the 'Crypto Officer®

Object list:

Label: AlwaysEncryptedKey
Handle: 216

Object Type: Private Key

Usage Limit: none

Object UID: 50858800520000025b990800

Label: MlwaysEncryptedKey
Handle: 215

Object Type: Public Key
Usage Limit: none
Object UID: 410500005 20000025b990800

Number of objects:

Command Result : Mo Error

Copyright © 2022 Thales Group

14



Microsoft SQL Server Always Encrypted: Integration Guide

8. Execute the following command to import the SglServer module in PowerShell.

Import - Module "SqglServer"

C:\Users\Administrator> Import-Module

PS5 C:\Users\Administrator> _

9. Now connect to the database and create column master key metadata in the database. Copy and paste the
contents provided here in a file and save the with file .ps1 extension. For example: CMKMetadata.ps1.

NOTE: Replace the <server name> and <database name> with actual server name and
database in your environment.

# Connect to your database.

$serverName = "<server name>"

$databaseName = "<database name>"

# Change the authentication method in the connection sinf needed.

$connStr = "Server =" + $serverName + "; Database =" + $databaseName +
" Integrated Security = True"

$database = Get - SglData base - ConnectionString $connStr

# Create a SglColumnMasterKeySettings object for your column master key.
$cngProvi derName = "SafeNet Key Storage Provider"

$cngKeyName = "AlwaysEncryptedKey" # Your CMK key label on HSM Partition.

$cmkSettings = New - SglCngColumnMasterKeySettings - CngProviderName
$cngPr oviderName - KeyName $cngKeyName

# Create column master key metadata the database.
$cmkName = "CMK1"

New SqlColumnMasterKey - Name $cmkName - InputObject $database -
ColumnMasterKeySettings $cmkSettings

E¥ Administrator: Windows PowerShell ISE
File Edit View Tools Debug Add-ons Help

=~ 8 » P = B | = | & |B oo &,

Untitled1.ps1 : CMKMetadata.ps1 X |

1 # Connect to your database.

2 $serverName = "DB"

3 $databaseName = "Clinic"

4  # Cchange the authentication method in the connection string, if needed.

5 $connstr = "Server = " + %serverName + "; Database = " + $databaseName + "; Integrated Security = True"
6 $database = Get-5qlDatabase -Connectionstring $connstr

7 # Create a SqlColumnMasterKeySettings object for your column master key.

8 ScngProviderName = "SafeNet Key Storage Prowvider”

9 ScngKeyName = "AlwaysEncryptedKey" # Your CMK key label on HSM Partition
10 $cmkSettings = New-5qlCngColumnMasterkKeySettings -CngProviderName $cngProviderName -KeyMame $cngKeyName
11 # Create column master key metadata in the database.
12 $cmkName = "CMK1"
13 New-SqlColumnMasterkKey -Name $cmkName -InputObject $database -ColumnMasterKeySettings $cmkSettings
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10.

11.

Run the script to generate the CMK Metadata in sample database created.

.\ CMWetadata .psl

C:\Users\Administrator> .\CMKMetadata.psl

CMK1

PS C:\Users\Administrator> g

Connect to the DB server and run the following command to see the CMK metadata created in the
database.

SELECT * FROM sys.column_master_keys;

..‘>¢1 5QLQuery1.sgl - DB.CLINIC (SQLAEVAdministrator (61))* - Microsoft SQL Server Management Studio (Administrator) Quick Launch (Crl+Q) P o O x
File Edit View Project Tools Window Help
C-0|B- I UM Brvaey BH R RD| [2-¢-|@|s mrEE-

| | b Execure \ \ ===l

Object Explorer AMEIP A SQLQuery1sql - DB..Administrator (61)* + X
Connect~ ¥ ¥ ¢ SISELECT * FROM sys.column_master_keys;

|»

System Databases A
Database Snapshots
= @ CLINIC
Database Diagrams
Tables
Views
External Resources
Synonyms
Programmability
Service Broker
Storage
Security 100% ~
Users EE Results @ Messages

DI EEEEEHEHHBE

=)

Roles name  column_master_key_id create_date modify_date key_store_provider_name  key_path allow_enclave_computations  signature

Schemas 1 CMK1 1 2022-01-0720:40:21813  2022-01-07 20:40:21813  MSSAL_CNG_STORE SafeNet Key Storage Provider/AlwaysEncryptedKey 0 NULL

=

Asymmetric Keys
Certificates

Symmetric Keys
Always Encrypted Keys

[Sl Column Master Keys|

m CMK1

=)

o®

Column Encryption Keys
Database Audit Specifications
Security Policies
Security v i @ Query executed successfully. DB (15.0 RTM) ' SQLAE\Administrator (61) CLINIC 00:00:00 1rows

Generate Column Encryption Key

Column encryption keys are content-encryption keys used to encrypt data. As the name implies, you use
column encryption keys to encrypt data in database columns. You can encrypt 1 or more columns with the
same column encryption key, or you can use multiple column encryption keys depending on your application
requirements. The column encryption keys are themselves encrypted, and only the encrypted values of the
column encryption keys are stored in the database (as part of the column encryption key metadata).

1.
2.

Log on to the CL1 as an administrator where CMK is generated.

Open the Window PowerShell app and click Run as administrator.
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3. Now connect to the database and create column encryption key encrypted by column master key and store
the encrypted CEK metadata in the database. Copy and paste the contents provided here in a file and save
the file with .ps1 extension. For example: CEKMetadata.ps1

NOTE: Replace the <server name> and <database name> with actual server name and
database in your environment.

# Connect to your database.
$serverName = "<server name>"
$databaseName = "<database name>"

# Change theauthentication method in the connection string, if needed.

$connStr = "Server =" + $serverName + "; Database =" + $databaseName +
" Integrated Security = True"

$database = Get - SglDatabase - ConnectionString $connStr

# Generate a column encryption kegncrypt it with the column master key and create column
encryption key metadata in the database.

$cmkName = "CMK1"
$cekName = "CEK1"

New SqglColumnEncryptionKey - Name $cekName - InputObject $database -
ColumnMasterKey $cmkName

4. Run the script to generate the CEK Metadata in sample database created.

.\ CEKMetadata .psl
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