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Overview

This document explains how to integrate Microsoft Active Directory Certificate Services (AD CS) with Luna
HSM or Luna Cloud HSM. The Microsoft AD CS provides customizable services for creating and managing
public key certificates used in software security systems employing public key infrastructure. Organizations
use public key certificates to enhance their digital security by binding the identity of a person, device, or
service to a corresponding private key.

The root of trust in a public key infrastructure is the certificate authority (CA). Fundamental to this trust is
the CA'’s root encryption key, which is used to sign the public keys of certificate holders and more
importantly its own public key. Microsoft AD CS integrates with Luna HSM or Luna Cloud HSM service to
secure the root encryption key.

Using Luna HSMs to secure the Microsoft AD CS root encryption key provides the following benefits:

> Secure generation, storage and protection of the Identity signing private key on FIPS 140-2 level 3
validated hardware

> Full life cycle management of the keys
> HSM audit trail
> Load balancing and fail-over by clustering the HSMs

> Using cloud services with confidence

NOTE: Luna Cloud HSM does not have access to the secure audit trail

Certified Platforms
This integration is certified on the following platforms:

Certified platforms on Luna HSM
HSM Type Platforms Tested

Luna HSM Windows Server 2022
Windows 2019 Server
Windows 2016 Server
Windows Server 2012R2

Luna HSM: Luna HSM appliances are purposefully designed to provide a balance of security, high
performance, and usability that makes them an ideal choice for enterprise, financial, and government
organizations. Luna HSMs physically and logically secure cryptographic keys and accelerate cryptographic
processing. The Luna HSM on premise offerings include the Luna Network HSM, Luna PCle HSM, and
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Luna USB HSMs. Luna HSMs are also available for access as an offering from cloud service providers
such as IBM Cloud HSM and AWS CloudHSM Classic.

Certified platforms on Luna Cloud HSM
HSM Type Platforms Tested

Luna Cloud HSM Windows Server 2022
Windows 2019 Server
Windows 2016 Server
Windows Server 2012R2

Luna Cloud HSM: Luna Cloud HSM services provide on-demand, cloud-based storage, management,
and generation of cryptographic keys through a simple graphical user interface. With Luna Cloud HSM,
security is simple, cost effective, and easy to manage because there is no hardware to buy, deploy, and
maintain. As an Application Owner, you click and deploy services, generate usage reports, and maintain
only those services that you need.

Prerequisites

Before you begin the integration process, ensure that you have completed the following tasks:

Configuring Luna HSM
To configure Luna HSM:
1. Ensure the HSMis setup, initialized, provisioned and ready for deployment.

2. Create a partition, establish a Network Trust Link (NTL) between the HSM and client, and enable the
client to access the partition. Refer to Luna Network HSM documentation for the detailed process.
Initialize Crypto Officer and Crypto User roles for the partition.

4. Use the following command to validate that the partition is successfully registered and configured:

Path to lunacm utility>lunacm

lunacm.exe (64-bit) v7.3.0-139. Copyright (c) 2018 SafeNet. All rights
reserved.

Available HSMs:

Slot Id -> 0

Label -> ms-adcs
Serial Number -> 1238696044953
Model -> LunaSA 7.3.0
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Firmware Version -> 7.3.0

Configuration -> Luna User Partition With SO (PW) Key Export
With Cloning Mode

Slot Description -> Net Token Slot

NOTE: For a detailed description of the steps involved in Luna HSM configuration, refer
to

To configure Luna HSM HA (High-Availability)

Please refer to the Luna HSM documentation for HA steps and details regarding configuring and setting up
two or more HSM appliances on Windows and UNIX systems. You must enable the HAOnly setting in HA
for failover to work so that if primary stop functioning for some reason, all calls automatically routed to
secondary till primary starts functioning again.

NOTE: This integration is tested in both HA and FIPS mode.

Configuring Luna Cloud HSM

Follow these steps to set up your Luna Cloud HSM:

1. Transfer the downloaded .zip file to your client workstation using pscp, scp, or other secure means.

2. Extract the .zip file into a directory on your client workstation.

3. Extract or untar the appropriate client package for your operating system using the following command:

tar -xvf cvclient-min.tar

NOTE: Do not extract to a new subdirectory. Place the files in the client install directory.

4. Run the setenv script to create a new configuration file containing information required by the Luna
Cloud HSM service:

source ./setenv

NOTE: To add the configuration to an already installed UC client,
use the -addcloudhsm option when running the setenv script.

5. Run the LunaCM utility and verify the Cloud HSM service is listed.

NOTE: If your organization requires non-FIPS algorithms for your
operations, ensure that the Allow non-FIPS approved algorithms
check box is checked. For more information, refer to
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Integrating Luna HSM with Microsoft AD CS on Windows
Server

This section outlines the steps to install and integrate Microsoft Active Directory Certificate Services (AD
CS) on Windows Server with a Luna HSM or Luna Cloud HSM service. Microsoft AD CS uses the SafeNet
Luna KSP (Key Storage Provider) for integration.

We recommend familiarizing yourself with Microsoft Active Directory Certificate Services. Refer to the
documentation for more information.

Configure SafeNet Key Storage Provider (KSP)

You must configure the SafeNet Key Storage Provider (KSP) to allow the user account and system to
access the Luna HSM or Luna Cloud HSM service.

> If you are using a Luna HSM, the KSP package must be installed during the Luna Client software
installation.

> If you are using Luan Cloud HSM service, the KSP package is included in the service client package
inside of the /KSP folder.

To configure the SafeNet Key Storage Provider:

1. Navigate to the <SafeNet HSM Client installation Directory>/KSP directory.
2. Run the KspConfig.exe (KSP configuration wizard).

3. Double-click Register Or View Security Library.
4

Browse the library cryptoki.dll from the Luna HSM Client installation directory or Luna Cloud HSM
service client package and click Register.

- SafeNet-Inc Key Storage Provider, Config Wizard \;Ii-

File Help

Security Library|

LibraryPath |C \Program Files\SafeMetlunaClienticryatokidil

Browrse
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5. On successful registration, you will see the following message:

Success registering the security library!

- SafeNet-Inc Key Storage Provider, Config Wizard

File Help

=) SafeMet KSP Canfig
.- Register Or Wiew Security Library
L. Register HSM Slots

Browse Register

LibraryPath [G:1Program FilesiSafenetiLunaClienticyptokl.dil

Success

\_0] Success registering the security ibrany!

Ready

6. Double-click Register HSM Slots on the left side of the pane.

Enter the Slot (Partition) password.

8. Click Register Slot to register the slot for Domain\User. On successful registration, a message "The
slot was successfully and securely registered” displays.

- SafeNet-Inc Key Storage Provider, Config Wizard == =
File  Help
- Safehlet KSP Config Register For User Darnain Register By
i Register Or View Security Librany
H i = = e
i Register HSM Slots ‘Admmlstrator J | NOIDA J Slot Label
Available Slots Slot Password
-
[1 part El [ ‘ Slat Mumber
Register Slot |
Success - View Registered Slots |

Registered Slot:

SlotLabel:part1 The slotas successfully and securely registered!

Delete Registered Slot

Ready
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9.

Register the same slot for NT AUTHORITY\SYSTEM.

] - SafeNet-Inc Key Storage Provider, Config Wizard -
File Help

= SafeMNet KSP Config

Register For User Domain Register By
- Register Or View Security Library
- ~| | =
Register HSM Siots [svaTEM =] [NTAUTHORTY ~| Slot Label
Available Slots Slot Password
(“
|1 partt j |m ‘ Slot Number
Redister Slot |
Success - view Registered Slots |
Registerad Slot

SlotLabel:partl The slotwas successfully and securely registered!

Delete Registered Slot

Ready

NOTE: Both slots have been registered, despite only one entry appearing for the
service in the Registered Slots section of the KSP interface.

Install Microsoft AD CS on Windows Server using SafeNet KSP

You must configure Microsoft AD CS to use the Luna HSM or Luna Cloud HSM service when you
configure the Microsoft Certificate Authority (CA) user role. To install Microsoft AD CS:

1.
2.

o a o

Log in as an Enterprise Admin/Domain Admin with Administrative privileges.

Ensure you have configured the SafeNet KSP. Refer to the section Configure SafeNet Key Storage
Provider (KSP) section for more information.

Open the Server Manager under Configure this Local Sever and click Add Roles and Features.
The Add Roles wizard displays.
Click Next.

Select the Role-based or feature-based installation radio button and click Next.
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7. Select the Select a server from the server pool radio button and select your server from the Server
Pool menu.

Select destination server
Before You Bagin Selecta server or a virtua! hard disk on which to install roles and features.

Instailation Type (®) Select a server from the server pool

() Select a virtual hard disk

DESTINATION SERVER
Dl.noida.com

Server Roles Server Pool
Features
Filter: I
Name |P Address Operating System

Dl.noida.com 2511, Microsoft Windows Server 2012 Standard

1 Computer(s) found

collection is still incomplete are not shown.

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data

install | | Cancal

|<Pm'ious]| NexM ‘

8. Click Next.Select the Active Directory Certificate Services check box.

Select server roles

Before You Bagin Select one or more roles to install on the selected server,

Server Selecticn —

|>

Features

[[] Active Directory Lightweight Directory Services
] Active Directory Rights Management Services
[[] Application Server
[C] DHCP Server
[] DNS Server
[7] Fax Server

b [V File And Storage Services (Installed)
[] Hyper-v
[] Network Policy and Access Services -
] Print and Document Services
[[] Remote Access
[] Remote Desktop Services

Instailation Type Roles Description

DESTINATION SERVER
D1.noida.com

TR S — Active Directory Certificate Services
g— . (AD CS} is used to create
e Directory Domain Services certification authorities and related

[C] Active Directory Federation Services role services that allow you te issue
and manage certificates used ina

variety of applications.

<Previous | [ News | |

install | | Cancel

Copyright © 2023 Thales Group
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9. Awindow displays stating Add features that are required for Active Directory Certificate

Services? To add a feature, click the Add Features button.
10. Click Next to continue.

11. On the Active Directory Certificate Services page click Next to continue.

12. Select the Certification Authority check box from the Role services list and click Next.

= Add Roles and Features Wizard ==

DESTINATION SERVER
D1.noida.com

Select the role services to install for Active Directory Certificate Services

Role services Description

@* = iaﬁon uﬁxori - 1 Certification Authorty (CA) i1s used

to issue and manage certificates.
[] Certificate Enroilment Policy Web Service Multiple CAs can be linked to form a

[[] Certificate Enroliment Web Service public key infrastructurs.
[ Certification Authority Web Enrollment

] Network Device Enroliment Service

Confirmation [] Online Responder

< Previous |I Nex= ‘ install I Cancel

13. Click Install.

14. When installation is complete, click Configure Active Directory Certificate Services on the

destination server and the AD CS Configuration wizard displays.

= /Add Roles and Features Wizard L]

. = 3 DESTINATION SERVER
Installation progress

D1noida.com
View installation progress

o Feature installation

Configuration required. Installation succeeded on Dl.noida.com,

Active Directory Certificate Services

Additional steps are required to configure Active Directory Certificate Services on the destination
server

Configure Active Directory CertificatefServices on the destination server
Certification Authority
Remote Server Administration Tool
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

You can close this wizard without interrupting running tasks. View task progress or open this
%5 page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Close Cancel

15. On the Credentials page of AD CS Configuration wizard, click Next to continue.
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x and click Next.

16. Select the Certification Authority check bo

[ AD Cs Configuration
) DESTIMATION SERVER
Role Services Dl.noida.com
Credenzials Select Role Services to configure
Setup Type Certification Authority

| Cert n Authority

CA Type

Private kay
Cryptography
CA pame
validity Period

Certificate Database

Confirmation

Mare about AR C5 Server Roles

| < Previous: | | 'ﬁ?’d > | Configure | Cancel

17. Select the Enterprise CA radio button and click Next.
18. Select the Root CA radio button and click Next.

19. Setup the Private Key for the CA to generate and issue certificates to clients. If you would like to create
a new private key select the Create a new private key radio button. Click Next. If you would like to

use an existing private key, proceed to step 24.

. . DESTINATION SERVER
P"IVa‘[e Key Dl.noida.com

Specify the type of the private key

To generate and issue certificates to chients, a certification authority (CA) must have a private key.

@) Create a:new private key
Use this option if you do not have a private key or want to create a new private key.

) Use existing privats key
Use this option to ensure continuity with previously issued certificates when reinstalling a CA.

elect 3 certhcate and use its ass rivate

on this computer or if you want to
e key.

Select thi
import & ce

Confirmation

y= from a previous installation or want to

More about Private Key

<Previoil I NextR, Configure

Copyright © 2023 Thales Group



Microsoft Active Directory Certificate Services: Integration Guide

20. Open the Select a cryptographic provider: drop-down menu and select an algorithm using a
SafeNet Key Storage Provider. Open the Key length: drop-down menu and select a key-length.

DESTINATION SERVER

Cryptography for CA Dl.noida.com
Credentials Specify the cryptographic options
Role Services
Setup Type Select a cryptographic provider: Key length:
CA Type RSA#Microsoft Software Key Storage Provider [~][ 2048 l - |
Private Key RSA#Microsoft Software Key Storage Provider 2

Microsoft Base Cryptographic Provider vi.0

Cr graphy
5 ECDSA_P521#Microsoft Software Key Storage Provider

CA Nams

ECDSA_P256#Microsoft Software Key Storage Provider
Validity Period Microsoft Strong Cryptegraphic Provider
Certificate Database | ECDSA_P256#SafelNet Key Stacage Provider
Eonfirmation ECDSA_P521#SafeNet Key Stol'rgge Provider
ECDSA_P384#Microsoft Software Key Storage Provider y the CA.

Microsoft Base DSS Cryptographic Provider
RSA#Microsoft Smart Card Key Storage Provider
DSA#Microsoft Software Key Storage Provider
DSA#SafeNet Key Storage Provider

ECDH_P384#SafeNet Key Storage Provider
ECDSA_P384#Microsoft Smart Card Key Storage Provider
ECDH P256%SafeNet Key Storage Provider

| < Pravious l( Next > | [ Configure H Cancel I

21. Select the Hash Algorithm for signing certificates issued by this Certificate Authority and key length
settings for your installation.

22. Select the Allow administrator interaction when the private key is accessed by the CA check box.
23. Click Next. Proceed to step 27.

DESTINATION SERVER

Cryptography for CA Dl.noida.com
Credentials Spedfy the cryptographic options
Role Services
Setup Type Select a cryptographic provider: Key length:
€A Type | ECDSA_P256%5afeNet Key Storage Provider [~][2s8 [~]
Private Key

Select the hash algorithm for signing certificates issued by this CA:

Cryptography

| SHA256 |
CA Name SHA384
Validity Period SHAS12
Certificatz Database SHAT

Cornfirmation
Allow administrator interaction when the private key is accessed by the CA.

More about Cryptography

<Prew'ous|| Nextﬁ}_l | Configure H Cancel
Iy re

Copyright © 2023 Thales Group 13
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24. Select the Use existing private key check box. Setup the Private Key for CA to generate and issue
certificates to clients. Select Use existing private key and Select an existing private key on this
computer. Click Next to continue.

DESTINATION SERVER

Private Key Dl.noida.com
Credentials Specify the type of the private key
Role Services
Setup Type To generate and issue certificates to clients, a certification authority (CA) must have a private key.
CA Type () Create a naw private key
Private Key Use this option if you do not have a private key or want to create a new private key.

Existing Ke — %
FREY (@) Use sxisting private key

Use this aption to ensure continuity with previously issued certificates when reinstalling a CA,
() Select a certificate and use its associated private key
Select this option if you have an existing certificate on this computer or if you want to
import a certificate and use its associated private key.
(@) Select an sxisting private key on this computer

Select this option if you have retained private keys from a previous installation or want to
use 3 private key from an alternate source.

Mare about Private Key

| [ (oo |

25. Click Change. Select the SafeNet Key Storage Provider algorithm that you have used to generate the
private keys and clear the CA Common name, click Search.

[ AD CS Configuration =] x

S DESTINATION SERVER
Existing Key Dl.noida.com

Credentials
Role Services
Setup Type
CA Type Search for keys on the target computer using the

> following criteria:
Private Key °© ing-crt

Existing Key Cryptographic providen:
MECD=: Posess

Type certification authority (CA) common name
(optional}:
noida-D1-CA

[] Allow administrator interaction when the private key is accessed by the CA.

Mare about Existing Key

< Previous | | Next > Configure |

Copyright © 2023 Thales Group 14
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26. Select the Existing Key and click Next.

Existing Key

Credentials

Fole Services

Setup Type
CA Type
Private ey

Cryptography CA common name: noida-D1-CA
CA MName
Walidity Pariod Change..,
Certificate Database Sasrch recults
Confirmation noida-D1-CA |
[] Allow administrator interaction when the private key is accessed by the CA.
Mare about Existing Key
| < Previous ] ELE st > | | Configure | [ Cancel
i

DESTINATION SERVER
Dl.noida.com

Select an existing key

Select a key from the list. The listed keys are the keys available on the target computer matching
the search criteria. You may change the search critenia.

[ Search criteria for key
Cryptographic provider:  ECDSA_P256#Satehlst Key Storage Provider

27. Configure a common name to identify this Certificate Authority. Click Next.

CA Name

Credentials
Role Services
Setup Type
CA Type
Frivate Kay

Cryptography

Validity Period
Certificate Database

Confirmation

DESTINATION SERVER

Dl.noida.com

Specify the name of the CA

Type a common name to identify this certification autharity (CA). This name is added to all
certificates issued by the CA Distinguished name suffix values are automatically generated but can
be modified.

Commen name for this CA:
noida-D1-CaA

Distinguished name suffix:
DC=nsida,DC=com

Preview of distinguished name:
Ch=noida-D1-CA DC=noida DC=com

More about CA Name

< Prevous | [ Ne> | Configure | [ Ganesl

Copyright © 2023 Thales Group
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28.

29.
30.

31.

32.

Proceed to set the Certificate Validity Period. Click Next. Configure the Certificate database
location. It records all the certificate requests, issued certificates, and revoked or expired certificates.
Click Next.

Click Configure to configure the selected roles, role services, or features.

Click Close to exit the AD CS Configuration wizard after viewing the installation results.
A private key for the CA will be generated and stored on the HSM.

Open a command prompt and run the following command to verify that service is running:
sc query certsvc

Open a command prompt and run the following command to verify the CA key:

certutil -verifykeys

The result of the command shows the CA keys have successfully been verified.

Enroll Certification Authority Certificate

1.

Create a CA template that uses SafeNet Key Storage Provider.
Open a command prompt and run certtmpl.msc.

Right click the Administrator template.Click Duplicate Template.

Ll Certificate Templates Console |;l£-
File Action View Help
ey @ B BE
& Certificate Templates (WIN-8A7 | Template Display Narfe Schema Version Versi.. |~ || Actions
I i . i
Tt DuplicsteTemplate |y o Certificate Templates (WIN-AAT4,, &
B Baslcﬂ A:!%asks » “ 1 31 Mareetians b
Hea By Properties |2 1060 Administrator -
Hcerd B 4
bl | More Actions »
@ code _Help | | 31
&l Computer 1 51
& Copy of Administrator 3 1003
4 Cross Certification Authority 2 105.0
0 Directory Email Replication H 1150
T Darmain Controller 1 41
3l Domain Controller Authentication 2 1100
T EFS Recovery Agent 1 61 =
@ Enroliment Agent 1 41
& Enroliment Agent (Computer) 1 51
& Exchange Enrollment Agent (Offline requ... 1 41
] Exchange Signature Only 1 6.1
3l Bxchange User 1 71
@ 1psec 1 81
1 IPSec (Offline request) 1 71
H Kerberos Authentication 2 1100
T Key Recovery Agent 2 105.0
1 0CSP Response Signing 3 101.0
0 RAS and 145 Server H 101.0
] Root Certification Authority 1 5.1
3 Router (Offline request) 1 41
T Smartcard Logon 1 61
0l Smartcard User 1 11
H subordinate Certification Authority 1 5.1
3 Test Administrator 4 1003 o
< i sli<l [ >
Using this terplate as a base, creates a template that supports Windows Server 2003 Enterprise CAs

Copyright © 2023 Thales Group
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2. Select Windows Server 2008 for both Certification Authority and Certificate recipient under

Compatibility Settings, Click OK.

Il
File Action View Help
A EEN TS

Certificate Templates Console

@ Certificate Templates (WIN-A47

Template [ ‘
B Adrini .
% Aut.hent l Subject Name I Server I Issuance Requirements
f Basic EF Superseded Templates [ Extensions I ~ Security
% Ca Bxchy Compatibiity | General I Request Handling | Cryptography
& CEP Endg

& Code Si The template options available are based on the earliest operating system
3 Do versions set in Compatibility Settings.

) Copy off

T crossc [V} Show resulting changes

 Director i

& Domain} Compatibility Settings

H Domain|. Certification Authority

FEFsRec Windows Server 2008 v

& Enrollm|

F Enrallm| Certificate recipient

]

3 Exchand { Windows XP / Server 2003

EExchangj T

3 exchang | Windows Vista / Setst 2008

T Psec

il psec (d

F Kerberof

7} Key Recf

Focsp R These settings may not prevent earlier operating systems from using this
@ rasand template.

@ Root Ce

F Router (|

& Smartcq | |

&l smarteq | ok | [ Concel | [ dory Help
) subordi =

4 Test Administrator . o
) Testad 4 1003

= |

Actions

Certificate Templates (WIN-AAT4,. -

More Actions

 Administrator

Mare Actions

»

3. Verify the changes on the Resulting Changes window. Click OK.

a. Select the General tab. Enter template name.

For Algorithm Name select an algorithm.

b.

C.

d.

e.

f. Select Request Hash.

g. Go to the Subject Name tab.
h.

Go to the Cryptography tab. Select Key Storage Provider for Provider Category.
Select the Requests must use one of the following providers radio button.

In the Providers field select the SafeNet Key Storage Provider only.

Uncheck the Include e-mail name in subject name check box

Copyright © 2023 Thales Group
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i. Uncheck the E-mail name check box.

Carnpatibility I General | Fequest Handling | Cruptographiy
Superseded Templates I Extensions I Security

Subject Mame | Server | lzsuance Requirements

(7 Supply in the request

|lzesubject information from esizting ceriicates for autosniollment
renewal requests [7)

(® Build from this dctive Directary information

Select thiz option o enforce conzistency among subject names and to
zimplify certificate adminiztration,

Subject name format:

| Fully distinguizhed name W

[T Ificiude e-mail name in subject name

|nclude thiz information in-alternate subject name;
[] E-mail name

[T1DMS name

[w] User principal name (LUPH]

[ Service principal name [SPM)

* Contral iz dizabled due to compatibility settings:

o[ e | [t A oo ]

j-  Click Apply to save the template. Click OK.

k. Open the command prompt and run certsrv.msc.
I.  Double-click the CA name.

m. Right-click the Certificate Templates node.

Copyright © 2023 Thales Group 18
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n. Select New -> Certificate Template to Issue

File Action ‘Miew Help
e = oz H
i ﬁ] Certification Authority (Local) Intended Purpose
4 g nioida-D1-C4
o) Revoke_d Certificates
[ Issued Certificates
[ Pending Requests
B FalledReqyests

[ Certficate Temnlates

tlanage |
| Mew. 1 I Cel rtiﬁcaﬁ."l"e rplate to lssue.

Wi b

There are no iterns to show in this view,

Refresh
Expart List.,
Help

Enable additional Certificate Ternplates on this Certification Suthority

0. Select the template you recently created and click OK.

Select ome Certificate Template ta ehable on this Cettification Sutharity,

Mate: If a cerificate template that was recently created doss not appear on this list, pou may need to. wait until
infarmation-about this template: has been replicated to all dormain contrallers,

&l of the certificate templates in the grganization may not be available to pour CA.

Formore information, see_{grﬁfrca’se Template Conceptsi

Mame

T administrator

1 futhenticated Session
5] Basic EFS

) C4 Exchange.

& CEP Erncryption

T Code Sigring

B Carnputer

| Copy 2 of Adminiztrator
{E Eup_l,J.DE.-'l'-.d" istrator

ﬁ%@gm,rg;tif;mmﬁwhrm
o .

Intended Purpose

Micrasoft Trust List Sighing. Encypting. File: System. Secure E‘l

Client Authertication

Encrypting File Systern

Private Key Archival

Certificate Request Agent -

Code Sigring

Client Authentication, Server Authertication

Client &uthentication, Secure Email, Encivpting File Swstem, b

Cliert Authentication. Secure Email, Encrypting File System, b
Al ' X
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4. Request a certificate based on the template.

a. Request a certificate based on the template.

Open the command prompt and run the certmgr.msc command.

b
c. Right-click the Personal node.
d

Select All Tasks -> Request New Certificate...

File  Action View Help
5 cocns-CurertUe || Ot e

b [ Rt — LS opeala

b [ Trus Find Certificates.., ‘

bl Entel Al Tasks » Find Certificates...

b | Inter

b 6 Acti\: Wiew d | %:uest New Certificate...

b [ Trus Refresh Imiport..,

b Unt"j Export List... Advanced Operations

p | Thin

> = TrusL Helpﬂuw

b | Client Authentication lssuers

b Smart Card Trusted Roots

<| 1] > < 1t
"-Request a new certificate from a certification authority (C4) in your domain

e. Click Next.
f. Click Next.
g.

h. Click Enroll

Enable the check box for the template you created above.

enrollment was successful.

Archive CA Key

You can verify that the configurations that are possible with the Luna HSM or Luna Cloud HSM service can

be used and do not interfere with the CA key archival functionality. To complete archiving the CA-Key you

must complete the following tasks:

NOTE: If you wish to secure the key on Luna HSM that is used to encrypt the Archived
Keys then you need to select the SafeNet Key Storage Provider for generating the keys

for Key Recovery Agent certificate.

Verify the certificate is enrolled successfully. The Ul enroliment wizard shows if the certificate
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Archive the CA key

1.

LU

Install the Enterprise Certificate Server using the SafeNet Key Storage Provider and ECC key.

Verify the CA is installed correctly.
Add a Key Recovery Agent (KRA) template to CA for issuing.
Open the command prompt and run the certsrv.msc command.

Right-click the Certificate Templates node. Select New -> Certificate Template to Issue.

[T = - S T =2 T =
| File  Action View  Help

e = H »n

| ;ﬁ] Certification Authority (Local) Mame Description

|| 4 g noida-D1-CA & noida-07-CA Certification Authority
| Revaoked Cettificates

_ Issued Certificates
] Pending Requests

|| Failed Requests
i Gerinteate eriias

tanage |
Refresh e
Help ‘

;'iEnabIe additional Certificate Ternplates on this Certification Suthority
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6. Select the Key Recovery Agent template and click OK.

Select one Cerlificate Template to enable on this Certification Authority.

Note: If a certificate template that was recently. created does not appear on this list, you may need to wait unti
information about this template has been replicated to all domain controllers.

All of the: cemflcate ternplates in the organization may not be available to your CA.

For mare information, see Certificate Template Concepts.

Name

e Exchange User

%l IPSec

& IPSec (Offine request)

1 Kerberos Authentication
Kep Hecovery Sgent

%l ocsp Response Signing

T RAS and 1AS Server

@ Router [Dfffine request)

] Smartcard Logon

5 ?

Intended Purpose

Secure Email

IP security IKE intermediate

IP security IKE intermediate

Client &uthentication, Server Authentication, Smart Card Logc
Key Hacovery Agent

OCSP Signing

Client Suthentication, Server Authentication

Client Authentication

Client Authentication, Smart Card Logon !

1<

Seruie FmaiLDlienLAulbanlical&un.ﬁma‘rt Pardlonon Y
1>

Issue the KRA Certificate.

1. Request the KRA certificate. Open the command prompt and run the certmgr.msc command.

2. Right-click Personal node. Select All Tasks -> Request new certificate...

File Action View Help

+=[E o= B

=) Certlflcates Current User

Loglcal Store Name

b [=] Pe=

2 T \ Find Certificates..,

sonal

| En AllTasks

~cn

‘ Find Certificates...

= In
:_-I Ac ‘ Refresh

SITH Help

lmpo:t...

| Untrusted Certificates

| Trusted People

| Client Authentication Issuers
| Certificate Enrollment Reque:
| Smart Card Trusted Roots

vTVvvvVvvVvvVvvwYwvwvw%“

I3 i MEY |

"~ Third-Party Root Certificatior||

| Reqi st New Certificate..,

| &dvanced Operations
| Third-Party Root Certification Zuthorities
I Trusted People
| Client Authentication Issuers
1 Certificate Enrollment Requests
_ Smart Card Trusted Roots

(<[ m

Request a new certificate from a certification authority {(CA) in your domain

3. Click Next.
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4. Select Active Directory Enrollment Policy and click Next.

Select Certificate Enrollment Policy

Certificate enrollment paolicy enables enrollment for certificates based on predefined certificate templates
Certificate enrallment policy may already be configured foryou.

E._l_:l‘iﬂi'gul"l!'d by your .ai:lmhi'_s{ratur
Active Directory Enrallment Policy

Configured by you

Learn moare about certificate enrallment policy

5. Select the Key Recovery Agent check box template and click Enroll.

Request Certificates

You can request the following types of certificates. Select the certificates you veant to request, and then
click Enrall:

Active Directory Enrollment Policy

[ Copy 2 of Administratar AJ STATUS: Awsilable Details «
[Vl Key Recavery Sgent

STATUS: Available Details w
&Y

[ Show all tj'é_m'['j_faj;es
Learn maore about certificates
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6. Verify the enroliment is pending and click Finish.

Certificate Installation Results

The following certificates have been enrolled and installed on this computer.

Active Directory Enrollment Policy

[ Key Fiecavery Agent o STATUS: Enrallment pending Details

Issue the KRA certificate from the CA snap-in.

1. Open the command prompt and run the certsrv.msc command.

2. Select the Pending Requests node. Right-click on the latest request for the KRA template. Select All
Tasks and click Issue.

File. Action View Help
R

ﬁ. Certification Autharity (Local)
4 gl hoida-D1-CA

RequestiD  BinangRequest  Request Status Code  Request Disposition Message

""'EEG”"‘] LiC i = L
1) Rewnked Certificates Al Tasks 4 Wiew Atributes/Etensions..
L1 Issued Certificates Rafresh Expait Binary Dsta...
. Pending Requests
] Failed Requests Help s
| Certificate Ternplates ‘ eny

| ¢] L}
(Farce the policy module to reevaluate this request

3. Click on Issued Certificates. Verify that the new certificate is issued.
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Retrieve the issued certificate from CA
1. Open the command prompt and run certmgr.msc command.
2. Rightclick Certificates — Current User

3. Select All Tasks and click Automatically enroll and retrieve certificates...

certmor - Certicates - Curent User] =18
File .i'u:tii:un. Wiew  Help

_'-‘j] EE rtificates - Currerd Lear]

B = e (e ‘
| s e
| Personal | Find Certificates... |

| Trusted Root CF_-'| A Tasks rﬁ Find Certificates..,

| Erterprise Trust &

] |nrl:r:,i:;?at£uée ikl v l|| k Enroll and Retrieve Certificates..,
| Active Directony Refresh !Llser[:'bjel:t

; b Export List.., o3

. Untrusted Certif icates

| Third-Party Rao Help

[ e 15 i
T Toisted Peginl e are et Lerification Authiorities
| Trusted Peaple

| Client Authentication lssuers =i Trusted Feople

3 Certiticate Enialiment Regije: _ Chent Authentication |ssuers

i St Cardl Tristed Roots _| Certificate Enrallment Requests

[

3

5

P

I

b L Trusted Publishi [
5

P

I

3

5

I> =

| Smart Card Trusted Roots

< 1} € n | >

ELlpdates all eligible certificates a5 a background process

4. Click Next.

5. Select the KRA certificate you just issued and enroll it.

Configure the CA to support Key Archival.

1. Open the command prompt and run the certsrv.msc command.
2. Right-click CA Name and select Properties.

3. Select the Recovery Agent tab.

4. Select the Archive the key radio button.
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5. Click the Add button.

Edensions | Storage | Cedificate Managers

General | Palicy Madule | Esit Maduls
Enrolment Agents | Audiing | Fecovemdgents | Security

D'a the follawing when a certificate request includes key archival;
) Dokot archive the key
®) &rchivi the key

MNumnber of recoveny agents to use:

Keprecoverny agent certificates:

Subject: . lzsuer Ewpiration Date  Status.

Femove | |

Key Recovery Agent Selection
Please select a Key Recovery Agent certificate

Administrator
Issuer: noida-D1-CA

Click here to view certificate

ro! 1=

Valid From: 5/1/2013 to 5/1/2014

T

7. Click OK

8. Verify the CA service must be restarted, click Yes.
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Create a template with Key Archival enabled
1. Open the command prompt and run the certtmpl.msc command.

2. Right-click the User template and click Duplicate Template.

»

& Certificate Templates Console - O X
File Action View Help
Lol A1Eal IEHEY
] Certificate Templates (WIN-78P( Template Display Name Schemna Version Version " || Actions
] Cross Certification Autherity 2 105.0 Certificate Templates (WIN-TBPG3KKEE...
& Directory Email Replication 2 115.0 More Actions
1] Domain Controller 1 41
\#] Domain Contraller Authentication 2 110.0 User
& £Fs Recovery Agent 1 6.1 Mare Actions
IE Enrollment Agent 1 41
@Enrollmentﬁ\ ent (Computer) 1 31
g p
@Exchan e Enrollment Agent (Offline requ... 1 41
g g q
@Exchan e Signature Onl 1 6.1
geoig y
1] Exchange User 1 71
g
i3 1Psec 1 8.1
& 1PSec (Offline request) 1 A
q
1] Kerberos Authentication 2 110.0
{5 Key Recovery Agent 2 105.0
£y Ty Ag
1] OCSP Response Signin 3 101.7
p gning
& RAS and 1S Server 2 1010
{5 Root Certification Authori 1 5.1
ty
@ Router (Offline request) 1 41
q
IE Smartcard Logon 1 6.1
g
] smartcard User 1 141
] Subordinate Certification Authori 1 5.1
ty
5] Trust List Signin 1 31
gning
“ Duplicate Templat
] User Signature Only Hplicate femplate A
] Web Server All Tasks » ]
IE Waorkstation Authentication 0.0
Properties -
< > <€ Help >
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3. Select Windows Server 2008 for both Certification Authority and Certificate recipient under

Compatibility Settings, Click OK.
=

Certificate Templates Console

File Action View Help

T EEEY

& Certificate Templates (WIN-AAT | Template I

| lssuance Requiements
i I Security

B Admini

%‘;“f‘“: | SubjectName |
3 asic Superseded Templates
Al CA Excl

Compatibilty | General | RequestHanding | Ciyplograpt

@ cross ¢ [V] Show resulling changes

 Directo i
T Domain Compatibility Settings

H Domain Certification Authority

The template options available are based on the earliest operating system
versions set in Compatibility Settings.

T EFSRec |Windows Server 2008

F Enrolim
] Enrollm

Certificate recipient

template.

These settings may not prevent earlier operating systems from using this

I3 i IEY |

Jl Cancel || Apply H Hen | M

More Actions

More Actions

4. Onthe Resulting Changes menu click OK.

The compatibility changes will add the following template options,

Tab Temiplate Option

Cryptography Key Storage Provider

Réquest Handling For automatic renewal of smart card certificates, use the existing key if a new ...
Cryptography Use alternate signature Format

5. Go tothe General tab and enter a name for the template (UserKeyArchival).
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6. Go to the Request Handling tab and enable the Archive subject’s encryption private key check

box.
Properties of New Template -
Subject Mame I Server I Izzuance Feguirements
Superseded Templates | Edtenszions | Security
Compatibility I Gereral Feqguest Handling Cryptographs
Furpoze: | Signature and encruption w |

Delets revoked or expired certificates [do rot archive]

[w#*] Include syrmmetric algorithms allowied by thie subject.

LArchive subiect's encruption onvate keyw 3

o1 &l private key ta be exported

| Reriew with the same |

]
I For automatic renewal of smart card certificates, use the existing key if a
rnew key cannot be cregked

Do the following when the subject iz enrolled and when the private key
azzociated with thiz certificate is used:

(@ Eniall subject without requiting any user input
) Prompt the user during enraliment

— Prompt the user during enrollment and require user input when the
= private key iz used

* Control iz dizabled due to compatibiliby settings

[ ak. || cancet || appw | [ Her

7. Select the Subject Name tab.
8. Uncheck the Include e-mail name in subject name check box.

9. Uncheck the E-mail name check box.

of New Tempiate =]
| Compatibility I Genéral | Request Handling I Cryptography
! Superzeded Templates I Extensions Security
Subject Name | Server i lzsuance Requirements

) Supply in the request

Uze zubject information from existing certificates for autasnroliment
renewal requests 7

(® Build from this &ictive Directory information

Select thiz option to enforce congiztency among subject names and to
simplify. certificate administration

Subject name format.

| Fully digtinguished name bl

[ ] Iriclude e-mail hame in subject hame

Include this infarmation i alternate subject name:
[ E-mail name

[1DMS name

[+ User principal name [LIPM]

[ Service principal name [SPN)

* Control is disabled due to compatibility settings.

| Ok || Cancel Hl ADH“& ﬁ| Help

10. Click Apply and then OK.
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Add a new template to CA for issuing
1. Open the command prompt and run the certsrv.msc command.
2. Right-click the Certificate Templates node.

3. Select New -> Certificate Template to Issue.

[ File Action  Miew  Help

|e= = c= H

i ﬁgj Certification Suthority (Local) Marne Intended Purpose

| 4 @i noida-D1-CA .EKeyRechér}-’Age’h‘t Key Recovery Sgent
|| Revoked Certificates
0 lssued Certificates
| Pending Requests

| Mariage

Nesw Certificats Template to lssue
| Yiews '
Refresh
Export List..,
Help

Enable additional Certificate Templates on this Certification Sutharity

4. Select new template for key archival, click OK.

Select one Certificate Template to enable on this Certification dutharity.

Mate: I a certificate termplate that was recently created does not appear on thiz list, you may need ta wait until
information about this template has been replicated to all domain controllers.

All of the certificate templates in the organization may not be available to pour Ch.

For more information, see Certificate Template Concepts.

Mame |ntended Purpoze
E Router [Offline request) Client Authentication

E Smartcard Logon

E Smartcard Uger

& Test Administrator

E Truzt Ligt Signing

E zer Signature Only

B Userkarchival

4@ zekeptrchival

] warkstation Authentication

Client suthentication, Smart Card Logon

Secure Email, Client Authentication, Smart Card Logon

Client suthentication, Secure Email, Encrypting File System, b
icrogzoft Trust Lizt Signing

Secure Email, Client Authentication

Client Authentication, Secure Email, Encrypting File System
Client suthentication, Secure Email, Encrypting Fil

Client Authentication

<|

Cancel
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Issue a user template with key archival enabled

1. Open the command prompt and run the certmgr.msc command.

2. Right-click Personal node.

3. Select All Tasks -> Request New Certificate.

=

File: Action View Help

o m cz B

| )l Certificates - Current User

Lagical Store Name

b | Pérsor—

5 B Trost ; Find Certificates...

= al

B | Enter I All Tasks

} Find Certificates...

Lj Inter B .
U] Activ | Refresh

Request New Certificate..,

[0 Truste  Help

] Impor‘t..l."g

) Untrusted Certificates

| Trusted People

1 Client Authentication Issuers
| Certificate Enrollment Reque:
b Smart Card Trusted Roots

b
b
b
B
b
b
b
B

|| Third-Party Root Certificatior ;

Advanced Operations

|| Third-Party Root Certification Authatities
" Trusted People

|| Client Authentication Issuers

| Certificate Enrollment Requests

I Smart Card Trusted Roots

‘Request a new certificate from a certification authority (CA) in your domain

4. Click Next
5. Click Next.
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6. Select the new template for key archival check box and click Enroll.

Request Certificates

You can request the following types of certificates, Select the certificates you want to request, and then
click Enrall,

Active Directory Enrollment Policy

[ key Recovery Agent xi_J STATUS: Awailable Dietails »

W] Userkarchival 1) STATUS: Auvailable Dietails

[ 3how all templates
Learrmore sbout certificatas

7. The Enrollment Wizard Ul displays. Verify the enrollment is successful.

Certificate Installation Results

The following certificates have been enrolled and installed o this computer,

Active Directory Enrollment Policy

[+ Userkrchival J STATUS: Succeeded Details '«

8. Click Finish.
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Perform Key Recovery
You can recover archived keys. To perform a key recovery:

1.

Log on to the system as Domain Administrator and ensure that the private key is still recoverable by
viewing the Archived Key column in the Certification Authority console.

a.
b.

C.

j-

Log on as Domain Administrator.

From Administrative Tools, open Certification Authority.

In the console tree, double-click CA, and then click Issued Certificates.
From the View menu, click Add/Remove Columns.

In Add/Remove Columns, in Available Column, select Archived Key, and then click Add.
Archived Key should now appear in Displayed Columns.

Click OK and then, in the details pane, scroll to the right and confirm that the last issued certificate
to UserKeyArchival has a Yes value in the Archived Key column.

NOTE: A certificate template must have been modified so that the Archive bit and Mark
Private Key as Exportable attributes were enabled. The private key is only recoverable if
there is data in the Archived Key column.

Double-click the Archive User certificate.

Click the Details tab.

Write down the serial number of the certificate. (Do not include spacing between digit pairs.) This is
required for recovery.

The serial number is a hexadecimal string which is 20 characters long. The serial number of the
private key is the same as the serial number of the certificate. For the purpose of this walkthrough,
the serial number will be referred to as serialnumber.

Click OK.

Close Certification Authority.

Recover the private key into a BLOB output file by using certutil.exe.

a.

On the taskbar, click the Start button, click Run, type cmd, then click OK to open command
prompt window.

Type cd \ and then press ENTER.

Ensure that you are in the c:\ directory.

At the command prompt, type:

Certutil -getkey serialnumber outputblob
At the command prompt, type

dir outputblob

NOTE: If the file outputblob does not exist, you probably typed the serial number
incorrectly for the certificate.

The outputblob file is a PKCS#7 file containing the KRA certificates and the user certificate and chain.
The inner content is an encrypted PKCS#7 containing the private key (encrypted by the KRA
certificates).
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3. Recover the original private/public key pair using Certutil.exe

a.

d.

e.

On the taskbar, click the Start button, click Run, type cmd, and click OK to open a command
prompt window.

At the command prompt, type:

Certutil -recoverkey outputblob user.pfx
When prompted, enter the following information:
Enter new password: password

Confirm new password: password

Type exit, and then press ENTER.

Close all windows and log off as the current user.

4. Import the recovered private keyi/certificate.

a.
b.

c
d.
e
f

g.

At the command prompt, type certmgr.msc

Right click Certificates (Current User), and then click Find Certificates.

In Find Certificates, under Contains, type CA Name and then click Find Now.
In Find Certificates, on the Edit menu, click Select All.

In Find Certificates, on the File menu, click Delete.

In Certificates, click Yes.

Close Find Certificates.

5. Import the certificate at c:\user.pfx and let the certificates be placed by the system.

a.

b
c
d.
e

f.

In the console tree, right-click Personal and then click All Tasks and then click Import.
In the Certificate Import Wizard, click Next.

On Files to Import, in the File name box, type c:\user.pfx, and then click Next.

In Password, type password and then click Next.

On Certificate Store, click Automatically select the certificate store based on the type of
certificate and then click Next.

On Completing the Certificate Import Wizard, click Finish.

6. Verify the serial number of the imported certificate.

a.
b.

C.

In the console tree, double-click Personal and then click Certificates.
Double-click certificate.

In Certificate, go to the Details tab. Verify that the serial number matches the original.

This completes the key recovery process when your key recovery keys are in Luna HSMs.

Microsoft Certificate Services Integration using Luna HSM for signing keys has been completed now as we
have secured the CA signing keys and CA recovery keys on Luna HSMs.

Copyright © 2023 Thales Group

34



Microsoft Active Directory Certificate Services: Integration Guide

Migrating CA keys from Microsoft Software Key Storage
Provider to SafeNet Key Storage Provider

This chapter outlines the steps to migrate a CA signing key from Microsoft software storage to the Luna
HSM or Luna Cloud HSM service on Windows Server using the Ms2luna utility for both CSP and KSP.

Configure SafeNet KSP

You must configure the SafeNet Key Storage Provider (KSP) to allow the user account and system to
access the Luna HSM or Luna Cloud HSM Service. If using a Luna HSM, the KSP package must be
installed during the Luna Client software installation. If using Luna Cloud HSM service, the KSP package is
included in the service client package inside of the /KSP folder.

1. Navigate to the KSP installation directory.
2. Run the KspConfig.exe (KSP configuration wizard).
3. Double-click Register Or View Security Library on the left side of the pane.

] - SafeNet-Inc Key Storage Provider, Config Wizard ==

File Help

=) SafeMet KSP Config
- Register Or View Security Libirary
L. Register HSM Slots

4. Browse the library cryptoki.dll from Luna Network HSM Client installation directory and click
Register.

- SafeNet-Inc Key Storage Provider, Config Wizard M

File Help

[=- SafeMet KSP Config

B Fe gister Or View Security Library]
i Register HIM Slots

LikrargPath |C_\Prugram Files\SafeNetlunaClienticryptoki.dil

Browse
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5. On successful registration, a message “Success registering the security library” displays.

File  Help

- SafeNet-Inc Key Storage Provider, Config Wizard

=[O X

=3 S_afeNet KSP Config
.. Register Or View Security Library
i Register HIM Slots

LibraryPath |C_\Prugram FilesiSafeMetiLunaClienbcryptoki.dll

Browse

Success .

e
[0] Success registering the security library!
L *

Register

6. Double-click Register HSM Slots on the left side of the pane.

7. Enter the Slot (Partition) password.

Click Register Slot to register the slot for Domain\User. On successful registration, a message “The

slot was successfully and securely registered” displays.

File Help

- SafeMet-Inc Key Storage Provider, Config Wizard

= SafeMet KSP Config
-Register OrWiew Security Librany
L. Register H5M Slots

Ready

Register By

x| | @ slotLabel

Register For User Domain
[ Administrator B EEED
Availahle Slots Slot Password
[1 partt | [

| € Slot Numher

Success -

Registerad Slot

Register Slot

View Registered Slots

SlotLabelpart | The slotwas successfully and securely registered!

Delete Registered Slot
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9. You need to register the same slot for NT AUTHORITY\SYSTEM.

File  Help

- SafeNet-Inc Key Storage Provider, Config Wizard

= Safelet KSP Config

Register HEM Slots

Ready

Register Or Wiew Security Library

Register By

=] | # sotLanel

| " Blot Number

Register For User Domain
[ 5vsTEM | [NTAUTHORITY
Available Slots Slot Pagsword
[1 part ~| [
Success -

Registered Slot

Register Slot

View Registered Slots

SlotLabelpartt The slotwas successfully and securely registered!

Delete Registered Slot

NOTE: Both slots have been registered, despite only one entry appearing for the service

in the Registered Slots section of the KSP interface.

Back up the CA

You can enable and configure the location where the CA backup files will be stored using the Active

Directory certificate services management console. To back up the CA:

1. Click the Start button, click Run, type certsrv.msc, and then click OK.

2. Select the CA node in the left pane.On the Action menu, click All Tas

il certsrv - [Certification Authority (Localh\lunatest-ADCS-CA] == -
File Action View Help
e=| # E -G Pom
Z51 Certification Authority (Local) | Name
I g lunatest-ADCS-CA Sin Lemad
All Tasks 3 Start Service
Views v Stop Service
Refresh Submit new request...
Export List... Back up CA...
Properties Restore CA...
Help Renew CA Certificate...

3. Click Next on the Welcome page of the CA backup wizard.

ks and then Backup CA.
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4. Select the Private key and CA certificate check box and provide a directory name where the system

will temporarily store the CA certificate and optionally the key. Click Next.

Certification Authority Backup Wizard i
ltems to Back Up 8

You can back up individual components of the cerification authority data. - A
—

Select the items you wish to back up:

v Private key and CA certificate

v Cerificate database and cerificate database log

I

Back up to this location:

CUsers"Administrator LLINATES T \Desktop Browse... |

Mote: The backup directory must be empty.

| <Back || New> | | cancel | | Help

5. Provide a password to protect the CA key and click Next.
6. Click Finish.

Migrate a MS CA onto a Luna HSM or Luna Cloud HSM service using ms2Luna

The Keys stored in the Software is not secure and can be compromised anytime. So to enforce operational
and logical security of the CA it is required to be migrated onto HSM. Also migration ensures that the same

key created in previous section is used for verification of CA. To migrate a MS CA onto a Luna HSM using

ms2Luna:

1. Copy the CA certificate thumbprint.

2. Open acommand prompt and run ms2Luna.exe from "<SafeNet HSM Client installation

Directory>/KSP directory" in case of KSP registration.

NOTE: You need to register a slot using KSP before migrating MSCA to Luna HSM.
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3.

4,

5. Restart the CA services and after restarting CA services will use the keys from Luna HSM for signing

6.

Enter the Thumbprint of CA certificate when prompted, and press Enter.

xUsepssAdministrator . LUNATEST >cd "C:~Program Files~SafeNet>LunaClient~KSP"

»Program Files“SafeMet“LunaClient~HKSP>msz2Luna.exe

Safenet Inc. SafeNMetKSP. MS5-HKSP Kew Migration

This application will migrate the keys for a specified ceprtificate
from a Microsoft KEP to a Safenet Inc. KSP.

E3
E3
E3
E3
E3
»x
E3
E3

IEREEREEN]

Please Enter The Certificate Thumbprint Of Regquired Certficate:
aBeed6fB838e2Bf 2daSh?7ed257/8f65de?63636

Fuccessfully Migrated HKey For Cert: CABEEDGF83IBEZAF2ZDASEBEY7ED2ZS77E8F6SDE?63636
o = SafeMet Key Storage Provider

:s»Program Files~SafeMet~LunaClient~HKSP>_

Verify that CA provider changes to SafeNet Key Storage Provider.

= Administrator: C\Windows\system32\cmd.exe |;|i-

Soae Cetiicate Neragers
fuding | Recovey Agerts | Seaury
Poly Moo B Modde

ien Ceiicate
Cryptographic setings
Provider, Sefenct Key Stomge Provider
Hashagontm: SHAZE
oK Cancel tidp

a2 Console1 - [Console Root\Certification Authority (Local}\lunatest-ADCS-CA] =3 =
@ Fle Adion View Favortes Window Hep []a]x]
a2 & EEEER |[ERL
Console Root Actions
9 Cortication At lunatest-ADCS-CA -
Mare Actions »

new certificate request and verify the already signed certificates.

Now you can restore the CA certificate database that you have backed up before migration. To restore

the CA database follow the steps to

In case if CA Services are not restarting even after CA keys are migrated to Luna HSM using ms2luna

then uninstall the CA services and follow the instructions to
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Install Microsoft Active Directory Certificate Services on Windows Server using
SafeNet Key Storage Provider with migrated key

To install the Microsoft Active Directory Certificate Services software:

1.

LU S

Log in as an Enterprise Admin/Domain Admin with Administrative privileges.

Open Server Manager under Configure this Local Server and click Add Roles and Features.
The Add Roles and Features Wizard displays.

On the Before you Begin page click Next.

Select the Role-based or feature-based installation radio button and click Next.

= Add Roles and FeatiFes Wizard (=T
| ST o LI | (e L DESTINATION SERVER
Select installation type Dtinoida.com
Select the installation type, You can install roles and features on a running physical computer or virtual

Befere vou Begin

machine, or on an offline virtual hard disk (VHD).
Installation Type

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment

< Previous | | Next > Instal Cancel
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6. Select the Select a server from the server pool radio button and from Server Pool select your
server.

DESTINATION SERVER

Select destination server Birarim

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Instailation Type (@ Select a server from the server pool
© Select a virtual hard disk

Server Roles Server Pool
Features
Filter:
Name |P Address Opersting System

Bl.noida.com 172.2511.82 Microsoft Windows Server 2012 Standard

1 Computerfs) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

<Previous | [ Nedy | | install || Cancel

7. Click Next.
8. Select the Active Directory Certificate Services check box from the Server Roles.

DESTINATION SERVER

Select server roles Bt et com

Select one or more roles to install on the selected server,

Before You Begin

Instailation Type Roles Description
Server Selecticn . Active Directory Certificate Services
ctive Direct: Certificate S e — S
= l_§ (AD CS} is used to create
Active Directory Domain Services certification authorities and related
Features [[] Active Directory Federation Services role services that allow you tc issue

and manage certificates used ina

[C] Active Directory Lightweight Directory Services varisty b apphcafions:

[] Active Directory Rights Management Services
[_] Application Server
[[] DHCP Server
[C] DNS Server
[[] Fax Server
b [V File And Sterage Services (Installed)
[] Hyper-v
[[] Network Policy and Access Services !
[] Print and Document Services
[_] Remote Access
[] Remote Desktop Services

< Previous I | Next > I \lilnr:t:alil 77\
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9. A window stating “Add features that are required for Active Directory Certificate Services?”

displays. To add a feature, click Add Features.

=

Select server rof

Add Roles and Features Wizard

Add features that are required for Active Directory

Certificate Services?

The following tools are required to manage this feature, but do not
have to be instalied on the same server,

4 Remote Server Administration Tools
4 Role Administration Tools
4 Active Directory Certificate Services Tools
[Tools] Certification Authority Management Tools

Include management tools (if applicable)

[rqee] |

< Previous ‘ Next >

- 0| X

DESTINATION SERVER
Dlnoida.com

X

ition authorities and related
tices that allow you to issue
ihage certificates used ina

A applications.

|

| install Cancel

10. Click Next twice to continue until the Role Services options are displayed.

Befores You Bsgin
Instaliation Type

Server Selection

Server Roles

Role Services

Confirmation

Select features

Lelect one or more features to install on the selected server,

Features

_El_ T'JrarnewcnrkFEatur i

T Framewaork atures (Instalied)
Background Intelligent Transfer Service {BITS) =
BitLocker Drive Encryption

BitLocker Network Unlock
BranchCache

Client for NFS

Data Center Bridging

Enhanced Storage

Failover Clustering

Group Policy Management

Ink and Handwriting Services

Internet Printing Client

IP Address Management (IPAM) Server

—t .o ~

<] " e

O
O
[
|
O
O
O
|
|
O
[
|

DESTINATION SERVER
D1.noida.com

Description

MNET Frameawork 3.5 combines:the
power of thie INET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
securs communication, and provide
thie ability to model a range of
business processes:

I 4F'mfiqus] | NEM‘I:?&\*] | install | Cancel
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11. Select the Certification Authority check box from the Role services list and click Next.

Select role services

Before You Begin
Instaliation Type

Server Selecticn

Features
AD CS

Confirmation

DESTINATION SERVER
Dl.noida.com

Select the role services to install for Active Directory Certificate Services

Role services Description

‘—El_ Certification Authority (CA) is used

to issue and manage certificates.

[] Certificate Enrollment Policy Web Service Multiple CAs can be linked to forma
[] Certificate Enroliment Web Service public key infrastructurs.

[l Certification Authority Web Enrollment
] Network Device Enraliment Service

D Online Responder

< Previous | | Nef | | s | [ Cancel

12. Verify that the role you are about to install is appropriate and click Install.

B=fors You 2egin
Instaliation Type
Server Selecticn
Server Roles
Faatures

ADCS

Services

DESTINATION SERVER

Confirm installation selections b Aol

To install the following roles, role services, or features on selected server, click install.

[1 Restart the destination server automatically if required

Optianal features (such as administration toois) might be dispiayed on this page because they have
been selected sutomatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory Certificate Services
Certification Authority

Remote Server Administration Tools
Rele Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

Export configuration settings
Specify an aliernate source path
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13. Once installation is complete, click the link Configure Active Directory Certificate Services on the

destination server it opens AD CS Configuration wizard.

==

i=r

3 - * DESTINATION SERVER
Installation progress

D1noidacom

View installation progress

o Feature installation

Configuration required. Installation succeeded on Dl.noida.com,

Active Directory Certificate Services

Additional steps are requirec to configure Active Directory Certificate Services on the destination
server

Configure Active Directory CertificatefServices on the destination server
Certification Authority )
Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

You can close this wizard without interrupting running tasks. View task progress or open this
%2 page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

A
il

< Previbus Next > Close Cance

14. On the Credentials page of AD CS Configuration wizard, click Next to continue.

Specify credentials to configure role services

To install the following role services you must belong to the local Administrators group:
* Standzlone certification suthority
* Certification Authority Web Enmoliment
* Online Responder
To instali the following role services you must belong to the Enterprise Admins group:
* Enterprise certification authorty
* Certificate Enrollment Policy Web Service
* Certificate Enrollment Web Service
* Metwork Device Enroliment Service

Credentials: NOIDAVADmMInistrator

Mare about AD TS Server Roles

DESTINATION SERVER

Dl.noida.com

< Previous IF}\;_I Configure | Cancel
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15. Select the Certification Authority check box and click Next.
16. Select the Enterprise CA radio button and click Next.
17. Select the Root CA radio button and click Next.

18. Proceed to setup the Private Key for CA to generate and issue certificates to clients. Select Use
existing private key and Select an existing private key on this computer. Click Next to continue.

5 g DESTINATION SERVER
P”Vate Ke}/ Dl.noida.com

Credentials Specify the type of the private key

To generate and issue certificates to clients, a certification authority (CA) must have a private key.

A Type () Create a new private key
Private Key Use this option if you do not have a private key or want to create a new private key.

®) Use sxisting private key

Use this option to ensure continuity with previously issued certificates when reinstalling a CA,
_) Select a certificate and use its associated private key

Select this option if you have an existing certificate on this computer or if you want to
import a certificate and use its associated private key.

(@) Select an existing private key on this computer

Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.

Mare about Private Key

= AD CS Configuration’ [=TE

< Previous Nej > Configure ] Cancel

19. Click Change.... Select the SafeNet Key Storage Provider algorithm that you used to generate the

private keys. Clear the CA Common name. Click Search.

= AD Cs Configuration -

i R DESTINATIOM SERVER
Existing Key ADCS lunatest.com

alo—t an evicting oy

. Change Cryptographic Provider| = | B -

Search for keys on the target computer using the
following criteria:

eys available on the target computer matching
teria.

are Key Storage Provider

Cryptographic provider:
[ RS A#SafeNet Key Storage Provider [ =

Type certification authority (CA) common name
(optional):

lunatest-ADCS-CA

Search | | Cancel

[1 Allow administrator interaction when the private key is accessed by the CA.

More about Existing Key

< Previous Next > Configure Cancel
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20. Select the existing key and click Next. Select the Allow administrator interaction when the private
key is accessed by the CA check box.

Existing Key

Credentials
Role Services
Setup Type
CA Type
Private Key

Cryptography

CA Name
Validity Period
Certificate Database

Confirmation

DESTINATION SERVER
ADCS.lunatest.com

Select an existing key

Select a key from the list. The listed keys are the keys available on the target computer matching
the search criteria. You may change the search criteria.

Search criteria for key
Cryptographic provider: RSA#SafeMet Key Storage Provider

CA common name: lunatest-ADCS-CA

Change...
Search results:
lunatest-ADCS-CA
Allow administrator interaction when the private key is accessed by the CA.
More about Existing Key
| < Previous | | Mext > | | Configure | | Cancel |

21. Select the Hash Algorithm for signing certificates issued by this Certificate Authority and key length
settings for your installation.

Credentials
Role Services
Setup Type
CA Type
Private Key

Existing Keay

CA Name
validity Period
Certificate Database

Confirmation

Cryptography for CA

DESTINATION SERVER
ADCS lunatest.com

Specify the cryptographic options

Select a hash algorithm for signing certificates issued by this certification authority (CA).

Cryptographic provider:
R5Aa#SafeMet Key Storage Provider

Hash algorithm:

SHAZ56 |~
SHA3E4 =
SHAS12
SHAT

More about Cryptography

| Configure || Cancel
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22. Click Next to continue.

23. Configure a common name to identify this Certificate Authority. Click Next to continue.

CA Name

Credentials

Role Services
Setup Type

CA Type

Private Key
Existing Key
Cryptography

' me
Validity Period
Certificate Database

Confirmation

DESTINATION SERVER
ADCS.lunatest.com

Specify the name of the CA

Type a common name to identify this certification authority (CA). This name is added to all
certificates issued by the CA. Distinguished name suffix values are automatically generated but can
be modified.

Common name for this CA:

lunatest-ADCS-CA

Distinguished name suffix:
DC=lunatest, DC=com

Preview of distinguished name:
CM=lunatest-ADCS-CA DC=lunatest, DC=com

More about CA Name

| < Previous | | Next > | | Configure | | Cancel

24. Proceed to set the Certificate Validity Period. Click Next to continue.

Validity Period

Cregentials
Role Services
Setup Typs
CA Type

Private Key

Cryptography
CA Nams

Certificats Database

Cornfirmation

DESTINATION SERVER
Dl.noida.com

Specify the validity period

Select the validity period for the certificate generated for this certification authority (CA):

] [Yeas ]

CA expiration Date; 4/30/2018 11:44:00 PM

The validity period configured for this CA certificate should exceed the validity period for the
certificates it will issue,

More about Validity Period

[Erece] BN | coonow- | [EicHalE]
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25. Configure the Certificate Database. It records all the certificate requests, issued certificates, and
revoked or expired certificates. Click Next to continue.

= AD CS Configuration [=To =]
i ) DESTINATION SERVER
CA Database Dl.ncldaicam

Specity the database locations
Certificate database location:
ChWindowshsystem32\Certlog

Certificate database log location:

ChAWindowshsystem32\Certlog

Cartfficate Databace

Confirmatio

Movre about CA Database

| < Previoos | |7L%\%ex: > | Configure Cancel |

26. Click Configure to configure the selected roles, role services, or features.
27. Click Close to exit the AD CS Configuration wizard after viewing the installation results.

After successful installation, the CA certificate database needs to be restore which you have backed up
before beginning the key migration.

Restore MS CA

You can restore a backed-up MS CA database account. To restore an MS CA:
1. Click the Start button, click Run, type certsrv.msc, and then click OK.
2. Select the CA node in the left pane.

3. Onthe Action menu, click All Tasks and then Restore CA.

o certsrv - [Certification Authority (Local\lunatest-ADCS-CA] [= [ = [
File Action View Help

o B .= H|H » =

;‘J Certification Authority (Local) || Mame
blgd lun | All Tasks 3 Start Service
Alenr » Stop Service
Refresh Submit new request...
Export List... Back up CA...
Properties | Restore CA...
Help Renew CA Certificate...
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4. Click Next on the Welcome page of the CA Restore wizard.

Select the Certificate database and certificate database log check box and provide a directory
name where you want to temporarily store the CA certificate and optionally the key. Click Next.

Certification Authority Restore Wizard

ltems to Restore
You can restore individual components of the backup file.

Select the items you want to restore:
[ Private key and CA cerificate
[v Cerificate database and cerficate database log

Restore from this location:

CUsers Administrator LUNATEST \Deshktop Browse... |

Mote: For incremental restores, first select the full backup file and complete the wizard.
Then requn the wizard, selecting subsequent incremental backup files.

g

=

| <Back | Net> || Cancel | | Hep |

6. Enter password to protect the CA key and click Next.

T Y= T IT = TE Tt ST A WG 3 ST =T h S W | =l T

Certification Authority Restore Wizard

Provide Password
For encryption and decryption of messages, both a public key and a private key
are required. You must provide the password for the private key.

This password is required to gain access to the private key and the CA cerificate file.

Password:

I

To maintain private key security, do not share your password .

f
¢ v

+i_

\'»
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7. Click Finish.

8. The "Do you want to start Active directory certificate services" window displays. Click Yes.

Tl certsrv - [Certification Authority (Local)\lunatest-ADCS-CA] =1 E=l
File Action View Help

@ | E G H =
':-éj Certification Authority (Local) Mame
I @gn lunatest-ADCS-CA | Revoked Certificates

| Issued Certificates

| Pending Requests

Certification Authority Restore Wizard £2

The restore operation is complete. Do you want to start Active Directory
! W Certificate Services?
If you have additional incremental backup files to restore, click no and
re-run the wizard until all files are restored.

9. Verify that Active Directory Services has been successfully restarted.

15 certsrv - [Certification Authority (Local)\unatest-ADCS-CA] \;‘i-
File Action View Help

s F = C=H > =

L Certification Authority (Local) Mame
I |gi lunatest-ADCS-CA | Revoked Certificates

| Issued Certificates

| Pending Requests
| Failed Requests
| Certificate Templates

This completes the CA keys migration from Microsoft Key Storage Provider to SafeNet Key Storage
Provider which uses Luna HSM for accessing the CA keys when CA Services needs the keys.
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Installing and Configuring the CA cluster using SafeNet Key
Storage Provider

The following sections describe the installation and configuration of a CA on a failover cluster running on
Windows Server. Register SafeNet Luna KSP using KSPConfig.exe. (Refer to the
section.)

Set up the CA server role on the first cluster node

This section explains how to install certificate services on the first cluster node. To setup the CA server role
on the first cluster node:

1. Log in as an Enterprise Admin/Domain Admin with Administrative privileges.

2. The steps to install the Microsoft Active Directory Certificate Services are same as the [nsiall Active
_______________________________________________ section. After Microsoft AD CS is successfully installed on first node,
continue with the below steps.

3. Click the Start button, point to Run, type certsrv.msc, and then click OK.
4. Select the CA node in the left pane.
5. Onthe Action menu, click All Tasks and then Backup CA.
6. Click Next on the Welcome page of the CA backup wizard.
7. Select Private key and CA certificate and provide a directory name where you will temporarily store
the CA certificate and optionally the key. Click Next.
Certification Authority Backup Wizard =3
Items to Back Up :
You can back up individual components of the certification autharity data. : flﬁ

Select the itemz pou wizh to back up:
[v Private key and Cf certificate

[ Certificate database and cerificate databass log

[T Pestom inciementl backun

Back up tothiz location;

C:hBackup Browse... I

Maote: The backup directory must be empty.

(L

<Back | Net> V| cameet | | Hep
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8. Provide a password to protect the CA key and click Next.

9. Click Finish.
Certification Autharity Backup Wizard
Completing the Certification
Authority Backup Wizard
e
e You have successfully completed the Certification Suthority
===-V Backup wizard.

“You have selected the following settings:

[Frivate Key and Ca Certificate

< {17} >

Ta close this wizard and begin backup, click Finish,

[ <Back F_ir]'ﬁ V[ cened | [ Hen |

NOTE: You will receive a warning message that the private key cannot be exported.
This is expected behavior because the private key will never leave the Luna HSM.

10. Click OK to continue.

NOTE: You need to run the ksputil.exe utility to migrate keys to the cluster. Please
contact Customer Support, in case you do not have the ksputil.exe utility.

11. Create a cluster key for second node using existing key as the keys generated by KSP is bound with
the system on which they are generated. Creating the cluster key will duplicate the CA key and bind

the same key with second node.
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12. Run the ksputil.exe utility to make the keys visible to the secondary node in the cluster. You will be
prompted to enter the partition password.

ksputil clusterKey /s <slotNum> /n <CA_Name> /t <TargetHost_ Name>
Where,
slotNum — slot number
CA_name — name of the CA
TargetHost_Name — FQDN of the second node
Note: This steps is need to be executed for each node if you have more nodes in your

cluster and bind all your nodes with the same CA key to access the key from each node
when these nodes will be part of your AD CS Cluster.

o] Administrator: mmand Prompt =[O] x |

SProgram FilessSafeMet:\LunaClient\KSP>ksputil.exe cluster¥ey /= 1 /n noida—Di-
A #t DZ2.noida.com

Sevvers Host Mame is: Dil.noida.com and the logged on user is: Administrator
NOI DA

nter challenge for slot '1°' ;s

Successfully migrated CA key to host: "D2.noida.com” with private key: 27 and pu
hlic key: 119

SProgram FilessSafeMet:\LunaClient»KSP>

13. Click the Action menu, All Tasks and then Stop Service.

NOTE: After the successful migration of keys to the second node, the CA service must
be shut down to unlock the disk resources.

14. Close the CA management snap-in.
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To detach the shared storage form the cluster node

1. Go to the Server Manager MMC snap-in. Click the File and Storage Services. Click Disks, select
shared disk resource, right click on it and select Take Offline.

2 ‘Server Manager [= o ]
@ v “«“ Volumes » DISkS v @ | VE Manage Tools  View  Help
_ — DISKS I
H Servers All disks | 2 totat [ TASKS |
i Volumes = o Bvw (@) v
Filter \i=) ") \/
58 Storage Pools Number Virtual Disk ~ Status Capacity Unallocated Partition  Read Only|
Bl s-- 4D1Q i

iSCSI |0 Online 127GB 0008 MBR

Reset Disk

i
| Lastrefreshed on 5/1/2013 11:34:28 PM

VOLUMES _ STORAGE POOL

To release the HSM from the cluster node

1. Since Luna HSM is a network attached HSM, therefore disable the network connection to release it
from cluster node one.

2. Logoff from the first node.

The installation of the Certification Authority on the first node is completed now.

Set up the CA server role on the second cluster node

This section explains how to set up the second cluster node. If you have more than two cluster nodes you
need to follow the steps for each cluster node.

To install the CA on the second node, complete the following tasks:

Configure the secondary cluster node:

1. Log on to the cluster node with a user having permissions to install the second cluster node. To install
an enterprise CA, logon with enterprise admin permissions to the Active Directory domain. To install a
standalone CA you may logon with local admin permissions if you don’t want to register the CA in the
Active Directory configuration container.

Click the Start button open Run, type servermanager.msc, and click OK.
The Server Manager MMC snap-in opens. Click the File and Storage Services. Click Disks.

Ensure that the shared disk that is used for the CA is online.
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© N oo

9.
10. Select the Local Computer radio button and click Finish.
11. Click OK.

Copy the previously exported CA certificate to the second cluster node.

Click the Start button, point to Run, type mmc, and then click OK.
From the File menu, click Add/remove Snap-in...
Select Certificates from the list of available snap-ins and click Add.

Select the Computer Account radio button and click Next.

Import an existing CA certificate
1.

In the Certificate Manager MMC snap-in, expand the Certificates (Local Computer) node and select

the Personal store.

From the Action menu click All Tasks and then Import ...

I

2

b | Export Listi, ‘
b
b-0 Help

b [0 Third-Farty Root Certificatiof]
B Trusted People

B | Client Authentication lssuers
b 1 Remote Desktop

B Smart Card Trusted Roots

b

| Trusted Devices

= " ConsoleT - [Console Root\Certificates (Local Computen\Personall (=Tl
'?h File 'm‘ Miewt Favontes  Window  Help !E x_
& = Find Certificates... | '
= Cnn;:i £l Tasks bii-_”‘Fmd Certificates... | Actions
4 "";:l]_ C| MM Wiindawe fram Here ‘i Request Mew Certificate.., ||, itermns to-show in this view. Personal .
5 Mews Taskpad Wiew.., 1 Impart.. | More Actions »
| Bk i i Operations 3 |i
| - ! |

In the Certificate Import Wizard, click Next.
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4. Enter the filename of the CA certificate that was previously created on the first node and click Next. If
you use the Browse button to find the certificate, change the file type to Personal Information

Exchange *pfx,*.p12).

File to Im port
Specify the file you want toimpart,

File name:
‘Cr\Backupinoida-D1-CA.pl2 | | Erawse:.,

Mote: Mare than one certificate can be stored in a singls file in the following Formats:.
Personal Information Exchange- FRCS #12 ( PFX, F1Z2)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (F78)

Micrasaft Serislized Certificate Stare (\55T)

Learn more about certificate file Formats

5. Type the password previously used to protect the private key. The password is required even if there is
no private key in the PFX file. Click Next.

NOTE: Do not select the Mark this key as exportable check box.

Private key protection
To mainkain security, the private key was protected with a password,

Type the password for the private by,

Password:

[JDisplay Passward

Import options:
| 1Enable strong private key protection, You wil be prampted every tims the
private key is used by an application IF wou enable this option

[ Mark this key as expaortable. This will allow you ko back up of transport your
kevs at alater time,

[# Include all extended properties,

Learn more about prokecting orivate kevs
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6. Select the Place all certificates in the following store radio button and select the Personal certificate

10.
11.
12.
13.

store.

(£ o+ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

windows can automatically select a certificate store, or you can specify
the certificate,

(®) Place all certificates in the Following store

Zertificate store:

(1 Automatically select the certificate store based oncthe bype of certificate

a location For

Persanal | |

Browse, ..

Learn more abouk certficate stores

-

Click Next.
Click Finish to import the certificate.

Click OK to confirm the successful import.

Repair the association between the certificate and the private key that is stored in the HSM.

In the Certificate manager, expand the Personal store and select the Certificates container.

Select the imported certificate and select Open

from the Action menu. Go to the Details tab.

Select the field Serial Number and copy the serial number into the clipboard. Click OK.

- Certificate |

x |

| General | Detsils | Certification Path |

Shiow: | <nll= w |

Field Walue ~
| = wersion W3
erial nurmber 4f 54 70 0b 08 3859245 23 ...

ignature algorithm shalRsA
= 1| Signiature hash algorithm shal
|Issuer noida-D1-CA, noida, com

Wednesday, May 1, 2013 11:...
Tuesday, May 1, 2018 11:39:..,

i
|
|= | subject noida-D1-CA, noida, com w

!;'.4f 54 70 Ob 08 88 o5 92 48 23 D6 D9 44 b5 70
=7

Edit Properties... || Copey b File.., |

Learn more about certificate details
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14. Open the command prompt and type certutil -repairstore My "{Serial number}" and press Enter.

(=S

- Administrator: Command Prompt
(c) 20812 Hicrosoft Corvporation. All rights reserved.

= Certificate 1 ==
£ 4f54?HEhBBBErE?Z4BE3BEB?44h57Be"
[zsuer: CH=noida-D1-CA, DC=noida. DC=com
NotBefore: 51,2013 11:29 PM
Mothfter: 51,2818 11:39 PH
bubject: CH=noida-Di-CA. DC=noida,. DC=com
ertificate Template Hame (Certificate Tupel: CA
A Uersion: UB.B
Bignature matches Public Key
oot Certificate: Subject matches Issuer
emplate: CA,. Root Certification Authority
ert Hash(shal): 47 Bc 6e B2 37 92 eb ac ee db ad 4c d2 17 c4 3 83 16 39 cc
Key Container = noida—Di-Ch
Unigue container name: hdaadbfc-6992-43c8-he7c-?5802a2c284d
Provider = SafeMet Key Storage Provider
rivate key is NOT exportable
ncryption test passed
ertlitil: —repairstore command completed successfully.

visllserssAdninistrator .MOIDA >

Add the AD CS role

1. Open Server Manager under Configure this Local Sever and click Add Roles and Features.
2. The Add Roles and Features Wizard displays.

3. Click Next.
4

Select the Role-based or feature-based installation radio button and click Next.

0

Add Roles and Features Wizard

Bafore vou Begin Select the installation type, You can install roles and features on a running physical computer or virtual
= machine, or on an offline virtual hard disk (VHD).
® Role-based or feature-based installation

Configure a single server by adding roles, role services, and features.

_) Remote Desktop Services instaliation

Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or sessicn-based desktop deployment

|> Cancel |
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5. Select the Select a server from the server pool radio button and from Server Pool select your

server.
- . DESTINATION SERVER
Select destination server B2 noida.com
Before You Begin Select a server ora virtual hard disk on which to install roles and features.
Installation Type @) Selecta server from the server pool
Server Selactio * Select a virtual hard disk
Server Rolas Server Pool
Features
Filter: |
Mame IF Address Operating Systerm
DZnoidacom 1722517199 Microsoft Windows Server 2012 Standard
1 Computer(s) found
This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers.and newly-added servers from which data
collection is still incomplete are not shown.
< Previous Nﬁ-» [ instail | [ cancet
6. Click Next.

7. Select the Active Directory Certificate Services check box from the Server Roles.

Select server roles

Before You Begin
Instaliation Type

Server Selection

Server Roles

Featurss

Select one or maore roles to install on the selected server.

Roles

Active Directory Domain Services
[ Active Directory Federation Services
[[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
] Application Server
[C] DHCP Server
] DNS Server.
[[] Fax Server
b [®] Fife And Storage Servicas (Instsll=d)
] Hyper-V
[] Network Policy and Access Services
[T] Print and Document Services
] Remote Access
[_] Remote Desktop Services

% Active Directory Certificate Service:

| »

DESTINATION SERVER
D2 noida.com

Description

Active Directory Certificate Services
(AD CS) is used to create
certification authorities and related
role services that allow you to issue
and manage certificates used in a
vanety of applications.

[ < Previous. ||

Next >

| | insta | [ cancet

|

8. The Add features that are required for Active Directory Certificate Services window will appear.

To add a feature, click the Add Features button.
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9. Click Next to continue.

10. Click Next to continue.

Select features

Befere You Begin
Instaliaticn Type

Server Selection

Server Roles

ADCS
Role Services

Confirmation

Select one or maore features to install on the selected server.

Features

b [®m] .NET Framework eatures (Installed)
I+ [] Background Intelligent Transfer Service (BITS) =
[] BitLocker Drive Encryption
[] BitLocker Network Unlock
] BranchCache
[C] Client for NFS
[] Data Center Bridging
["] Enhanced Storage
[] Failover Clustering
["] Group Policy Management
[] Ink and Handwriting Services
[ Internet Printing Client
[] IP Address Management (IPAM) Server

—to o = v

<] I [ T3]

DESTINATION SE3VER
DZnoida.com

Description

NET Framawork 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

11. Click Next to continue.

Before You Begin
Instaliation Type
Server Selection
Server Roles

Features

Role Services

Confirmation

Active Directory Certificate Services

DESTINATION SERVER
Dlnoida.com

Active Directory Certificate Services (AD CS} provides the certificate infrastructure to enable scenanos
such as secure wireless networks; virtual private networks, Internet Protocol Secunity {IPSec), Network
Access Protection (NAP), encrypting file system (EFS) and smart card log on.

Things to note:

* The name and domain settings of this computer cannot be changed after a certification authority
(CA) has been installed. If you want to change the computer name, join a domain, or promote this
server to a domain controller, complete these changes before installing the CA. For more

information, see certification authority naming,

Active Diractory Certificate Services Overview

[ install | [ Concel
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12. Select the Certification Authority check box from the Role services list and click Next.

Select role services

Befere vou Begin
Instaliation Type

Server Selaction

Server Roles
Featurss
ADCS

Confirmation

Select the role services to install for Active Directory Certificate Services

Role services

Certificatian Authority

[] Certificate Enrollment Policy Web Service
[] Certificate Enrollment Web Service

[[] Certification Authority Web Enroliment
] Network Device Enrollment Service

] Online Responder

DESTINATION SERVER
D2Znoida.com

Description

Certification Authority (CA) is used
to issue and manage certificates.
Multiple CAs can be linked to form a
public key infrastructure.

< Previous Ns)ﬁ.) ‘ Install l | Cancel

13. Click Install.

Befere You Begin
Installaticn Type
Server Selection
Seryer Roles
Features

ADCS

Role Services

Confiryy

Confirm installation selections

To install the following roles, role services, or features on selected server, click Install,

[7] Restart the destination server automatically if required

Optional features (such as administration toois) might be displayed on this page because they have
been selected automatically, If you do not want to install these optional features; click Previous to clear

their check boxes.

DESTINATION SERVER
DZnoida.com

Active Directory Certificate Services
Certification Authority

Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

Export configuration settings
Specify an alternate source path

< Previous l ‘ Next >

i [ ]

Copyright © 2023 Thales Group

61



Microsoft Active Directory Certificate Services: Integration Guide

14. Once installation is complete, click the link Configure Active Directory Certificate Services on the
destination server the AD CS Configuration wizard displays.

Installation progress 02 noids com

DESTINATION SERVER

View installation progress

o Feature instaliation

Configuration required. Installation succeeded on D2 noida.com.

Active Directory Certificate Services
Additional steps are required to configure Active Directory Certificate Services on the destination
server

Configurs Active Directory Certificate Services on the destination server
Certification Authority

Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

You can close this wizard without interrupting running tasks, View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previcts Next > Close Cancel

To configure the AD CS Role

1. On the Credentials page of the AD CS Configuration wizard click Next to continue.

F‘;‘
Credentials

Credentials

Role Service

b

AD CS Configuration =[Oo] X

DESTINATION SERVER
D2.noida.com

Specify credentials to configure role services

To install the following role services you must belong to the local Administrators group:
* Siandalone certification autharity
* Certification Authority Web Enroliment
* Online Responder
To install the following role services you must belong to the Enterprise Admins group:
* Enterprise ceriification suthority
* Certificate Enrollment Policy Web Service
¢ Certificate Enrollment Web Service
* Network Device Enrollment Service

Credentials: NOIDA\Administrator

More about AD CS Server Roles
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2. Select the Certification Authority check box and click Next.

Role Services

Cradentials

Setup Typ=
CA Type
Private Kay
Cryptography
CA Nams
Certificate Reguest
Certificate Database
Confirmation

DESTINATION SERVER
D2.noida.com

Select Role Services to configure

Certification Authority

[] Certification Authority Web Enroliment
"] Ontine Responder

] Network Desice Enroliment Senvics

[] Cartificate Enrallmant Web Service

{] Certificate Enroliment Policy Web Service

More about AD CS Server Roles

l(Pr‘eiiious | Nﬂts} !_ Configure | Cancel

3. Select Enterprise CA as Setup Type and click Next.

Setup Type

Credentials

Role Services

Private Key
Cryptography
CA Nams
Certificate Request
Certificate Database

Confirmation

DESTINATION SERVER
D2.noida.com

Specify the setup type of the CA

Enterprise certification authorities (CAs) can use Active Directory Domain Senvices (AD DS) to
simplify the management of certificates. Standslone CAs do not use AD DS to issue or manage
certificates.

®) Enterprise CA
Enterprise CAs must be domain members and are typically online to issue certificates or
certificate policies.

O Standalone CA

Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD
DS and can be used without 3 netwerk connection {offline),

More about Setup Type

<Previous | [ New> | | configure | [ Cancel
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4. Select Root CA as type of CA and click Next.

CA Type

Cradentials

Rols Services

Setup Typs

Privats Kay
Cryptography
CA Name
validity Period

Certificaie Database

Confirmation

DESTINATION SERVER
D2.noida.com

Specify the type of the CA

When you install Active Directory Certificate Services (AD CS), you are cresting or extending a
public key infrastructure {PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PK}
hierarchy.

® Root CA
Root CAs are the first and may be the only CAs configured in a PKi hierarchy.

(O Subordinate CA

Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
the CA above them in the hierarchy.

More about CA Type

e B S| | cotoue | IR

5. Select the Use existing private key radio button and choose the option Select a certificate and use
its associated private key and click Next.

Private Key

Cradentials

Role Servicas

Setup Typ=
CA Type

Existing Certificate

DESTINATION SERVER
D2.noida.com

Specify the type of the private key

To generate and issue certificates to clients, a certification authority (CA) must have a private key.

() Create a naw private key
Use this option if you do not have a private key or want to create a new private key.

(@1 Use axisting private key
Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
®) Select a certificate and use its associated private key

‘Select this option if you have an existing certificate on this computer or if you want to
import a certificate and use its associated private key.

() Select an existing private key on this computer

Select this option if you have retained private keys from a previous instailation or want to
use a private key from an alternate source,

More about Private Key

l <?reviousl ‘N%} ] Configure |[ Cancel
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6. Select the CA certificate that was generated on the first node and click Next.

Existing Certificate

Cradentials

Private Kay

Existing Certificate

DESTINATION SERVER
D2.noida.com

Select an existing certlificate for the CA

To use a private key associated with a certificate, select that certificate. You may have to importa
certificate if it is not available on the target computer. The selected certificate and its properties
will be used for this certification authority {CA),

Certificates:

Subject Issued By  Expiration Date
noida-%-@ noida-D1-CA  5/1/2018

[] Aliow administrator interaction when the private key is accessed by the CA.

More about Existing Certificate

] v | [coon | [

7. Change the default paths for the database log location. Click Next to continue.

=
CA Database
Credentials

Rolz Services

Setup Type

CA Type
Privats Key

Existing Certificaia

Cornfirmistion

AD CS Configuration

DESTINATIOM SERVER

D2.noida.com

Specify the database |acations

Certificate database location:
E,

Certificate database log location:
EM

More about C4 Database

o] Coge] [ contoue |

8. A dialog box displays stating that an existing database was found displays, click Yes to overwrite.
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9. On the Confirmation page click Configure.

E;l

Confirmation

CA Type:

Certificat 1abas Distinguished Name:

Location:

AAD CS Configuration

To configure the following roles, role services, or features, click Configure.
~ Active Directory Certificate Services

Certification Authority

Allow Administrator Interaction:

Certificate Validity Period:

Certificate Database Location:
Certificate Database Log

DESTINATION SERVER
D2.noida.com

Enterprise Root

Disabled

5/1/2018 11:39:39 PM
CN=noida-D2-CA DC=noida DC=com
EN\

E\

< Previous

I Configure II Cancel
Wy

10. Click Close to finish the Role installation.

11. Log off from the second cluster node.

Set up the Failover Cluster feature on the cluster nodes
Repeat the following steps on each node of the cluster nodes:

1.

Click Next.

U I

Select the Role-based or feature-based

Log on to the cluster node with local administrator permissions.

Open Server Manager under Configure this Local Sever and click Add Roles and Features.

The Add Roles and Features Wizard displays.

installation radio button and click Next.
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6. Select the Select a server from the server pool radio button option and from Server Pool select your
server.

Before You Begin

Inszaliation Type

Server Roles

Faatures

DESTINATION SERVER

Select destination server s

Select a server or a virtual hard disk on which to install roles and features.

®) Select a server from the server pool
) Select a virtual hard disk

Server Pool

Filter: |

MName IP Address Operating System

DZ.noida.com

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

|'e.<:§mrims|| Nepg > | [ instail || Cancel ]
1y

7. Click Next twice. From the list of available features, select the Failover Clustering check box and click
Next.

Select features

Before You Begin
Instaliation Type

Servar Sslection

Server Roles

DESTINATION SERVER
D2 noida.com

Select one or more features to install on the selected server.

Features Description

[T | NETFromework35combines the

power of the .NET Framework 2.0

b [®] .NET Framework 4.5 Features {Instaliad) APls with new technologies for
I+ [[] Background Intelligent Transfer Service (81TS) = building applications that offer
[ BitLocker Drive Encryption appealing user interfaces, protect
2 your customers' personal identity
[ BitLocker Network Uniock information, enable seamless and
[] BranchCache secure communication, and provide
[] Ctient for NFS the ability to model a range of

o business processes,
[[] Data Center Bridging

[[] Enhanced Storage

Failover Clustering
S'\\}Sroup Policy Management
[C1 Ink and Handwriting Services

[] Internet Printing Client
[] 1P Address Management {(IPAM) Server

[ oo T TR v

< [ [ T>]

< Previous | Next » ‘ 1 Install { Cancel
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8. A pop up displays stating Add features that are required for Failover Clustering, click the Add

Features button.
9. Click Next.

Select features

Before You Begin
Instaliation Typs

Servar Selection

Servear Roles

Confirmation

Select one or more features to install on the selected server.

Features

I [] .NET Framework 2.5 Features
b [®] .NET Framawork 4.5 Features {Instaliad)
 [] Background Intelligent Transfer Service (8ITS) =
[ BitLocker Drive Encryption
[[] BitLocker Network Uniock
[[] BranchCache
[] Client for NFS
[[] Data Center Bridging
[[] Enhanced Storage
[[] Group Policy Management
[ Ink and Handwriting Services
[ Internet Printing Client
[[] 1P Address Management (IPAM) Server

Lo R e v

8 i [ 5]

DESTINATION SERVER
D2 noida.com

Description

Failover Clustening allows multiple
servers to work together to provide
high availability of server roles.
Failoyer Clustering is often used for
File Services, virtual machines,
database applications, and mail
applications.

< Previous | | N>
iy

J [ install | l Cancel

10. Click Install.

Before You Begin
instaliatior Type
Server Selection
Servar Roles

Features

Confirmation

Confirm installation selections

To install the following roles, role services, or features on selected server, click Install.

[] Restart the destination server automatically if required

Opticnal features (such-as administration toois) might be displayed cn this page because they have
been selected automatically. if you do not want to install these optional features, click Previous to ciear

their check boxes.

DESTINATION SERVER
DZnoida.com

Failover Clustering
Remote Server Administration Tools
Feature Administration Tools
Failover Clustering Tools
Failover Cluster Management Toois
Failover Cluster Module for Windows PowerShell

Export configuration settings
Specify an alternate source path

<Previous | | Next >

| 5@@! | [ cancel
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11. Click Close.

Installation progress

View installation progress

o Feature installation

DESTINATION SERVER
DZ.noida.com

Installation succeeded on D2.noida.com

Failover Clustering

Remote Server Administration Tools

Feature Administration Tools
Failover Clustering Tools

Failover Cluster Management Tools
Failover Cluster Module for Windows PowerShell

You can close this wizard without interrupting running tasks. View task progress or open this

L page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Create a Failover Cluster
To create a Failover Cluster:

1. Log on to the cluster node where the shared storage is attached and available.

2. Open Server Manager, Click Tools and select Failover Cluster Manager. From the Action menu,

click Create a Cluster.

File  Action Wiew Help

== = 3

=3 Failover Cluster Manager

Failover Cluster Manager

Failover Cluster Manager

ilﬂ' Create failover clusters, validate hardware for potential failover clusters, and perform configuration changes to
L;a: s

your failover clusters.

|~ Overview

A faillover cluster is a set of independent computers that work together ta increase the availability of server roles.

The clustered servers [called nodes) are connected by physical cables and by software. If one of the nodes
fails, another node begins to provide services [a process known as failover).

To begin to use failover clustering, first validate your hardware configuration, and then create a cluster. After
these steps are complete, you can manage the cluster. Managing a cluster can include migrating services and
applications ta it from a cluster running Windows Server 2012, Windows Server 2008 R2, or Windows Server
2008.

B3 Validate Configuration...

Understanding cluster validation tests

Creating 5 failover cluster or adding a cluster node

=i
| B Connectto Cluster.

[ Mansaing s faiover cluster
Migrating services and applications from a cluster

\A 4 More Information

Eailover cluster topics on the Web

[ Failover cluster communities on the ‘Web

| |8 Microsolt support page on the Web

Actions

r Clust

Create Cluster..,
Connect to Cluster..,
Wiew

Refresh

Properties

Help

inager

3 Validate Configuration..,

=
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On the Before You Begin page, click Next.

4. Enter the cluster node name (computer name) of the first cluster node in the Enter Server Name field
and click Add.

5. Enter the cluster node name of the second cluster node in the Enter Server Name field and click Add.
Click Next to continue.

7. Enter the Cluster Name and click Next until you reach the Summary page. .

ﬁ Access Point for Administering the Cluster

Before vou Begin Type the name you want to use when administering the chuster.
|| Gelsct Servers

Cluster Narme: ChistersDCS]|

@ The MetBIOS name is imited to 15 charackers, One-ormore DHCP IPv4 addresses Wﬁrs'cenﬁgured
T autamatically, Al netwarks were configured autamatically.

Confirmation : . : z : 5

Creating MNaw Clster

Summary

8. Verify the cluster configuration is appropriate and click Finish.

Summary

Before You Beain i “You have successfully completed the Create Cluster Wizard.

Select Servers

Access Foint for
Administering the

Chister Create Cluster

Caonfirmation

Creating New Clustst
Cluster: ClusterADCS
Node: D2.noida.com
Node: D1.noida.com
IP Address: DHCP address on 172.25.11.0/24

B Siummary

‘Warnings

To view the report created by the wizard, click View Report.
To close this wizard, click Finish.
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Configure AD CS Failover Cluster

You need to configure an AD CS Failover configuration for certificate services. To configure the AD CS
failover cluster:

1. In the Failover Cluster Management snap-in, right-click Role and select Configure Role.

File Action \iew Help

== z2[F BE

5 Failover Cluster Manager Cluster ClusterADCS.noida.com
4 & ClusterADCS.noida.com ;

b é N Configure Role.., ummary of Cluster ClusterADCS
4 S Ste Virt.uaI.Machines... » [sterDES has O clustered roles and 2 nodes. i Validate Cluster...
s Create Empty Role ster&DCSnoida.com Networks: Cluster Network 1 28 View Validation Report
ca 8 e st Server: D2 Subnets: 1IPvd and 0IPvE  Add Nod
b SN Refresh 2 = . ode...
gl ol onfiguration: Node Majority ”
S Hel - 4 Close Connection
g ster Events: None in the last hour
40 ResetRecent Events
|+ Configure B) More Actions >
Configure high availability for a specific clustered role, add one or more servers (nodes). or migrate services and View 4
applications from a cluster running Windows Server 2012, Windows Server 2008 R2, or Windows Server 2008, I Refre ik
= Confiquie Role... ' Configunng roles for high availability
. Properties
Validate Cluster... [d Under: ing cluster validation tests
2 . Help
B3 AddNode... Adding a server to your cluster
[ Migate Roles... Miarating a cluster from Windows Server 2012,
Windows Server 2008 B2, or Windows Server 2008 @ Bring Online
[ Clusterdware Updating Applying software updates to the nodes in the cluster 4 Take Offline
Show Critical Events
lisublovigate,
B More Actions »
[#| Holes [#] MNodes Properties
#| Storage #] Metworks Help
[#] Cluster Events
LA
Name Status
Cluster Name
1% % Name: ClusterdDCS (3) Online

2. Onthe Before you Begin page, click Next.

@ Before You Begin
2

| Betore You Begin This wizard configures high availability for a role. After you successfully complete this wizard, it a clustered

1 Select Hale server fails while running the role. another clustered server automatically begins running the role (3
process known as failover). If the role itself fails, it can be automatically restarted, sither on the same
server of oh another server in the cluster, depending on options that you specify.

If you want to cluster a complexr application such as a mail server or database application, see that
application's documentation for infarmation about the correct way to install it.

about 1 = c

[] Do not show this page again
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@ Select Role

Before You Begin
SelectRele

Select Service
Client&coess Pamt
Select Starage

Replicate Registy
Settings

Confimation

Configure High
Auvailability

Summary

3. From the role list, select Generic Service and click Next.

‘Select the role that you want to configure for high availability:

ﬁfﬁ DFS Namespace Server
I DHCP Server

3 File Server
E Generic Application

=] Genefic Script

® Genenc Seivice

i Hyper/ Replica Broker
<G iSC5I Target Server

-+ Distributed Transaction Coordinator (DTC)

Description:

“fou can configure high availability for

some services that were not originally
designed to run on a cluster, For more-
information, see Confiquring Generic

Applications, Sciipts, and Services.

More about roles that you can confiqure for high availability

ﬁ Select Service

Select the servics you want to use from the fist

Before You Begin

Client decess Font
Select Storage
Replicals Registm
Settingz
Canfrmation

Configure High
Buvailability

Strmary

Marne

Active Diecton Cartificate 58
Application Experience

Application Host Helper Service:
Application [dentity

Application Information

Application Laper Gateway Service
Application Management

ASP.MET State Service

Backaground Inteligent Transfer Service

Description

Creates‘manages. and ren cartifica, ..
Processes application compatibility cache requ...

Provides administrative services for 15, for exa...

Determines and verifies the identity of an appiic...
Fasiltates the running of interactive application. ..

Provides support for 3rd party protocal plug-ing f...
Processes installation, remaval, and enureratio...
'F'r_dv:itles support for out-of-process session stat,.
Transfers files i the background using idle et -
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5. On the Client Access Point page enter the service name in the Name field and click Next.

ﬁ Client Access Point

Betare You Begin Type the nams that clients will use when accessing this chastered role:
Select Fole
‘Select Service

L B i The NetBIOS name s imited to 15 charactsrs, One of miors DHCP 1Py addresses were corfigured
automatically; All networks were configured automatically, - '

M arne: |S frtCLustGer

Select Storage
Replicats Registy
Sethings
Confrmabon

Configure High
availability

Strarnany

ﬁ Select Storage

Before You Begin Select only the storage volumes that you want to assign ta this clustered role.

I “You can assign addiional storage to this clustared role after you complate this wizard,
‘Selet Rile: ! hanal stora; ! 1 00

“Select Service

= s Name. Shatus
Client ccess Paint i % Chuster Disk 1 () Drline
Select Slorage
Replicale Figistn
Bettings
Canfirrmaton
Configlrz High
vailability

Sramarny
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7. Configure a shared registry hive, click the Add button, enter
“SYSTEM\CurrentControlSet\Services\CertSvc” and click OK.

ﬁ Replicate Registry Settings

_E»E“fﬁ_]’l?.‘ Fﬁa_u Begin F”n:lglal‘l‘l&nr sew{u:e,‘s may SEore datain | the | nglstry The;efore- it |s*1mpmtaﬁl; Eo ha\-"e thiz data available: an
N the node on which they are ruhning, Specﬂ_l;» the r‘eglslrj..l kﬁj,l‘e under HKEY LDG&L MACHINE that should
Select Rle. be replicated to-all nodes in the cluster.

Select Service

ElentAcesssBamit SYSTEMCurrentContiolS et ServiceshCentSve

Select Starage.
F.-—|:-I||'3I = Hegistn

Confrmabion

Configure High
Bailability

]l ity || Ramcve

Summary

8. Click Next on the Confirmation page.

ﬁ Confirmation

Betare You Begin “fou are tea‘d}g torconfigure high availabiliy for & Genenc Service,
Select Role.
Select Service

Service: Active Directory C'Erf_ifi{:a_t'a Services (CertSvc)
Storage: Cluster Disk 1

Select Qiorage MNetwork Name: SfntC LustGen

Replicate Fegistiy ou: CH=Computers,DC=noida,DC=com

Settings IP Address: DHCP address on 172.25.11.0/24

Registry Key: EYSTEM\CurrentControlSet\Services\Certsvc
Parameters: This Generic Service has no startup _pararnetfers.

Client Access Paint

Confrmation

Caonfigure High
Havatiability

Semmary

To continue, click Mest.
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9. Click Finish to complete the failover configuration for certificate services.

10. Open the Failover Cluster Manager and verify that the newly created service’s Status is in the
Running state.

Roles (1)

v L SiniClustGen Preforred Owners: Aoy node
Yol
- e |
Pribority - Medam
Cremer Mode: D2

Create CRL objects in the Active Directory

The default AD permissions for the CA cluster do not permit publishing the CRL into the Active Directory.
Alternatively, the user can create a CRL container to publish the CRL into the Active Directory.

You must use the certutil command with the —f option to create the CRL container. To create CRL objects
in the Active Directory:

1. Log on to the active cluster node with enterprise permissions.
2. Click the Start button, point to Run, type cmd, and then click OK.

3. Atthe command line, type cd %WINDIR%\System32\CertSrv\CertEnroll and press Enter.
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To publish the CRL into Active Directory, type certutil -f -dspublish {CRLfile}.

oo | Administrator; Command Prampt -8 x|

3 File(s> 2,487 hytes
2 Dirds)> 126.264.6%76.832 hytes free

CisWindouwssSystem32snCertSrusCertEnroll>certutil —f —dspublizh noida-D1-CA.erl
ldap:///CN=noida—-D1-CA,.CN=D2  CH=CDP.CN=Public Key Services.CH=Services.CN=Config
wration,.DC=noida.DC=com?certificateRevocationList?hase?objectClass=cRLDistributi
onPoint?certificateRevocationlist

Base CRL already in DS store.

ertlUtil: —dsPublish command completed successfully.

sMindowssSysten3d2sCertSrvsCertEnroll > k

Modify CA configuration in Active Directory

The AIA object in Active Directory stores the CA’s certificate. You can enable both the cluster nodes to

update the CA certificate when required.

You can perform the following tasks from any computer in your Active Directory configuration where the
Active Directory Sites and Services snap-in and ADSIEDIT is installed. To modify the CA configuration in

the Active Directory:

1.

2
3.
4

5.
6.

Log on to the computer with enterprise permissions.
Click the Start button, point to Run, type dssite.msc and then click OK.
Select the top node in the left pane. In the View menu, select the Show services node.

In the left pane, expand the Services and Public Key Services and select AlA.

(3 Active Directory Sites and Services I;m
File  Action View Help
s 2 XE Q= BHm 2
fle Active Directory Sites and Servic VName Type Description
[ Sites |noida-D1-C4 certif i i
4 Services noida-WIN-AAT7MOSY.., certification®u..,
[ Claims Configuration

p | Group Key Distribution €
P Microsoft SPP
b [ MsmgServices

B MetServices

4 Public Key Services
Ala
CDP

Certificate Ternplate?
Certification Authorit
Enrollment Services
KRA

oD

B RRAS

[ Windowws NT

vV VY eV

In the middle pane, select the CA name as it shows in the Certification Authority MMC snap-in.

From the Action menu select Properties. Click the Security tab and select Add....
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7. Click Object Types and select the Computers check box and click OK.

8. Inthe Enter the object names to select field enter the computer name of the second cluster node.
Click OK.

Select this object type:
(User. Computes, Groups,or Bt secunty prncioals | [

Fromn thiz lacation:

|nr:uil:fa:n:-3m

‘Enter the-object names to select [examples):
D2

9. Ensure that the computer accounts of both the cluster nodes have Full Control permissions.
10. Click OK.

11. In the left pane, select Enroliment Services.

. File  Action Miew  Help

o8 2E XE 6= n &

[ Active Directory Sites and Servic | Name b Description
b Sites |'u:w||:ia-l:l1-l:2"-"-. pRIERrollrent.,
4| Servces

p [ Claims Configuratian
p ] Group Key Distribution
B Microsoft SEP.
b MsmgServices
p [ MetServices
4 | Public Key Services
Al
7 CDP

b (] Certificate Template
| ] Certification Authori
1 Enrollment Services.
¢ E@g
s
Bl RRAS
p ] Windows NT

12. In the middle pane, select the CA name.
13. From the Action menu, select Properties click the Security tab and select Add....
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14. Click Object Types and select the Computers check box and click OK.

15. In the Enter the object names to select field enter the computer name of the second cluster node.
Click OK.

Select this object type:
| Users. Computers, Groups, or Builkin security principals | | Dbject Types... |

Fromn thiz lacation:
| naida. com | | Locations. .

T

‘Enter the-object names to select [eramples):
D2

16. Ensure that the computer accounts of both the cluster nodes have Full Control permissions.
17. Click OK.
18. In the left pane, select KRA.

File | Actifg | View Help
'Y EEELEE
1 [ Active Directory Sites and Servic|| Name Type Description
b ] Sites mu:ia-DW-C;l msPH-Private.,
4 ] Services [ noida-WIN-AATAVOSV..., msPKI-Private..
b | Claims Configuration
p | Group Key Distribution S
b Microsoft SPP
b =) MsmgServices
b NetServices
4 | Public Key Services
o AlA
p ] CDOP
p [ Certificate Ternplates
| [ Certification Authorit
| Enrollment Services
L] KRA
p [ 0D
p | RRAS
b Windows NT

19. In the middle pane, select the CA name.
20. From the Action menu select Properties click the Security tab and select Add....
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21. Click Object Types and select the Computers check box and click OK.

‘Select the types of ohjects you want:to find,

Object types:

LA B Ll sechiity prmapals
(1484 Service Accounts
[w] a&] Compuiters
[ % Groups
& Users

Select this object type:
| Users, Computers, Groups, or Builtkin security principals | | Obiect Types.. |

Frarm this location:
|nnil:|'é|:t-3m | | Locatiors... ]
‘Enter the object names to select [examplss):

23. Verify that the computer accounts of both the cluster nodes have Full Control permissions.
24. Click OK.
25. Close the Sites and Services MMC snap-in.

This completes the creation of ADSC cluster with 2 cluster nodes using the keys secured on the Luna
HSMs.
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Migrating AD CS Cluster keys from Microsoft Software KSP to
SafeNet KSP

This section explains the procedure for migrating the CA Keys used by the AD CS from the Microsoft
Software Key Storage Provider to the SafeNet Key Storage Provider. After the migration is completed, the
AD CS cluster will use the CA signing keys stored in the Luna HSM.

Before initiating the migration process, ensure that:
> The AD CS Cluster is currently operational using the Microsoft Software Key Storage Provider.
> The Luna Client is installed and a partition is registered on each node of the cluster.

> The SafeNet KSP is registered and configured on every node of the cluster.

For migrating the AD CS Cluster from Microsoft KSP to SafeNet KSP, the CA key must be associated with
the SafeNet KSP on each node of the cluster. The steps for performing the migration process are outlined
below.

1. Log on to the first node of the cluster and ensure that the AD CS Cluster service is running and owned
by the first cluster node where the CA keys were initially generated.

?;:‘3 Failover Cluster Manager = O X
File Action View Help
e xnm B

EE Failover Cluster Manager Roles (1) Actions
v & EYHSM-Cluster,EYHSM.cor| [T 5
el Search Queries w '~ | Rol -
=i Modes MName Status Type Owner Node Priority Irformation “?‘ﬂ Configure Rale...
s Storage & EYHSMLACIust (%) Running Generic Service oc Medium Virtual Machines... 4
24 Metworks B Crestet Rol
f] Cluster Events G Creste Empty Role
View 4
|6 Refresh
E Help
EYHSM-CA-Clust -
"% Start Role
& StopRole
[ Add File Share
Eﬁ Move »
% Change Startup Priority 3
& Information Details...
@] Show Critical Events
v /L EYHSMCAGust Prefemed Owners: Anynode | | €5 Add Storage
2 A Add Resource >
Status: Running More Actions 4
Pricrity: Medium K Remove
Owner Node: DC
Client Access Name: EYHSH-CAClust (5] Properties
IP Addresses: 10.164.76.83 H Help
< 3 ||| Summary  Resources

Roles: EYHSM-CA-Clust
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2. Navigate to the Resources tab, select Active Directory Certificate Services, and then click on
Remove in the Actions pane to remove the AD CS service from the cluster. When prompted, click
Yes to remove the service.

& Failover Cluster Manage - [m] x
File Action View Help
&= | &5

2 Failover Cluster Manager Role Actions
5 -
~ B3] EYHSM-Cluster.E¥HSM.cor| Search O 0 Queries w || v v Roles -
T Roles .
2 Nodes Name Status Type Owner Nods Friorty Information | | ¥ Configure Role...
Ca Storage % EYHSMCAClust (#) Running Generic Service oc Medium Virtual Machines... 3
S5 Networks
Cluster Evente [ Create Empty Role
View »
) Refresh
Help
Remove Generic Service x Aer Mz Gar T T Es .
<:j Are you sure you want to remove Active Directory Certificate fd Bring Online
2 gervices? 3 Take Offline
@ Infarmation Details...
Show Critical Events
Yes _No
More Actions >
K Remove
[Z] Properties
N _':@ EYHSM-CA-Clust Preferred Owners: Ay node Help
Name Status Information
Roles
&), Active Directory Cetificate Services (#) Oniine
Storage
:ﬁ Cluster Disk 2 @ Online
Server Name
0% Name: FYHSMCAChst (®) Orline
< > ||| Summary Resources

Launch the Certificate Authority snap-in from the Administrative Tools menu.

4. Before proceeding with the backup of the existing CA database and keys, ensure that CA certificate
services are running. If the services are not running, start them before proceeding with the backup
process.

5. Select the CA in the Certificate Authority, and then click on Action in the menu bar. From there,
select All Tasks and then choose Back up CA... to initiate the backup process.

j:'HJ certsrv - [Certification Authority (LocalWEYHSM-CA]

File = Action View Help

== All Tasks B Start Service

iﬂ-] Ce Refresh Stop Service
a Export List.. Submit new request...

Properties Back up CA..

Help Restore CA..

Renew CA Certificate..
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6. Open the Certificate Authority Backup Wizard and follow the steps provided by the wizard to create
a backup of the CA certificate database. When prompted to select a directory for the backup, make
sure to choose an empty directory.

Certification Authority Backup Wizard X

ltems to Back Up
You can back up individual components of the cerification authority data.

&
»

Select the items you wish to back up:
[+ Private key and CA certfficate

[¥ Cetificate database and cerfficate database log
|

Back up to this location:

C:\CA Backup Browse. .. |

Note: The backup directory must be empty.

< Back Next = Cancel Help

7. Follow the steps provided by the wizard to complete the backup process and then click on the Finish
button to close the wizard.

8. In the certificate authority snap-in, select the CA-Name, then click on the Action menu and then click
Properties. This will open the CA Properties window where you can view the current provider and CA
Name. Next, click on View Certificate and when the certificate is displayed, click on Details. In the
Field section click Thumbprint.

Take note of the certificate Thumbprint and CA-Name, as you will need them later when migrating the
key.

For example:
CA-Name: EYHSM-CA
Thumbprint: da205e29cblelebaebc50dbe4458e0443baa769a

9. Close the Certificate and Properties window by clicking the OK button twice.
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10. Open the command prompt and run the below command to find the unique key container. Take note of
the container name as you will need it later when migrating the keys to Luna HSM. For example:

certutil -verifystore my <CA Certificate Thumbprint>

EX Administrator: C:\Windows\system32\.cmd.exe — O X

tore my da2@5 1lelebaebc58dbedd

11. Go to the KSP folder of Luna Client and open the command prompt. Run the ms21una command and
provide the CA certificate thumbprint when prompted to migrate the CA key.

BN Administrator: CAWindows' System32\cmd.exe

SafeNet. All rights reserved.

C:\Program Files\SafeNet\LunaClien
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12. Ensure that CA service provider is now set to SafeNet Key Storage Provider. You can confirm this in
two ways. First, check the CA Service Properties window in the Certificate Authority snap-in.
Alternatively, you can use the following command to verify the store:

certutil -verifystore My <CA Certificate Thumbprint>

Make sure to replace <CA_Certificate_ Thumbprint> with the thumbprint of the certificate for which you
migrated the key using the "ms2luna” command. Check that the Unique container name and Provider
have been changed accordingly.

>certutil -verifystore my da2@5e29cblelebaebc5@dbed458e8443b

C:\Program Files\SafeNet\LunaClien

13. Ensure that the output shows Encryption test passed. If the command output does not show the
association of CA certificate with the key migrated to Luna HSM, run the Repair store command.

certutil -repairstore -csp “SafeNet Key Storage Provider” My
<CA Certificate Thumbprint>

Replace <CA_Certificate_Thumbprint> with the thumbprint of the CA certificate.

14. Ensure that AD CS services are running correctly after the key migration by stopping and then
restarting the services.

;J certsry - [Certification Authority (Local]]
File Action VWiew Help
== H » =
:____HJ Certification Authority (Lu:uca_lj. Mame _Descriptinn
@ EVHSM-CA & EVHSM-CA Certification Authority
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15.

16.

17.

Use the ksputil utility to create a key for all the other nodes in the AD CS Cluster. Provide the partition
password when prompted.

ksputil clusterKey /s <SlotNum> /n <CA Name> /t <TargetCluster Host>
Where,

<SlotNum> : Luna HSM partition slot id

<CA_Name>: Name of the CA

<TargetCluster_Host>: Fully qualified domain name of cluster node

Note: You must create a key for every node in the cluster. The above command will
duplicate the same key and associate it with the cluster node so that each node has
access to the same key.

sfully migrated CA key to host: "DR.EYHSM.¢

gram Files\SafeNet\LunaClien

Log in to the other cluster nodes and associate the CA certificate with the key migrated and created in
the HSM for that particular node.

Note: Ensure to create key for every node in the cluster.
Open the command prompt and run the following command to check that the CA certificate is initially

associated with Software Key Storage Provider:

certutil -verifystore My <CA Certificate Thumbprint>

The thumbprint must be the same on all the nodes of the cluster because the cluster is using the same
key and certificate for each node. From the output of the command note the Unique key container
which contains the key.

EX Administrator: C\Windows\system32\cmd.exe

»certutil -verify . 9cblelebaebcs@dbed45820443

Administrator.E
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18. Gotothe C:\ProgramData\Microsoft\Crypto\Keys directory and locate the Unique key
container associated with the CA certificate. Right-click on container and select Delete to delete the
key container.

Note: Ensure that you are deleting the correct key container that matches the Unique
Key Container from the previous step.

/ + | Keys = ]
“ Home Share View
<« v » ThisPC » Local Disk (C:) » ProgramData » Microsoft » Crypto » Keys v O
Mame Date medified Type

# Quick access

B Desit 597367cc3Th386d7ectcd93e3befba21_7063a7bh-8af0-4dTe-a122-ch7d22e4%bda 3/13/2023 &13PM  System file 3KB

EesKLO|
" a/ailbbfcifeTbbec7T7d7eB7cBf3016943_T063a7bb-BafD-4d7e-a122-cb7d22e49bda e R — - 2KB
=3
¥ Downloads b6d44bdeff160dTcaTad9950252db1 2e_T063aTh6-2af0-ddTe-a122-chTd22e48bda (& iE 3KB
=/ Documents ef00fbalff63873755193041f0466ee5_7063aTh6-8af0-4dTe-3122-cbTd22e49bda Upcnpamics 3KB
& Pictures f0e91$6485ac2d09485edec 18135601 e_7063a7h6-BafD-4dTe-a122-ch7d22e49bda Restore previous versions 3KB
i . Local Disk (i) Send to >
System32 Cut

% This PC Copy

J 3D Objects Create shortcut

I Desktop Delete

= Documents Rename

4 Downloads Properties

b Music

&=/ Pictures

19. Run the repair store command below in the command prompt, to associate the CA certificate with the
key migrated to Luna HSM.

certutil -repairstore -csp “SafeNet Key Storage Provider” My
<CA Certificate Thumbprint>

20. When the command is successfully completed, it will show that the Provider now points to SafeNet Key
Storage Provider and Unigue container name has been changed.

E® Administrator: C:\Windows\system32icmd.exe - O X

inistrator.Ey rtutil -repairstore -c "SafeN K torage Provider” My elebaebc58dbedd58e|
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21. Open the registry editor and navigate to the following path:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\CertSvc\Configuration\
<CA-Name>\CSP. Then, change the value of Provider form Microsoft Software Key Storage

Provider to SafeNet Key Storage Provider.

Where the <CA-Name> is the actual name of your CA.

Bj’ Registr

File Edit View

Favorites

Help

Computer\HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSethServices\ CertSvc\ Configuration\EYHSM- CA\CSP

CDPUserSve

cdrom
CertPropSvc
~ CertSve

Csp

Security
chtdiscsi
chtdvbd
CldFit
CLFS
ClipsSvC

clusbfit
ClusDisk

CDPUserSve_64246

Configuration
v EYHSM-CA

EncryptionCSP

ExitModules

PolicyMedules
Performance

clr_optimization_v4.0.30319_32
clr_optimization_v4.0.30319_64

~ | Name Type Data
ab] (Default) REG_SZ (value not set)
3B CNGHashAlgori.. REG_SZ SHAZSE
E_?JCNGPuincKeyA‘.. REG_SZ RSA
%|HashAlgorithm  REG_DWORD OnfFFFFFFF (4204067205)
24 MachineKeyset  REG_DWORD 000000001 (1)
Provider REG_SZ Microsoft Software Key Storage Provider
4| ProviderType REG_DWORD 0:00000000 (0)
Edit String X
Walue name:
|F‘rmrider |
Walue data:
|SafeNe1| Key Storage Provider |

Gl

N

22. Launch the Failover Cluster Manager, navigate to the Roles section and then select the cluster
service. In the Actions pane, choose the Move option and then select the Best Possible Node to

assign the shared disk to the node that’s currently in use.

-3’3; Failover Cluster Manager
File Action View Help
4 = | 7|E|

3_% Failover Cluster Manager
v [ EVHSM-Cluster.EYHSM.cor

Actions

Summary | Resources

Search Queries v (| *| w
% Roles
(5 Nodes Name Status Type Owner Node Priority Information
) Storage (% EYHSM-CAClust (%) Running Generic Service DR Medium
(53 Networks
Cluster Events
™~
v :@ EYHSM-CA-Clust Prefemed Owners:  Any node
Status: Running
Priority: Medium
Owmner Node- DR
Client Access Name: EYHSM-CAClust
IP Addresses: 10.164.76.83

Roles

B5 Configure Role..
Virtual Machines...

[F5 Create Empty Role
View

|G Refresh

Help

EYHSM-CA-Clust

Start Role

Stop Role

Add File Share

Maove

Change Startup Priority

Information Details...

Show Critical Events

el ] @ @ @ E [N

<14 Add Storage
& Add Resource
More Actions
x Remove

D Properties
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23. Open the certificate authority snap-in and start the CA service. When it starts successfully, ensure that
provider is SafeNet Key Storage Provider.

File Action View Help

=B o=z Hl v =

:_,,J Certification Authority (Local)
@ EVHSM-CA

Narne

& EYHSM-CA

EYHSM-CA Properties

Extensions
Enrollmert Agents
General

? X
Storage Certificate Managers
Auditing Recovery Agents Security
Policy Module Exit Module

Certification authority {CA)

Name: EYHSM-CA

CA certfficates:
Certificate £0

Cryptographic settings

Provider:

Hash algorithm SHAZ256

View Certficate

SafeMet Key Storage Provider

Help

24. Perform steps 16-23 on each node of the cluster. Proceed to next step only after you have associated
the CA certificate to the key on Luna HSM using SafeNet Key Storage Provider and confirmed that CA

Services are active when the shared disk is connected to that node.

25. Log on to any node where the shared storage is available and CA services are operational.

26. In the Failover Cluster Manager, navigate to the Roles section and select the service. Then, click on

Resources, followed by Add Resource>Generic Service.

2 Failover Cluster Manager
File Action View Help

5| #= HE

3] Failover Cluster Manager

e —

e Roles (1) Actions
v 5 EYHSM-Cluster.EVHSM.cor = =
Search || Queries v v | Rol
s o [
5 Nodes Name Status Type Ovner Node Friory Information &) Configure Role..
a Storage (% EYHSMLACIust (%) Running Generic Senvice DR Medium Virtual Machines...
3 Networks .
Cluster Events B Creote Empty Role
View
@ Refresh
Help
EYHSM-CA-Clust
§ StartRole
§ StopRole
& Add File Share
1 Move
. :® — Prefened Ouiners: Anynade | | ¥ Change Startup Priority
@& Information Details...
fiame, Szt o aion, Show Critical Events
Sto o= & Add Storage
&3 Cluster Disk 2 (® Orline A addr
3 esource
Server Name
More Actions
8 Name: EYHSM-CA-Clust (&) Orline
K Remove
< 5 ||| Summary | Resources (5] Properties

Client Access Point

Generic Script

Generic Application
Generic Service

More Resources >
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27. In New Resource Wizard, select Active Directory Certificate Services and follow the instructions to
complete the Wizard.

£ New Resource Wizard X
g?__l Select Service

Select Service Select the service you want to use from the list:

Confimation

Configure Generic Name Description "

Senvice Active Directory Certficate Services Creates, manages. and removes X 509 certifica...

Summary ActiveX Installer (Axinst5V) Provides Lser Account Control validation forth...
AllJoyn Router Service Routes AllJoyn messages for the local Alldoyn c...
App Readiness (Gets apps ready for use the first time a user sig...
Application ldentity Determines and verfies the identity of an applic...
Application Information Facilitates the running of interactive application. ..
Application Layer Gateway Service Provides support for 3rd party protocol plug-nsf...
Application Management Processes installation, removal, and enumeratio...
AnnX Nenlovment Serviee (AnnXSWC) Provides infrastnichure aunnar far denlovinag St o

Mext = Cancel

28. Navigate to the Resources section and choose Active Directory Certificate Services. Click on
Properties to open the property window, select Registry Replication, and then click Add. Enter the
registry value for CA services as “SYSTEM\CurrentControlSet\Services\CertSvc” and then
click OK to save the changes.

B Failover Cluster Manage O =
File Action View Help
= = | | [ fiuctive Divectory Gertificate Services Properties x |

25 Failover Cluster Manager Actions
~ 5 EVHSM-ClusterEYHSM.cor| 002700 General Dependencies Policies vl | roles -

=% Roles Advanced Policies Registry Replication

4 MNodes Nams Status . ot o &9 Configure Role...
= = — | rograms or services may store data in the registry. are, itis | X
ca Storage (& EYHSMCAClust (@) Pattially Rt important to have this data avaiable on the node on which they are | Virtual Machines... »
3 Networks running . Speciy the registry keys below HKEY_[OCAL MACHINE that
Cluster Events should be replicated to all nodes in the chuster. [ Create Empty Role
View »
I i {6 Refresh
Registry Key x Help
Floct registry key Active Directory Certificate Services =
HKEY_LOCAL_WMACHINE: [BYSTEM\CurentCortrol Set\Services\Cert Svc | |7 Bringonline
7 Toke OFf
Cancel | | | Tokeciine
& Information Details...
£ | - Show Critical Events
_ —
O (B B En More Actions »
Y b
ate #K Remove
Neree | [~ ® Properties
=] ]_‘: Name: EYHSM-CA-Clust
: Hel
% 1P Address 10,164 76 83 Add E Flesie elp
Roles
|4, Active Directory Cerficate Services | oK Cancel Apply | e
< 5 ||| Summary| Resources

29. Click OK to close the Properties window and save the settings.

30. In the Failover Cluster Manager, go to Roles and select the service. Click Stop Role in the Actions
pane to stop the cluster service.

31. Click Start Role in the Actions pane to restart the cluster service. Verify that the service is starting and
is running properly.
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32. Log in to each node of the cluster one by one and verify that the cluster services are running on each

node.

33. Open the Failover Cluster Manager and select the cluster service under Roles. In the Actions pane,
click Move and then click Best Possible Node. If the cluster service starts and runs on the currently
logged-in node, then everything is working properly and you have successfully migrated the CA keys

from the Microsoft Provider to the Luna HSM Provider.

Ei-a Failover Cluster Manager
File Action View Help
“«= | zm |

3;2; Failover Cluster Manager
v B8 EYHSM-Cluster.EYHSM.cor
E} Roles
:-ﬁ MNodes
. Storage
iﬁ Networks
Cluster Events

£ >

Roles: EYHSM-CA-Clust

Roles (1)
Name Status Type Owner Node Priority
(& EYHSM-CAClust @ Runining Generic Service DR Medium

v :ﬁ? EYHSM-CAClust Prefemed Owners: Any node
Status: Running
Priority: Medium
Ovwmer Node: DR
Client Access Name: EYHSM-CAClust
IP Addresses: 10.164.76.83

Summary | Resources

Actions

Roles

g&] Configure Role...
Virtual Machines...

ﬁ Create Empty Role
View

G4 Refresh

E Help

EYHSM-CA-Clust

.+ StartRole

Stop Rele

Add File Share

Move

Change Startup Pricrity

Information Details...

Show Critical Events

Add Storage

Add Resource

More Actions

Remove

X 0EeE®e el 4

Properties

With the execution of the preceding steps, the migration of the failover cluster from the software provider to
the Luna HSM provider has been successfully accomplished.
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Contacting Customer Support

If you encounter a problem while installing, registering, or operating this product, refer to the
documentation. If you cannot resolve the issue, contact your supplier or Thales Customer Support . Thales
Customer Support operates 24 hours a day, 7 days a week. Your level of access to this service is
governed by the support plan arrangements made between Thales and your organization. Please consult
this support plan for further information about your entitlements, including the hours when telephone

support is available to you.

Customer Support Portal

The Customer Support Portal, at hiips://supporiporial.thalesaroup.com , is a database where you can find
solutions for most common problems. The Customer Support Portal is a comprehensive, fully searchable
repository of support resources, including software and firmware downloads, release notes listing known
problems and workarounds, a knowledge base, FAQs, product documentation, technical notes, and more.
You can also use the portal to create and manage support cases.

NOTE: You require an account to access the Customer Support Portal. To create a
new account, go to the portal and click on the REGISTER link.

Telephone Support

If you have an urgent problem, or cannot access the Customer Support Portal, you can contact Thales
Customer Support by telephone at +1 410-931-7520. Additional local telephone support numbers are listed
on the support portal.
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