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Splunk: Integration Guide

Overview

This document guides administrators through the steps for setting up Splunk to monitor Luna HSM devices.
Splunk monitors Luna HSMs using syslog and SNMP poll requests, allowing the user to monitor the device
status and availability. This provides administrators and users insights into the operational performance and
business results.

Integrating the Luna HSM with the Splunk application makes it simple to collect, analyze, and act upon the data
generated by the syslog and SNMP poll requests on the Luna HSM appliances. The benefits of using the
Splunk application to monitor the status of the Luna Network HSM include:

> Monitor the health status and availability of Luna Network HSM appliances.

> Collect and monitor graphical and statistical information about Luna HSM utilization.
> Configure user alerts for sensors.

> Monitor HSM errors, Lush command frequency, and NTLS response code.

> Gather partition-based information on Luna HSM appliances.

This guide contains the following sections:

>

>

>

>

Certified platforms

The following platforms are certified for integrating Splunk with Luna HSM:

Luna HSM App Splunk Version Platforms

Thales Luna HSM app for Splunk 8.2.X RHEL 8

Luna HSM: Luna HSM appliances are purposefully designed to provide a balance of security, high
performance, and usability that makes them an ideal choice for enterprise, financial, and government
organizations. Luna HSMs physically and logically secure cryptographic keys and accelerate cryptographic
processing. Luna HSM on premise offerings include the Luna Network HSM, Luna PCle HSM, and Luna USB
HSMs. Luna HSMs are also available for access as an offering from cloud service providers such as IBM cloud
HSM and AWS cloud HSM classic.

Configuring Splunk to monitor Luna HSM

Install and set up the Splunk Luna HSM App, using the following steps:
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Install Luna HSM App

To install Luna HSM App, complete the following activities:

Luna HSM App installation prerequisites
Before installing the Luna HSM App, ensure that you have completed the following tasks on the host system:

1. Download and install Splunk Enterprise Server.

NOTE: The Luna HSM App is supported by Splunk Enterprise on RHEL Linux and Cent OS
platforms.

2. Ensure that the Luna HSM appliances you intend to monitor each have a unique hostname. The hostname
is used to identify the appliance in the application logs.

3. Deploy Splunk SNMP modular input version 1.7.8 on the Splunk server.

NOTE: The steps for deployment of SNMP are available at the following URL:

Configure Syslog and SNMP poll/trap on the Luna HSM Appliance.

To configure syslog on splunk server, run the following command on your Luna Network appliance.
syslog re add -h < Splunk server IP > -pr tcp -po 7171

To configure and enable SNMP traps/poll on Luna appliance, run the following steps. Each step
corresponds to an administrative command via the Luna shell.

Add an SNMP user to the system:

sysconf snmp user add -s <Security Username > -authPassword < PASSWORD > -
authProtocol < Auth protocol > -privPassword < PASSWORD > -privProtocol <
Priviledge protocol >

Enable SNMP:
sysconf snmp enable
Set the SNMP trap parameters for the SNMP user:

sysconf snmp trap set -h < Splunk server IP > -s <Security Username > -e <
engineID > -authpr SHA -authpw < PASSWORD > -privPr AES -privPwd <PASSWORD>

Enable SNMP traps:

sysconf snmp trap enable

Copyright © 2021 Thales Group 5
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Post-installation requirements

Ensure you configure the following settings on the Splunk Web interface after downloading and installing the
Luna HSM App.

1. Open Splunk web page, click Settings and then click Add Data from the left pane.
2. Select Users under USERS AND AUTHENTICATION.

Administrator Messages v Settings v Activity v Help = Find

— KNOWLEDGE DATA
; Searches, reports, and alerts Data inputs
—@ Data models Forwarding and receiving
Event types Indexes
Audlizala Tags Report acceleration summaries
Fields Virtual indexes
e Lookups Source types
__ User interface
' Alert actions DISTRIBUTED ENVIRONMENT
Advanced search Indexer clustering
Explore Data All configurations Forwarder management
Data Fabric
SYSTEM Federated search
?H Server settings Distributed search
Server controls
MEIEE Health report manager USERS AND AUTHENTICATION
Console
RapidDiag Roles
Instrumentation Users
Licensing Tokens
Workload management Password Management

Authentication Methods

3. Click on administrator user that you have created and under Assign Roles, select can_delete.

Edit User: admin X

Password must contain at least ’

8 characters

Time zone * -- Default System Timezone -- ¥

Default app * launcher (Home)

Assign roles ? Available item(s) add all »  Selected item(s) « remove all
admin admin
can_delete can_delete
power

splunk-system-role

.....

Require password change D
on next login

cance' m
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4. Click Save.

5. Make sure that you configure the email settings to send alerts on sensitive operations to users by clicking
Settings — Server settings under Server settings — Email settings on the Splunk Web interface.

Apps ¥ Administrator v N esv  Settingsv  Activityv Help v Find

Server settings

} 3 ; KNOWLEDGE DATA
Manage system settings including ports, host name, index path, email server, and system logging I \
Q) Searches, reports, and alerts Data inputs
D Fol and receiving
Add Data
General settings Event types

>leration summaries

Login background

Global banner
DISTRIBUTED ENVIRONMENT

Email settings Indexer clustering

Server logging

Distributed search
Deployment client

USERS AND AUTHENTICATION

Search preferences

Roles

Users
Workload management Tokens

Password Management

Install Luna HSM App in Splunk
This section details the instructions on downloading the Luna HSM App.

1. Download the Luna HSM App application from the . Accept the license agreements and

download the lunahsm.tgz file.

C | & huy splunkbase.splunk.com/app/: =
3 Appr [ Luna SA S4 Product 172201890 Auna. [l wwwnopwcomind.. [0 IEM Search 4, Jobs at 18M - Power.. 4 Jobs ot 18M - Power.. [ Falling for Trendy D.. & Poizces in mik | SH » | () Other bookmadks

splunkbase  carecories~ TECHNOLOGIES * FOR DEVELOPERS

~ LUNA HSM App

I OVERVIEW DOCUMENTATION

Rote this app

2. Login to the Splunk web interface and click on App — Manage Apps to open the Apps Management page
in Manager.
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3. Click the Install app from file button, locate the downloaded lunahsm.tgz file, and then click Upload.

Install App From File

If you have a .spl or .tar.gz app file to install, you can upload it using this form.
You can replace an existing app via the Splunk CLI. [Z Learn more.
File

Choose File |lunahsm.tgz

O Upgrade app. Checking this will overwrite the app if it already exists.

Cancel Upload

4. Restart the Splunk server after the file gets uploaded.

5. Verify the application installation. It should be included in the list of apps installed within the Splunk Web
Interface. For example: http://IP address:8000.

‘ Search & Reporting > ‘

Python Upgrade Readiness App
SNMP Modular Input o

Splunk Essentials for Cloud and  >>
Enterprise 8.2

Splunk Secure Gateway b
Thales Luna HSM app for [
Splunk

Manage Apps

Find More Apps
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Verify Luna HSM App installation

To install Luna HSM App correctly, ensure that the following conditions are met:

> A new application, Thales Luna HSM App for Splunk, exists in the applications list.

> New indexes named lunasa_appliance, luna_syslogl, hsm_partition_info, hsm_operation, hsm_client_addr,
hsm_information and hsm_network_info exist in the index list section.

Indexes

A repository for data in Splunk Enterprise. Indexes reside in flat files on the Splunk Enterprise instance known as the indexer. Learn more [2

18 Indexes filte

Name & Actions Type +
lunasa_applia  Edit B Events
nce
luna_syslog1 Edit B Events
hsm_partitior Edit E Events
_info
hsm_operatio  Edit B Events
"
hsm_client_a  Edit B Events
ddr
hsm_informat  Edit B Events
ion

Edit B Events

Q

App *

lunahsm

lunahsm

lunahsm

lunahsm

lunahsm

lunahsm

lunahsm

Current Size =

1MB

2MB

1MB

1MB

Max Size =’

48828 GB

488.28 GB

488.28 GB

488.28 GB

488.28 GB

488.28 GB

488.28 GB

Event Count =

433K

148K

347K

6.49K

52.2K

)
o
x

6.92K

Earliest Event =

2 hours ago

20 hours ago

2 hours ago

2 hours ago

2 hours ago

2 hours ago

2 hours ago

Latest Event =

in 5 hours

11 hours ago

in 5 hours

in 5 hours

n 5 hours

in 5 hours

Home Path =

$SPLUNK_DB/I
unasa_applianc
eldb

$SPLUNK_DB/I
una_syslogl/db

$SPLUNK_DB/h
sm_partition_inf
o/db

$SPLUNK_DB/h
sm_operation/d
b

$SPLUNK_DB/h
sm_client_addr/
db

$SPLUNK_DB/h
sm_information/
db

$SPLUNK_DB/h
sm_network_inf
o/db

100 per f

Frozen Path = Status +

N/A ~ Enabled
N/A + Enabled
N/A  Enabled
N/A  Enabled
N/A +/ Enabled
N/A + Enabled
N/A + Enabled

> The Splunk Setting > Fields > Fields extractions section displays a section for the Thales Luna HSM app

for Splunk.

Field extractions

Fields » Field extractions

Showing 1-100 of 100 items

Owner | Any

K

s for Cloud and Enterprise

r)

lunk_gdi)

httpinput)

anaconda_syslog : REPORT-syslog

nerator

addon)

Uses
transform
Uses
transform

erfmon-kv

Extraction/Transform &

ccess-extractions

ccess-extractions

access-extractions

syslog-extractions

bjectSid\s*=\s*(?<sid_lookup>\S+)

Pi)?!=\w)(?-objectguidiguid)\s*=\s*(?<quid_lookup>[\w\-J+)

Owner$ App$ Sharing $
No system Global | Permis
owner
No system Global | Permis
owner

system Global | Permis
No system Global | Permis
owner
No system Global | Permis
owner
No system Global | Permis
owner
No system Global | Permis
owner
No system Global | Permis
owner
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> New alerts are displayed in Setting > Search, Reports and Alert section for the Thales Luna HSM app for
Splunk.

Searches, Reports, and Alerts New Eaderatad Sea

Searches, reports, and alerts are saved searches created from pivot or the search page. Learn more 2

0 Searches, Reports, and Alerts Type: All App: Thales | ) HSM app for Splunk (lunahsm) v Owner: Al trator ( v o} 10 pe ge v

> The Setting > Data Inputs > TCP Section displays a TCP input type. The TCP port should be 7171.

TCP
Data inputs »

TCP

Showing 1-1 of 1 item

TCP port ¥ Host Restriction # Source type ¥ Status % Actions

717 syslog Enabled | Disable

Refer to for more information about verifying these values.

Add Custom MIBs to Splunk Modular Input

Deploy the PyCrytpo package (pip install pycryptodomex) before adding custom MIBs to the Splunk Modular
Input. Refer to for more

information about adding custom MIBs to SNMP Modular Input. Luna HSM App requires the following custom
MIBs in python (.py) format:

> SAFENET-HSM-MIB

> LM-SENSORS-MIB

> CHRYSALIS-UTSP-MIB

> SAFENET-APPLIANCE-MIB
> SAFENET-GLOBAL-MIB

> SNMPv2-SMI

NOTE: Ensure that Thales provides these custom MIBs files in python (.py) as well as in the
.txt format with this application.

Copy the mibs.py files from the location MIBs present in the downloaded Luna App for Splunk zip file and paste
them at "$SPLUNK_HOME/etc/apps/snmp_ta/bin/mibs/user_python_mibs" or regenerate python files out of the

Copyright © 2021 Thales Group ‘ 10
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custom MIB txt files using the SPLUNK_HOME/etc/apps/snmp_ta/bin/mibdump.py script available with
Splunk Modular Input (click the link here to refer to the process as defined under the section Adding Custom MIBs
in Splunk Modular Input documentation).

Start using Luna HSM App

After the successful installation of the Thales Luna HSM app for Splunk, you can configure, run, or maintain the
application as a service. Luna HSM App usage operations include the following:

> Adding a New Luna Device: Configure a Luna HSM Appliance with the Splunk Luna HSM App. The Add
Luna Appliance page on the Splunk web interface allows you to add a Luna HSM appliance in an easy
way.

> Monitoring Luna HSM Appliances: Monitor a Luna HSM appliance for usage, availability and health
status, etc. enabling you to gain end-to-end visibility across all the components of your appliance.

> Configuring Settings for Server and Authentication: Configure user roles and email settings for setting
alerts on sensitive operations.

Adding and removing Luna HSM

To monitor a Luna HSM using the Splunk application, you must provide Splunk access to the Luna HSM. If you
would like to stop monitoring a Luna HSM, you can remove the device from the Splunk application. This section
contains the following topics:

Add a Luna HSM device
To add a Luna HSM device

1. Log in to the Splunk web interface as an Administrator user.
2. Click Thales Luna HSM app for Splunk.

Explore Splunk Enterprise
(—U) [ ) i |
( \ —~ =)
F— @& s I
Product Tours Explore Data Splunk Apps 2
New to Splunk? Take a tour to help you Explore data and define how Hunk Apps and add-ons extend the

ou may parses that data. capabilities of Splunk Enterprise.

on your way.

SHMP

Close

Thales Luna HSM app for
Splunk

+ Find More Apps

Copyright © 2021 Thales Group 11
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3. Click Configure Luna Appliance and select Add Luna HSM Appliance.

splunk:ent Apps + Administrator +  Messages > Seftings Activity =

Thales Luna HSM App iction ~ HSMHome  HSMStatistics  Logs Statistics Configure Luna Appllance*  Reports  Searc "= Thales Luna HSM app for Splunk

Add Luna HSM Appliance ik ] Eor -

Configuration Name
SNMP Modular Input Activation Key
-
Destination
it
Yes
Py
SNMPv3 USM username

SNMPv3 Authorization Protocol usmHMACSHAAuthProtocol

SNMPv3 Encryption Key

SNMPv3 Encryption Key Protocol usmAesCfb128Protocol

System Python Path
SNMP Intenval

SNMP Timeout

[ [ o
4. Enter your information on the Add Luna HSM Appliance page, as explained below:

a. Configuration Name : Enter the name of your SNMP input for the Luna device. You can select a
random name that is unique for each appliance.

b. SNMP Modular Input Activation Key : Get activation key for SNMP Modular from

IP Version 6: Mark this checkbox, if your device support IPv6.
d. Destination: IP or hostname of the HSM device you would like to query.

e. SNMPv3 USM username: Enter the username you created on your Luna appliance while configuring
SNMP.

f. SNMPv3 Authorization Key: Enter the SNMPv3 secret authorization key you used during SNMP user
creation on the Luna device.

g. SNMPv3 Encryption Key: Enter the SNMPv3 secret encryption key you used during SNMP user
creation on the Luna device.

h. SNMPv3 Authorization Protocol: Select the Authorization protocol name corresponding to the key you
used during SNMP user creation on Luna Box.

i. SNMPv3 Encryption Key Protocol: Select the Encryption protocol name corresponding to the key you
used during SNMP user creation on Luna Box.

Copyright © 2021 Thales Group 12
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j.  System Python Path : Defaults to /usr/bin/python. Change path if you have python installed at different
location.

k. Port: Enter the SNMP polling port available on Luna appliance. The default port is 161.

[.  SNMP Interval: Enter the time interval (in seconds) to determine the frequency of SNMP queries. It is
recommended to set it at 300 seconds. The default value is 60 seconds.

m. SNMP Timeout : Enter how often to run the SNMP query (in seconds). Defaults to 5 seconds.
Click Save to continue.

Restart Splunk service

# /opt/splunk/bin/splunk restart

The Luna Network HSM appliance is now configured with Luna HSM App on the Splunk web interface.
Verify the Luna Network HSM is available in the HSM Home tab.

splunk Apps * Administrator ¥ Messages Activity = Help * Finc

Thales Luna HSM App - Introduction HSM Home HSM Statistics Logs Statistics Configure Luna Appliance ¥ Reports == Thales Luna HSM app for Splunk

Search

HSM Home Edit Export ~

Home page

HSM Information

Appliance HSM Label Firmware Authentication FIPS Mode RPV Initialized HSM SO logins attempts Maximum Partition Partition

Hostname/IP = : Version = Method = : : left = Allowed = Created =

10.164.75.32 SAT 7.7.0 password true No 3 1@ 4
Q 4 i O ins

HSM Usage Information

Appliance Allocated Storage Total Storage Available Storage Partitions Maximum Partition Client connected With HSM Operational

Hostname/IP ¢ Area = Bytes = Bytes = Created = Limit = HSM = State =

10.164.75.32 48.6 % 67108864 39862648 4 ] 1 up

Remove a Luna HSM device
Remove Luna HSM appliances that you do not want Splunk to monitor. To remove a Luna device:

7. On the Splunk interface for Luna HSM App click Click Configure Luna Appliance and select Remove
Luna Device. The Remove Appliance screen displays.

splunk Apps A tratorv M

Thales Luna HSM App - Introductio HSM Home HSM Statistics 0gs Configure Luna Appliance » Reports
Remove Appliance Edit | Export v

Configured Luna HSM Appliances

CONFIGURATION NAME APPLIANCE IP/HOSTNAME DELETE?
TestLunaHSM 10164.75.32

8. Select the Luna Network HSM appliance that you want to remove from the list of configured devices, then
click Delete.

Copyright © 2021 Thales Group 13
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9. Restart Splunk service
# /opt/splunk/bin/splunk restart

NOTE: It can take some time to remove the HSM information after deleting it.

Monitoring Luna HSM devices

You can use the Luna HSM App for monitoring the health status, logs, availability, appliances operations and
status of Luna HSM devices. Using the syslog and SNMP poll request, you can monitor the Luna HSM for the
following purposes:

>

>

>

>

HSM Inventory
The HSM Inventory tab on Luna HSM app provides information on the Luna HSM appliances configured with
the application. Click the HSM Home for inventory which displays HSM Information panel and HSM Usage
Information panel.

splunk Apps ¥ Administrator ¥ Me Settings *

Thales Luna HSM App - Introduction HSM Home HSM istics Logs Statistics Configure Luna Appliance » Reports = Thales Luna HSM app for Splunk

Search

HSM Home Edit Export ¥

Home page

HSM Information

Appliance HSM Label Firmware Authentication FIPS Mode RPV Initialized HSM SO logins attempts Maximum Partition Partition
Hostname/IP + B Version + Method + : : left + Allowed = Created =
10.164.75.32 SAT 7.7.0 password true No 3 10

HSM Usage Information

Appliance Allocated Storage Total Storage Available Storage Partitions Maximum Partition Client connected With HSM Operational
Hostname/IP = Area = Bytes = Bytes = Created = Limit = HSM = State =
10.164.75.32 40.6 % 67108864 39862648 4 18 1 Up

> HSM Information: This panel provides appliance details, including IP Address, HSM Label, Firmware
Version, Authentication Method, FIPS Mode, RPV Initialized, HSM SO logins attempts left, Maximum
Partition Allowed, and Partition Created.

> HSM Usage Information: This panel provides information regarding storage space and partition, including
Appliance Hostname/IP, Allocated Storage Area, Total Storage Bytes, Available Storage Bytes, Partitions
Created, Maximum Partition Limit, Client connected With HSM, and HSM Operational State.
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HSM Health

Click the HSM Health tab to view statistical information on your appliance at various hours of a particular date,
including Power Supply (CPU Temperature, Voltage) and Fan Speed.

splunk> ~ App: SafeNet L Aop

SafeNet Luna HSM App

HSMinventory  KSMHealth  HSMSttistics  Logs Statistcs

HSM Health

Power Supply Unit-l Temperature Power Supply Unit-| Voltage
60 15
0 10
10.064.64.49
10.164.76.60 10.164.76.60
20 B
_time _time
Temperature Unit - Degree ceicius Yortage nit - volts
Power Supply Unit-1l Temperature Power Supply Unit-l Voltage
40 15
10
20 — 10.164.64.49 — 10.164.64.49
10.164.76.60 10.164.75.60
B
_time. _time
Temperature Unit = Degree ceicius Vortage ait = vonts
CPU Temperature CPU Voltages
2 05
20 o 0525
2
8
&
W - 10.164.64.45 2 oo
= 164.76.60
10.164.76.60 s s
16 0575
Fan1A Speed Fan2A Speed Fan3A Speed
4,750 4,650 4,800
. 4,700
4,700 4,500
| 4,800
4,650 —10.49 | 4550 || — 10..49 — 1049
10..60 | 10..60 | 4500 | ] T 1050
4,600 4,500
4,400
_time _time _time
FAN speed Unit - RPM FAN speed Unit ~ RPM FAN speed Unit - RPM
Fan1B Speed Fan2B Speed Fan3B Speed
6,750 7,000 5,750
6,500 6,700
6,800
6,250 10..48 .45 5850 10..48
10..50 10.80 10..50
5,600
10:00AM [10:30AM 11:00AM |11:30 AM 6,500
Frijul 3
2015
_time _time _time
FAN speed Ut =PI FaN speed Unit = REM FAN speed Unit = RPM
Ao Suppon  FieaBug  Documentetion  Privecy Policy ©2005-2015 Splunk Inc. Afrighes reserved
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HSM Statistics

Click the HSM Statistics tab to view details such as Crypto operations frequency, HSM Utilization, HSM
Operations Error Frequency, HSM Command count frequency, HSM Operational state, HSM Successful
client connections, HSM Failed Client Connections and HSM Connected Clients. Select the desired IP
from the Select Appliance drop-down to view the statistics of a particular appliance.

HSMinventory  HSMHealth  HSMStatistics  Logs Statistics SafeNet Luna HSM App

HSM Statistics

Crypto operations Frequency

10,000
,500
5,000 ————
2015-07-03T10:55:00.000+05:30
2,500 550

_time

Number of HSM Operstion Requests made at the interval of 5 minutes for last 2 hours

HSM Operation Errors Frequency

_time

HSM Operation Erors made st the interval of 5 minutes for last 2 hours

HSM Operational State

2015-07-03T10:35:00.000+05:30

_time

HSM operational Sate for last 2 hours. Numerical values relation is (up (1), down (2 ), unknown (3 )}

Appliance Host IP List
10.164 64 49
sé| 10.164.64 58 £ client connections and HSM Connected clients

ns

Number of NTLS Failed clients connection with HSM in present

About Support FiesBug Documentation Privacy Policy

HSM Utilization (%)

15

2
¢ 1
)
s
— 10.164.64.49 =
= 10.164.76.60
= o5
2|2 |20 |2 )20 2. |20, | 2. |2 |2 f2u |2 | 25 J20 (2 |20 |20 |2 2
time
Percentage of HSMBusyTime/HSMUpTime at the interval of 5 minutes for last 2 hours.
HSM Command count Frequency
10,000
g 8000
I
] time 2015-07-03T10:40:00.000+05:30
10.164.64.49 & 000 7621
s 62 10.164.76.60
10.164.76.60 -
4,000
222 PN P P P PSR P N P P PR P
time
'HSM HSM Command Counts made at the intervail of 5 minutes for last 2 hours
HSM Successfull client connections
2,000
1,000 10.164.64.49
10.164.76.60 10.164.76.60
_time
Number of NTLS Suecessful lients connection with HSM in lsst 2 hours
HSM Connected clients count
Number of HSM connected clients with HSM in present
0 Sphu I righ
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Log Statistics
Click the Log Statistics tab to monitor the Lush Command Frequency and NTLS ResponseCode Count of

your appliance.

5p|unk App: SafeNet Luna HSM App A r v g g
SafeNet Luna HSM App

ind

HSM Inventory HSM Health HSM Statistics Logs Statistics

Logs Statistics
Appliance Host Name List
MyLunaSA_76_60 | -

Select Hostname from this list to check Lush Command Frequency and NTLS ResponseCode Count

NTLS ResponseCode Count

Lush Command Frequency
- 0xc0000002 :

No results found

© 2005-2015 Splunk Inc. All rights reserved.

About  Support  FileaBug  Documentation  Privacy Policy
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Contacting customer support

If you encounter a problem during this integration, contact your supplier or Thales Customer Support . Thales
Customer Support operates 24 hours a day, 7 days a week. Your level of access to this service is governed by
the support plan arrangements made between Thales and your organization. Please consult this support plan

for further information about your entitlements, including the hours when telephone support is available to you.

Customer support portal

The Customer Support Portal, at hifps:/supporiporial.thalesoroup.com , is a database where you can find
solutions for most common problems. The Customer Support Portal is a comprehensive, fully searchable
repository of support resources, including software and firmware downloads, release notes listing known
problems and workarounds, a knowledge base, FAQs, product documentation, technical notes, and more. You
can also use the portal to create and manage support cases.

NOTE: You require an account to access the Customer Support Portal. To create a new
account, go to the portal and click on the REGISTER link.

Telephone support

If you have an urgent problem, or cannot access the Customer Support Portal, you can contact Thales
Customer Support by telephone at +1 410-931-7520. Additional local telephone support numbers are listed on
the support portal.

Email support
You can also contact technical support by email at
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