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Overview:

This implementation guide provides step-by-step instructions for deploying Sangfor
HCI and Thales CipherTrust KMS together to create a comprehensive data security
solution. Sangfor HCI is a hyper-converged infrastructure platform that integrates
computing, storage, and networking in a single appliance, while Thales CipherTrust
KMS provides a secure and centralized platform for managing encryption keys.

Prerequisites:

Before deploying Sangfor HCI and Thales CipherTrust KMS, ensure that the
following prerequisites are met:

Sangfor HCI hardware and software have been installed and configured.

Thales CipherTrust KMS hardware and software have been installed and configured.
A network connection has been established between the Sangfor HCI and Thales
CipherTrust KMS appliances.
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CipherTrust

Manager

system

configuration

Update KMIP interface Mode
Go to “Admin Settings” = “Interfaces”
Click “View/Edit” on default kmip interface

THALES CipherTrust Manager

B8 Products -
Interfaces

S8 Access Mansgement v

2 Keys

4 Interface
o “ Name  NIC

2 Aarms kmip  all

Records v

@ Quorums

ups
Backup keys

clu

DNS Ho:

Domains

HSM
Interfaces
Licensing

 Banner:

Metrics
NTP

rd Policy

Properties
Proxy
Quorum Policy

Schedules

Type

kmip

ssh

@ RestarcRequired
l Changes to these settings may require a system restart via the services page in order to take effect

port

5696

9000

443

Mode

LS, verify client cert, password is needed, user name in cert must match ser name in authentication request

TLS,ignore dlient cert, user must supply password

TLS, user must supply client cert or password

Username Location in Certificate

o

N/A

name: SE.CM2_10

@ wsonzios A B roovadming
ayproversion 160

Add Interface

Server Certificate Autogen
N/A —
View/Edit
/C=US/ST=TX/L=Austin/O=Thales/CN=Cif
Disable
N/A Download Certificate

Upload New Certificate
/C=US/ST=TX/L=Austin/O=Thales/CN=Cit
Generate CSR
Download CSR

4intc...
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Create Sub Domain

Go to “Admin Settings” = “Domains”
Click “+Add Domain”

Name: domainA

Admin: admin

Parent CA: select default root CA

Add Domain

Result:

narm
#  THALES CipherTrust Manager 0 - m @ iming
8 P
Domains
28 anagem: v
.
o v Name D Pare Dom: A
o Asrm
domainA edbc128c-9d16-4bd0-83a2-  Copy(l root 306f7f05-Seaf-430e-82a6-fef71d391536

o v

& quorur 1Domain 50 per page ~
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Import sub domain CA certificate to root domain

Switch to sub domain domainA at top-right corner

Click “CA” - “Local’

Click “Download” to download domainA default CA certificate

#f THALES CipherTrust Manager

iﬁ N rrrrrr Local Certificate Authorities

Name subject Serial # Actiation  Expiration  State  Client Auth  User Auth

O Aarm: 1 Local Ca;y

= Pending CAs e
Import sub domainA CA certificate to root domain External CA List

Switch to root domain at top-right corner

Click “CA” - “External” - “Add External CA”

i THALES CipherTrust Manager @ AP T root/admin, Y 3

8 Products
External Certificate Authorities

2 Access Manay gement

P Keys R
Name bject Serial Agwaton  Ex praton St Client Auth

exe
o
v No External CAs to display

6 |Page




Display name: DomainA
Certificate: paste the domainA CA certificate content
Click “Add External CA”

Add External Certificate

Display name *

DomainA

Certificate*

VHLAGSQIW7WSTXIAKFEIFXSD+vbgdmHNDLLGKKZF 1 dGnEnSmGX6/fg49LyqsMr
qCa2G7hVDy F uB

NLr-UaWVL6FpCLIMCOHKG: j
dJ6hE1QQ3wmHNAMJDywiaFtuwad4QHk=
—~END CERTIFICATE——

Add External CA

Result:

# THALES CipherTrust Manager ®@ ~ 8 root/admin®

&8 Products
External Certificate Authorities

8 AccessManagement v

2 Keys + Add External CA
Name Subject Sertal # Actwvation Expiration sate  client Auth User Auth

DomainA IC=US/ST=TX/L=Austin/O=Thales/OU=NA/CN=CipherTrust CA for Domain domainA 24045448435412 adayago n 10 years v Enabled Enabled -
Externa
1External CA 10 perpage ~
2 Alarms
i= Records v
O Quorums
2o Admin Setting v
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Update KMIP interface configuration

Change the interface Mode to “TLS, verify client cert, password is needed, user
name in cert must match user name in authentication request ”

$#f  THALES CipherTrust Manager

8 Products <interfaces

8 Access Management v Interface Detail

w8 root/admin &

 ken
Interface Enabled:
o .
L Aarms
© Quorums

Porc*

5696

Interface Mode

TLS, verify client cer, password is needed, user name in cert must match user name in authentication request

Enable hard deleie @

Interfaces

Auto Registration

Local CA for Automatic Server Certificate Generation

Disabled cipher suites (9)
O LS _ECDHE_ECDSA WITH_AES_128_CBC_SHA256
O TLS_ECDHE_RSA_WITH_AES_ 128 CBC_SHA256
O LS _ECDHE_ECDSA WITH_AES 256_CBC_SHA
O TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
O TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
O TLS_ECDHE_RSA_WITH_AES_ 128 CBC_SHA

O TLS_RSA_WITH_AES_128_CBC_SHA256

Enabled cipher suites (7)
O *TLS AES_256_GCM_SHA3E4
O *TLS_CHACHA20_POLY1305_SHA256
O *TLS AES_128_GCM_SHA256
O TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
O TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
O TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256

O TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

Scroll down to External Trusted CA section
Click “+” to add the sub domain domainA CA certificate
Click “Update” to save the configuration change

THALES CipherTrust Manager

Local CA for Automatic Server Certificate Generation

Disabled cipher suites (9)

O Tus.Rsa Wi e

Local Trusted CAs

Interfaces C-USIST=TXL~Aust

Enabled cipher suites (7)

O TLS_ECDHE_ECDS!

O TLS_ECDHE R SHA384
ITH_AES_128_GCM_SHA256

LSHAZSE
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Restart the KMIP service after configuration change
Go to “Services”
Click “Restart” on nae-kmip item

B Products

2 Access Management

2 Keys
[oRCN v
2 Aarms

i= Records v
& Quorums

«

$#f  THALES CipherTrust Manager

nae-kmip

node-prometheus metrics-exporter

old-user-management

pdb-manager

platform

postgres-db

protectv-manager

root-of-trust

scheduler

service-controller

syslog

ul

user-management

Vte-management

web

[P TEER ) The system will be unavailable during restart!

e st .cMa0
@ eron 21007573
ayproverson:160

APl

S| root/admin®,
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KMIP client registration on CipherTrust Manager

Create users for Sangfor HCI login to CipherTrust Manger via KMIP interface
Create user “sfhci” at root domain and assign it to sub domain domainA

Access Management - Users - + Add User

Username: sfhci

Password: type a secure password

Click “Add User”

Add User

Connection Type

® Local Account oInc LDAP

Full Name

Username *

sfhci

Password * Password Match *

Ty —

Require user to reset password on next login
(¥ Allow user to login using CipherTrust web app
(&) Allow user to login using password

Allow user to login using certificate

Cancel Add User

Assign user “sfhci” from root to domainA
Switch to sub domain domainA at top-right corner
Click “Access Management” - “Users” - “+ Assign User”

THALES CipherTrust Manager

APl a2 domainA/admin &

B8 Products

2 Access Management

Users u
semame  Q (+ Add User (+ Assign User )
Username FullName  Email Source Created Updated D Last Login Logins  Last Failed Login
Tuesday,
August 2nd \:"Ed”ef“y‘ :’“"e:"’y’ Wednesday,
lovember 9 jovember
2 Keys d dn [ 2022, T6th 2022 local| 34bed35e-177e-417b  Copy[l 16th 2022 34 November 16th -
11:03:05 > ' " : 2022, 2:25:56 pm
10:56:53 pm 10:34:47 pm
O CA v am
Qo
Q. Alarms 1Users 10 perpage ~
i= Records v
© Quorums
86 Admin Settings v
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Click “Assign”

name: SF_CM2_10
THALES CipherTrust Manager @ verson: 2.10.0+7573 APl & domainA/admin &
arypto version: 1.6.0
B Products < Users
8a Access Management ~ :
4 & Assign users
Name Source Email D
Tectic admin local local|34bed35e-177e-417b.  Copy|li -
£ Keys sfhcl local sthci@local local|90fe7a13-d624-4d31-  Copy|li -
Assign
O v
2Users 10perpage ~
Q Alarms
Records v
& Quorums
26 Admin Settings v
name: SF_CM2_10
THALES CipherTrust Manager @ verson: 210047973 APl =] domainA/admin&
arypto version: 1.6.0
BB Products
Users

8a Access Managem

Users u:
e & C-{- Add User ) C-I— Assign User )
Groups

Username  Full Name  Email Source  Created Updated D Lastlogin  Logins  Last Failed Login
.
Registration Toke Tuesday, Wednesday, Wednesday,
Augustond  November November Wednesday,
£ Keys admin admin local 5 ot 200, local| 34bed35e-177e-417>  Copyl (o T 34 ;‘;;:r;flzes(‘;;mm
11:03:05am  10:56:53 pm 10:34:47 pm -+ 212556 p
O CA v
Wednesday, ~ Wednesday, Wednesday,
& Alarms August17th  November L . November Never Falled A
sthai sfhei sfhci@local local local | 90fe7a13-d624-4d31 Copy|li 132544
2022, 16th 2022, S Py 16th 2022, Login
Records -« 349:15pm  11:02:20pm 11:02:20 pm

& Quorums 2Users 10perpage ~

o Admin Settings v

Create user “dasfhci” at domain domainA
Access Management - Users - + Add User

name: SF.CM2_10

THALES CipherTrust Manager @ version: 2.10.0+7973 API a2 domainA/admin&
arypto version: 1.6.0
BB Products
Users
Users Username
Q + Add User + Assign User
Username  FullName  Emall Source  Created Updated D Lastlogin  Logins  Last Failed Login
Tuesday, Wednesday, Wednesday,
uesday, ednesday, ednesday, Wednesday,
admin admin local August2nd - November local|34bed35e-177e-417b  Copyl o emPer 34 November 16th -
2 Keys 2022, 16th 2022, 24 16th 2022, o areest
m
11:03:05am  11:23:29 pm 10:34:47 pm P
(o V) v
Wednesday, ~ Wednesday, Wednesday,
O Aarms August17th  November o . November Never Falled A
sfhci sfhci sfhci@local local 1| 90fe7a13-d624-4d31 0] 132565 L
! “ 2022, 16th 2022, EE|ELOARRE Copyl® ¢ 2022, Login
Records v 34915pm  11:2320pm 11:23:20 pm

Username: dasfhci
password: type a secure password
Click “Add user”
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Add User in Domain 'domainA’

Connection Type

@ Local Account 0oIDC LDAP

Full Name

Sub domain user

Username *

dasfhci

Password * Password Match*

v Length is between 8 and 30 characters | v Has atleast 1 uppercase(s) | v Hasatleast 1 lowercase(s) | v Has at least 1 number(s)
v Has atleast 1 special character(s)

Require user to reset password on next login
Allow user to login using CipherTrust web app
Allow user to login using password

Allow user to login using certificate

Cancel Add Ust

Result:

name: SF_CM2_10
THALES CipherTrust Manager @ version: 210047973 APl 5] domainA/admin &
crypto version: 1.6.0
B8 Products
Users
Username
£ Keys Q ( + Add User )(-0- Assign User )
G v Username  Full Name  Email Source  Created Updated D Last Login Logins  Last Failed Login
Q Alarms Tuesday, Wednesday, Wednesday,
Augustand  November November Wednesday,
Records v admin admin local 2020, Teth 2022, local| 34bed35e-177e-417b  Copy T 34 ;n;;zenzyzesr.;smm
11:03:05 am 11:23:29 pm 10:34:47 pm 22356 p
© Quorums
Wednesday, ~ Wednesday, Wednesday,
2 Admin Settings v August17th  November X November e, NeverFailed A
fh fh fhei@local local . 4 132572
sthei sthei sfhei@local oca 2020, Teth 2022, local | 90fe7a13-d624-4d31-  Copylh | 50 Login
3:49:15 pm 11:30:20 pm 11:30:20 pm
b Monday, Wednesday, Wednesday,
u
November ~ November November Never Failed A
dasfh domai dasfhci@local  local local | €9f20077-591f-4ac9-9 1 527
st omain ashci@local — local 14th 2022, 16th 2022, ocal|e < Copyilh 16th 2022, Login
user
5:18:57pm  11:30:20 pm 11:30:20 pm
3Users 10perpage ~
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Add users to “Key Users” group
At domainA
Click “Access Management” = “Groups” - filter with “Key Users” - “View/Edit”

name: SF_CM2_10
THALES CipherTrust Manager @ version: 210047973 API ] domainA/admin &
crypto version: 1.6.0
B8 Products
Groups
‘ Name  Q KeyUsers + Create New Group
Groups
it
Name v No. of members
r
Key Users 0 -
P Keys View/Edit
O v 1Group  pojere
Q Aarm:
= Records v
@ Quorums
S Admin Settings v

Click “Add” on sfhci and Sub domain user (dasfhci)
Result:

THALES CipherTrust Manager @ version: 210047973 APl a2 domainA/admin&
crypto version: 1.6.0

B Products

< Groups

Members of the Key Users group

Name User ID Member?
Groups
t t
admin local | 34bed35e-177e-417b-abcd-e1743c9bbd04 “
sfhei local | 90fe7a13-d624-4d31-b4d2-0b5f14f03e69 \d Remove
£ Keys
O A v Sub domain user local | ¢9f20077-591-4ac9-9f12-b0c41f3ae83f 4 Remove
2 Alarms
3Users 10perpage ~
i= Records v
& Quorums ;
@ LDAP Connection groups mapped to the Key Users group
8o Admin Settings v
& LDAP Connect tion Name LDAP Connection Group Name
No Group Map:

<+ Add Group Map No Group Maps

Create KMIP Client Profile for sfhci user at domainA

Go to “Products” = “KMIP” = “Client Profile”

Click “+ Add Profile”

Profile Name: hko_assigned_user_from root

Username Location in Certificate: select OU (KMIP user authentication will take
the username form the Organization Unit filed in the client certificate)

Organizational Unit: domainA||sfhci
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Common Name: hko

Add Profile

Profile Name * Username Location in Certificate

hko_assigned_user_from root ou

(¢ Do not modify subject DN

Certificate Details
Organization
intergration test

Organizational Unit (comma separated)

domainA| | sfhci

Email

City Common Name

HongKong hko

State Country

Device Credentials

e m

Result:

® APl a8 domainA/admin®

Success

Client Profiles @

Name SR Organization Name

4 hko_assigned_user_from root Intergration test

1 Registered Client 10 per page ~
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Create KMIP Registration Token for sfhci user at domainA
Go to “Registration Token” tab
Click “+ New Registration Token”

Name Prefix: hko_assigned_user
Click “Select CA”

Create New Registration
Token

0 Configure Token

Use company specific naming conventions when setting up a new token.

Name Prefix@

hko_assigned_user

Token lifetime@ Certificate Duration@ Client Capacity@
unlimited 730 g 100

Select the client certificate issuer CA (domainA default CA)
Click “Select Profile”

Create New Registration
Token

0 Configure Token @ Select CA

CA Type
(® Local External

Local CA

/C=US/ST=TX/L=Austin/O=Thales/OU=NA/CN=CipherTrust CA for Domain domainA
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Client Profile: select “hko_assigned_user_from root”

Click “Create Token”

Create New Registration
Token

o Configure Token @ Select CA

Client Profile

hko_assigned_user_from root

Click “Copy” to copy the token
Click “Done”

Create New Registration
Token

0 Configure Token @ Select CA

DAN96bmMVM1PaPbmT2tl  Copy|l

e Select Profile

@ Select Profile

o Create Token
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Register KMIP client with the registration token for sfhci user at domainA
Go to Registered Client page

Click “+Add Client”

Name: hko_assigned_user_sfhci

Registration Token: paste the token, the one created at “Registration token” page
Click “Save”

Click “Save Private Key” and “Save Certificate” to local machine disk.

Add Client

Rename the private key file as sfhci_pri.key
Rename the certificate as sfhci.pem
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Create KMIP Client Profile for dasfhci user at domainA
Go to “Products” = “KMIP” = “Client Profile”

Click “+ Add Profile”

Profile Name: hko_sub_domain_user

Username Location in Certificate: select OU

(KMIP user authentication will take

the username form the Organization Unit filed in the client certificate)
Organizational Unit: domainA]domainA||sfhci

s <domain>|<auth-domain>| | <username>

CM 2.10 KMIP reference

A local user created inside a specific domain, named "auth-domain®. For example, domain|auth-domain||joe.

Common Name: hko

Add Profile

Profile Name *

hko_sub_domain_user

Certificate Details

Device Credentials

Username Location in Certificate

ou

(¢ Do not modify subject DN

Organization
Integration test

Organizational Unit (comma separated)

domainA|domainA| | dasfhci

Email
OR yp
City Common Name
HongKong hko
State Country

Canccl ﬂ

Result:

Name CSR

»

hko_sub_domain_user

4 hko_assigned_user_from root

Organization Name

Integration test

intergration test

2 Registered Clients 10 per page ~
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Create KMIP Registration Token for dasfhci user at domainA
Go to “Registration Token” tab
Click “+ New Registration Token”

Name Prefix: hko_sub_domain_user
Click “Select CA”

Create New Registration
Token

0 Configure Token

Use company specific naming conventions when setting up a new token.

Name Prefix@

hko_sub_doamin_user

Token lifetime® Certificate Duration@ Client Capacity®@

unlimited 730 : 100

Select the client certificate issuer CA (domainA default CA)
Click “Select Profile”

Create New Registration
Token

o Configure Token @ Select CA

CA Type
(® Local External

Local CA

/C=US/ST=TX/L=Austin/O=Thales/OU=NA/CN=CipherTrust CA for Domain domainA
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Client Profile: select “hko_sub_domain_user”
Click “Create Token”

Create New Registration
Token

o Configure Token @ Select CA @ Select Profile

Client Profile

hko_sub_domain_user

Click “Copy” to copy the token
Click “Done”

Create New Registration
Token

o Configure Token @ Select CA @ Select Profile

EoP5P6cxkshkvjeMX2Zr4uGC  Copy|l

Q Create Token
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Register KMIP client with the registration token for dasfhci user at domainA
Go to Registered Client page

Click “+Add Client”

Name: hko_sub_domain_user_dasfhci

Registration Token: paste the token, the one created at “Registration token” page
Click “Save”

Click “Save Private Key” and “Save Certificate” to local machine disk.

Add Client

Rename the private key file as dasfhci_pri.key
Rename the certificate as dasfhci.pem
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Download CipherTrust Manager CA certificate at root domain
Go to CA - Local

Download the root certificate, rename the file name as
Root_domain_root_CA_Certificate.crt

2 THALES CipherTrust Manager (] yersio
crypt

Local Certificate Authorities

£ Keys ) + Add Local CA
Name Subject Serial # Actvation  Expiration  State  Client Auth  User Auth
Local JC=US/ST=TW/L=Austin/O=Tha —
localca-cc6e7cc3-214f-478f-bbds-82d8439bSb05 CEUSSTSTAL=ME/OThales | 2338156503543 4 miofiths in10years v Enabled Enabled =
/CN=CipherTrust Root CA . ago
View
QA 1Local Copy
Download
i= Records v H
Pending CAs .

@ Quorums Disable Client Auth

2 Admin Settings v Disable User Auth
Name Subject Created Fingerprint

Combine the KMIP client certificate and key into one file

Linux command line: cat sfhci_pri.key sfhci.pem > sfhci_certificate.pem
Linux command line: cat dasfhci_pri.key dasfhci.pem >
dasfhci_certificate_combined.pem

Created item:

Assigned user “sfhci” with Key users group for KMIP connection to sub domain
domainA

sfhci KMIP client certificate (730 days): sfheci.pem

sfhci KMIP client certificate private key: sfhci_pri.key

sfhci KMIP client certificate with private key: sfhci_certificate.pem

Created user “dasfhci” with Key users group for KMIP connection at sub domain
domainA

dasfhci KMIP client certificate (730 days): dasfhci.pem

dasfhci KMIP client certificate private key: dasfhci_pri.key

dasfhci KMIP client certificate with private key: dasfhci_certificate_combined.pem

CipherTrust Manager root domain default CA certificate:
Root_domain_root_CA_Certificate.crt

User list

root domainA
admin Yes Yes (assigned from root)
sfhci Yes Yes (assigned from root)
dasfhci No Yes
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Sangfor Cloud Platform KMS
server connection configuration

Add a KMS server with dasfhci user
Open Sangfor Cloud Platform web console:
Go to “Security” page

Compute

Click “Key Management Service”
Click “+Add”

KMS Server Authentication
KMS Cluster Name: CM_2_10
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Server IP: 18.167.165.89 (CipherTrust Manager IP address)

Server Port: 5696 (CipherTrust Manager default KMIP interface)
Certificate Type: pem

Auth Certificate: upload “Root_domain_root_CA_Certificate.crt”
KMS User Authentication

Alias: dasfhci

Username: domainA|domainA||dasfhci

Password: (the one created at CipherTrust Manager for user dasfhci)
Certificate Type: pem

Auth Certificate: upload “dasfhci_certificate_combined.pem”

Click “OK”
Add KMS Server X
KMS Server Authentication
KMS Cluster Name:  CM_2_10
Server IP 18.167.165.89
Server Port 5696
Certificate Type crt -
Auth Certificate Root_domain_root_CA_Certificate crt =
KMS User Authentication
KMS User User1 v m
Alias: dasfhci
Usemame domainAldomainA||dasfhcl
Password:  sessesssee
Certificate Type pem B
Auth Certificate dasfhci_certificate_combined.pem -
<4 Add
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Result:

Key Management Service

KMS Server Encryption Keys

domainA|domainAl|dasfhci

18.167.165.89
5696

© Normal

1 User
Time Created: 2022-11-16 14:51:54

Cert Expiration Time Encryption Keys Associated Tenants.
2024-11-1415:18:41 1 o

Deete | Edt | v

Tenants Eot  More
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Create an AES encryption key with dasfhci user
Click “Encryption Keys”

Click “+Create Key”

Key Name: CM10TestKey01 (Any name)
Encryption Server: KMS Server

Encryption Algorithm: AES_256

KMS Server: CM_2_10

KMS User: dasfhci

Click “OK”

Encryption Server. But-nSever O KMS Server

Encryption Aigorthm.  AES_266
KMS Server o210

KMS User st

Success create key result from Sangfor Cloud Platform:

Al Disaster Recovery

Status Action Object Start Time End Time Operator
© Completed . Create key CM10TestKey01 2022-11-16 145302 2022-11-161453.02  admin (192.200.0.
© Completed Add KMS user dasthci 20221116 145157 2022-11-16 145158 admin (192.200.0.
© Completed AdG KMS server oM_2_10 20221116 145151 20221116 1451:54  admin (192.200.0.
© Completed Upload fie dasthci_certificate_ 2022-11-16 145124 2022-11-16 145124  admin (192.200.0.

© Completed Upload fie Root_domain_root 20221116 14:47:53  2022-11-16 1447553  admin (192.200.0.

1 Security

O Key Management Service

KMS Server  Encryption Ke;
@ Disk Encryption Settings e »

& et . ~ : e

o Key Pairs

Key Name Descrioton EnciyptonAgorthm  Encrypton Server  KMS Server KuS User Key Owner Encrypted Vs Creator TmeCreates  + Operaton
B Key Management Service CM10TestKey01 ‘ AES 256 KIS Server o210 dasai a0mn 0 aomn 2021116145302 | €t Delete

cwo1 AE3_256 XS Server oM_custer st aamn 1 agmn 22210280387 | Eat

Kwpos . 4£5.2% KMS Server oM _custer sha amn 2 aomn 220817 17425 | Eat

KMPOs - AES 256 K Server CM_custer s aamn 2 aomn 2220817162002 | Eat

K03 . AES 256 K Server CM_custer shal aamn 1 asmn 2020847161558 | Eat

asa -l AES 26 Bultn Server aamn 0 aomn 2020712172383 | Eot | Deete
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Success create key result from CipherTrust Manager

THALES CipherTrust Manager

6] Al C] domainA/admin®

&8 Products
Keys

88 Access Manay

ent ~

Owner Name ~  Sub domain user

Filters ® gasic  Raw

o v
() Latest version Only

T ———

Q Aarms

Records v

© Quorums
S0 Admin Settings v Key Name Version Owner Modified Type Algorithm size
* ks0c92bd03580141cobabA79f134c2097043fbed161bd34e1 79cf 0 local | Sub domain user 17 Nov 2022, 1033 Symmetric 256 -

1Key 50perpage ~

Create Ke;
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Encrypt the virtual machine
Go to “Virtual Machine” page

@ sangfor SCP Biis Workoers [ (% @) 2dmin

banection between SCP and KNS server and validty of this certficate. Fix Now Remind me later

Compute Networking

Middleware

OB&M Service

........

Ensure the virtual machine is in power off status
Click “More” - “Enable Disk Encryption”
| Virtual Machines
Virtual Machine
B Vitsal M m o [] Y c
o 1
X
2
s
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Encryption Server: KMS Server
Select Key: CM10TestKey01
Click “OK”

Enable Disk Encryption

Notes

1.1fa VM uses a KMS key for encryption, it will b2 unable to be decrypted and

become unavallable

after being restarted if any o

server. b. SCP is disconnected from an HCI cluster. c. The node where the VM runs is removed from

@ following situations happens: a SCP is disconnected from the KMS

2 11a VM is encrypled, its performance will degrade by 30%-50%

3. The folowing functions become unavailat » an encrypted VM: CDP, disaster recovery, clone.
export, creating image

4. The encryption process will take a while, during which starting VM and other operations
unavailable. You are recommended to encrypt VMs during off-peak hours

Encryption Server Built-in Server Q) KMS Server

Select Key CM10TestKey01 - +

Type Sangfor Cloud Platform admin password to proceed the encryption
Click “OK”

Are you sure you want to enable disk encryption?

Encrypt all the disks of the VM for data security.

Enter your password to confirm this operation:

29 |Page



Go to “Tasks list” to see the encryption progress

Details

Encrypt VM
PY_Testing

Object Type:  Virtual Machine

Start Time 2022-11-16 1450:48

End Time:

Users:

Operator: admin (192.200.0.248)

Resource Pool: hkoPool

Descripton.  There are 1 disks in the virtual machine. Disk 1 is being processed now. Please wait.

Success use key status from CipherTrust Manager:

{
@ INFO Nov 16th 2022 - 14:59:23 Use Key "identifier”: " = dasfhci SF_CM2_10 218253.76.106

}

{
“user1d” 1c9£20077-591¢ -4ac3-9F12-b0c41f30e83¢",

@ INFO Nov 16th 2022 - 14:59:23 Kmip Authentication _:“' R _:' l: - . e SECM210 21825376106 e
sername”: “dasfhc

}

Virtual machine successful encrypted result from Sangfor Cloud Platform

Al Disaster Recovery

Status Action Object Start Time End Time Operator

© Completed Encrypt VM PY_Testing 2022-11-16 14:59:48  2022-11-16 150745  admin (192.200.0.
© Completed Shut down virtual PY_Testing 2022-11-16 145643  2022-11-16 145659  admin (192 200.0.
© Falled Shut down virtual PY_Testing 2022-11-16 14:56:05  2022-11-16 14.56:05  admin (192 200.0.
© Completed Create key CM10TestKey01 2022-11-16 14:53:02  2022-11-16 1453.02  admin (192.200.0.
© Completed Add KMS user dasthci 2022-11-16 145157 2022-11-16 145158  admin (192.200.0.
© Completed Add KMS server cM_2_10 2022-11-16 14:51:51  2022-11-16 1451:54  admin (192 200.0.
© Completed Upload fie dasfhci_certificate_. 2022-11-16 14:51:24  2022-11-16 1451:24  admin (192.200.0.
© Completed Upload fie Root_domain_root 2022-11-16 14:47:53  2022-11-16 144753  admin (192 200.0.

© Completed Agree Terms of Us admin 2022-11-16 14:37:.42  2022-11-16 14.37.42  admin (192.200.0

© Completed Agree Terms of Us. admin 2022-11-16 12:30:38  2022-11-16 1230:38  admin (192.200.0.

All Tasks
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Power On the encrypted virtual machine

- dasfhci — CM10TestKey01

Virtual Machine

o B Coumns More v Y Fiter ~ Py c
Status “+  Name Group Guest 0S Internal IP Ad. Elastic IP CPU Usage Memory Usage Storage Us. Expiration Date Operation
Qon WinSrv2016_PY Default Group HCI (x86) Windows Server Unlimited More 1
O oft PY_Testng E Detault Group HCI (x86) Linux 3.X2.6 Ker. Unlimited I More I
/ Edit
© Decrypt Dsk
Snapshots
D Backups
@ BackUp
Successful power on result from Sangfor Cloud Platform:
Tasks X
All Disaster Recovery
Status Action Object Start Time End Time Operator Operation
. © Completed Power on vitualm...  PY_Testing 2022-11-16 15:09:04  2022-11-16 15:09:11  admin (192.200.0. View
© Completed Encrypt VM PY_Testing 2022-11-16 14:59:48  2022-11-16 15:07:45  admin (192.200.0. View
© Completed Shut down virtual PY_Testing 2022-11-16 145643  2022-11-16 145659  admin (192.200.0. View
© Failed Shut down virtual . PY_Testing 2022-11-16 14:56:05  2022-11-16 14:56:05  admin (192.200.0. View
@ Completed Create key CM10TestKey01 2022-11-16 14:53:02  2022-11-16 14:53:02  admin (192.200.0 View
@ Completed Add KMS user dasfhci 2022-11-16 14:51:57  2022-11-16 1451:58  admin (192.200.0. View
© Completed Add KMS server CM_2_10 2022-11-16 14:51:51 2022-11-16 14:51:54  admin (192.200.0. View
@ Completed Upload file dasfhci_certificate_ 2022-11-16 14:51:24  2022-11-16 1451:24  admin (192.200.0 View
@ Completed Upload file Root_domain_root 2022-11-16 14:47:53  2022-11-16 144753  admin (192.200.0 View
© Completed Agree Terms of Us...  admin 2022-11-16 14:37:42  2022-11-16 14:37:42  admin (192.200.0. View
All Tasks Close
Successful power on result from CipherTrust Manager:
@ INFO Nov 16th 2022 - 15:08:37 Use Key . 1 dasfhal SF_CM2_10 218.253.76.106 -
@ INFO Nov 16th 2022 - 15:08:37 Kmip Authentication SF_CM2_10 218.253.76.106 -
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Decrypted virtual machine

Ensure the virtual machine is in power off status

Decrypt the virtual machine

- dasfhci — CM10TestKey01

Virtual Machine

ER M OFweron O B Coumns Vore v
Close
8 Status “+  Name Group Type Guest 0S
oon WinSrv2016_PY Defautt Group HCI (86 Viindows Server
oot PY_Testing ¢ Default Group HCI (x86) Linux 3.X/2.6 Ker.

Internal IP Ad.

Elastic IP

CPU Usage

Memory Usage

Y Fiter

Storage Us.

Expiration Date Operation

Unlimited More

1
Unlimited I :

© Power On

o

# Edit

2 [© oeermi e I

Snapshots

D Backups

€ BackUp

Type Sangfor Cloud Platform admin password to proceed the decrypt virtual

machine action
Click “OK”

Message

Are you sure you want to decrypt disk?

After disk is decrypted, business will be interrupted and the

encrypted VMs can no longer be powered on. This operation is
irreversible. Please operate with caution.

Enter your password to confirm this operation:

[ Jo—
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Go to “Tasks list” to see the decryption progress

Tasks
All Disaster Recovery
Status Action
= 19% Decrypt VM
© Completed Shut down vir
© Completed Power on virt
© Completed Encrypt VM
@ Completed Shut down vir
© Failed Shut down vir
© Completed Create key
© Completed Add KMS user
© Completed Add KMS ser
© Completed Upload file

All Tasks

Object
PY_Testing
PY_Testing
PY_Testing
PY_Testing
PY_Testing
PY_Testing
CM10TestKey01
dasfhci

CM_2_10

dasfhci_certificate_...

Start Time

2022-11-16 15:12:48

2022-11-16 15:11:38

2022-11-16 15:09:04

2022-11-16 14:59:48

2022-11-16 14:56:43

2022-11-16 14:56.05

2022-11-16 14:53:02

2022-11-16 14:51:57

2022-11-16 14:51:51

2022-11-16 14:51:24

End Time

2022-11-16 15:11:57

2022-11-16 15:09:11

2022-11-16 15:07:45

2022-11-16 14:56:59

2022-11-16 14:56.05

2022-11-16 14:53.02

2022-11-16 14:51:58

2022-11-16 145154

2022-11-16 14:51:24

X

Op Operati

admin (192.2.. View | Cancel
admin (1922 View

admin (1922 View

admin (192.2 View

admin (1922 View

admin (192.2 View

admin (192.2 View

admin (192.2 View

admin (1922 View

admin (192.2.. View

Close

Success use key status from CipherTrust Manager:

{

@ INFO Nov 16th 2022 - 15:12:22 Use Key “identifier™: " - dasfhci SF_CM2_10 218.253.76.106 Ld
)
{
@ INFO Nov 16th 2022 - 15:12:22 Kmip Authentication :::::::"_’:::l::f“"'59’“"‘9'”“'“‘""“”"‘ SECM210 21825376106 =
)
Virtual machine successful decrypt result from Sangfor Cloud Platform
Tasks X
All Disaster Recovery
Status Action Object Start Time End Time Operator Operation
[ © completed Decrypt VM PY_Testing 2022-11-16 15:1248  2022-11-16 15:13:27  admin (192200.0... | View

© Completed Shut down virtual PY_Testing 2022-11-16 15:11:38  2022-11-16 15:11:57  admin (192.200.0 View

© Completed Power on virtual m PY_Testing 2022-11-16 15:09:04  2022-11-16 15:09:11 admin (192.200.0. View

© Completed Encrypt VM PY_Testing 2022-11-16 14:59:48  2022-11-16 15:07:45  admin (192.200.0.... View

© Completed Shut down virtual PY_Testing 2022-11-16 14:56:43  2022-11-16 145659  admin (192.200.0 View

© Falled Shut down virtual PY_Testing 2022-11-16 14.56.05  2022-11-16 145605 admin (192.200.0 View

© Completed Create key CM10TestKey01 2022-11-16 14:53:.02  2022-11-16 14.53:02 admin (192.200.0.... View

© Completed Add KMS user dasfhci 2022-11-16 14:51:57  2022-11-16 1451:58  admin (192.200.0 View

© Completed Add KMS server CM_2_10 2022-11-16 14:51:51 2022-11-16 145154  admin (192 200.0 View

© Completed Upload file dasfhci_certificate_... 2022-11-16 14:51:24  2022-11-16 14:51:24  admin (192.200.0.... View

All Tasks Close
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Add a KMS user - sfhci

Open Sangfor Cloud Platform web console:

Go to “Security” page

Click “Key Management Service”
Click “+Add KMS User”

Alias: sfhci
Username: domainA||sfhci

B 4% 0>

Password: (the one created at CipherTrust Manager for user dasfhci)

Certificate Type: pem

Auth Certificate: upload “sfhci_certificate.pem”

Click “OK”

Add KMS User

User1 v
Alias
Username
Password
Centificate Type

Auth Certificate.

4 Add  En

sfhci

domainA||sfhci
pem

sfhci_certificate. pem

Cancel
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Result:

Key Management Service

KMS Serve Encryption Keys
= CM2.10
8

+ Add KMS Use

Alias Usemame
dasth domainAjdomainA||dasfh
stha domain

i}

18.167.165.89

Connection Status

o

Cert

2 User

Expiration Time

Encryption Keys

Associated Tenants  Operation

Eat
Eat | More
Edt | More

Eat

Edit
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Create an AES encryption key with sfhci user
Click “Encryption Keys”
Click “+Create Key”

Key Name: CM10TestKey02 (Any name)
Encryption Server: KMS Server
Encryption Algorithm: AES_256
KMS Server: CM_2 10

KMS User: sfhci

Click “OK”

Create Key

Key Owner

Key Name:

Descripion.

Encryption Server

Encryption Aigorthm:

Success create key result from Sangfor Cloud Platform:

Tasks
All Disaster Recovery
Status Action
. © Completed Create key
@ Completed Add KMS user
© Completed Upload file
© Failed Add KMS user
© Completed Upload file
© Completed Decrypt VM
© Completed Shut down virtual ...
@ Completed Power on virtual m
© Completed Encrypt VM
© Completed Shut down virtual ...
All Tasks

Object
CM10TestKey02

sfhci
sfhci_certificate_co.
sfhei
sthci_certificate.pem
PY_Testing
PY_Testing
PY_Testing
PY_Testing

PY_Testing

Start Time

2022-11-16 15:20.08

2022-11-16 15:19:13

2022-11-16 15:19:05

2022-11-16 15:16:52

2022-11-16 15:16:45

2022-11-16 15:12:48

2022-11-16 15:11:38

2022-11-16 15:09:04

2022-11-16 14:59:48

2022-11-16 14:56:43

End Time

2022-11-16 15:20:08

2022-11-16 15:19:14

2022-11-16 15:19:05

2022-11-16 15:16:52

2022-11-16 15:16:45

2022-11-16 15:13:27

2022-11-16 15:11:57

2022-11-16 15:09:11

2022-11-16 15:07:45

2022-11-16 14:56:59

Operator
admin (192.200.0....

admin (192.200.0
admin (192.200.0...
admin (192.200.0....
admin (192.200.0.
admin (192.200.0.
admin (192.200.0....
admin (192.200.0.
admin (192.200.0.

admin (192.200.0....

Operation

View

View

View

View

View

View

View
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1 Security

Key Management Service
© Login Policies Y g

KMS Server  Encryption Keys
@ Disk Encryption Settings

£ Data Erasure Settings . ~ . c

Sl Key Neme Descripton Encryplon Agorthm  Encrypton Server KIS Sever KOS User Key Owner Encrypted s Creator Tme Crested  + Operation

a Service P p— 4‘... nes 2% Kors sarver o o samn o amn 0221110152008 | Eon || Doete
CM1OTestKeyo1 . AES 25 xS Server om2_10 dasma samn 0 admin 20221116 145302 | Eat | Delete
cmot AES 2% XS Sorver CM_chustor sha aamn 1 adme 22102000927 | Eat
KMIPOS - AES 258 KS Server CM_chusier sma samn 2 aomn 2022087174250 | Ea
KPos AES 258 1048 Server CM_chuster sha samn 2 admn 2220847162002 | Eat
K03 - AES 258 KS Server CM_chuster sha 20mn 1 amn 20220817 161558 | Eat
s as AES 258 Buitin Server samn 0 admn 2220712172351 | Eat | Delete

Success create key result from CipherTrust Manager

THALES CipherTrust Manager ® APl [c] domainA/admin &
&8 Products
Keys
28 Access Management v
e Owner Name ~  sthci Q
Q. v
Filters ® sasic  Raw Label Filters
Q Alarms
£ Records v Type / Algorithm v ‘ ‘ Size / Curve ID v ‘ ‘ State / Revocation v ‘ ‘ Event Dates. v
@ Quorums
([ Latest Version Only
8o Admin Settings v
Key Name Version Owner Modified Type Algorithm Size
L 7b 0 local | sfhci 17 Nov 2022, 10:34 Symmetric AES 256 -
1Key 50perpage ~
:kyl 128¢ do 72245813181 v k-
'deaf »
s -, <
@ NFO Nov 16th 2022 - 15:19:37 Create Key ize": 26, sthal SECM210 21825376106 e
“local |90fe7013-d624-4d31-b4d2-0b5F14f03e69",
“algoritha™: "AES",
“usagetask™: 12,
“objectType": “Symmetric Key"
_ “userld": “"local|90fe7a13-d624-4d31-bad2-0bSF14703e69",
@ NFO Nov 16th 2022 - 15:19:37 Kmip Authentication SF.CM210 21825376106

Usernsme”: "sfhci”
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Encrypt the virtual machine
Go to “Virtual Machine” page

@ sangfor SCP Biis Workoers [ (% @) 2dmin

banection between SCP and KNS server and validty of this certficate. Fix Now Remind me later

Compute Networking

Middleware

OB&M Service

........

Ensure the virtual machine is in power off status
Click “More” - “Enable Disk Encryption”
| Virtual Machines
Virtual Machine
B Vitsal M m o [] Y c
o 1
X
2
s
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Encryption Server: KMS Server
Select Key: CM10TestKey02
Click “OK”

m|
Enable Disk Encryption X
D Notes
1. Ifa VM uses a KMS key for encryption, it will be unable to be decrypted and become unavallable
after being restarted if any of the following situations happens: a. SCP is disconnected from the KMS
server. b. SCP is disconnected from an HCI cluster. c. The node where the VM runs is removed from
SCP.
2.11a VM is encrypled, its performance will degrade by 30%-50%
3. The following functions become unavailable for an encrypted VM: CDP, disaster recovery, clone
export, creating image
4. The encryption process will take a while, during which starting VM and other operations will be
unavailable. You are recommended to encrypt VMs during off-peak hours
Encryption Server: Built-in Server ) KMS Server
Select Key: CM10TestKey02 v +
Cancel
o

Type the Sangfor Cloud Platform admin password to proceed the encryption
Click “OK”

Are you sure you want to enable disk encryption?

Encrypt all the disks of the VM for data security.

Enter your password to confirm this operation:
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Go to “Tasks list” to see the encryption progress

Disaster Recovery

—-_—
@ Completed
© Completed
© Completed
© Failed

© Completed
© Completed
© Completed
© Completed

© Completed

All Tasks

Action
Encrypt VM
Create key
Add KMS user
Upload file
Add KMS user
Upload file
Decrypt VM
Shut down vir
Power on virt

Encrypt VM

Object
PY_Testing
CM10TestKey02

sfhei

sfhci_certificate_co...

sfhei
sfhci_certificate.pem
PY_Testing
PY_Testing
PY_Testing

PY_Testing

Start Time

2022-11-16 15:22:17

2022-11-16 15:20:08

2022-11-16 15:19:13

2022-11-16 15:19:05

2022-11-16 15:16:52

2022-11-16 15:16:45

2022-11-16 15:12:48

2022-11-16 15:11:38

2022-11-16 15:09.04

2022-11-16 14:59:48

End Time

2022-11-16 15:20:08

2022-11-16 15:19:14

2022-11-16 15:19:05

2022-11-16 15:16:52

2022-11-16 15:16:45

2022-11-16 15:13:27

2022-11-16 15:11:57

2022-11-16 15:09:11

2022-11-16 15:07:45

Operator

admin (192.2...

admin (1922

admin (1922

admin (192.2...

admin (1922

admin (192.2

admin (192.2...

admin (1922

admin (1922

admin (1922

Operation
View
View
View
View
View
View
View
View
View

View

Cancel

Success use key status from CipherTrust Manager:

{

@ INFO Nov 16th 2022 - 15:221:59 Use Key sfhai SF_CM2_10 218.253.76.106 L
}
{
@ INFO Nov 16th 2022 - 15:21:59 Kmip Authentication ::::::_:)‘_’:::z‘_”g'“‘m““"’w}“m“ek”—‘ SECM2.10 21825376106
}
Virtual machine successful encrypted result from Sangfor Cloud Platform
Tasks X

All Disaster Recovery

Status Action Object Start Time End Time Operator Operation

© Completed Encrypt VM PY_Testing 2022-11-16 15:22:17  2022-11-16 15:23:01 admin (192.200.0. View

@ Completed Create key CM10TestKey02 2022-11-16 15:20:08  2022-11-16 15:20:08  admin (192.200.0. View

@ Completed Add KMS user sihci 2022-11-16 1519113 2022-11-16 1519114  admin (192.200.0. View

© Completed Upload file sfhci_certificate_co. 2022-11-16 15:19:05  2022-11-16 15:19:05  admin (192.200.0.... View

© Failed Add KMS user sthei 2022-11-16 15:16:52  2022-11-16 15:16:52  admin (192.200.0 View

@ Completed Upload file sihci_certificate.pem 2022-11-16 15:16:45  2022-11-16 15:16:45  admin (192.200.0. View

© Completed Decrypt VM PY_Testing 2022-11-16 15:12:48  2022-11-16 15:13:27  admin (192.200.0.... View

© Completed Shut down virtual PY_Testing 2022-11-16 15:11:38 2022-11-16 15:11:57 admin (192.200.0 View

@ Completed Power on virtual m PY_Testing 2022-11-16 15:09:.04  2022-11-16 15:09:11 admin (192.200.0. View

@ Completed Encrypt VM PY_Testing 2022-11-16 14:59:48  2022-11-16 15:07:45  admin (192.200.0.... View

All Tasks Close
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Power On the encrypted virtual machine - sfhci — CM10TestKey02

Virtual Machine
° ° 8 o | | o - v || c
al M, ere found, Close
Status + Name Group Type Guest 0S Internal IP Ad Elastic IP CPU Usage Memory Usage Storage Us Expiraton Date - Operation
o on WinSv2016_PY Default Group HCI (x86) ‘Windows Server Unlimited More 1
oon PY_Testng Encrypted Defautt Group HCI (x85) Linux 3.X2.6 Ker. Unlimited I More I
2 © Power On
o
# Edit
O Decrypt Dsk
Snapshots
D Backups
@ BackUp

Successful power on result from Sangfor Cloud Platform:

Disaster Recovery

Action End Time

© Completed
© Completed
@ Completed
© Completed
© Completed
© Failed

© Completed

© Completed

All Tasks

Power on virt
Encrypt VM
Create key
Add KMS user
Upload file
Add KMS user
Upload file

Decrypt VM

PY_Testing
PY_Testing
CM10TestKey02

sthci

sfhci_certificate_co...

sthci
sfhci_certificate pem

PY_Testing

2022-11-16 15:25:42

2022-11-16 15:22:17

2022-11-16 15:20:08

2022-11-16 15:19:13

2022-11-16 15:19:05

2022-11-16 15:16:52

2022-11-16 15:16:45

2022-11-16 15:12:48

2022-11-16 15:25:48

2022-11-16 15:23:01

2022-11-16 15:20:08

2022-11-16 15:19:14

2022-11-16 15:19:05

2022-11-16 15:16:52

2022-11-16 15:16:45

2022-11-16 15:13:27

Successful power on result from CipherTrust Manager:

admin (1922

admin (192.2..

admin (1922

admin (1922

admin (1922

admin (1922

admin (1922

admin (192.2..

@ INFO

Nov 16th 2022 - 15:25:15

Nov 16th 2022 - 15:25:15

Use Key

{

}

{

“userld”: “local|90fe7a13-d624-4d31-bad2-0b5f14f03e69",

Kmip Authentication
“Username”: "sfhci”

}

sfhci

SF.CM2_10 218.253.76.106

SF_CM2.10 218.253.76.106
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Decrypted virtual machine - sfhci — CM10TestKey02
Ensure the virtual machine is in power off status
Decrypt the virtual machine

Virtual Machine
+ New © Power On o B Coumns More v ¥ Fiter ~ oy c
Close
8 Stwus +  Name Grow Type Guest 08 Internal IP Ad Elastic IP CPU Usage Memory Usage Storage Us Expiration Date - Operation
Qon WinSv2016_PY Default Group HCI (x86) ‘Windows Server - - - - - Unlimited 1 More
oon PY_Testing ¢ Defautt Group HCI (86) Lnux3X26Ker.. - - - - - Uniimited I :
© Power On
°
# Edit
|
2 | O pecomosk I
|
Snapshots
D Backups
€ BackUp

Type Sangfor Cloud Platform admin password to proceed the decrypt virtual
machine action
Click “OK”

Message
Are you sure you want to decrypt disk?
After disk is decrypted, business will be interrupted and the
encrypted VMs can no longer be powered on. This operation is
irreversible. Please operate with caution.

Enter your password to confirm this operation:

[ Jo—
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Go to “Tasks list” to see the decryption progress

Tasks X
All Disaster Recovery
Status Action Object Start Time End Time Operator Operation
—— 35% Decrypt VM PY_Testing 2022-11-16 15:29:21 admin (1922 View = Cancel
© Completed Shut down vir PY_Testing 2022-11-16 15:28:00  2022-11-16 152818 admin (1922 View
© Completed Power on virt... PY_Testing 2022-11-16 15:25:42  2022-11-16 152548  admin (1922 View
© Completed Encrypt VM PY_Testing 2022-11-16 15:22:17  2022-11-16 15:23:01 admin (192.2 View
© Completed Create key CM10TestKey02 2022-11-16 15:20:08  2022-11-16 15:20:08  admin (1922 View
© Completed Add KMS user sthci 2022-11-16 15:19:13  2022-11-16 15:19:14  admin (192.2 View
© Completed Upload file sthci_certificate_co...  2022-11-16 15:19:05  2022-11-16 15:19:05 admin (192.2. View
© Failed Add KMS user sthci 2022-11-16 15:16:52  2022-11-16 15:16:552 admin (1922 View
© Completed Upload file sfhci_certificate.pem 2022-11-16 15:16:45  2022-11-16 151645  admin (1922 View
© Completed Decrypt VM PY_Testing 2022-11-16 15:12:48  2022-11-16 15:13:27 admin (1922 View
All Tasks Close
Success use key status from CipherTrust Manager:
@ INFO Nov 16th 2022 - 15:28:58 Use Key Eldenuﬂer': - sfha SF_CMm2_10 218.253.76.106 -
@ INFO Nov 16th 2022 - 15:28:58 Kmip Authentication ::::\::‘:"_’:::l:’f'““‘““"‘m‘wz‘““"m'”" SF.CM210 21825376106 s
}
Virtual machine successful decrypt result from Sangfor Cloud Platform
Tasks X
All Disaster Recovery
Status Action Object Start Time End Time Operator Operation
. © Completed Decrypt VM PY_Testing 2022-11-16 15:29:21 2022-11-16 15:30:01 admin (192.200.0. View
@ Completed Shut down virtual PY_Testing 2022-11-16 15:28:00  2022-11-16 15:28:18  admin (192.200.0 View
© Completed Power on virtual m PY_Testing 2022-11-16 15:25:42  2022-11-16 152548  admin (192.200.0. View
@ Completed Encrypt VM PY_Testing 2022-11-16 15:22:17  2022-11-16 15:23:01 admin (192.200.0.... View
© Completed Create key CM10TestKey02 2022-11-16 15:20:08  2022-11-16 15:20:08  admin (192.200.0 View
© Completed Add KMS user sthci 2022-11-16 15:19:13  2022-11-16 15:19:14  admin (192.200.0. View
© Completed Upload file sfhei_certificate_co. 2022-11-16 15:19:05  2022-11-16 15:19:05  admin (192.200.0. View
© Failed Add KMS user sthci 2022-11-16 15:16:52  2022-11-16 15:16:52  admin (192.200.0 View
© Completed Upload file sihci_certificate.pem  2022-11-16 15:16:45  2022-11-16 15:16:45  admin (192.200.0. View
© Completed Decrypt VM PY_Testing 2022-11-16 15:12:48  2022-11-16 15:13:27  admin (192.200.0.... View
All Tasks Close
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Conclusion:

Sangfor HCI and Thales CipherTrust KMS provide a powerful data security solution
that is easy to manage, highly scalable, and cost-effective. By following this
implementation guide, you can quickly deploy Sangfor HCI and Thales CipherTrust
KMS, and begin securing your data in a matter of hours. Whether you are looking to
deploy a new hyper-converged infrastructure or enhance your existing data security
and management capabilities, Sangfor HCI and Thales CipherTrust KMS are a
powerful combination that can help you achieve your goals
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