o j\
Thales CipherTrust

Manager for Odaseva
Zero Trust Connect

As organizations expand their ecosystems, reliance on external applications and
vendors grows. Each new integration increases exposure, as data leaving core
systems by default is transmitted in clear text. This introduces considerable security
and compliance risks. Recent incidents demonstrate the difficulty of controlling data
once it moves beyond your environment.

Odaseva Zero Trust Connect is the only end-to-end encryption solution protecting
your data leaving Salesforce. Combined with Odaseva no-view provider
architecture, it elevates your data security to the highest degree. Advanced end-to-
end encryption empower organizations to safeguard data, maintain compliance,
and operate confidently within a secure, connected Ecosystem.

Encryption key management is what ultimately defines your data security
standards, giving you ultimate control and ownership over the encrypted data.This is
why Odaseva and Thales have partnered to provide Zero Trust Connect customers
with choices in managing their data encryption keys for data leaving Salesforce.
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Why leveraging Thales CipherTrust
Manager for Odaseva Zero Trust Connect?

Simplified, Centralized Key Lifecycle Management

CipherTrust Manager simplifies key lifecycle management tasks, including secure key
generation, backup/restore, clustering, deactivation, and deletion by enabling
organizations to centrally manage encryption keys used for Odaseva Zero Trust Connect
application and other products.

Enhanced IAM Security and Auditing Control

CipherTrust Manager role-based access provides control to keys and policies, multi-
tenancy support, and robust auditing and reporting of all key management and
encryption operations, strengthening the overall IAM security posture of Odaseva Zero
Trust Connect. Together, Thales and Odaseva deliver the highest standards of data
security. This partnership enables customers to separate key control from encryption and
decryption operations, combining Odaseva Zero Trust Connect'’s ultimate level of end-to-
end transit encryption with Thales’ proven expertise in secure key management and
storage.

About Odaseva

Odaseva is an Enterprise Data Platform that powers data security and data
management solutions for companies running on Salesforce. With Odaseva, large global
companies can enhance data resilience, ensure compliance and unlock the value of
their data. It is designed and built specifically to solve the complex challenges of large-
scale global organizations.

About Thales THALES

Thales is a global leader in cybersecurity, helping the most trusted organizations protect
critical applications, data, identities, and software anywhere, at scale. Through Thales’
integrated platforms, customers achieve better visibility of risks, defend against cyber
threats, close compliance gaps, and deliver trusted digital experiences for billions of
consumers every day.

odaseva Thales CipherTrust Manager for Odaseva Zero Trust Connect (17]



