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Luna 8 Network HSM 全新推出
以量子安全信任根为基础，提供可扩展、多租户、高性能且可靠的安全防护。
使用 Luna 网络硬件安全模块（HSM）保护您的机敏数据、身份和关键应用程序。专为安全存储、保护及管理加密密钥而
设计，具备高安全保障、量子安全与防篡改特性，提供可扩展的多租户安全防护，以及业界领先的效能，满足后量子密码
学（PQC）工作负载需求。Luna 8 搭载泰雷兹（Thales）自主设计的加密处理器，具备高数据吞吐量、强大的安全隔离能
力，以及所需的密码敏捷性（Crypto Agility），协助企业快速应对不断变化的业务需求、新兴威胁与新型加密算法。

联系我们，了解 Luna Network HSM 如何协助您加速集成、以硬件保护整个加密密钥生命周期，并简化合规管理。Luna 
Network HSM 支持广泛的应用程序，帮助企业建立量子安全信任根，全面保护加密基础设施，并为未来的安全需求做好准
备。

 
最高安全与合规性
•密钥始终保存在防篡改硬件中
•设计符合 GDPR、eIDAS、HIPAA、PCI-DSS 等合规性要

求
•多角色设计，实现严格的职责分离
•采用 MofN 与多因素身份验证进行仲裁授权，以提升安

全性
•泰雷兹自研加密处理器的侧信道防护
•透过设备认证确保高可靠性交付
•板载双熵源（包括 QRNG）并支持外部熵源
•透过 Luna Backup HSM 在硬件中安全备份密钥，提升

备援能力、可靠性与灾难复原能力

扩展规模并优化营运成本
•每个泰雷兹  HSM 可包含一个或两个加密模块；每个加

密模块独立运行，在相同的机架空间内实现双倍密度
•每个加密模块最多可托管 15 个 HSM 用例，因此，当配

置两个加密模块时，每台设备最多可支持 30 个 HSM 用
例

•在同一硬件上的安全容器中运行多个 Luna 8 固件版本
•通过 API 和 CLI 工具实现 HSM 管理和作业流程的自动化
•与现有 IT 基础设施工具集成，用于监控、日志记录和指

标管理
•带外诊断与硬件使用率指标；灵活的安全策略，满足您

的密钥管理和合规性需求
•使用容器中的 Luna Client，可提高可移植性、效率并降

低开销

 

 

 

 

 

 

 

 

环保设计

泰雷兹 HSM 通过生态设计，显著降低了碳足迹。秉承泰雷
兹的 ESG（环境、社会和治理）承诺，Luna 8 的单笔交易
能源效率比 Luna 7 高出 20 倍。

 

 

 

 

 

 

Introducing the Luna 8 Network HSM
Quantum-Safe Root of Trust Delivering Scalable, Multi-Tenant, High-Performance Security and Reliability
Secure your sensitive data, identities and critical applications with Luna Network Hardware Security Modules (HSMs). Designed 
to securely store, protect, and manage cryptographic keys, these high-assurance, quantum-safe, tamper-resistant appliances deliver 
scalable, multi-tenant security and market-leading performance for post-quantum cryptography (PQC) workloads. Powered by the 
Thales custom-designed cryptographic processor, Luna 8 delivers high throughput, strong security isolation, and the crypto agility 
needed to quickly adapt to evolving business requirements, emerging threats, and new cryptographic algorithms.

Contact us to learn how our Luna Network HSMs can help you accelerate integration, secure the entire cryptographic key lifecycle 
in hardware, and simplify compliance. With support for a broad range of applications, Luna Network HSMs enable you to establish 
a quantum-safe root of trust that protects and future-proofs your entire cryptographic infrastructure.

Highest Security & Compliance

• Keys always remain in tamper-evident hardware

• Designed to meet compliance needs for GDPR, eIDAS, HIPAA, 
PCI-DSS, and more

• Multiple roles for strong separation of duties

• Quorum authorization with MofN and multi-factor authentication 
for increased security

• Side-channel protection for the Thales designed crypto processor

• High-assurance delivery with device attestation 

• On-board dual entropy source (including QRNG) and support for 
external entropy source

• Securely backup keys in hardware with Luna Backup HSM for 
redundancy, reliability and disaster recovery

Scale and Optimize Operational Cost

• Each Thales HSM can contain one or two crypto modules; each 
crypto module is independent providing double the density for the 
same rack space 

• Each crypto module can host up to 15x HSM instances, allowing 
a max of 30x HSM instances per appliance when configured with 
two crypto modules 

• Run multiple Luna 8 firmware versions within secure containers on 
the same hardware

• Automate HSM administration and operational processes through 
APIs and CLI tools

• Integrate with existing IT infrastructure tools for monitoring, logging 
and metrics

• Out of band diagnostics and hardware utilization metricsFlexible 
security policies to meet your key management and compliance 
needs

• Increased portability, greater efficiency and less overhead using 
Luna Client in a container

Environmental by Design 

Thales HSM demonstrate a measurable and significant decrease in 
our carbon footprint through eco-design, In alignment with Thales’ 
ESG (environmental, social, and governance) commitment, Luna 8 is 
20 x times more energy efficient per transaction compared to Luna 7.



技术规格
支持的操作系统
•Windows、Linux
•虚拟机：VMware、Hyper-V、Xen、KVM"
API 支援
•PKCS#11, Java (JCA/JCE), Microsoft CAPI and CNG, 

OpenSSL
•用于管理的 API
后量子密码学 (PQC)
•ML-KEM（FIPS 203 密钥封装）和 ML-DSA（FIPS 204 数

字签名）
•有状态哈希签名（Stateful Hash-Based Signatures）：

LMS 和多层 HSS（RFC 8554 / NIST SP 800-208）
 椭圆曲线密码学 (ECC)
•经 FIPS NIST 认证的素数曲线（P-192、P-224、P-256、

P-384、P-521）和 Brainpool 曲线（P192 至 P512），适
用于 ECDSA/ECDH 和 ECIES

•Koblitz 曲线 (secp256k1)，适用于 BIP32 分层确定性钱包
密钥管理

•Montgomery 曲线 (X25519、X448) 与 Edwards 曲线 
(Ed25519、Ed448)

非对称加密和对称加密
•非对称加密：RSA（密钥长度最高可达 4096 位），支持

标准 PKCS#1 v1.5、OAEP 和 FIPS 认证的 PSS 概率签名
生成

•对称加密：AES（128 位、192 位、256 位），支持 
ECB、CBC、CBCPAD、CTR、GCM、GMAC、密钥封装
和 512 位 AES-XTS 模式。 ARIA、SEED

•传统加密：三重 DES (3DES) CBC/ECB 仅保留用于向后相
容的解封装/解密

安全哈希、密钥派生函数 (KDF) 和电信
•SHA-2 和 SHA-3 安全哈希（224 至 512 位）和 HMAC
•SHAKE-128、SHAKE-256 可扩展输出函数（XOF）
•密钥派生：NIST SP 800-108 计数器模式
•密钥封装：NIST SP 800-38F
•3GPP 移动通信蜂窝安全性：MILENAGE、TUAK 和 

COMP128 用户认证配置文件
数字钱包与区块链托管
•BIP32 与 SLIP10 分层确定性 (HD) 密钥管理
随机数生成
•采用硬件级眞噪声源，并结合符合 NIST 800-90A 标准的 

HMAC_DRBG，设计符合 AIS 20/31 至 DRG.4 标准

安全认证
• FIPS 140-3 3级*
• 符合通用准则 EAL4+（AVA_VAN.5 和 ALC_FLR.2）EN 

419 221-5 保护配置文件认证*
• 符合 eIDAS 2 标准的合格签名或印章创建设备 (QSCD) 认

证*
网络
•4 个 10G SFP+ 端口，支持多模或单模光纤和 RJ45 铜缆
•IPv4、IPv6*、端口绑定*
•1 个 1G RJ45 以太网端口，用于连接基板管理控制器 

(BMC)
物理特性
•标准 1U 19 英寸机架式设备
•尺寸：

°  17.44 英寸（宽）× 21.95 英寸（深）× 1.71 英寸（高）
° 443 毫米（宽）x 557.6 毫米（深）x 43.5 毫米（高）

•重量：
° 单模块设备 26.5 磅（12 公斤）
° 双模块设备 30 磅（13.6 公斤）

·输入电压：100-240 伏交流电，50-60 赫兹
·典型功耗：

° 单模块设备 ~ 135 瓦
° 双模块设备 ~ 270 瓦

•最大耗电量：
° 单模块设备 ~ 225 瓦
° 双模块设备 ~ 450 瓦

•温度：工作温度 0°C ‒ 40°C，储存温度 -20°C ‒ 60°C
•相对湿度：5% 至95%（38°C）无冷凝
安全与环境合规
•80 PLUS 白金认证
•UL, CSA, CE
•FCC, CE
•RoHS3, WEEE
•TAA
•印度 BIS [IS 13252 (Part 1)/IEC 60950-1]*
可靠性
•双热插拔电源和风扇
•平均无故障时间 (MTBF)

° 单模块设备：289,444
° 双模块设备：171,236

管理与监控
•量子安全高可用故障转移 / 负载均衡 
•量子安全硬件到硬件的备份与恢复
•rsyslog 和 BMC 用于带外诊断

 

 

 

 

 

 

* In process

Technical specifications
Supported Operating Systems 

• Windows, Linux 

• Virtual: VMware, Hyper-V, Xen, KVM

API Support

• PKCS#11, Java (JCA/JCE), Microsoft CAPI and CNG, OpenSSL

• APIs for administration 

Post-Quantum Cryptography (PQC)

• ML-KEM (FIPS 203 key encapsulation) and ML-DSA (FIPS 204 
digital signatures)

• Stateful Hash-Based Signatures: LMS and multi-level HSS (RFC 
8554 / NIST SP 800-208)

Elliptic Curve Cryptography (ECC)

• Approved FIPS NIST Prime curves (P-192, P-224, P-256, P-384, 
P-521) and Brainpool curves (P192 through P512) for ECDSA/
ECDH and ECIES

• Koblitz curve (secp256k1) for BIP32 Hierarchical Deterministic 
wallet key management

• Montgomery (X25519, X448) and Edwards (Ed25519, Ed448) 
curves

Asymmetric & Symmetric

• Asymmetric: RSA (up to 4096-bit key sizes) with standard PKCS#1 
v1.5, OAEP, and FIPS-approved PSS probabilistic signature 
generation

• Symmetric: AES (128, 192, 256-bit) supporting ECB, CBC, CBC-
PAD, CTR, GCM, GMAC, Key Wrap, and 512-bit AES-XTS mode. 
ARIA, SEED

• Legacy: Triple-DES (3DES) CBC/ECB preserved strictly for 
backwards-compatible unwrapping/decryption

Secure Hash, KDFs, and Telecom

• SHA-2 and SHA-3 secure hashing (224 to 512-bit) and HMAC

• SHAKE-128, SHAKE-256 Extendable-Output Functions (XOF)

• Key Derivation: NIST SP 800-108 Counter Mode

• Key Wrapping: NIST SP 800-38F

• 3GPP Mobile Telecom cellular security: MILENAGE, TUAK, and 
COMP128 subscriber authentication profiles

Digital Wallet & Blockchain Custody

• BIP32 and SLIP10 Hierarchical Deterministic (HD) Key 
Management

Random Number Generation

• Designed to comply with AIS 20/31 to DRG.4 using HW 
based true noise source alongside NIST 800-90A compliant 
HMAC_DRBG

• Security Certifications 

• FIPS 140-3 Level 3*

• Common Criteria EAL4+ (AVA_VAN.5 and ALC_FLR.2) Certified 
against the Protection Profile EN 419 221-5* 

• Qualified Signature or Seal Creation Device (QSCD) listing for 
eIDAS 2 compliance*

Network

• 4x 10G SFP+ with multimode or single mode optical fiber and 
RJ45 copper 

• IPv4, IPv6*, Port Bonding*

• 1 x 1G RJ45 ethernet port for Baseboard Management Controller 
(BMC) 

Physical Characteristics

• Standard 1U 19in. rack mount appliance

• 

 °

 ° 443mm (W) x 557.6mm (D) x 43.5mm (H)

• Weight: 

 ° Single module appliance 26.5lbs (12kg)

 ° Dual module appliance 30lbs (13.6Kg)

• Input Voltage: 100-240v AC, 50-60Hz

• Typical Power Consumption:

 ° Single Module Appliance ~ 135W

 ° Dual Module Appliance ~ 270W

• Max Power Consumption: 

 ° Single Module Appliance ~ 225W

 ° Dual Module Appliance ~ 450W 

• Temperature: operating 0°C – 40°C, storage -20°C – 60°C

• Relative Humidity: 5% to 95% (38°C) non-condensing 

Safety & Environmental Compliance

• 80 PLUS Platinum Certified

• UL, CSA, CE

• FCC, CE

• RoHS3, WEEE

• TAA

• India BIS [IS 13252 (Part 1)/IEC 60950-1]*

Reliability

• Dual hot-swap power supplies and fans 

•  Mean Time Between Failure (MTBF)

 °  Single Module Appliance: 289,444

 °  Dual Module Appliance: 171,236

Management & Monitoring

• Quantum-safe HA failover / load balancing

• Quantum-safe backup and restore hardware to hardware

• rsyslog & BMC for out of band diagnostics

* In process
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Contact us – For all office locations and contact information, please visit cpl.thalesgroup.com/contact-us
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可用的 Luna 网络 HSM 型号

Luna 8 网络 HSM 根据效能、密钥容量和支持的容器类型提供三种型号。每种型号都针对常见的部署需求量身定制，方便
您为自身环境选择合适的解决方案。每个安全容器都托管一个独立的 Luna 8 HSM 实例，并支持最多 10 个分区。

关于泰雷兹
泰雷兹是网络安全领域的全球领导者，致力于帮助企业、政府和全球最値得信赖的组织，以最高的投资回报率，大规模地
保护关键应用程序、敏感数据、身份和软件。我们拥有超过 30,000 家客户，其中包括 58% 的《财富》世界 500 强企业，
我们的解决方案已部署在全球 148 个国家。通过我们创新的服务和集成平台，泰雷兹帮助客户更好识别风险、抵御网络威
胁、弥补合规漏洞，并每天为数十亿消费者提供値得信赖的数字化体验。

型号

Luna 100
（标准性能）

Luna 150
（企业级效能）

Luna 190
（最高性能）

容器数量 1 Up to 6 Up to 15

密钥储存 128 MB 1024 MB 4096 MB

Available Luna Network HSM Models

About Thales

The Luna 8 Network HSM is available in three models based on performance, key capacity, and supported containers. Each model is tailored to 
common deployment requirements, making it easy to select the right solution for your environment. Each secure container hosts an isolated Luna 8 
HSM instance and supports up to 10 partitions.

Thales is a global leader in cybersecurity, helping businesses, governments, and the most trusted organizations in the world protect critical 
applications, sensitive data, identities, and software anywhere, at scale — with the highest ROI. With more than 30,000 customers, including 
58% of the Fortune Global 500, our solutions are deployed in 148 countries around the world. Through our innovative services and integrated 
platforms, Thales helps customers achieve better visibility of risks, defend against cyber threats, close compliance gaps, and deliver trusted digital 
experiences for billions of consumers every day.

MODELS

Luna 100
(Standard Performance)

Luna 150
(Enterprise Performance)

Luna 190
(Maximum Performance)

No. of Containers 1 Up to 6 Up to 15

Key Storage 128 MB 1024 MB 4096 MB


