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Is it possible to increase product variety and lower production costs at the same time? Product differentiation based solely on software 
modules or features makes this possible. What’s more, these dedicated features don’t need to be unlocked until the systems and machinery are 
installed on the customer’s premises. This increases flexibility, reduces the number of hardware variants to be manufactured, and transfers the 
decoupling point in the manufacturing value chain to the customer. 

The Software Mindset
Software has permanently changed the nature of the embedded industry. Software has been behind the Industry 4.0 revolution and 
introduced the concepts of M2M, IoT and Big Data to the device world. More devices are also now cloud connected, and can be accessed, 
monitored and controlled from anywhere using apps on phones and other mobile devices.

This software renaissance started when device manufacturers started to shift away from using proprietary hardware to lower cost off the shelf 
components. This dramatically lowered the entry cost for new hardware vendors and has resulted in an industry that is energetic and dynamic, 
and with the sort of competitive diversity that you might more expect to see in the traditional software industry. 

There has also been a major change in the mind-set of the customer. Traditionally, device users were resistant to accept any concept of 
software on a device, let alone software that they might be expected to pay for. The perception of value came from the hardware, which is 
tangible, physical, and often ergonomically designed. 

The device users of today are far more software orientated than they used to be. According to Frost & Sullivan’s Avni Rambhiai, “There has 
been a seismic shift in how customers are choosing, using and paying for their devices and software, with a corresponding revolution in device 
design and monetization. This is driven by the IoT and the power of analytics to decimate costs or multiply profits; and the push toward instant-
on purchase and provisioning even in enterprise scenarios. This wave of disruption is giving rise to exhilarating growth forecasts for connected 
devices and products across a range of verticals.”

This has created one of the most famous terms in the embedded industry: Digital Transformation. An increasing number of device manufacturers 
have been shifting their focus away from hardware development and are investing more and more into software development. Software has 
now become the intellectual property for many device manufacturers.

And other industry experts have made similar forecasts: In his letter to shareholders, GE CEO and Chairman, Jeff Immelt wroteii, “We believe 
that every industrial company will become a software company…”

Gartner Research Director, Laurie Wurster stated, “We expect that within the next 3 years, a failure to put in place a licensing and software 
monetization system will result in a 30% drop in potential revenue generated from software for device manufacturers.”

The Old Ways are No Longer Sustainable
To meet customer needs and remain competitive, equipment manufacturers have historically differentiated their products by either reducing 
or expanding hardware feature sets. A practice that not only allowed hardware manufacturers to offer a variety of product options, it also 
gave customers a choice in what they purchased. The downside for device manufacturers was that they often had to produce, manage, and 
maintain physical inventory for hundreds of different product variants with thousands of different hardware components in order to satisfy 
customer needs.

Each hardware variant incurs costs for development, manufacturing, warehousing, and support. With this model, product and hardware 
complexity increases, while the margin contribution decreases with each new variant – not a sustainable business model in today’s fast-paced 
technology world.

The Options Today
Today’s manufacturer needs to be able to afford a broad product portfolio – either through high yields, or by finding a cost-effective way to 
manufacture the different product variants.

One option is to create modular hardware systems. This modularity makes it possible to delay 
customer-specific adaptations until it is clear what the exact customer needs are. However, 
limiting mass customization to hardware modules for systems and machinery is no longer 
sufficient because the proportion of software in these devices is constantly increasing. 

A more viable option is to use software to customize the features and functionality of your 
hardware systems.

“	 Every industrial company will 
become a software company”

–	 GE CEO Jeff Immelt
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Differentiating Hardware Using Software
Over 75% of product developers in manufacturing companies are already involved in software development. In parallel, the increasingly 
widening gap between hardware and software costs indicates that competitive differentiation can only be achieved through software. 
Hardware is becoming a commodity, and its competitive advantage is short-lived due to constant integration of the “next performance 
generation.”

Differentiation using hardware components should therefore only be implemented where absolutely necessary; using modular systems, if at all 
possible. Today, the only way to differentiate the hardware in a meaningful way is by adding company-specific branding to change the look 
and feel of the outer appearance. The rest – at least for automation platform providers – lies in the software.

Software differentiation where possible, hardware differentiation where required

Using Software to Control Equipment Features
What applies to the hardware – keeping mass customization cost-effective by using modular systems, thereby getting a better handle on the 
cost of producing multiple variants – also applies to the software systems.

Variations should be created using modular licensing practices at the individual feature level. In addition, customization should occur as late 
as possible in the assembly process, or even be determined by the customers themselves. It is at this point, that license management becomes 
crucial to creating new business strategies. The more powerful the license management, the greater the flexibility OEMs and automation 
vendors have to develop customized versions of their offering.

It is becoming increasingly popular or this customization flexibility to be available to the end customer. Customers can upgrade or downgrade 
devices quickly and easily based on their own needs. This has even been taken as far as offering in-app style purchasing options to quickly 
gain access to new functionality or productivity options. 

Powerful License Management
In order to provide this level of solution flexibility there is a need for a highly efficient license management system. At the core, a license 
management system should provide device-specific licensing to prevent piracy. If cloud licensing is used, processes and people will also 
require authentication. In addition, manufacturers need a powerful back-office solution to 
manage their product catalog and the licensing of specific customer applications efficiently. 

Interfaces to all leading ERP, CRM, and MES systems are also essential because the more 
flexible the licensing options, the greater the need for automated processes to reduce the 
costs of complexity. If the software setup is determined at the customer site, vendor portals 
are required for transparent license management. When regular software upgrades, 
updates, and patches are necessary, these portals also handle the electronic distribution of 
software.

Hardware cost > Complexity cost:
Different hardware

Incremental complexity cost
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Hardware cost > Complexity cost:
Standardized hardware,
differentiation through software

“	 We expect that within the next 3 
years a failure to put in place a 
licensing and software monetization 
system will result in a 30% drop in 
potential revenue generated from 
software for device manufacturers 
connecting to the IoT.”

–	 Laurie Wurster, Research Director, Gartner
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Automated Licensing Processes
Regardless of when customization happens, either during manufacturing or on the customer’s premises, the licensing technology should be as 
comprehensive as possible to ensure efficient automated processes. From ERP order initiation to product activation on the target system, the 
license management system should connect to the backoffice management systems to ensure synchronization between authorizations and 
entitlements.

As an example, the ERP system should be able to automatically request an authorization ID. If this ID is then used during production on the 
target system, it should be automatically synchronized with the license management system, to protect against counterfeiting and unauthorized 
use.

Fully automated activation during manufacturing

If the software activation will occur on the customer’s premises, the processes are similar.
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Flexible Licensing Options
In addition to license activation, a comprehensive license management system should support not only the initial activation but also test 
licenses and license renewal as well as capacity or expansion of functionality. It must further be able to handle upgrades, updates, and 
patches, (electronic) software distribution, and manage the license revocation and re-hosting processes.

System connectivity also plays an important role. The more flexible a license management system is the more manufacturers will benefit from 
a range of internet connectivity options. From totally disconnected to always connected, from intermittent connection to usability only in the 
proximity of a connection – maximum support for various internet connectivity scenarios is paramount. When different, customer-specific 
product variants are developed based on one set of source code and individual features are enabled or disabled through licensing, it is 
possible to work completely offline while still creating highly flexible product variants at the customer site.

If a customer-specific configuration is highly granular and is licensed as pay-per-use, usage frequency can be tracked. Such data is also 
useful outside of software monetization. For instance, licensing of individual features enables manufacturers to see on how often each feature 
is used. Usage data can provide valuable insights that can be used to fuel business decisions and future product development.

The Solution: Sentinel Software Monetization for Manufacturers of Hardware 
Equipment
Thales Sentinel Software Monetization Solutions are tailored specifically to protect and manage software embedded within any piece of 
hardware – from networking appliances and medical devices to mobile devices and industrial automation equipment. Sentinel provides 
device and equipment manufacturers with all the tools they need to effectively protect their products from tampering and reverse engineering 
while also opening up an entirely new world of packaging and opportunities to maximize profitability.

Sentinel Embedded Software Monetization Solutions feature:

•	 Award-winning license enforcement and IP protection technology for ensuring device and brand integrity, mitigating reverse engineering, 
and safeguarding revenue.

•	 The industry’s widest variety of flexible licensing models and enforcement mechanisms for enabling device and equipment manufacturers to 
meet the packaging demands of every customer every time. 

•	 A reduced footprint paired with efficient use of memory allowing our solutions to conform to the strictest of embedded environment 
constraints without compromising device performance.

•	 Out-of-the-box support for a broad variety of platforms and operating systems and a design that supports quick and easy custom porting.

•	 Web-based entitlement management enables equipment manufacturers to centralize and automate product activation, usage tracking, 
and ongoing end-user entitlement management.

In Summary
Equipment manufacturers that embrace the transition from a hardware- to a software-based business model using the licensing tools and 
methodologies discussed in this paper, will be able to vigorously pursue greater market share and reduce manufacturing and inventory costs 
with the confidence that they are protected against competitive threats to their intellectual property. They will also be able to more cost-
effectively expand their product lines and bring innovative new devices to market. In short, hardware manufacturers that adopt a software-
based business model enabled by Thales Sentinel will be more nimble and better positioned for the future.
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Take Sentinel Embedded Software Monetization Solutions for a Test Drive
Sentinel Embedded Solutions are flexible software licensing toolkits that give you the freedom to design and implement the right licensing 
experience for embedded devices. Fully integrated with Sentinel EMS, the company’s web-based entitlement management system, Sentinel 
Embedded Solutions comprehensively solves your embedded software protection and licensing challenges. Request a Free Trial of Sentinel 
Embedded Solutions. www5.thalesgroup.com/sentinel-embedded-trial-en

More Information and Resources
cpl.thalesgroup.com/software-monetization

Thales Sentinel
Thales Sentinel is the leading global brand for software licensing, delivery and protection. Our solutions help customers to generate new 
revenue streams, improve operational efficiency, to increase customer satisfaction and gain valuable business insights. Based on award-
winning technology, Sentinel has a strong global customer base with over 10,000 customers, in 30 industries located in over 100 countries.

About Thales
The people you rely on to protect your privacy rely on Thales to protect their data. When it comes to data security, organizations are faced 
with an increasing number of decisive moments. Whether the moment is building an encryption strategy, moving to the cloud, or meeting 
compliance mandates, you can rely on Thales to secure your digital transformation. 

Decisive technology for decisive moments.

https://www5.thalesgroup.com/sentinel-embedded-trial-en
http://cpl.thalesgroup.com/software-monetization
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