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Thales DIS CPL USA, Inc. 
 

SOFTWARE LICENSE AGREEMENT 
 

CRYPTO COMMAND CENTER, FREEMIUM SOFTWARE 
 
 

LICENSE PROVISIONS: NON-PRODUCTION TEST VERSION 
 

NOTICE TO USERS: THIS IS A NON-EXCLUSIVE, LIMITED TERM AND USE LICENSE 
AGREEMENT WITH THALES DIS CPLS USA, INC. (“THALES”) FOR THE USE OF 
THALES’ CRYPTO COMMAND CENTER SOFTWARE (THE “SOFTWARE”).  IT IS  NOT 
A SALE. THE SOFTWARE SUBJECT TO THIS LICENSE IS PROVIDED ON THE 
FOLLOWING TERMS AND CONDITIONS AND CONTAINS  THIRD-PARTY SOFTWARE, 
INCLUDING OPEN SOURCE SOFTWARE COMPONENTS THAT ARE PROVIDED UNDER 
LICENSE TERMS IMPOSED BY  THE  OWNERS  THEREOF  IN THEIR RESPECTIVE 
PUBLIC LICENSES. CAREFULLY READ THE FOLLOWING LICENSE AGREEMENT   
AND   ADDENDUM   (COLLECTIVELY   THE “AGREEMENT”)  BEFORE  YOU  INSTALL  
OR   USE   THIS   SOFTWARE. INSTALLING, COPYING, OR OTHERWISE USING  THIS  
SOFTWARE INDICATES  YOUR ACKNOWLEDGMENT THAT YOU HAVE READ THE 
AGREEMENT (AND ALL DOCUMENTS REFERRED TO THEREIN) AND AGREE TO BE 
BOUND BY AND  COMPLY WITH ALL OF THE TERMS. THE LICENSE WITHIN IS FOR 
TESTING PURPOSES ONLY AND NOT FOR PRODUCTION, AND IS LIMITED TO THE 
CURRENT VERSION OF THE SOFTWARE. THE SOFTWARE IS BEING PROVIDED TO 
LICENSEE HEREUNDER FOR TESTING PURPOSES AT NO CHARGE, AND THALES IS 
UNDER NO OBLIGATION TO PROVIDE ANY SUPPORT OR RELATED SERVICES WITH 
RESPECT TO THE SOFTWARE. 

 
1.        LICENSE 

 
The Software that accompanies this Agreement is the property of Thales and/or its licensors, and 
is protected by various patent, trade secret and copyright laws, contractual arrangements and 
international treaties. The Agreement herein grants to the company you represent and/or by which 
you are employed (“Licensee” or “you”) certain non-exclusive, non-transferable rights to use the 
Software in conjunction with Designated Thales Hardware (as defined herein) solely for internal, 
non-production, testing purposes only and subject to Licensee’s full compliance with the terms 
and conditions of this Agreement. All rights not expressly granted under this Agreement are 
reserved by Thales or its licensors, as their interests appear. ALL INTELLECTUAL 
PROPERTY AND CONTRACT RIGHTS TO THE SOFTWARE SHALL REMAIN WITH 
THALES AND/OR ITS LICENSORS. The protections set forth in this Agreement apply to 
Thales and its affiliates, licensors, dealers and suppliers. 
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1.1 Subject to the terms and conditions of this Agreement, Licensee may, during the term 
hereof, install and use the Software solely in Licensee’s internal, non-production test environment 
in conjunction with Designated Thales Hardware, in up to twenty (20) authorized hardware 
security module partitions (“HSMPs,” or, singularly, “HSMP”) expressly authorized by Thales. 
For purposes of this Agreement, a “Client” means a single computer connected directly to the 
applicable Designated Thales Hardware (the “original computer”), or a single computer connected 
to the applicable Designated Thales Hardware though the original computer, either of which is 
running one or multiple processes which utilize the cryptographic processing occurring on the 
applicable Designated Thales Hardware. For the purposes of this Agreement, an “HSMP” means 
the feature of the Thales product that enables multiple independent virtual hardware security 
modules to be hosted on or within the cryptographic engine of the applicable Thales product. 
HSMPs each maintain their own data and access control policies in protected memory partitions. 
Any violation of Section 1.2(a), (b), (c), (d), (f), (g) or (h) hereof shall automatically convert this 
Agreement into one for the fee-based Premium version of the Software and all charges and 
limitations relating to such version as well as the automatic activation of Thales’ support agreement 
and attendant charges. A violation of Section 1.2(e) shall constitute a material breach hereof and 
subject Licensee to all damages available to Thales as well as the right to enjoin any further activity 
with respect to the Software. In any such event, Licensee shall be responsible for all costs and 
expenses of Thales, including recovery from Licensee of all attorneys’ fees and expenses. Upon 
request from Thales at any time, Licensee shall provide to Thales a certification, executed by a 
senior officer, as to the number of HSMPs in operation and the use to which the Software is being 
put. Failure to respond within ten (10) days to such request for information by Thales shall be 
grounds for the automatic termination of the Agreement upon written notice from Thales. 

 
1.2 Except as otherwise expressly stated in this Agreement, Licensee may not: 

 
a. use or deploy the Software in any production, or non-test environment; 

 
b. copy the Software; 

 
c. copy the documentation, which accompanies the Software, for purposes outside the scope 

of this Agreement, or disclose the same to any third party; 
 

d. transfer, assign, sublicense, rent or lease any portion of the Software; 
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e. reverse engineer, decompile, disassemble, translate, copy, modify, alter or otherwise 
change any Software or any accompanying hardware (except to the extent this restriction 
is not permitted by applicable law and, in such case, Licensee may only do so to achieve 
interoperability with other software programs disclosed to Thales in advance, and for no 
other purpose). Licensee shall have no right to obtain source code for any software 
provided by Thales; 

 
f. modify, translate, or create derivative works from the Software, merge all or any part of 

the Software with any other software, or separate the component parts of the Software; 
 

g. directly or indirectly use the Software or any information about the Software in the 
development of any product; or 

 
h. load or use any portion of the Software (whether modified or incorporated into or with 

other software) on or with any machine or system other than the applicable Designated 
Thales Hardware or authorized Client. 

 
1.3 Open Source Software Components 

 
The Software is distributed with open source software components, which distribution may include 
subcomponents (“Open Source Software Components”) and which are ONLY subject to their 
respective license agreements, referenced herein for your information (and to the limited 
warranties and limitation of liability provisions thereof). Each Open Source Software Component 
is the sole property of its respective owner as indicated in the applicable license, installation, 
readme and/or help files for such Open Source Software Components as published by such owner. 
Thales makes no representations or warranties with regard to the Open Source Software 
Components. The Open Source Software Components and licenses under which they are provided 
are identified in the Addendum hereto. 

1.4 Hardware 
 
This Agreement is for the use of the Software solely in a non-production, testing environment only 
in conjunction with Thales hardware designated in writing by Thales (the “Designated Thales 
Hardware”). 

 
2.         WARRANTIES, DISCLAIMER AND LIMITATION OF LIABILITY 
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THE SOFTWARE AND ANY ASSOCIATED SERVICES ARE PROVIDED ON AN “AS 
IS” BASIS, WITHOUT ANY WARRANTIES OR CONDITIONS, EXPRESS OR 
IMPLIED, WRITTEN OR ORAL. THALES EXPRESSLY DISCLAIMS THE IMPLIED 
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, 
NON-INFRINGEMENT, AND ANY OTHER WARRANTIES ARISING BY LAW, 
STATUTE, USAGE OF TRADE, AND COURSE OF DEALING OR OTHERWISE. 
THALES DOES NOT WARRANT THAT THE SOFTWARE AND/OR ASSOCIATED 
SERVICES WILL MEET LICENSE REQUIREMENTS OR THAT OPERATION OF THE 
SOFTWARE WILL BE UNINTERRUPTED OR THAT THE SOFTWARE WILL 
OPERATE ERROR-FREE. LICENSEE ASSUMES THE ENTIRE RISK AS TO THE 
RESULTS AND PERFORMANCE OF THE SOFTWARE AND/OR ASSOCIATED 
SERVICES. 

UNDER NO CIRCUMSTANCES SHALL THALES OR ITS AFFILIATES, LICENSORS, 
DEALERS, OR SUPPLIERS BE LIABLE UNDER THE AGREEMENT OR THIS LICENSE 
FOR INDIRECT, INCIDENTAL, SPECIAL, CONSEQUENTIAL, PUNITIVE OR 
EXEMPLARY DAMAGES, OR ANY OTHER DAMAGES WHATSOEVER, 
INCLUDING, BUT NOT LIMITED TO, LOSS OF REVENUE OR PROFIT, LOST OR 
DAMAGED DATA, LOSS OF USE OR OTHER COMMERCIAL OR ECONOMIC LOSS, 
EVEN IF THALES HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES, 
OR SUCH DAMAGES ARE FORESEEABLE. THE MAXIMUM AGGREGATE 
LIABILITY TO LICENSEE BY THALES AND THAT OF THALES’ AFFILIATES, 
LICENSORS, DEALERS AND SUPPLIERS, SHALL NOT EXCEED THE AMOUNT 
PAID BY LICENSEE FOR THE SOFTWARE GIVING RISE TO THE CLAIM. SOME 
STATES/COUNTRIES MAY NOT ALLOW THE EXCLUSION OR LIMITATION OF 
LIABILITY FOR CONSEQUENTIAL OR INCIDENTAL DAMAGES, IN WHOLE OR IN 
PART, SO THE ABOVE LIMITATION MAY NOT APPLY IN ITS ENTIRETY TO 
USERS IN THOSE JURISDICTIONS; HOWEVER THE LIMITATIONS SHALL BE 
APPLICABLE TO THE MAXIMUM EXTENT PERMISSIBLE THEREIN. IF ANY 
COURT OF COMPETENT JURISDICTION DETERMINES THAT THALES IS 
OBLIGATED TO WARRANT THE PERFORMANCE OF THE SOFTWARE 
NOTWITHSTANDING THAT IT HAS BEEN PROVIDED TO LICENSEE HEREUNDER 
FREE OF CHARGE, LICENSEE’S EXCLUSIVE REMEDY SHALL BE THAT THALES 
WILL REPAIR OR REPLACE THE SOFTWARE WITH ALTERNATIVE SOFTWARE 
REASONABLY SIMILAR TO THE SOFTWARE. 
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THE LIMITED WARRANTY, EXCLUSIVE REMEDIES AND LIMITED LIABILITY 
SET OUT HEREIN ARE FUNDAMENTAL ELEMENTS OF THE BASIS OF THE 
BARGAIN BETWEEN LICENSEE AND THALES. LICENSEE ACKNOWLEDGES AND 
AGREES THAT THALES WOULD NOT BE ABLE TO PROVIDE THE SOFTWARE 
AND ASSOCIATED SERVICES ON A COST EFFECTIVE, NO-FEE BASIS WITHOUT 
SUCH LIMITATIONS. 

 
3. CONFIDENTIALITY 

 
The Software (excluding the Open Source Software Components) is a valuable trade secret and/or 
confidential property of Thales or its licensors. Licensee shall limit use of, and access to, the 
Software to such of Licensee’s employees or contractors as are directly involved in the operation 
and maintenance of the Software and applicable Designated Thales Hardware and who are subject 
to binding, written non-disclosure agreements no less protective of Thales and its licensors’ rights 
in the Thales Software than are the provisions of this Agreement. Licensee shall, by all appropriate 
means, prevent disclosure to, or display or use of the Software by third parties and employees or 
contractors not authorized to use the Software hereunder. 

 
4. MAINTENANCE AND SUPPORT 

 
This Software is provided without support of any kind. Should Licensee wish to obtain 
maintenance and support, Licensee has the discretion to license the fee-based Premium version of 
the Software from Thales. Visit the Crypto Command Center product page 
https://www6.thalesgroup.com/crypto-command-center-premium-contact-us to get the Premium 
version. 

 
5. TERM AND TERMINATION OF THIS LICENSE 

 
The non-exclusive and limited License granted hereunder shall remain in effect only for so long 
as Licensee is in compliance with the terms and conditions of this Agreement, and in any event 
until twenty (20) days after notice from Thales of the termination thereof for any reason or no 
reason. Upon termination or expiration of this Agreement Licensee will immediately destroy the 
Software, purge all copies of the Software and all copies thereof from all computer systems and 
storage devices on which it was stored or return all copies of the Software to Thales and provide 
Thales certification of such destruction or return, at Thales’ request, via an affidavit or statutory 
declaration signed by an officer of Licensee’s company. The following Sections of this Agreement 
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shall continue in force even after any termination: 1.3, 2, 3, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 
17 and the Addendum. 

 
6. U.S. GOVERNMENT RESTRICTED RIGHTS 

 
The Software (i) was developed exclusively at private expense; (ii) is a trade secret of Thales for 
all purposes of the Freedom of Information Act or its successor or any other disclosure statute, 
regulation or provision; (iii) is “commercial computer software” subject to limited utilization 
(Restricted Rights); and (iv), including all copies of the Software, in all respects is and shall remain 
proprietary to Thales or its licensors. Use, duplication, or disclosure by the U.S. Government or 
any person or entity acting on its behalf is subject to Restricted Rights and all applicable 
restrictions for software developed exclusively at private expense as set forth in: (i) for the 
Department of Defense, the Rights in Technical Data and Computer  Software  clause  at  DFARS 
252.227-7013 or any successor clause, and (ii) for all government agencies, the Commercial 
Computer Software Restricted Rights clause at FAR 52.227-19 or any successor clause. The U.S. 
Government must refrain from changing or removing any insignia or lettering from the Software 
or from producing copies of the Software and manuals (except one copy of the Software for backup 
purposes). Use of the Software shall be limited to the facility for which it is acquired. All other 
U.S. Government personnel using the Software are hereby on notice that use of the Software is 
subject to restrictions, which are the same as, or similar to, those specified above. The 
manufacturer/supplier is Thales, Inc. Corporate Headquarters, 4690 Millennium Drive, Belcamp, 
Maryland 21017, USA. Additionally, Licensee shall ensure that each copy of the software provided 
to a unit or agency of the United States Government or any state government will have affixed the 
following restricted rights legend (including the applicable government contract number): 
“RESTRICTED RIGHTS LEGEND—USE, DUPLICATION OR DISCLOSURE OF THIS 
SOFTWARE BY THE GOVERNMENT IS SUBJECT TO THERESTRICTIONS AS SET 
FORTH IN PARAGRAPH (C) (1) AND (2) OF FEDERAL ACQUISITION REGULATION 
52.227-19, COMMERCIAL COMPUTER SOFTWARE-- RESTRICTED  RIGHTS  IN   
ACCORDANCE  WITH  GOVERNMENT  CONTRACT     NO. 
  , OR ANY COMPARABLE STATE LAW. THE SUPPLIER OF THIS SOFTWARE 
IS THALES, INC., 4690 MILLENNIUM DRIVE, BELCAMP, MARYLAND, 21017.” 

 
7. EXPORT & COMPLIANCE 

 
This Agreement is expressly made subject to any applicable laws, regulations, orders, or other 
restrictions on the export of the software or information about such software which may be 
imposed from time to time. Licensee shall not export the software, documentation or information 
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about the software or documentation without complying with such laws, regulations, orders, or 
other restrictions. Licensee shall indemnify Thales against all claims, losses, damages, liabilities, 
costs and expenses, including reasonable attorney’s fees, to the extent such claims arise out of any 
breach of this Section 7. 

 
 
Licensee shall always act in accordance with the national and foreign laws and regulations 
applicable to the prevention of risks of corruption and influence peddling.  Whether directly or 
through third parties, Licensee shall not offer or promise any gift or advantage to a person, for 
himself or for others, with the purpose that this person abuses or because this person would have 
made illegitimate use of its real or supposed influence in order to obtain distinctions, jobs, contracts 
or any other favorable decision.  Licensee shall not solicit or accept for itself any offer, promise, 
gift or advantage of any kind, to make illegitimate use of its influence for the purpose of making or 
obtaining any favorable decision.  Licensee declares to have implemented a compliance program 
that meets the requirements of this provision. 

 
8. NOTICE 

 
Licensee shall immediately notify Thales of any legal notices served on Licensee, which might 
affect Thales, its licensors, or the Thales’ software licensed hereunder. 

 
9. ASSIGNMENT 

 
No right or obligation of Licensee under this Agreement shall be assigned, delegated, 
hypothecated, encumbered or otherwise transferred, whether by agreement, operation of law or 
otherwise, except in the furtherance of the within License (i.e. to end users) without Thales’ prior 
express written consent, and any attempt to assign, delegate or otherwise transfer any of Licensee’s 
rights or obligations without Thales’ consent shall be void. 

 
10. WAIVERS 

 
All waivers must be in writing. The failure of either party to insist upon strict performance of any 
provision of this Agreement, or to exercise any right, shall not be deemed to be a waiver of such 
provision or right, and no waiver of any provision or right shall affect the right of the waiving party 
to enforce any other provision or right. 

 
11. RIGHTS AND REMEDIES 

 
All rights and remedies hereunder shall be cumulative, may be exercised singularly or 
concurrently, and shall not be deemed exclusive. If any legal action or proceeding is brought to 
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enforce any obligations under the Agreement, the prevailing party may be entitled to receive its 
reasonable attorneys’ fees, court costs and other collection expenses, in addition to any other relief 
it may receive. 

 
12. LIMITATION OF TIME 

 
No action, regardless of form, which arises from or is related in any way whatsoever to this 
Agreement, may be commenced by Licensee more than twelve (12) months after such cause of 
action accrues, except that an action for nonpayment may be brought at any time within the 
governing statute of limitations. 
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13. ENTIRE AGREEMENT 
 
This Agreement represents the complete agreement concerning the License between the parties 
and supersedes all prior agreements and representations between them with respect to the Software. 
Thales reserves the right, at its discretion, to change, modify, add or remove portions of this 
Agreement by posting the updated Agreement on Thales’ website. You will be deemed to have 
accepted such changes by continuing to use the Software. The Agreement constitutes the final, 
complete and exclusive agreement between the parties concerning the License, and all matters 
related to it. This Agreement supersedes all previous and contemporaneous proposals, 
negotiations, warranties, promises, and any other communications between the parties, oral and 
written, concerning the License of the Software. 

 
14. LEGEND 

 
Licensee shall not alter or remove from the Software, or alter, any of Thales’ or its suppliers’ 
trademarks, trade names, logos, patent or copyright notices, or other notices or markings, or add 
any other notices or markings to the Software (or its packaging or documentation). 

 
15. SEVERABILITY 

 
If any provision of this Agreement is held by a court of competent jurisdiction to be unenforceable 
for any reason, the remaining provisions hereof shall be unaffected and remain in full force and 
effect. 

 
16. GOVERNING LAW AND DISPUTE RESOLUTION 

 
This Agreement shall for all purposes be governed by and interpreted in accordance with the laws 
of State of New York, USA. The Convention on Contracts for the International Sales of Goods 
does not apply. 

(i) In the event of any dispute which arises solely between the parties hereto, arising under, relating 
to or in connection with the Agreement or the limited License, or the enforcement or interpretation 
of any provision of the Agreement, or the breach or alleged breach by either party of its obligations 
thereunder, such dispute will be referred to and finally determined by arbitration in accordance 
with the JAMS International Arbitration Rules. The Tribunal will consist of three arbitrators. The 
place of arbitration will be New York, New York, USA. The language to be used in the arbitral 
proceedings will be English. Judgment upon the award rendered by the arbitrator(s) may be entered 
in any court having jurisdiction thereof. The arbitration award shall be final and binding upon the 
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parties and judgment on any award may be entered in an appropriate federal court located within 
the County of New York, State of New York, to which the parties consent, or enforced outside of 
the United States in accordance with the Convention on the Recognition and Enforcement of 
Foreign Arbitral Awards, in any court of competent jurisdiction. All arbitration proceedings, and 
all documents, pleadings and transcripts associated therewith, shall be kept strictly confidential by 
all parties, their counsel and other advisors, employees, experts and all others under their 
reasonable control. This clause shall not preclude parties from seeking provisional remedies in aid 
of arbitration from a court of appropriate jurisdiction. 

(ii) In the event that a third party brings an action or other proceeding against either party to this 
Agreement or asserts a cause of action in any action or proceeding initiated by either party to the 
Agreement against it (a “Third Party Action”), then the party to the Agreement against which or 
whom such Third Party Action is brought or asserted, may, in such Third Party Action, or 
separately in any court of competent jurisdiction, assert any related claim which it may have 
against the other party to the Agreement, including, without limitation, by way of a claim, 
indemnity, cross-claim, counterclaim, interpleader or other third party action without being 
obligated to arbitrate the same as otherwise provided in Paragraph (a) hereof. In any such case, the 
matter which is the subject of such Third Party Action (including any related claims, indemnity, 
cross-claim, counterclaim, interpleader or other third party action, which either party hereto may 
have against the other) shall not be subject to arbitration, but shall be resolved exclusively within 
such Third Party Action or, at the election of the asserting party. In such separate action, and for 
such purposes of inclusion in the Third Party Action, each party hereto expressly consents to the 
jurisdiction and venue of the court or other legal body in which such Third Party Action is pending 
and to the jurisdiction of the designated federal court within the County of New York, State of 
New York. 

 
17. ADDENDUM 

 
The following addendum is attached hereto and made a part hereof: 

 
A. ADDENDUM FOR THIRD PARTY/OPEN SOFTWARE APPLICATIONS 



© 2020 Thales DIS CPL USA, Inc. All Rights Reserved. 

Date: 03/09/2020 CCC Freemium Software License Agreement 
008-010056-009 

Page 11 

 

 

 
 

ADDENDUM A 
 

THIRD PARTY/OPEN SOFTWARE APPLICATIONS 
 
The Software contains certain third party software, including Open Source Software Components. 
You may find Open Source Software Components list and their associated license at the following 
address: https://supportportal.gemalto.com. In case third party software embedded in the Software 
should be mentioned, this information is located at the same address space. You may need a login 
password in order to be granted access to such list. Any use of the Open Source Software 
Components is subject to the applicable license agreements of the owners thereof. Licensee is not 
authorized to use any of the third party software in any way under this Agreement other than as 
components of the Software. Thales makes no representations or warranties with respect to the 
third party software. All third party software is subject to the provisions and conditions published 
by the owners thereof and Thales is not giving Licensee any assurances that such third party 
software may be used in any manner. If Licensee chooses to distribute or otherwise use the Open 
Source Software Components independent of the Software, Licensee is separately responsible to 
adhere to any applicable licenses issued by or available from the owners thereof. In any such case, 
there may be no reference whatsoever to Thales and all proprietary notices of or other references 
to Thales, Inc. must be removed from any resulting product. In no event shall Licensee state or 
imply that a derivative product Licensee created with the Open Source Software Components is 
produced by Thales, in association with, under license or other rights derived from or otherwise 
endorsed or supported by Thales. The hyperlinks listed below to the third party software licenses 
are those known to Thales as of the version date of this Agreement. 
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