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数据规模与复杂度已超越传统安全防护
机敏数据如今已成为现代企业的核心资产。它支撑客户信
任、数字化运营、数据分析和人工智能创新。然而，这些
数据日益分散在云平台、SaaS 应用、协作工具、分析环
境、文件共享和传统系统当中。

随着环境持续扩张，许多企业无法自信回答以下三个关键
问题：

•机敏数据目前位于何处？

•谁有权限访问这些数据？他们是否应当拥有访问权限？

•哪些风险漏洞会带来最大业务风险？

传统安全工具的设计，已经无法应对当前数据大量分散、
运营环境高度复杂化带来的挑战。

CipherTrust 数据安全态势管理（DSPM），通过持续发
现、智能风险分析、内置防护和集中式治理，帮助企业重
新掌控数据安全。

多数企业已经拥有可视化工具。企业当下眞正需要的是控
制权。

为何数据安全必须变革：
我们正处在网络安全新时代

安全风险环境的变化速度，已经超出很多企业现有的安全
运营模式。

•AI 加速数据风险：智能代理 AI（Agentic AI）与 AI 驱动
的分析应用，正在快速复制、转换并生成新的机敏数据
存储环境。企业如果无法保障数据全生命周期的可信度
与有效管控，就无法眞正信任基于这些数据产出的 AI 结
果。

•机敏数据无处不在：关键信息不再只存放于数据库。它
分散存储在云端、SaaS 平台、协作工具、数据湖和非托
管存储库中。

•董事会重视可量化成果：安全负责人越来越需要证明可
量化的风险降低成效，而不只是展示工具的部署落地。

•法规与数据主权愈发受到重视：全球隐私法规、数据本
地化要求以及各行业监管规范持续增加。

•工具泛滥造成运营效率低下：很多企业依靠相互独立的
工具，分别开展数据发现、访问治理、加密、合规以及
态势管理工作。

结果 
仅有可见性，无法落地行动；只有吿警，缺少修复；识别
到风险，却无人负责。

安全管理者面临的五大挑战

很多企业面临的不是可见性问题，而是管控问题。

1. 未知机敏数据：机敏数据存在于安全团队未监控的位
置，形成盲点与隐藏风险。AI 与智能代理 AI 系统快速普
及进一步加剧该挑战，这类系统会在云、SaaS、协作和 
AI 环境中生成、复制与使用机敏数据。

2. 过度访问权限：大量用户、第三方及服务账号，在超出
业务必要的前提下，持续保有机敏信息的访问权限。

3. 风险优先级排序能力不足：团队收到大量检测结果，但
无法针对会产生实际业务影响的风险做优先级划分。

4. 人工合规负担重：审计准备工作往往需要数周时间，从
多个分散、未集成的系统中收集佐证材料。

5. 防护存在漏洞：即便识别风险，若要应用加密、脫敏、
令牌化或策略变更，还需要不同团队与工具开展修复。

数据安全全新运营模式
CipherTrust DSPM
发现 | 分析 | 保护 | 管控

发现：在恶意攻击者之前定位关键信息 

持续发现并分类云、SaaS、数据库、文件共享与本地环境
中的结构化、非结构化机敏数据，确保所有关键信息淸晰
可见。您将获得：

•机敏数据完整实时淸单

•发现、分类并关联影子数据

•掌握关键数据的存储位置与流转路径

•摸淸各类环境下的数据访问主体

消除盲点，掌握关键数据存放位置。

Data Has Outgrown Traditional Security The Result
Sensitive data is now the core asset of the modern enterprise. It 
powers customer trust, digital operations, analytics, and AI innovation. 
Yet that same data is increasingly spread across cloud platforms, 
SaaS applications, collaboration tools, analytics environments, file 
shares, and legacy systems.

As environments expand, many organizations cannot confidently 
answer three critical questions:

• Where is sensitive data located today? 

• Who has access to it, and should they? 

• What exposures create the greatest business risk? 

Traditional security tools were not designed for this level of data 
sprawl and operational complexity.

CipherTrust Data Security Posture Management (DSPM) helps 
organizations regain command through continuous discovery, 
intelligent risk analysis, built-in protection, and centralized governance.

Most organizations already have visibility tools. 
What they need now is control.

Why Data Security Must Change:
We Are in a New Cybersecurity Era

The risk landscape has changed faster than many security operating 
models.

• AI is Accelerating Data Risk: Agentic AI and AI powered analytics 
initiatives are rapidly copying, transforming, and creating new 
sensitive data stores. If organizations cannot trust and control their 
data lifecycle, they cannot trust AI outcomes built on that data.

• Sensitive Data Is Everywhere: Critical information no longer lives 
only in databases. It now exists across cloud storage, SaaS 
platforms, collaboration tools, data lakes, and unmanaged 
repositories.

• Boards Expect Measurable Outcomes: Security leaders are 
increasingly expected to show measurable risk reduction, not 
simply tool deployment.

• Regulation and Sovereignty Are Rising: Privacy mandates, data 
residency requirements, and sector-specific regulations continue to 
grow globally.

• Tool Sprawl Creates Operational Drag: Many organizations 
rely on disconnected tools for discovery, access governance, 
encryption, compliance, and posture management.

Visibility without action. Alerts without remediation. Risk without 
ownership.

Five Challenges Security Leaders Face

Many organizations do not have a visibility problem; they have a 
control problem. 

1. Unknown Sensitive Data: Sensitive data exists in places security 
teams are not monitoring, creating blind spots and hidden 
exposure. The rapid adoption of AI and agentic AI systems 
accelerates this challenge by generating, copying, and consuming 
sensitive data across cloud, SaaS, collaboration, and AI 
environments.

2. Excessive Access: Too many users, third parties, and service 
accounts retain access to sensitive information beyond what is 
needed for business.

3. Limited Risk Prioritization: Teams are flooded with findings but lack 
clear prioritization of what creates material business risk.

4. Manual Compliance Burden: Audit preparation often requires 
weeks of collecting evidence from multiple disconnected systems.

5. Protection Gaps: Even when risk is identified, applying encryption, 
masking, tokenization, or policy changes can require separate 
teams and tools.

The New Operational Model for Data 
Security
CipherTrust DSPM

Discover | Analyze | Protect | Control

Discover: Find What Matters Before Bad Actors Do

Continuously discover and classify sensitive structured and 
unstructured data across cloud, SaaS, databases, file shares, and on-
prem environments so nothing critical remains hidden. You gain:

• A complete, real-time inventory of your sensitive data 

• Discover, classify, and contextualize shadow data

• Confidence in knowing where critical data resides and how it 
moves 

• Visibility into who is accessing your data across environments 

Eliminate blind spots and know where critical data resides. 



分析：聚焦核心风险 

关联数据敏感度、访问风险、漏洞、行为与业务背景，判
断哪些因素会产生眞实企业风险。您将获得：

 对潜在影响最高的风险进行淸晰排序并优先处置

•可追踪人为、非人为以及特定代理活动，例如过度共
享、数据泄露与异常访问行为

•深入了解过度访问、配置错误与攻击路径

•更快识别并响应安全漏洞

•更高效利用有限安全资源

减少无效吿警，将资源集中于潜在影响最大的风险。

保护：从风险检测到即时防护 

直接在平台上应用加密、令牌化、脫敏与基于策略的修复
措施，更快降低数据暴露风险。您将获得：

•高风险问题快速修复

•集成调查与取证工具，支持快速事件响应与数据安全事
件根因分析

•在最关键位置部署防护措施

•可审批的自动化工作流

•降低风险暴露与泄露带来的影响

高效快速降低风险暴露，减少泄露事件造成的损失。

管控：依托持续治理维持掌控力 

通过单一管控平台，跨混合环境管理访问权限、策略、密
钥、机密信息以及合规证据。您将获得：

•确保仅授权用户可以访问数据

•数据所在位置的策略执行保持一致

•云端与本地集中管控

•访问与防护状态随时可审计、可视化

伴随数据与环境的持续演变，保持常态化管控。

企业为何选择 CipherTrust DSPM
CipherTrust DSPM 内置风险修复能力，将风险可视化转化
为实际处置动作，安全团队不仅能够识别风险，还可快速
降低风险，无需依赖零散工具或手动流程。

CipherTrust DSPM 提供覆盖数据全生命周期的全面防护，
从风险发现到风险修复，并配套必要治理机制，弥补传统
单点解决方案短板，保障敏感数据在跨环境传输过程中始
终安全。CipherTrust 分析数据交互行为识别风险并完成优
先级排序，引导企业将时间与资源投入到可能造成重大影
响的风险项。

CipherTrust DSPM 在强化数据安全的同时，不干扰企业业
务运转；通过自动化加密、令牌化与访问控制降低数据暴
露风险，同时保障数据在分析、AI 以及日常运营场景的可
用性。例如，CipherTrust DSPM 能够找到未加密或者加密
强度不足的数据，并支持企业通过自动化管控应用合适的
加密强度。

除此之外，CipherTrust DSPM 通过持续保持审计就绪状
态，简化合规管理，让企业实时掌握机敏数据位置、防护
方式以及拥有访问权限的人员。 CipherTrust DSPM 提供审
计日志与报吿，企业可随时调取所需合规资料，持续做好
审计准备。

最后，它支持企业在混合云、多云环境实现统一管控，无
论数据存储在何处，均可强制执行策略、降低风险暴露、
落实治理。

可集成至您的数据安全与响应体系
 CipherTrust DSPM 能够对接现有安全与事件响应生态，包
含 SIEM 平台以及 ServiceNow 等工单系统，将数据风险洞
察转化为实际安全处置动作。通过把发现、风险分析和修
复工作流直接接入企业安全架构，企业可以加快事件响应
速度、自动化修复流程，缩短在混合云和多云环境中识
别、处置关键数据泄露所需的时间。

适用场景

•在混合资产环境发现未知机敏数据

•缩减关键数据的过度访问权限

•强化审计与监管合规准备

•保障智能代理 AI 与 AI 驱动分析的数据安全

•保护高价値监管数据与核心业务数据

部署灵活，性能不打折扣
在不放弃管控能力的前提下，完成安全现代化改造。

SaaS 部署

快速实现价値、降低运营负担、持续迭代创新、支持全球
扩展。

本地部署 / 混合部署

保障数据主权、满足内部信任与监管要求，各类部署模式
下功能保持一致。
 

Analyze: Focus on the Risks That Matter Most

Correlate data sensitivity, access exposure, vulnerabilities, behavior, 
and business context to prioritize what creates real enterprise risk. You 
gain:

• Clear prioritization of risks with the highest potential impact 

• The ability to track human, non-human, agent-specific activities, 
such as oversharing, exfiltration, and unusual access patterns

• Insight into excessive access, misconfigurations, and attack paths 

• Faster breach identification and response  

• Better use of limited security resources

Reduce noise and focus resources on risks with the highest potential 
impact. 

Protect: Move from Risk Detection to Immediate Protection

Apply encryption, tokenization, masking, and policy-based 
remediation directly from the platform to reduce exposure faster. You 
gain:

• Faster remediation of high-risks

• Integrated investigation and forensics tools that support rapid 
incident response and root cause analysis for data security events.

• Protection applied where it matters most

• Automated enforcement (with approvals) workflows

• Reduce exposure and breach impact

Minimize exposure faster and lower the impact of breaches.

Control: Stay in Control with Continuous Governance

Govern access, policies, keys, secrets, and compliance evidence 
across hybrid environments from one control plane. You gain:

• Confidence that only the right users have access

• Consistent policy enforcement everywhere data lives

• Centralized control across cloud and on-premises

• Audit-ready visibility into access and protection

Sustain control as data and environments evolve.

Why Organizations Choose CipherTrust 
DSPM
CipherTrust DSPM transforms visibility into action with built-in 
remediation, enabling security teams to not only identify risk but also 
reduce it quickly, without relying on disconnected tools or manual 
processes.

By delivering protection across the full data lifecycle, from discovery 
through remediation and with the governance needed for control, 
it closes the gaps left by traditional point solutions and helps ensure 
sensitive data remains continuously secured as it moves across 
environments. CipherTrust analyzes data interactions to identify risks 
and then prioritizes them, guiding the organization on where to spend 

its time and resources to address the risks with the highest potential 
impact first. 

CipherTrust DSPM protects data without slowing the business by 
applying automated encryption, tokenization, and access controls 
while preserving usability for analytics, AI, and operations. For 
example, CipherTrust DSPM can find unencrypted data or data with 
weak encryption and then allow the organization to use automated 
control to apply the right level of encryption. 

It also simplifies compliance through continuous audit readiness, 
providing real-time evidence of where sensitive data resides, how it is 
protected, and who can access it. CipherTrust DSPM provides audit 
logs and reporting, allowing organizations to have the compliance 
information they need at their fingertips and empowering them to 
always be audit-ready. 

Finally, it gives organizations consistent control across hybrid and 
multi-cloud environments, enabling them to enforce policies, reduce 
exposure, and maintain governance wherever data lives. 

Integrate into Your Data Security and 
Response Stack.
CipherTrust DSPM integrates with existing security and response 
ecosystems, including SIEM platforms and ticketing systems like 
ServiceNow, to turn data risk insights into operational action. By 
connecting discovery, risk analytics, and remediation workflows 
directly into the customer’s security stack, organizations can accelerate 
incident response, automate remediation processes, and reduce the 
time required to identify and resolve critical data exposures across 
hybrid and multi-cloud environments.

Ideal Use Cases

• Discover unknown sensitive data across hybrid estates

• Reduce excessive access to critical data 

• Strengthen audit and regulatory readiness

• Secure agentic AI and AI-powered analytics data initiatives 

• Protect high-value regulated and business-critical data

Deployment Flexibility without 
Compromise
Modernize security without surrendering control.

SaaS Deployment

Fast time to value, lower operational burden, continuous innovation, 
and global scalability.

On-Premises / Hybrid

Maintain sovereignty, support internal trust and regulatory 
requirements, and consistent capabilities across deployment models.



为什么选择泰雷兹？ 
CipherTrust DSPM 承袭泰雷兹数十年保护全球关键系统、数据与基础设施的领先经验。

从全球银行、医疗机构，到政府部门、制造业以及强监管企业，各类机构在零容错场景下都信赖泰雷兹。

唯有泰雷兹，将新一代 DSPM 创新技术，结合加密、密钥管理、令牌化、活动监控与风险分析领域成熟深厚的技术优势，
帮助企业降低数据风险，同时维持对机敏信息的管控。

依托服务全球大型企业的规模能力，以及适配数据主权、数据本地化与法规要求的灵活性，泰雷兹打造可信赖平台，助力
企业应对当下日趋复杂的全球 IT 环境。
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泰雷兹优势

多数 DSPM 供应商仅帮助您了解风险 CipherTrust DSPM 帮助您降低风险

 •侧重周期性发现与分类
•事件淸单，无优先级排序
•吿警数量过多
•需要手动修复
•依赖独立防护工具

结语
CipherTrust DSPM 帮助企业摆脫碎片化工具以及仅展示态势信
息的仪表盘，实现可量化的风险降低。

它融合持续发现、智能优先级排序、内置防护与集中管控，让
安全负责人能够全面管理跨云、SaaS、AI 以及混合环境中的机
敏数据。
多数供应商可以帮您识别数据风险。 泰雷兹能够帮您规避
风险。

借助 CipherTrust DSPM，重新掌控机敏数据。

关于泰雷兹
泰雷兹是网络安全领域全球领导者，致力于帮助企业、政府及
全球高可信组织，以最高投资回报率大规模保护核心应用、机
敏数据、身份与软件。我们拥有超过 30,000 家客户，其中包含 
58% 的《财富》世界 500 强企业，解决方案已部署在全球 148 
个国家。依托创新服务与集成平台，泰雷兹助力客户洞悉风
险、抵御网络威胁、弥补合规缺口，每天为数十亿消费者提供
可信数的字化体验。

•持续发现与分类
•基于情报做优先级排序
•内置防护能力
•集中式治理
•搭建于成熟的泰雷兹数据安全平台之上
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Why Thales 
CipherTrust DSPM is backed by decades of Thales leadership in protecting the world’s most critical systems, data, and infrastructure.

Organizations trust Thales when failure is not an option—from global banking and healthcare to government, manufacturing, and highly regulated 
enterprises.

Only Thales combines modern DSPM innovation with proven leadership in encryption, key management, and tokenization along with leadership in 
activity monitoring and risk analytics to help organizations reduce data risk while maintaining control of sensitive information.

With the scale to support the world’s largest enterprises and the flexibility to meet sovereignty, residency, and regulatory requirements, Thales 
delivers a trusted platform built for today’s complex global environments.

The Thales Advantage

Most DSPM Vendors Help You Understand Risk CipherTrust DSPM Helps Your Reduce Risk

• Periodic discovery & classification focused 

• List of events without prioritization 

• Alert heavy

• Manual remediation 

• Separate protection tools required

• Continuous discovery & classification focused

• Intelligence-powered prioritization

• Built-in protection

• Centralized governance

• Built on proven Thales data security platforms

Conclusion 
CipherTrust DSPM helps organizations move beyond fragmented tools 
and posture-only dashboards to measurable risk reduction.

By combining continuous discovery, intelligent prioritization, built-in 
protection, and centralized control, it gives security leaders complete 
command of sensitive data across cloud, SaaS, AI, and hybrid 
environments.

Most vendors help you understand data risk. 
Thales helps you remediate risk.

Regain Control of Sensitive Data with CipherTrust DSPM 

About Thales
Thales is a global leader in cybersecurity, helping businesses, 
governments, and the most trusted organizations in the world protect 
critical applications, sensitive data, identities, and software anywhere, 
at scale — with the highest ROI. With more than 30,000 customers, 
including 58% of the Fortune Global 500, our solutions are deployed 
in 148 countries around the world. Through our innovative services and 
integrated platforms, Thales helps customers achieve better visibility 
of risks, defend against cyber threats, close compliance gaps, and 
deliver trusted digital experiences for billions of consumers every day.


