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SafeNet Trusted Access and SailPoint

IGA Solutions

Protecting and streamlining your IAM Environment

Securing your IAM Environment

Today's organizations are constantly under the threat of social
engineering and phishing attacks which result in compromised user
identities and lead to costly security breaches. Thales and SailPoint
work fogether to offer a complete Identity & Access Management
(IAM) solution for enterprises aspiring fo modernize their identity
frameworks. Together, Thales and SailPoint allow organizations to
manage and secure applications, both SaaS and on-prem, while
simplifying compliance and achieving productivity and efficiency in
identity management.

|[dentity Governance and Access
Management: Better logether

Securing identifies and ensuring secure and convenient access

fo resources is a crucial component of @ modern IAM approach.
Stolen user identifies can have real consequences, as they provide
unfettered access to an organization. To protect themselves
organizations must implement robust identity management to ensure a
secure, complionf, and efficient environment.

The identity life cycle is comprised of two distinct functions, Identity
Govemance & Administration (IGA) and Access Management (AM).
The purpose of IGA is to manage and monitor digital identities and
automate assignment of access rights. Once the IGA framework has
established the digital identity and its entilements, AM enforces the
access rights to resources and defines authentication requirements.

The best profection against the use of stolen or otherwise
compromised credentials is strong adaptive access controls and multi-
factor authentication that block attackers without disrupting legitimate
users. SafeNet Trusted Access infegrates easily with SailPoint to
provide an elegant solution that balances security and usability to
profect all user accounts from misuse at the identity perimeter while
enhancing reporting and visibility for governance and compliance.

Highlights
Centralized Visibility

o Detect inappropriate access, policy violations or weak
controls that put your organization at risk

Fast and Efficient Access

o Timely and frictionless access to business resources
increases productivity, reduces workload at helpdesk
without compromising security or compliance

Simplified Strong Authentication

o Automated workflows provide flexible, context-based
authentication options to secure users mitigating the
reliance on passwords

Protect Everything

o Extend single-sign-on authentication to the SailPoint
solution and other cloud applications, enabling
centralized, secure access with a protected identity
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How the Joint Solution \WWorks

SafeNet Trusted Access integrates with the SailPoint platform to
allow businesses to scale securely in the cloud, simplify compliance,
and secure the access point.

Scale securely in the cloud

SafeNet Trusted Access enforces access policies and authentication
for SailPoint entiflements and other lifecycle events: For example,
when SailPoint defines entiflements and propagates them to the user
direcfory, SafeNet Trusted Access friggers an automated workflow of
adaptive access policies to enforce the right access policy for the user

when they log onto a given application.
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Simplify compliance

SafeNet Trusted Access integrates directly with SailPoint to allow
for automated discovery of access events. SailPoint compiles this
information into ifs reporting to ensure compliance with corporate
policies and regulations.
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Security at the access point

Identity

Governance

SafeNet Trusted Access enforces access policies and the
appropriate level of authentication to admins accessing the SailPoint
consoles, protecting them from unauthorized access and reducing
the risk of data breach.
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Key Benefits

Together, SafeNet Trusted Access and SailPoint identity governance
solutions offer enterprises the ability to improve governance through
granular reporting, apply access controls to cloud applications

and protect SailPoint at the access point, ensuring only authorized
admins can log onfo the solution. By leveraging the best in class
Identity Governance and Access Management, organizations can
centrally manage the identity lifecycle and access security for their
cloud environments.

About SailPoint

SailPoint, the leader in identity management, delivers an innovative
approach to securing access across the enterprise with the SailPoint
Predictive™ platform. With SailPoint, enterprises can ensure that
everyone and everything has the exact access they need, exactly
when they need it, intuitively and automatically.

About Thales Access Management

Thales's industry-leading Access Management and Authentication
solutions let enterprises centrally manage and secure access to
enterprise IT, web, and cloud-based applications. Utilizing policy
based SSO and universal authentication methods, enterprises can
effectively prevent breaches, migrate to the cloud securely and
simplify regulatory compliance.

About Thales

The people you rely on to protect your privacy rely on Thales to
profect their data. When it comes to data security, organizations are
faced with an increasing number of decisive moments. Whether the
moment is building an encryption strategy, moving to the cloud, or
meeting compliance mandates, you can rely on Thales to secure
your digital transformation.

Decisive technology for decisive moments.
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