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Product Characteristics

SafeNet IDPrime 3940 FIDO
Smart Card NFC ) THALES

IDPrime Fido R

Microsoft Intelligent
ecurity Association

Memory

Standards

Operating systems

Cryptographic algorithms

Communication protocols

Other features

Chip characteristics

SafeNet IDPrime 3940 is based on a 400 KB Java Flash memory chip. A standard
SafeNet IDPrime 3940 FIDO comes with 20 key containers.

The memory available for certificates and other applets & data in this standard
configuration is 73 KB.

BaseCSP minidriver (SafeNet minidriver)

Global Platform 2.2.1

Java Card 3.0.4

ISO 7816 and ISO 14443

FIDO 2.0 and U2F certifications

FIDO application supported in Windows 10 and other FIDO compliant
operating systems.
Standard PKI application supported on Windows, MAC OS X and Linux

Hash: SHA-1, SHA-256, SHA-384, SHA-512.

RSA: up to RSA 4096 bits

RSA OAEP & RSA PSS

P-256 bits ECDSA, ECDH. P-384 & P-521bits ECDSA, ECDH are available via a

custom configuration

On-card asymmetric key pair generation (RSA up to 4096 bits & Elliptic curves up
to 521 bits)

Symmetric: AES—For secure messaging and 3DES for Microsoft Challenge/
Response only

T=1, T=0, PPS, with baud rate up to 446 Kbps at 3.57 MZ (TA1=97h)

T=CL, I1SO 14443 type A, with speed up to 848 Kbps

Onboard PIN Policy

Mulii-PIN support

SafeNet IDPrime family of cards can be customized (card body and programming)
fo fit customers’ needs.

Technology
Lifetime

Certification
Security

Embedded crypto engine for symmetric and asymmetric cryptography

Minimum 500,000 write /erase cycles
Data retention for minimum 25 years

CC EAL6+

SafeNet IDPrime smart cards include multiple hardware and software
counfermeasures against various atfacks: side channel aftacks, invasive attacks,
advanced fault attacks and other types of attacks.

The SafeNet IDPrime 3940 FIDO is both CC EAL5+ / PP Java Card certified for
the Java platform and CC EALS+ / PP QSCD certified for the combination of Java
platform plus PKI applet, is elDAS qualified for both eSignature and eSeal, and
qualified by the French ANSSI.



Product Characteristics SafeNet eToken FIDO

Memory « 80K

Standards o APl and Standards Support: FIDO 2.0 and U2F

Operating systems o FIDO application supported in Windows 10 and other FIDO compliant operating
systems

Dimensions o 6mm*8mm*40.5mm

Operating Temperature « 0°Cto70° C(32°Fto 158° F)

Storage Temperature o -40° Cto 85° C (-40° Fto 185° F)

Humidity Rating » 0-100% without condensation

Water Resistance Certification o IPX7 - IEC 529 -

USB Connector o USB type A; supports USB 1.1 and 2.0 (full speed and high speed)

Casing o Hard molded plastic, tamper evident

Memory data retention + Atleast 10 years

Memory cell rewrites o Atleast 500,000

SafeNet IDPrime 3940 FIDO/ SafeNet eToken FIDO is compatible with Microsoft Azure Active Directory accounts.
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