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Introduction
Cybercrime is recognized by the U.S. federal government as being 
a major threat to economic and national security. Indeed, numerous 
cyber-attacks carried out in recent years have been aimed at 
government and state bodies. At the frontline of crime prevention, 
law enforcement agencies are vulnerable to network vulnerabilities, 
threats, and events which could undermine their professional abilities. 

To ensure that law enforcement agents 
operate in a secure environment, the 
Criminal Justice Information Services 
Security Policy (CJIS-SP) defines 
requirements of timely availability 
of shared information and data 
confidentiality. The CJIS-SP must be 
adhered to by any organization that 
exchanges criminal records, including all 
local, state, and federal agencies that access and handle criminal 
justice information through its lifecycle—from creation through 
dissemination, whether at rest or in transit.

CJIS Authentication Requirements 
To become compliant with CJIS-SP, law enforcement agencies need 
to implement advanced authentication (section 5.6.2.2) for cases 
where the risk of unauthorized access is high. In order to successfully 
pass the triennial compliance and security audits by the FBI CJIS 
Division, CJIS-SP provides a list of advanced authentication methods 
that agencies can implement. Below are some guidelines that provide 
insight into how to select the advanced authentication method that is 
most appropriate to your agency.

Benefits
• Fully automated — Reducing the time and cost of provisioning, 

administration, and management of users and tokens. 

• Widest token choice — Hardware, software, SMS, 
certificate/ PKI-based and passwordless authentication solutions 
accommodate multiple use cases and risk levels. 

• Low TCO — Reducing the total cost of operation compared to 
traditional strong authentication environments. 

• Scalability — A comprehensive solution prepared for growth 
and evolving needs based on the rapid changes in the threat 
landscape.

Choosing an Advanced Access 
Management and Authentication 
Solution
Consider a solution that offers a choice of 2FA (two-factor 
authentication methods) 

An access management and authentication solution that offers a 
range of multi-factor authentication (MFA) methods and form factors 
allows organizations to address different levels of assurance. It also 
lets law enforcement officers choose their authentication method 
depending on their user preferences and security needs.

Consider a solution that will allow you to meet CJIS 
schedules in a timely manner 

Service-based solutions that do not require extensive infrastructure 
investments allow agencies to shorten time to deployment 
considerably. Moreover, service-based solutions offer scalability and 
flexibility from a budget and user management perspective.

Consider a solution that meets TCO expectations 

There are several factors that lower the overall implementation and 
running costs of an access management and authentication solution: 

• Automated management workflows: Access management 
and authentication solutions that offer automated provisioning and 
automated workflows typically require lower management 

• Self-service portals: Offering comprehensive self-service 
functions to end users lowers help desk costs by allowing them to 
manage ongoing administrative tasks themselves. 

• Service-based delivery: Service-based solutions eliminate 
infrastructure investments and maintenance costs, significantly 
lowering the total cost of operations and ownership.



About Thales’ Access Management 
and Authentication Solutions for CJIS 
compliance 
SafeNet Trusted Access solution enables law enforcement agencies 
to meet the CJIS Security Policy for advanced authentication with a 
fully automated strong authentication solution that can be delivered as 
a cloud-based service or installed in a local data center. 

SafeNet Trusted Access addresses numerous use cases, assurance 
levels, and threat vectors with unified, centrally managed policies— 
managed from one authentication back end delivered in the cloud or 
on-premises. 

SafeNet Trusted Access offers fully automated provisioning, and 
user and token administration, significantly reducing management 
overhead and investments compared to traditional authentication 
solutions. SafeNet Authentication Solutions support the broadest 
range of authentication methods and form factors—all of which meet 
the CJIS requirement for advanced authentication.

Supported Authentication Methods 
• OTP Push 

• OTP Software

• OTP Hardware 

• Pattern-based Authentication 

• Out-of-band via email and SMS text messages 

• Password 

• Kerberos 

• Google Authenticator 

• PKI Credentials 

• Passwordless Authentication 

• Biometric 

• 3rd Party

Easily extend MFA to cloud apps 
SafeNet Trusted Access Management AND multi-factor 
authentication in One 

With SafeNet Trusted Access, businesses get the best of both 
worlds—a broad range of authentication methods combined with 
intuitive cloud-based access management and single sign on (SSO). 

SafeNet Trusted Access easily lets you apply the multi-factor 
authentication methods deployed for VPNs to cloud and web-based 
applications. By federating your cloud apps via SAML or OIDC and 
applying the same authentication methods to both VPNs and cloud 
apps, organizations are able to achieve consistent access security 
across their IT ecosystem. 
 

About Thales’ SafeNet Access 
Management and Authentication 
Solutions 
Thales’ industry-leading Access Management and Authentication 
solutions let enterprises centrally manage and secure access to 
enterprise IT, web and cloud-based applications. Utilizing policy-
based Single Sign-On (SSO) and universal authentication methods, 
enterprises can effectively prevent breaches, migrate to the cloud 
securely and simplify regulatory compliance.

About Thales 
Today’s businesses and governments depend on the cloud, data 
and software to deliver trusted digital services. That is why the 
most recognized brands and organizations around the world, rely 
on Thales to help them protect sensitive information and software 
wherever it is created, stored or accessed – from the cloud and data 
centers to devices and across networks. As the global leader in data 
security, identity & access management, and software licensing, our 
solutions enable organizations to move to the cloud securely, achieve 
compliance with confidence, create more value from their software 
and deliver seamless digital experiences for millions of consumers 
every day.

Enhance your organization’s security posture  
and meet CJIS requirements with Thales.

Contact us – For all office locations and contact information, please visit cpl.thalesgroup.com/contact-us
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