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Orchestrating the heart of your Identity Fabric

Identity orchestration, with enterprises dealing with a host of different platforms and vendor solutions, has become critical to streamlining your
Identity Security Strategy. It unifies different IAM systems across your infrastructure working with multiple applications, enabling organizations to
manage user access and security from one central control point.

The Thales OneWelcome Identity Orchestrator (IO) is a next-gen Visual Orchestration tool that acts as the central engine of an Identity Fabric,
moving organizations away from siloed, product-centric deployments toward a more connected, risk-aware system of systems that can compute
dynamic decisions based on all available contextual signals. As a cloud-based component, IO provides a visual interface and execution engine to
manage complex interactions across B2C, B2B, and gig worker markets.
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Design and run the ultimate digital journey

Modern users demand frictionless experiences for critical tasks such as account setup, login, and password resets. Identity Orchestrator (IO)
provides a generalized, stand-alone no-code visual designer and runtime engine for process modelling and interaction management. It allows
organizations to coordinate interoperability across their entire identity environment, fransforming complex infegrations info quick, lightweight
processes. |O changes the narrative by freafing identity as a sfrafegic business enabler rather than a technical compliance requirement.



Key Features

* Visual No-Code Designer: A drag-and-drop framework that allows you implement dynamic user journeys across all phases of the identity
lifecycle, including onboarding, authentication, and authorization.

* Modular Orchestration Elements: Leverage three levels of design: low-level nodes (e.g., Ul forms, APl requests), libraries for recurring
high-level components, and pre-canned flows for common scenarios.

* Lifecycle and JML Automation: Automate Joiner-Mover-leaver [JML) events to ensure users always have the correct level of access at the
right time while minimizing manual effort and risk.

* API-Level Coordination: Sireamline third-party solution interoperability and orchestrate real-time data replication across external sources like
CRM and back-office systems.

/\  Orchestration - Registration Flow

Flow allowing the user to complete the domain registration. The user can choose a username and password for access
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|dentity Orchestrator Benefits

* Accelerated Time-to-Market: Speed up deployment and reduce costs by using off-the-shelf functional steps and an ergonomic, intuitive
user interface.

* Reduced Integration Complexity: Model your functional requirements info actual implementations without extensive coding, reducing the
burden on technical teams.

* Operational Agility: Version control features allow you to create new flow versions with a single click, enabling rapid testing and easy
restoration of previous iterations.

* Full Transparency and Auditability: Administrators can access detailed dashboards and logs for complete traceability of “who did what
and when".

¢ Staging and Promotion Ease: Simple export and import capabilities allow you to promote approved flows between test, staging, and
production environments seamlessly.
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Grow your business with Identity Orchestration from Thales

¢ Improve Conversion: Aftract and retain users by orchestrating frictionless enrolment experiences that adjust dynamically tailored
registration forms.

Future-Proof Infrastructure: Seamlessly connect legacy IAM with modern identity services, ensuring flexibility across cloud, hybrid, and
on-premises environments.

Enhance Security and Trust: Deploy risk-aware, orchestrated architectures that balance usability with high-level security requirements.

Lower Total Cost of Ownership (TCO): Reduce the cost of maintaining customizations and integrations through a unified, low-code
management engine.

IO improves agility, security, and user experience across diverse digital ecosystems — giving you confidence in securing your digital-front door:
Identity.

To learn more, visit thalesgroup.com /iam

About Thales

Thales is a global leader in cybersecurity, helping businesses, governments, and the most trusted organizations in the world protect critical
applications, sensitive data, identities, and software anywhere, at scale — with the highest ROI. With more than 30,000 customers, including
58% of the Fortune Global 500, our solutions are deployed in 148 countries around the world. Through our innovative services and infegrated
platforms, Thales helps customers achieve better visibility of risks, defend against cyber threats, close compliance gaps, and deliver trusted
digital experiences for billions of consumers every day.
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