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Get ready for quantum

Quantum computing will eventually undermine widely used public-
key encryption. For organizations with long confidentiality horizons,
the "harvest now, decrypt later (HNDL)" risk means encrypted traffic
captured today may be exposed in the future when cryptographically
relevant quantum computers arrive.

Prepare for Post Quantum Cryptography (PQC) by creating a
trusted environment fo test quantum-safe approaches and understand
performance, interoperability, and operational impacts across your
infrastructure.

NIST has now published the first post quantum cryptography
standards (FIPS 203 /204 /205). Guidance and timelines are also
emerging across jurisdictions. Starting testing and planning now helps
reduce disruption when ecosystem readiness accelerates.

Secure data-in-motion with a network
encryption solution for POC with a

built in crypto-agile architecture

Why POC now?

Transforming current cryptography methods to PQC takes significant
fime and the best sirategy is fo prepare now. By getting a head start,
you'll minimize disruption for your organization and your cusfomers,
reduce costs and risks, and ensure business continuity during the
transformation. It also positions your organization to respond quickly
as PQC standards and guidance continue fo mature. In the meantime,
it's wise to start now with interim solutions like using longer symmetric
key lengths, or out-of-band keys. These measures can be implemented
now fo reduce exposure and help ensure you're ready to adopt PQC
in a controlled way as ecosystem readiness accelerates.
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Take the first step with the
POC Starter Kit

The PQC Starter Kit with Thales High Speed Encryptors (HSE) is a
practical way fo stand up a quantum-safe fest environment. It helps
teams validate architecture choices by simulating data flows using
post-quantum cryptography options, out-of-band keys, and optional
entropy or QKD capabilities in a safe lab setting. In this PQC lab,
you can simulate running your applications, transferring data, etc.
with post-quantum cryptography and entropy, helping you validate
architecture . By preparing today, you'll be creating a plan of action
fo ensure operations can fransition smoothly.

Easily set up your quantum-safe test environment with:

v Pre-implemented NIST Post-Quantum algorithms (aligned
to NIST standardization)

v Out of band key management, NIST approved KDF
method

v Optional Quantum Key Distribution via ETSI eQKD v14.01

v Optional QRNG (Quantum random number generation)
or External Entropy Source (BYOE—Bring your own
encryption)

What's included in the
HSE POC Starter Kit

The starter kit is made up of fully featured HSEs which can be
dropped into a production environment fo provide additional security
and improved performance to existing nefworks.

* 3 HSE network encryption appliances selected from the
Thales HSE portfolio

° CN4010/CN4020: up to 1 Gbps Network Encryptors,
certified, high-performance, small form factor ideal for remote
locations such as CNI, SCADA, voice /video

° CN6010: 1Gbps Network Encryptors, rack-mountable, fully
redundant robust design, ideal for private networks and data
centers

o CN6140: Up to 4x10 Gbps Network Encryptors, 4
independent encryption channels for scale, supports high
scalability and multi-link networks

* CM7 Network Manager — Encryption management
platform (downloadable from customer portal)

* Recommended additions
o Power Cords (CN600O series models)
o Transceivers (Specifically for the CN6000 and CN4020 units)
° Maintenance and support

° Remote install and configuration

© Thales - March 2026 « AC.VQ


https://cpl.thalesgroup.com/encryption/post-quantum-crypto-agility/hse-starter-kit
https://cpl.thalesgroup.com/encryption/post-quantum-crypto-agility/hse-starter-kit

