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CHAPTER 1: Introduction

Introduction

This document is intended to guide administrators through the steps for Open PGP and Luna HSM integration,
and also covers the necessary information to install, configure and integrate Open PGP with SafeNet Luna
Hardware Security Modules (HSMs).

The Luna HSMs integrates with the Open PGP to provide significant performance improvements by off-loading
cryptographic operations from the Server to the Luna HSMs. In addition, the Luna HSMs provides extra security
by protecting the private keys within a FIPS 140-2 certified hardware security module.

Pretty Good Privacy (PGP) is a data encryption and decryption computer program that provides cryptographic
privacy and authentication for data communication. PGP is often used for signing, encrypting, and decrypting
texts, e-mails, files, directories, and whole disk partitions and to increase the security of e-mail communications.
It was created by Phil Zimmermann in 1991.

PGP and similar software follow the Open PGP standard (RFC 4880) for encrypting and decrypting data.

This guide provides instructions for setting up a small test lab with Open PGP running with Luna HSM for
securing the private keys. It explains how to install and configure the software that is required for setting up an
Open PGP while storing private key on Luna HSM.

3rd Party Application Details

=  Symantec Encryption Desktop Win32-10.3.0
= Symantec Encryption Desktop Win64-10.3.0
= PGP Command Line-10.3.0.214

=  Symantec Encryption Desktop Win64-10.3.2
= PGP Command Line-10.3.2.12268

You can download the PGP Software’s from Symantec Support site:
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Supported Platforms

The following platforms are supported for Luna HSM:

Operating System SafeNet Luna HSM Encryption Desktop PGP Command Line
Windows Server 2008 (32 | Luna SA v5.1 (32 bit) Win32-10.3.0 10.3.0.214 (32 bit)
bit)

Windows Server 2008 R2 | Luna SA v5.1 (32 bit) Win64-10.3.0 10.3.0.214 (32 bit)
Windows Server 2008 R2 | Luna SA v5.2.1 (32 hit) Win64-10.3.2 10.3.2.12268 (32 bit)

g NOTE: We cannot use 64 bit PGP Command Line and 64 bit Symantec
Encryption Desktop with Luna CSP because Encryption Desktop (both 64 and 32
bit) uses only 32 bit Luna CSP to create a key-ring that is accessible by 32 bit
Command Line only. So we cannot use 64 bit Encryption Desktop and 64 bit
Command Line together with Luna CSP.

HSM and Firmware Support

We did this integration with the following:
= Luna SA fiw 6.2.1 with Luna Client s/w v5.1 (32 bit)
= Luna SA f/iw 6.10.1 with Luna Client s/w v5.2.1 (32 bit)
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CHAPTER 1: Introduction

Luna SA Setup

Please refer to the Luna SA documentation for installation steps and details regarding configuring and setting
up the box on Windows operating systems. Before you get started ensure the following:

Luna SA appliance and a secure admin password

Luna SA, and a hostname, suitable for your network

Luna SA network parameters are set to work with your network

Initialized the HSM on the Luna SA appliance.

Created and exchanged certificates between the Luna SA and your Client system.

Created a partition on the HSM, remember the partition password that will be later used by Open PGP.

Register the Client with the partition. And run the "vtl verify" command on the client system to display a
partition from Luna SA. The general form of command is “C:\Program Files\LunaSA\vtl verify” for
Windows.

Enabled Partition "Activation" and "Auto Activation" (Partition policy settings 22 and 23 (applies to Luna
SA with Trusted Path Authentication [which is FIPS 140-2 level 3] only).

Open PGP Setup

You should familiarize yourself with Open PGP. Refer to the Symantec Encryption Desktop and PGP Command
Line documentation for more information to install and pre-installation requirements.

Symantec Encryption Desktop and PGP Command Line must be installed on the target machine to carry on with
the integration process. This guide will use to setup a small lab for testing purposes that uses the following:

Windows machine, which will become a Domain Controller and Certification Authority.

Windows machine, which is used to setup PGP.

@ NOTE: We can install the domain controller and CA on different machines
depends upon the requirement. For testing purpose we installed the Domain
Controller and CA on same machine. If you are installing PGP on different
machine then it must be joined in to the domain.

Before you install

1. CSP must be installed on the system in a separate step following completion of the main Luna SA Client

software installation.

Open the command prompt and Traverse to

C:\Program Files\LunaSA\CSP (for Luna Client 5.1)

C:\Program File\SafeNet\LunaClient\win32\CSP (for Luna Client 5.2.1 onwards)
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CHAPTER 1: Introduction

3. Run the register.exe and provide the Luna SA partition password when prompt, to register the partition
to use with CSP.

Administrator: Commmand Prompk

C-Program Files~LunaSA~CSP>register.exe
register vi_B.8—ael

Safenet Inc. LunaCE8FP. Partition Registration
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that will use
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Apartition sstrongprotect
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to strongly protect the registered challengest?

This

procedure is

a destructive procedure and will completely r»eplace any previo

usz settingsTt?
Do you wish
Do you want to register

to continue?:

Ly~ nly
the partition named

fparte* Ty nl:

u

Enter
Success

challenge for

partition ‘paprth’ o e
registering the ENCRYPTED challenge for

Only the LunaCSP will be able to use this

datat

partition

Tparth=1* .

Registered 1 partition<s?» for use by the LunaCSP?

CcwProgram Files“LunaSA~CSP>__

4. Run the “register.exe /I” to list the Luna CSPs

mmand Prompt

C:sProgram FilessLunaSAsCSP>register.exe -1

register vil.B.8-ael

Success registering SOFTWARE“MicroszoftsCryptographysDefaultssProvider~Luna enhan
ced RSA and AES provider for Microsoft Windows ¢

Success registering SOFTWARE“MicroszoftsCryptographysDefaultssProvider~Luna Cruypt
ographic Services for Microsoft Windows ¢

Success regisztering SOFTWARE“MicroszoftsCryptographysDefaultssProvider~Luna SChan
nel Cryptographic Services for Microsoft Windows ¢

C:~Program Files“LunaSA~CSP>_
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CHAPTER 2: Integrating Open PGP with Luna (v5.1)

Integrating Open PGP with Luna (v5.1)

To set up Luna HSM for Symantec Encryption Desktop and PGP Command Line, kindly perform the following
steps:

To set up Luna SA for Active Directory Certificate Services, kindly refer the Microsoft Active Directory Certificate
Services Integration Guide with Luna SA.

1. Configuring the CA to issue PGP User Certificate

Configuring a CA to create a certificate template and issuing properties for PGP user certificate.
1.1 Configuring certificate templates for your test environment
a) Log on to system as a domain administrator.
b) From the Start menu, select Run.
c) Inthe Run dialog, type mmc and click OK.
d) Inthe mmc console that appears, select File > Add/Remove Snap-in...

e) Inthe Add or Remove Snap-Ins dialog box, find the Certificate Templates snap-in (under the Available
shap-ins section) and select it.

f) Click Add, and then click OK.

g) Under Console Root, expand the Certificate Templates snap-in. Listed in the middle section will be all
the available certificate templates that you can make your CA issue.

h) Scroll down the list until you locate the User template, right-click and click Duplicate Template.
i) Select Windows Server 2003 Enterprise and click OK.
i) Inthe pop-up dialog that appears, click the General tab.

k) Enter the Template Display Name for example PGP User here and select Publish Certificate in Active
Directory.

[) Click the Request Handling tab.
m) Click on CSPs and select Request can use any CSP available on subject’'s computer.
n) Click OK to close the window.

o) Click the Subject Name tab.
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p)
a)
r

t)

1.2
a)
b)

d)

e)

f)

9)
h)

)

Uncheck E-mail name in subject name and E-mail name check boxes.
Click the Security tab.

Add and provide the Read and Enroll permissions to the following:

e Authenticated Users

e  Administrator

For Domain Admins and Enterprise Admins, make sure that Read, Write, and Enroll check boxes are
ticked.

Click Apply and then OK.

Configuring the CA to support the PGP certificate template

Log on to system as a domain administrator.

From the Start menu select Control Panel > Administrative Tools > Certification Authority.

In the console tree (left-hand section), expand the CA. (It has a computer and a green tick next to it.)

In console tree of the Certification Authority snap-in, right-click Certificate Templates, and then click
New Certificate Templates to Issue.

In Enable Certificates Templates, select the PGP User template and any other certificate templates you
configured previously, and then click OK.

Open Certificate Templates in the Certification Authority and verify that the modified certificate
templates appear in the list.

Log on to system as a domain administrator.
From the Start menu, select Run.

In the Run dialog, type certmgr.msc and click OK. If you are using 64 bit OS then open the certmgr.msc
from the location “C:\Windows\SysWow64".

In the mmc console that appears, right click on the Personal folder and select All Tasks -> Request New
Certificate...

Click Next, Select Active Directory Enrollment Policy and then click Next. It will show you the certificate
template you have configured, i.e. PGP User

Click on Details and then Properties.
Certificate Properties window will open and select the Subject tab.

Select Common Name under Subject Name and provide the fully qualified domain name for the
computer on which you are installing the certificate in the Value field and click Add. Repeat the same
step for adding more values.

Click on General tab and provide the Friendly Name. For example PGP User.

Click on Private Key tab, and verify that Luna Cryptographic Services for Microsoft Windows must be
selected under the Cryptographic Service Provider.
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CHAPTER 2: Integrating Open PGP with Luna (v5.1)

k) Click on Certificate Authority tab, and make sure that Enterprise Root CA is selected.

[) Click Apply and then OK.

m) Select PGP User certificate template or the certificate template you have configured, and click Enroll.
n) It will take some time to enroll, when enrollment succeeded, click Finish.

0) Make sure that certificate is now available in the Personal -> Certificate store.

p) Double click on the certificate and see that “You have a private key that corresponds to this certificate”.

Certificate |

General | Details | Certiication Path |

ﬁ Certificate Information

This certificate is intended for the following purpose(s):

* Proves your idenkity to a remobe computer
* Prokects e-mail messages
* Ollows data on disk to be encrypted

Issued to:  Administrator

Issued by: PGPTest-WIN-EED7IFISPEI-CA

valid from 11) 7/ 2013 to 11} 7} 2014

f? You have a private key that carresponds to this certificate,

Issuer statemenk

Learn more abouk certificates

The keys for this certificate will be generated on Luna HSM box. You can see the contents on Luna SA box.
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2. Configuring PGP applications to use available keys

The first step to be able to use the keys protected by the HSM with PGP Applications is to import them in the
current key ring files using Encryption Desktop.

2.1 Import the keys in Symantec Encryption Desktop
1. Open the Symantec Encryption Desktop and select PGP Keys on the left side of the window

B Symantec Encryption Desktop - All Keys

File  Edit

PGP Keys

st all Yerified
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CHAPTER 2: Integrating Open PGP with Luna (v5.1)

2. From File menu choose “Import Personal Certificates”, click Finish.

# Symantec Encryption Desktop - All Keys

File  Edit  View Tools

PGP Keys

Personal Certificates
b Search for K ac™

5}' sz nt.L . Encryption Desktop has found certificates on vour syskem that can be used as your
Encr’h’ptmn DESktDp PGP Keys, You may want to do this if you are switching From Microsaft Outlook or
Windows Mail encryption to Encryption Deskkop Messaging service, To continue to
have access ko encrypred email in your Inbox or Sent Folder yvou should import these
certificates,

Ernail this ke

; Certificate Assistant
PGP Messagir ;

The certificates listed below can be imparted inka Encryption Deskkap, AFker yau import yau
PGP 2ip will need ko configure PGP Messaging services bo begin using these keys.

Click Finish to impart,

PGP Disk

Tl CM=Administrator, Ch=Users

PGP Yiewer

File Share En

4 (¥ symantec.

= Back I Finish I Cancel Help

Open PGP and Luna HSM Integration Guide
Document PN: 007-012381-001, Rev. B, Copyright © 2014 SafeNet, Inc., All rights reserved.



CHAPTER 2: Integrating Open PGP with Luna (v5.1)

3. Confirm the list of keys / certificates found to be imported into the PGP Key Ring. Double click to open
the properties window to see the details.

P Symantec Encryption Desktop - All Keys

Fle Edt Yiew

PGP Keys

Werified

[ 03, CH=Administrator, Ch=lsers )
[ [~ Chi=dministrator, Chi=lsers 7]
4o i=Administrator, Chi=llsers

| CY=POPTest-WINER07I7359P6-CA

N=Users - Key Properties

& | AodEmal Addtess = Reequest Certificate  CF) Change Passphrase

CN=Administrator, CN...

D 0xEB4F7EF2 ° Created 11/7/2013
Type R34 Expires 11/7/2014 *
Size  2045/2045 Group o™
Trust  Implicit * Hash SHA-1 ~
Yerified ./ Yes Cipher AES-128
Enabled Yes Compression ZLIE *
Encoding PGRMIME ~ Key Usage Yiew...

Keyserver None

Copy ‘

Hexadecimal Biometric

’_‘-‘q 2 Athens proximate  ragtime harbecue
/—\ quadrant  tomorrow  dashboard  exodus
) 3 SCENC [iberty eating sociable
NN farial qutarist  salboat  replca
Al trouble document  inverse vagabond
‘V Subkeys @ (-:-:I @P.dd ‘
D ‘ Yalid fraom | Extpires | Size | Lsage ‘
] DRAEARSD 17203 72014 me (@
o Ol Ol O
Revokers (’_\:I (:-) @ Add

‘ 1 kev(s) selected

4. The certificate protected by the HSM can now be used in all PGP Applications.
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CHAPTER 2: Integrating Open PGP with Luna (v5.1)

2.2 List the keys using PGP Command Line

After the keys / certificates were imported into the key ring, these can now be listed with PGP Command Line.
To list the keys execute:

pap --list-keys

This will show you all available keys for PGP Command Line

[z Administrator: Command Prompt

C:“Program Files {x86>~PGP Corporation“~PGP Command LineXpgp ——list—keys
Aly Type SizerType Flags Key ID User ID

=R5A4 pair 2048 [UI—1 BxEB4F76F2 CM=Administrator, CH=Users
1 key found

C:“Program Files {x86>~PGP Corporation“~PGP Command LineX_

The keys protect by the HSM will show up as key pair since public and private part is available for PGP
Command Line

Open PGP and Luna HSM Integration Guide
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CHAPTER 2: Integrating Open PGP with Luna (v5.1)

More details about a single key can be shown when executing:

| pgp --list-key-details OXEB4F76F2

[c.] Administrator: Command Prompt

C:sProgram Files <x86>~PGP Corporation PGP Command LineXpgp —list—-kevy—details B

details (2718:daysz left in current license,. 272
CH=Administrator, CH=Users
BxEB4F?76F2 (Bx6hA6IB1CIEB4F76F2 >
R5A <v4) key pair
2848
Validity: Complete
Trust: Implicit {(Axiomaticl
Created: 20013-11-08%7
Expires: 2014-11-67
Status: Active
Cipher: AES—128
Cipher: AES—172
GCipher: AES-256
Cipher: TripleDES
Hash: SHA—1
Compress: ZLIB
Photo: Mo
Revocahle: Yes
Token: Ho
Keyzserver: Abszent
Default: Yes
Wrapper: Ho
Prop Flag=z: Sign user IDs
Prop Flags: PGP HetShare
Prop Flags: PGP UDE
Prop Flags: PGP ZIFP
Prop Flags: PGP Messzaging
Ksrv Flags: Absent
Feat Flags: Modification detection
MHotationz: @1 Ox80000AAH prefervred—-email—-encodingPpgp.com=pgpmine
Uzage: Sign user IDs
Uzage: PGP MetShare
Usage: PGP WDE
Usage: PGP ZIP
Uszage: PGP Messaging

Subkey ID: BxAESAB?D? <(BxB4AE4ABBAESABIDY? >
Tupe: RSA w4} subkey pair
Size: 28438
Created: 2013-11-067
Expires: 2014—11-87
Status: Active
Revocahle: Yes
Mo
Yes
Sign messages
Encrypt communications
Encrypt storage
PGP HNetShare
PGP UWDE
Prop PGP ZIP
Prop PGP Messaging
Motations: @1 OxA00AUAAH »x5@P?certificatelPpgp.com=<{hinary data. length 1622
Usage: Unused

Prop
Prop
Prop
FProp
Prop

2.3 Using the keys with PGP Command Line

After these steps the keys protected by the HSM can be used in the same way as any other keys available in
the PGP key ring.

To sign a file called “test.txt” with the key with ID OXEB4F76F2 (stored on HSM) and encrypt it to a recipient with
the key ID OXXXXXXXXX execute the following command.

Open PGP and Luna HSM Integration Guide
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CHAPTER 2: Integrating Open PGP with Luna (v5.1)

| pgp --encrypt --sign --signer OXEB4F76F2 --recipient OXEB4F76F2 -i test.txt -0 test1.pgp

[e| Administrator: Command Prompt

C:s»Program Files (x86>~PGPF CorporationsPGPF Command LinelXpgp ——encrypt —=sign ——=
igner BxEB4F?6F2 ——recipient BxEB4F?6F2 —1i test.txt —o testl.pgp

pogp:encrypt (2718:days left in current license,. 292>

test_txtiencrypt (B:output file testl.pgpl

C:“Program Files {(x86>~PGP Corporation~PGP Command LinelX_

@ NOTE: We have used here same ID for signer and recipient both for test purpose.

It will create the encrypted test1.pgp file in the current directory.

To verify an encrypted file called “testl.pgp” with the key with ID OXEB4F76F2 (stored on HSM) and encrypt it to
a recipient with the key ID OXXXXXXXXX execute the following command.

pgp --decrypt --verify --signer OXEB4F76F2 --recipient OXEB4F76F2 -i test1.pgp -0 testl.txt

Open PGP and Luna HSM Integration Guide
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[z*.] Administrator: Command Prompt o
FY

[ H ] 7 : B [ H ] h : 1
M

e
o=

=
=

=

Verify the testl.txt and test.txt files contents which must be same. You can also use the Symantec Desktop
Encryption for verifying the encrypted file using the PGP Zip option.

Open the Symantec Encryption Desktop and click on PGP Zip. Click on Open a PGP Zip

[ E Symantec Encryption Desktop - ¥erification History

Edit A= Help

PGP Keys 0 Yerification History

werified

Signer Signed

PGP Messaging

PGP Zip

PGP Disk

PGP Viewer

File Share Encryption
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CHAPTER 2: Integrating Open PGP with Luna (v5.1)

Browse the file testl.pgp and click Open. It will verify and decrypt the file using the keys available in key ring.

F Symantec Encryption Desktop - testl !El E

E testl

dip  Help

Irnplicit Trust

Marne Size | Tvpe Date Modified
| testibxt 43 bytes  Text Document 11)7)2013 4:05 PM

|1 objects |8Ei bytes

You can extract the file to verify the decrypted contents. It completes the PGP integration with Luna HSM.
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Integrating Open PGP with Luna (v5.2.1 or
above)

To set up Luna HSM for Symantec Encryption Desktop and PGP Command Line, kindly perform the following
steps:

To set up Luna SA to use 32 hit CSP, perform the following steps on the system where you want to install the
PGP:

1. Copy the “C:\Program Files\SafeNet\LunaClient\crystoki.ini” to “C:\Program
Files\SafeNet\LunaClient\win32\crystoki.ini”

2. Edit the “C:\Program Files\SafeNet\LunaClient\win32\crystoki.ini” file and make the following changes:
[Chrystoki2]

LibNT=C:\Program Files\SafeNet\LunaClient\win32\cryptoki.dll

Click on Server Manger -> Change System Properties -> Advanced -> Environment Variables...
Under System Variables, select ChrystokiConfigurationPath and click Edit.

Enter the variable value as C:\Program Files\SafeNet\LunaClient\win32\ and click OK.

Click OK two more times to close the window.

Register the CSP as described in Before You Install section.

© N o g &~ w

Run the following command to show that 32 bit CSP has been registered successfully.

C:\Windows\SysWow64\certutil.exe -csplist

[z+-] Administrator: Command Prompt =] E3

C:sxWindowssSysWOWe4>certutil.exe —csplist
Provider Hame: Luna Cryptographic Services for Microsoft Windows
Provider Type:- 1 — PROU_RSA_FULL

Provider Mame: Luna enhanced REA and AES provider for Microsoft Windows
Provider Type: 24 — PROU_RSA_AES

Provider Hame: Luna SChannel Cryptographic Services for Microsoft Windows
Provider Type: 12 — PROU_RSA_SCHAMNEL

Provider Mame: Microsoft Base Cryptographic Provider vl @
Provider Type: 1 — PROU_RSA_FULL

Provider Mame: Microsoft Base D385 and Diffie—Hellman Cryptographic Provider
Provider Type: 13 — PROU_DSS_DH
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CHAPTER 3: Integrating Open PGP with Luna (v5.2.1 or above)

To set up Luna SA for Active Directory Certificate Services, kindly refer the Microsoft Active Directory Certificate
Services Integration Guide with Luna SA. It is assumed that you have domain CA installed and the PGP
machine is already joined this domain.

1. Configuring the CA to issue PGP User Certificate

Configuring a CA to create a certificate template and issuing properties for PGP user certificate.
1.1 Configuring certificate templates for your test environment
a) Log onto CA system as a domain administrator.
b) From the Start menu, select Run.
c) Inthe Run dialog, type mmc and click OK.
d) Inthe mmc console that appears, select File > Add/Remove Snap-in...

e) Inthe Add or Remove Snap-Ins dialog box, find the Certificate Templates snap-in (under the Available
shap-ins section) and select it.

f) Click Add, and then click OK.

g) Under Console Root, expand the Certificate Templates snap-in. Listed in the middle section will be all
the available certificate templates that you can make your CA issue.

h) Scroll down the list until you locate the User template, right-click and click Duplicate Template.
i) Select Windows Server 2003 Enterprise and click OK.
i) Inthe pop-up dialog that appears, click the General tab.

k) Enter the Template Display Name for example PGP User here and select Publish Certificate in Active
Directory.

[) Click the Request Handling tab.
m) Click on CSPs and select Request can use any CSP available on subject’'s computer.
n) Click OK to close the window.
0) Click the Subject Name tab.
p) Uncheck E-mail name in subject name and E-mail name check boxes.
g) Click the Security tab.
r) Add and provide the Read and Enroll permissions to the following:
e Authenticated Users
e  Administrator

s) For Domain Admins and Enterprise Admins, make sure that Read, Write, and Enroll check boxes are
ticked.

t) Click Apply and then OK.
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1.2 Configuring the CA to support the PGP certificate template

a)
b)
c)
d)

e)

f)

a)
b)
c)
d)

e)

f)

g)
h)

),
k)

Log on to system as a domain administrator.
From the Start menu select Control Panel > Administrative Tools > Certification Authority.
In the console tree (left-hand section), expand the CA. (It has a computer and a green tick next to it.)

In console tree of the Certification Authority snap-in, right-click Certificate Templates, and then click
New Certificate Templates to Issue.

In Enable Certificates Templates, select the PGP User template and any other certificate templates you
configured previously, and then click OK.

Open Certificate Templates in the Certification Authority and verify that the modified certificate
templates appear in the list.

Log on to PGP system as a domain administrator.

From the Start menu, select Run.

In the Run dialog, type cmd and click OK.

Type “C:\Winodws\SysWow64\certmgr.msc” and hit Enter.

In the mmc console that appears, right click on the Personal folder and select All Tasks -> Request New
Certificate...

Click Next, Select Active Directory Enrollment Policy and then click Next. It will show you the certificate
template you have configured, i.e. PGP User

Click on Details and then Properties.
Certificate Properties window will open and select the Subject tab.

Select Common Name under Subject Name and provide the fully qualified domain name for the
computer on which you are installing the certificate in the Value field and click Add. Repeat the same
step for adding more values.

Click on General tab and provide the Friendly Name. For example PGP User.

Click on Private Key tab, and verify that Luna Cryptographic Services for Microsoft Windows must be
selected under the Cryptographic Service Provider.

Click on Certificate Authority tab, and make sure that Enterprise Root CA is selected.

Click Apply and then OK.

Select PGP User certificate template or the certificate template you have configured, and click Enroll.
It will take some time to enroll, when enroliment succeeded, click Finish.

Make sure that certificate is now available in the Personal -> Certificate store.

Double click on the certificate and see that “You have a private key that corresponds to this certificate”.
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Certificate |

General | petails | Certiication Path |

ﬁ Certificate Information

This certificate is intended for the following purpose(s):

* Proves your identity to a remote computer
* Prokecks e-mail messages
* Ollows data on disk ko be encrypted

Issued to:  Administrator
Issued by: PGPTest-WIN-EBD7IFISPEI-CA

valid from 11) 7/ 2013 to 11} 7} 2014

‘? You have a private key that carresponds to this certificate,

Issuer statement

Learn more abouk certificates

The keys for this certificate will be generated on Luna HSM box. You can see the contents on Luna SA box.
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2. Configuring PGP applications to use available keys

The first step to be able to use the keys protected by the HSM with PGP Applications is to import them in the
current key ring files using Encryption Desktop.

2.1 Import the keys in Symantec Encryption Desktop
1. Open the Symantec Encryption Desktop and select PGP Keys on the left side of the window

B Symantec Encryption Desktop - All Keys

File  Edit

PGP Keys

“t all Verified
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2. From File menu choose “Import Personal Certificates”, click Finish.

# Symantec Encryption Desktop - All Keys

File  Edit  View Tools

PGP Keys

Personal Certificates
b Search for K ac™

5}' sz nt.L . Encryption Desktop has found certificates on vour syskem that can be used as your
Encr’h’ptmn DESktDp PGP Keys, You may want to do this if you are switching From Microsaft Outlook or
Windows Mail encryption to Encryption Deskkop Messaging service, To continue to
have access ko encrypred email in your Inbox or Sent Folder yvou should import these
certificates,

Ernail this ke

; Certificate Assistant
PGP Messagir ;

The certificates listed below can be imparted inka Encryption Deskkap, AFker yau import yau
PGP 2ip will need ko configure PGP Messaging services bo begin using these keys.

Click Finish to impart,

PGP Disk

Tl CM=Administrator, Ch=Users

PGP Yiewer

File Share En

4 (¥ symantec.

= Back I Finish I Cancel Help
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3. Confirm the list of keys / certificates found to be imported into the PGP Key Ring. Double click to open
the properties window to see the details.

P S¢mantec Encryption Desktop - All Keys

Fle  Edt View

PGP Keys

& il Verifed

B4, QisAdmiristrator, Ch=Lisers 7
[ ] Chi=hministrator, Ch=lsers V]
o CHeteninistrator, CHi=Lisers — -
i Gt " CN=Administrator, CN=Users - Key Properties
& hddEmal Address Ii Request Certficate () Change Passphiase
CN=Administrator, CN...
D 0xCOB27T4FE = Created 11/20/2014
Type RSA Expires 11)20/2015 ~
Size 20482048 Group Ko *
Trust Iplict * Hash SHA-1 ©
Yerified ./ Yes Cipher AE5-128 ©
Enabled Yes Compression ZLIB
Encoding P&P/MIME © Key Usage View.., ©
Keyserver Mong ©
* Fingerprint Cupy
(__‘* Hexadecimal |Bi0memc |
)
W
(r-\ S6E7 E3CT SAAC A017 7794
)f@\ 1ADA 611E 5344 COR2 T4FE
,F.'\\.\
v Subkeys @ @ @Add
D | Vald from | Expires | Size ‘ Usage‘
Coems Wame umms 2 (Jd
ADK Q) Loz @ Bene @
Revokers 0 @ @ Add
‘ 1 keyls)selected

4. The certificate protected by the HSM can now be used in all PGP Applications.
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2.2 List the keys using PGP Command Line

After the keys / certificates were imported into the key ring, these can now be listed with PGP Command Line.
To list the keys execute:

[ pgp —list-keys

This will show you all available keys for PGP Command Line

ommand Prompk

C:»Program Files <x86>~PGF Corporation PGP Command LinelXpgp ——list—keus
Aly Tupe SizerTuype Flags Key ID User ID

*REA4 pair 20482048 [UI-—1 BxCDB274FE CH=Administrator, CH=Users
1 key found

C:»Program Files <x86>~PGF Corporation“PGPF Command LineX_

The keys protect by the HSM will show up as key pair since public and private part is available for PGP
Command Line.

More details about a single key can be shown when executing:

| pgp --list-key-details OXCDB274FE

strator: Command Prompk ! (= S

Progy»am Files <x86>-PGF Corporation~PGF Command LineXpgp —list—key—details BN

wCDB2 74FE
pgp:list key details <(27V1B:daws left in current license. 3F@>
Hey Detail CH=Administy»atox»,., CH=User»rs

BxCDB274FE <(Bx611E5344CDE274AFE>

REA <u4d4> key pairxr

2848

Complete

Implicit {Axiomatic>

2@014—14 28

2815—11—28

Active

AES—128

AESE—192

AES—256

TripleDES

HA—1

Sdign usey IDs
PGP HetShare
PGP WDE

PGP ZIP

PGP Messaging

Absent

Modification detection

Bl @8x8800808H pryreferyed-—email—encodingPpgp.-.com=pgpmime
Sdign userxr ID=s

AxEFF1A31% <(Ax358FEDCCEFF1A31%9>
REEA <uv4d>» subkey pairxr
28418
2@81<1—1141—28
2815—11—28a
Active
Yes
Mo
Yes
Propm Sdign messages
FProp Encrypt communications
Propm Encryupt storage
FProp PGP HetShare
Prop PGP WDE
FProp PGP ZIP
Propm PGP Messaging
Motation Bl BHBx08008H x5A%certificatelpgp-com=<binary data. length 1783>
U= ag Sign messages
Usag Encrypt communications
Encruypt storage
PGP HetShare
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2.3 Using the keys with PGP Command Line

After these steps the keys protected by the HSM can be used in the same way as any other keys available in
the PGP key ring.

To sign a file called “test.txt” with the key with ID OXEB4F76F2 (stored on HSM) and encrypt it to a recipient with
the key ID OXXXXXXXXX execute the following command.

pgp --encrypt --sign --signer 0OXCDB274FE --recipient OXCDB274FE -i test.txt -0 testl.pgp

[c+] Administrator: Command Prompt

C:“Program Files <x86>~PGP CorporationsPGP Command LineXpgp ——encrypt —sign ——sl’
igner BxCDB2V4FE —recipient BxCDB274FE —i test.txt —o testl.pgp

pgpencrypt (2Y1B:days left in current license. 382>

test.txtiencrypt (Hioutput file testl.pgpr

C:~Program Files <(xB86>“PGP Corporation~PGPF Command Linel_

@ NOTE: We have used here same ID for signer and recipient both, for test purpose.

It will create the encrypted testl.pgp file in the current directory.

To verify an encrypted file called “testl.pgp” with the key with ID OXEB4F76F2 (stored on HSM) and encrypt it to
a recipient with the key ID OXXXXXXXXX execute the following command.

| pgp --decrypt --verify --signer OXCDB274FE --recipient OxXCDB274FE -i test1.pgp -0 testl.txt

[z4.| Administrator: Command Prompt

C:sProgram Files (x86>~PGP CorporationsPGP Command LineX*pgp ——decrypt —wverify —Il
—zigner BxCDB274FE ——recipient BAxCDB274FE —i testl.pgp —o testl.txt

pogp-decrypt <271A:days left in current license. 382>

testl.pgpidecrypt <(3178:message signed by subkey ID BxEFF48317>»

testl .pgpidecrypt (IAIB:sdigning key BxCDB274FE CH=Administrator,. CH=lUzers)
testl.pgpidecrypt (IA4B:signature created 2014-11-28T16:18:00+@5%:38>
testl . pgpidecrypt (F17PA:signature hash SHA-1>

testl.pgpidecrypt (IA35:good signature?

testl .pgpidecrypt (Bioutput file testl.txt?

C:sProgram Files (x86>~PGP CorporationsPGP Command LinelX_

Verify the testl.txt and test.txt files contents which must be same. You can also use the Symantec Desktop
Encryption for verifying the encrypted file using the PGP Zip option.
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Open the Symantec Encryption Desktop and click on PGP Zip. Click on Open a PGP Zip. Click on Open a PGP
Zip and select the file testl.pgp and click Open. It will verify and decrypt the file using the keys available in key
ring.

F Symantec Encryption Desktop - testl !E

File Edit L= Toal Zip Help

E testl

5GP CorporationPGP Commnand Line

Irnplicit Trust

e | o

Mame Size | Twvpe Date Modified
|| testbxt 83 bytes  Text Document 11712013 4:05 PM

|1 objects |88 bytes

You can extract the file to verify the decrypted contents. It completes the PGP integration with Luna HSM.
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