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Third-Party Software Acknowledgement

This document is intended to help users of Gemalto products when working with third-party software, such as
Drupal.

Material from third-party software is being used solely for the purpose of making instructions clear. Screen
images and content obtained from third-party software will be acknowledged as such.

Description

SafeNet Authentication Manager (SAM) is a versatile authentication solution that allows you to match the
authentication method and form factor to your functional, security, and compliance requirements. Use this
innovative management service to handle all authentication requests and to manage the token lifecycle.

Drupal is a free and open-source content-management framework written in PHP, and distributed under the
GNU General Public License. It is used as a back-end framework for websites worldwide, ranging from personal
blogs to corporate, political, and government sites.

This document describes how to:

o Deploy multi-factor authentication (MFA) options in Drupal using SafeNet tokens managed by SafeNet
Authentication Manager.

¢ Configure SAML authentication in Drupal using SafeNet Authentication Manager as an identity provider.

It is assumed that the Drupal environment is already configured and working with static passwords prior to
implementing multi-factor authentication using SafeNet Authentication Manager.

Drupal can be configured to support multi-factor authentication in several modes. The SAML authentication will
be used for the purpose of working with SafeNet Authentication Manager.

Applicability

The information in this document applies to:

o SafeNet Authentication Manager—A server version of SAM that is used to deploy the solution on-
premises in the organization.

Environment

The integration environment that was used in this document is based on the following software versions:
o SafeNet Authentication Manager Version—Version 8.2 (HF 679)

e Drupal 7.3

e SimpleSAMLphp 1.13.2

e Simplesamlphp_auth module 7.x-2.0-alpha2

e CentOS 6.6 x86_64

e MySQL 5.5.43
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Audience

This document is targeted to system administrators who are familiar with Drupal, and are interested in adding
multi-factor authentication capabilities using SafeNet Authentication Manager.

SAML Authentication using SAM

SAM provides a SAML authentication option that is already implemented in the SAM environment, and can be
used without any installation.
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Authentication Flow using SAM

SafeNet Authentication Manager communicates with a large number of service providers and cloud-based
services solutions using the SAML protocol.

The image below describes the dataflow of a multi-factor authentication transaction for Drupal.
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1. A user attempts to log on to Drupal. The user is redirected to the SAM login portal. SAM collects and
evaluates the user's credentials.

2. SAM returns a response to Drupal, accepting or rejecting the user’s authentication request.

SAML Prerequisites

To enable SafeNet Authentication Manager to receive SAML authentication requests from Drupal, ensure that
the end users can authenticate from the Drupal environment with a static password.
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Configuring SafeNet Authentication Manager

Using SAM as an identity provider for Drupal requires the following:

Synchronizing User Stores to SAM, page 6

Assigning a Token in SAM, page 6

Configuring SAM as an ldentity Provider, page 7

Downloading the SAM’s Metadata, page 9

Adding Drupal as a Service Provider in the Token Policy Object, page 10

Synchronizing User Stores to SAM

SAM manages and maintains tokens information in its data store, including the token status and the token
assignment to users. For user information, SAM can be integrated with an external user store. During the design
process, it is important to identify which user store the organization is using, such as Microsoft Active Directory.

If the organization is not using an external user store, SAM uses an internal (“stand-alone”) user store created
and maintained by the SAM server.

SAM 8.2 supports the following external user stores:

Microsoft Active Directory 2003, 2008, 2008 R2, 2012, and 2012 R2
Novell eDirectory

Microsoft ADAM/AD LDS

OpenLDAP

Microsoft SQL Server 2005 and 2008

IBM Lotus Domino

IBM Tivoli Directory Server

Assigning a Token in SAM

SAM supports a number of token methods that can be used as a second authentication factor for users
authenticating through Drupal.

The following tokens are supported:

eToken PASS

SafeNet GOLD

SafeNet eToken 3400

SafeNet eToken 3500

eToken NG-OTP

MobilePASS

SafeNet eToken Virtual products

MobilePASS Messaging
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SafeNet Mobile Authentication (iOS)
SafeNet eToken 4100

SafeNet eToken PRO Smartcard
SafeNet eToken 5100

SafeNet eToken 5200

SafeNet eToken 7300

SafeNet eToken PRO

eToken NG-Flash

Tokens can be assigned to users as follows:

SAM Management Center—Management site used by SAM administrators and helpdesk personnel for
token enroliment and lifecycle management.

SAM Self-Service Center—Self-service site used by end users for managing their tokens.

SAM Remote Service—Self-service site used by employees not on the organization’s premises as a
rescue website to manage cases where tokens are lost or passwords are forgotten.

For more information on SafeNet’s tokens and service portals, refer to the SafeNet Authentication Manager 8.2
Administrator’s Guide.

Configuring SAM as an ldentity Provider

To use Drupal as a service provider and SAM as an identity provider, SAM must be configured as an identity
provider.

1.

From the Windows Start menu, click Programs > SafeNet > SafeNet Authentication Manager >
Configuration Manager.
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(The screen image above is from Microsoft®. Trademarks are the property of their respective owners.)
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2. Click the Action tab, and then select Cloud Configuration.

SafeMet Authentication Manager - Configuration Manager

@ | General = |Action = | Help =

Froperty Settings File 3
: ; Connectars 3
skan
. Service Provider User Store 3
Service Account:
Backend Service: ﬂ Authorization Manager 3
Connectors ingtall {;} Backend Service » o LAMWER
Cloud serv!ce pro Licanse: 5
Cloud service pro
P 115 and SAM Web Services »
Bl Languages 3
Failover Configuration 3
Change Connection Account..,
Signing Certificate 3
Cloud Configuration.. .

SafeMet Authentication Manager Server 8.2

Click the Info for Service Provider tab.

4. Type the web address of the SAM portal server in the Domain URL field.

Cloud Settings =
LDAP Mapping

Enter your company's domain URL in the format http://my_company. com

Domain URL: I
Enter URL

Copy the following information to the service provider's 'Single Sign-0n' zettings page.

Sigrein page URL: I <Domain URL: fzamcloud/default. aspx

Sign-out page URL: |< Domain URL> fzamcloudlogout. asps

Change pazzword LURL: |<D0main URL> /samcloud/changepin. aspx

Davnload Metadata... | Export Certificate... |

oK | Cancel |

The remaining fields are generated according to the Domain URL that was entered.

LDAP Mapping  Info for Service Provider I

Enter your company's domain URL in the format http://my_company. com

[vomain UAL: Ihttp:a’;’sam.safenetdemos. conl

Copy the following information to the service provider's 'Single Sign-0n' zettings page.

Sigrein page URL: Ihttp:.-’.n’sam.safenetdemos. com/samcloud/default aspx

Sign-out page URL: Ihttp:a’;’sam.safenetdemos. com/zamcloud/ogout. aspx

Change paszword LRL: |http:f!sam.safenetdemos. com/zameloud/changepin asps

Download Metadata... | Export Certificate... |

oK | Cancel |

5. Click OK.
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Downloading the SAM’s Metadata

SAM metadata is required to configure the identity provider on Drupal for SAML authentication.

1. From the Windows Start menu, click Programs > SafeNet > SafeNet Authentication Manager >
Configuration Manager.
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(The screen image above is from Microsoft®. Trademarks are the property of their respective owners.)

2. Click the Action tab, and then select Cloud Configuration.

safeMet Authentication Manager - Configuration Manager

@ | General - |action «|Help -

Froperty Settings File 3 |
- Connectors 3
Configuration stor . i
. Service Provider User Store 4
Service Account:
Backend Service: Autharization Manager 4
Connectors inztall g} Backend Service y o LAMWER
Cloud serv?ce pro Licanse: 5
Cloud service pro
E? 115 and SAM Web Services »
EN  Languages 3
Failaver Configuration 3
Change Connection Account...
Signing Certificate 3
Cloud Configuration.. .

SafeMet Authentication Manager Server 8.2
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3. Onthe Cloud Settings window, click the Info for Service Provider tab.

Cloud Settings =]
LDAP Mapping  Info for Service Pravider I

Enter your company's domain URL in the format http://my_company. com

Domain URL: Ihttp:.-’.n’sam.safenetdemos. o

Copy the following information to the service provider's "Single Sign-On' zettings page.

Sigrein page URL: |http:#!sam.safeneldemos. com/samcloud/default asps

Sign-out page URL: Ihttp:a’;’sam.safenetdemos. com/zamcloud/ogout. aspx

Change pazzword LURL: Ihttp:a’;’sam.safenetdemos. com/zameloud/changepin aspx

Download Metadata... | Export Certificate... |

oK | Cancel |

4. Click Download Metadata and save the metadata file. This metadata file will be used later.
5. Click OK.

Adding Drupal as a Service Provider in the Token Policy Object

SAM’s Token Policy Object (TPO) policies include Application Authentication Settings for SAML service
providers. These settings are used by SAM’s portal to communicate with service providers.

For general portal configuration, refer to the SafeNet Authentication Manager 8.2 Administrator’s Guide.
To edit the TPO for SAM’s portal configuration:

1. Open the Token Policy Object Editor for the appropriate group. Refer to the SafeNet Authentication
Manager 8.2 Administrator’s Guide for more information.

2. Inthe left pane, click Protected Application Settings > User Authentication.

[ Token Policy Dbject Editor Yersion 3.0

File  Action

LN

,Qdﬂ Audit Settings ;I Faolicy | Palicy Setting

- Auadit Metification %1 Enable 550 Enabled
[ MobilePASS and MobilePa, &‘n‘ssu Timeout Nat Defined

. ﬂ MobileP455 Meszagin

# Application Authentication Settings  Enabled

4 MobilePASS Applicatio
Backend Service Settings
ﬁ Legacy ThS Desktop Agel
=5 Badging Settings

’tl Photo Storage

-{@ Printing Parameters
W Apple Mobile Device Enrol
E—]---‘&.", Context-Based Authenticati
-‘*‘ﬂ Context Rules

-‘*‘ﬂ Reqistered Devices
Pratected spplication 5ettir
-‘*‘ﬂ User Creation

-‘*‘ﬂ User Authentication

K

»

oK | Cancel | Aoply |

(The screen image above is from Microsoft®. Trademarks are the property of their respective owners.)

3. Inthe right pane, double-click Application Authentication Settings.
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4. Onthe Application Authentication Settings Properties window, perform the following steps:
a. Select Define this policy setting.
b. Select Enabled.

c. Click Definitions.

Application Authentication Settings Properties

Prewvious  [ext

T Application Authentication Settings
24

Default setting: User authentication is disabled

[V Define this policy setting

' Enabled
" Disabled

Application Authentication Definitions

Click Definitions to define the Definitions...

settings

(The screen image above is from Microsoft®. Trademarks are the property of their respective owners.)

5. Onthe Application Authentication Settings window, right-click Application Authentication Settings,
and then select Create a new profile.

Application Authentication Settings

File  Action

]

Al
Googls Apps

5| SFDC
\':1 SafeMet 115 5F plug-in

10 F‘D\icyl Palicy S etting |

4 0

ok | cancel | nepy |

(The screen image above is from Microsoft®. Trademarks are the property of their respective owners.)

6. Inthe left pane, right-click the new profile, and then rename the profile to a friendly name (for example,
Drupal).
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7. Inthe left pane, click the new profile.

Application Authentication Settings ) o =] 39|
File  Action

i ;
ERw| Application Authentication Settings | Policy |_Policy Setting |

o Google Apps c; Application issuer Not Defined

g SFOC : &4 SAM issuer Not Defined

= jaf?Nas‘l\S SP plugin o= Application’s login URL Not Defined

= T”’L'I"e' £ Audience URI Not Defined

= P; ;an"; &~ User mapping Not Defined

= Zol'?o &4 Automatic Windows authentication Not Defined

e Mobilelron &= OTP authentication Not Defined

:c PF e~ Certificate-based authentication Not Defined

:‘ Beeware =4 Network password authentication ~ Not Defined

: (=4 Always require authentication Not Defined

&~ End SSO session upon sign-out Not Defined

=4 Context-based authentication Not Defined

< |»

oK | cancel | mpply |

(The screen image above is from Microsoft®. Trademarks are the property of their respective owners.)
8. Inthe right pane, double-click on the following policies, and enter the appropriate information:
Application Issuer Enter the Drupal entity ID.

This should match the entity ID entered in step 1 in “
Configuring SimpleSAMLphp as a Service Provider” on page 15.

SAM issuer Enter the SAM entity ID. It should be same as in the SAM’s metadata.

Application’s login URL Enter http://<IP/FQDN of SimpleSAMLphp
server/simplesaml/module.php/saml/sp/saml2-acs.php/default-sp.

Audience URI Enter the same value as you entered for Application Issuer.

User mapping Select AccountName.

9. Enable the appropriate authentication methods for your organization. See the SafeNet Authentication
Manager Version 8.2 Administrator’s Guide for detailed information about authentication methods.

The following is an example of the completed policy settings in the Application Authentication Settings

window:
o
File  Action
| | 3 ‘
B Q A_ppllcatlon Authentication Settings | Policy ] Policy Setting
E Google Apps ;Applicaﬁon issuer Drupal
= SFDC QSAM issuer SAM
= SangeQ R Application’s login URL http://drupal safenetdemos.com/simplesaml/mod
&= JT‘;’:)'I‘;Z’USA & Audience URI Drupal
E Pingone &-] User mapping AccountName
:‘ Zoho aMomaﬁc Windows authentication Not Defined
5 Mobielron &-OTP authentication Enabled
:: PF QCemficatebased authentication Not Defined
:: Beeware ;Network password authentication ~ Not Defined
z Drupal gNways require authentication Not Defined
;] End SSO session upon sign-out Not Defined
Q(Iome)dbased authentication Not Defined
< (1]l | i
OK | Cancel |  apply |

(The screen image above is from Microsoft®. Trademarks are the property of their respective owners.)

10. Click OK until all of the Token Policy Object Editor windows are closed.
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Configuring Drupal

To add SafeNet Authentication Manager as an identity provider in Drupal requires the following:
¢ Installing the SimpleSAMLphp Application, page 13

e Configuring SimpleSAMLphp as a Service Provider, page 15

e Configuring Drupal, page 17

Before you begin, make sure the SAM metadata is downloaded so that it is available for selection in the
following procedure. If you have not already downloaded the SAM metadata, refer to “Downloading the SAM’s
Metadata” on page 9.

Installing the SimpleSAMLphp Application

SimpleSAMLphp is an application written in PHP and it can be used to provide authentication.
1. Download the SimpleSAMLphp application from https://simplesamlphp.org.
2. Extract the package in the /var directory and rename it to simplesamlphp.
3. Open the httpd.conf file present in the /etc/httpd/conf directory, and then perform the following steps:
a. Add the following section at the end of the file.
<VirtualHost *:80>
ServerName <IP/FQDN of server>
DocumentRoot /var/www/html/
Alias /simplesaml /var/simplesamIphp/www
<Directory /var/simplesamIphp/www>
Order allow,deny
Allow from all
</Directory>
</VirtualHost>
b. Edit the DocumentRoot element accordingly, if required.
c. Save the httpd.conf file, and then close it.

4. If the SELinux service is running on the server, run the following command to change the security context of
SimpleSAMLphp:

chcon -Rt httpd_sys_content_t /var/simplesamlphp/

5. Create a database in MySQL server.
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6. Open the config.php file located in the /var/simplesamIphp/config directory, edit the following sections,
and then save the file:

e Base URL: Enter the base URL of simplesamlIphp.
'baseurlpath’ => 'http://<IP/FQDN of server/simplesaml/',

e Admin Password: Set an administrator password. This is needed to access some of the pages in your
simpleSAMLphp installation web interface.

'‘auth.adminpassword' =>'setnewpasswordhere’,

e Secret Salt: It should be a random string. Some parts of the simpleSAMLphp application need this salt

to generate cryptographically secure hashes. The command below can help you to generate a random
string:

tr -c -d '0123456789abcdefghijkimnopqgrstuvwxyz' </dev/urandom | dd bs=32 count=1
2>/dev/null;echo

'secretsalt' => 'randombytesinsertedhere’,
o Datastore: Change the SimpleSAMLphp session datastore from phpsession to mysq|.
'store.type’ =>'sql’,

'store.sqgl.dsn’ =>'mysql:host=<IP Address/Hostname of MySQL server>;dbname=<Database
name>',

‘'store.sqgl.username’ =>'<MySQL username>',
'store.sql.password' => <User Password>',
7. Restart the apache server:
service httpd restart
8. In a web browser, open this URL: http://<IP/[FQDN of server>/simplesaml

If the SimpleSAMLphp application is successfully installed, you will see a page as shown below:

simpleSAMLphp installation page

English | Bokmal | Nynorsk | Samegiella | Dansk | Deutsch | Svenska | Suomeksi | Espariol | Frangais | ltaliano | Nederlands | Létzebuergesch | Cestina |
Slovenséina | Lietuviy kalba | Hrvatski | Magyar | Jezyk polski | Portugués | Portugués brasileiro | Turkce | B8 | &1L | Z88F 3L | pycckmii S3bik | eesti
keel | nay | Bahasa Indonesia | Srpski | LatvieSu | Romaneste | Euskara

Welcome Configuration Authentication Federation

Congratulations, you have successfully installed simpleSAMLphp. This is the start page of your installation, where you will Login as administrator
find links to test examples, diagnostics, metadata and even links to relevant documentation.

« Documentation

About simpleSAMLphp

This simpleSAMLphp thing is pretty cool, where can | read more about it? You can find more information about simpleSAMLphp at the Feide RnD
blog over at UNINETT.

Copyright © 2007-2014 Feide RnD
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Configuring SimpleSAMLphp as a Service Provider

Configure the SimpleSAMLphp application as a SAML service provider.

1. Open the authsources.php file located in the /var/simplesamIphp/config directory, edit the following, and
then save the file.

e Entity ID: Enter an entity ID for SimpleSAMLphp.
‘entitylD' => ‘Your entity ID’,

e |DP: Set the default IDP as SAM by setting its value as SAM’s entity ID. SAM’s entity ID can be found in
its metadata.

'idp' =>'SAM’s entity ID’,

2. Ina web browser, open the following URL:

http://<IP/FQDN of server>/simplesaml/admin/metadata-converter.php

3. Paste the SAM’s metadata (See “Downloading the SAM’s Metadata” on page 9) in the XML metadata field,
and then click Parse.

Engllsh | Bokmal | Nynorsk | Samegiella | Dansk | Deutsch | Svenska | Suomeksi | Espafiol | Francais | Italiano | Nederlands | Létzebuergesch | Cestina |
Slovensgina | Lietuviy kalba | Hrvatski | Magyar | Jezyk polski | Portugués | Portugués brasileiro | Ttrkge | A 235 | f& {5 3¢ | €884 32 | pycckwii asbik | eesti
keel | nay | Bahasa Indonesia | Srpski | Latvie$u | Roméaneste | Euskara

Metadata parser
XML metadata

|Parse
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4. Copy the converted metadata under saml20-idp-remote and save it locally in a file.

Converted metadata

sam|20-idp-remote

$metadata[ "SAM'] = array (
‘entityid’ => 'SAM’,
‘contacts' =>
array (
)s
‘metadata-set’ => "saml20-idp-remote’,
"SingleSignOnService® =>
array (
0 =>
array (
'Binding’ => 'urn:ocasis:names:tc:SAML:2.@:bindings:HTTP-Redirect’,
‘Location® => 'http://sam.safenetdemos.com/samcloud/default . aspx’,
Vs
1=>
array (
"Binding’ ‘urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST',
‘Location® => 'http://sam.safenetdemos.com/samcloud/default . aspx’,
Vs
)s

'SingleLogoutService' =»

array (
)5
'ArtifactResolutionService' =>
array (
)s
keys' <>
array (

0 =>

array (

‘encryption’ => false,

‘signing' => true,

"type' => 'XS@9Certificate’,

5. Open the saml20-idp-remote.php file in the /var/simplesamlphp/metadata directory, paste the converted
metadata in the file, and then save it so that it looks like the example shown below:

<7php
+4

* SAML 2.0 remote IdP metadata for simpleSAMLphp.
=

* Remember to remove the IdPs you don't use from this file.

B
* See: https://simplesamlphp.org/docs/stable/simplesamlphp-reference-idp-remote
*/

/e
* Guest IdP. allows users to sign up and register. Great for testing!
®

$metadatal['SAM'] = array (
‘entityid® => 'SAM',
‘contacts' =»
array (
)
‘metadata-set’' => *saml2@-idp-remote’,
*singleSignOnService' =>
array (
0 =
array (
'Binding’ => 'urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect",
‘Location' =» 'http://sam.safenetdemos.com/samcloud/default.aspx’,
)
1=
array (
‘Binding' => 'urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST",
‘Location' => 'http://sam.safenetdemos.con)samcloud/default.aspx",
)

h
‘singleLogoutService' =>
array

)
"ArtifactResolutionService' =>
array (

‘keys' =>
array (
0 =>
array (
encryption® => false,
'signing’ => true,

‘type' => 'X509Certificate’,
'X509Certificate’ =>
'MIIDbjCCAlagAWIBAGIQS50ereRKc7h0jGxHFI129DANBgkqhk 1G9wOBAQUFADBZMXEwbWYDVQQDHMgACWBhAGOAJABYAGEAE QBUAGKADGBNACAAYWBVAGEAXWAZAEQANQBEAD YAMAAXAEEALQAXAE EAQGBGACEANABTADMAOQ)
+u5+TrKp+fvhLUafuN1q70kvhI03v8BwznBKrpx23nYc8uhKEWtT606mg10ppduSz/X2nPN/a+6aL rVUpPquYOP/7pNNkoRaZVwYdoCqBHIL jn7Mxin120AbWI6 FUFQceVWIStRp
+Zus5wVToQTMobpxWRAdVg7LTqDEqde5n LAT/BE4TIN11ZugAlumUA7DNhBPIHBIDENXXW712G611XYI8ggC+D]jxmdQ/EJ reF9vAHagpMKX9 TNdUYHVI 11XWOY8alw3wgriBjny jRvaQoBCyvgzPAy3kAuaLZiAI3hmAIDI3+53

[+kNXe jz42bcAE2QuK6NwIDAQABMABGCSqGSIb3DQEBBQUAA4IBAQCQq6UYBNi j5+v5f6diBmStilkBidQCyI2p+7851ADWh6pakiVBcNQDIus9RdadxpuziZRIdDTVaSmMAZKzY,
SRR Bl nes Bl
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Configuring Drupal

From the Drupal website, download the simplesamlphp_auth module. This module is used to integrate Drupal
with the SimpleSAMLphp service provider.

1. Extract the package and move it to the Drupal modules directory (../Drupal/modules).

2. In a web browser, browse to the Drupal account, and then login as a user with administrator privileges.

¥ Dashboard Content  Structure  Appearance people  Modules  Configuration  Reports  Help Hello root  Log out

Add content  Find content Edit shortcuts

s

My account Log out

SafeNetDemos

Q SafeNet

Submitted by root on Tue, 03/03/2015 - 02:43

Navigation

C‘.;afeNet
» Add content
#» Chaos Tools AJAX Demo

SafeNet — The Data Protection Company

Read more

a

(The screen image above is from Drupal™. Trademarks are the property of their respective owners.)

3. Inthe menu, click Modules.

# Dashboard Content Structure  Appearance  People (SMOUUIESS Configuration Reports  Help Hello root Log out

Add content  Find content Edit shortcuts

Download additional contributed modules to extend Drupal's functionality.

Regularly review and install available updates to maintain a secure and current site. Always run the update script each time a module is updated

# Install new module

(The screen image above is from Drupal™. Trademarks are the property of their respective owners.)

4. Under the OTHER section, locate the simpleSAMLphp authentication module, select the checkbox, and
then click Save configuration.
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A  Dashboard Content Structure Appearance  People (MOUBIEED Configuration  Reports  Help Hello root  Log out

Add content  Find content Edit shortcuts

ENABLED ~ NAME VERSION  DESCRIPTION OPERATIONS

- Tuvar ) i

from other modules.

Enables tracking of recent content for users
Tracker

Requires: Comment (enabled), Text (enabled), Field (enabled), Field SQL age (enabled)

Enables actions to be fired on certain system events, such as when new content is
Trigger
created

Update Checks for available updates, and can securely install or update modules and f
5 Configure
manager themes via a web interface

; Manages the user registration and login system.
User gt Help Permissions Configure
Required by Drupal

*OTHER
ENABLED = NAME VERSION DESCRIPTION OPERATIONS

simpleSAMLphp 7.x-2.0 Allows users to authenticate to a remote SAML identity provider (1dP) via a locally configured
authentication alpha2 SimpleSAMLphp service point (SP).

Save configuration

(The screen image above is from Drupal™. Trademarks are the property of their respective owners.)

5. Inthe menu, click Configuration. Then, on the page, click the SimpleSAMLphp Auth Settings link.

# Dashboard Content Structure Appearance People  Modules (JCORRGUIGHONY Reports  Help Hello root  Log out

Add content  Find content Edit shortcuts

Hide descriptions

PEOPLE SYSTEM
Account settings Site information
Configure default behavior of users, including registration requirements, e- Change site name, e-mail address, slogan, default front page, and number of
mails, fields, and user pictures. posts per page, error pages.
SimpleSAMLphp Auth Settings Actions
Control the various settings of the simpleSAMLphp authentication module Manage the actions defined for your site.
IP address blocking Cron
Manage blocked IP addresses. Manage automatic site maintenance tasks.
CONTENT AUTHORING USER INTERFACE
Text formats Shortcuts

gure how content input by users is filtered, including allowed HTML Add and modify shortcut sets.
tags. Also allows enabling of module-provided filters.

DEVELOPMENT
MEDIA
Performance
File system Enable or disable page caching for anonymous users and set CSS and JS
Tell Drupal where to store uploaded files and how they are accessed. bandwidth optimization options.
lman tul 1 aaing and errar

(The screen image above is from Drupal™. Trademarks are the property of their respective owners.)

SafeNet Authentication Manager: Integration Guide

Using SAM as an Identity Provider for Drupal
Document PN: 007-013272-001, Rev. A, Copyright © 2015 Gemalto, Inc., All rights reserved.



6. Complete the following details, and then click Save configuration.

BASIC SETUP
Activate authentication via SimpleSAMLphp

Installation directory

USER INFO AND SYNCING

Which attribute from simpleSAMLphp
should be used as user's name

Which attribute from simpleSAMLphp
should be used as unique identifier for the
user

Which attribute from simpleSAMLphp
should be used as user mail address

USER PROVISIONING

Register Users

DRUPAL AUTHENTICATION

Allow SAML users to set Drupal passwords

Allow authentication with local Drupal
accounts

# Dashboard Content Structure Appearance People

Add content  Find content

People ®

Home » Administration » Configuration » People

This module integrates Drupal with a SimpleSAMLphp Service Point (SP), effectively federating Drupal

BASIC SETUP

Activate authentication via SimpleSAMLphp

Checking this box before configuring the module could lock you out of Drupal.

Installation directory (default: /jvar/simplesamiphp)
var/simplesamiphp

The base directory of simpleSAMLphp. Absolute path with no trailing slash.

Autenticaton source for this SP (default: default-sp)
default-sp

The name of the source to use from /var/simplesamlphp/config/authsources.php

Force https for login links

Should be enabled on production sites.

USER INFO AND SYNCING

Which attribute from simpleSAMLphp should be used as user's name *

Modules m Reports

Select the checkbox to enable SAML authentication.

Change the directory if simplesamliphp is located
elsewhere.

urn:0id:0.9.2342.19200300.100.1.1

urn:0id:0.9.2342.19200300.100.1.1

urn:0id:0.9.2342.19200300.100.1.1

Select this option to enable just-in-time provisioning.

Select accordingly.

Select this option if you do not want to enforce SAML
authentication.

Help Hello root  Log out

Edit shortcuts

(The screen image above is from Drupal™. Trademarks are the property of their respective owners.)
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Running the Solution

For this integration, the SafeNet eToken PASS is configured for authentication with the SAM solution.

1. In aweb browser, browse to the Drupal login page, and then click the Federated Log In link.

SafeNetDemos

Navigation

SafeNet
# Chaos Tools AJAX Demo Submitted by root on Tue, 03/03/2015 - 02:43
User login @SE l'fe l l t.
Usernmme *
SafeNet — The Data Protection Company
Password * Read more Log in to post commants

* Request new password

+ Federated Log In a

Log in

(The screen image above is from Drupal™. Trademarks are the property of their respective owners.)

2. You will be redirected to the SAM User Identification page. In the Username field, enter your username,
and then click OK.

Qsl:afeNet

User Identification

Enter your username, select the computer’s security level, and click ‘OK’

Username: ‘

Remember my username

Securlty: ® This is a public computer that is used by others
O This is a private computer for authorized users only

This internet connection is not secure. Sensitive Information may be
by persons. We that this website be
ith an SSI server cerificate
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3. You will be redirected to the OTP Authentication page. Generate a one-time password using the SafeNet
token, enter it in the OTP Authentication Code field, and then click OK.

@feNet.

OTP Authentication

Generate an OTP Passcode, and use it to enter the OTP Authentication Code.

Username: Alice

OTP Authentication Code:

This Internet connection is not secure. Sensitive

may be pted by persons,
We recommend that this website be configured with an
SSL server certificate.

After successful authentication, you are redirected to your Drupal account.

My account Log out

SafeNetDemos

Navigation

SafeNet

» Chaos Tools AJAX Demo Submitted by root on Tue, 03/03/2015 - 02:43

CSJafeNet,

SafeNet — The Data Protection Company

Read more

(The screen image above is from Drupal™. Trademarks are the property of their respective owners.)
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Support Contacts

If you encounter a problem while installing, registering, or operating this product, please make sure that you
have read the documentation. If you cannot resolve the issue, contact your supplier or Gemalto Customer
Support. Gemalto Customer Support operates 24 hours a day, 7 days a week. Your level of access to this
service is governed by the support plan arrangements made between Gemalto and your organization. Please
consult this support plan for further information about your entitlements, including the hours when telephone
support is available to you.

Contact Method

Address

Phone

Technical Support
Customer Portal

Contact Information

Gemalto, Inc.
4690 Millennium Drive
Belcamp, Maryland 21017 USA

United States 1-800-545-6608
International 1-410-931-7520

https://serviceportal.safenet-inc.com

Existing customers with a Technical Support Customer Portal account can log in to
manage incidents, get the latest software upgrades, and access the Gemalto Knowledge
Base.
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