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Hardware Security Module and SafeNet Authentication Service

Hardware Security Module and SafeNet
Authentication Service

Introduction

A Hardware Security Module (HSM) is a physical crypto-processing device that securely manages and stores
digital keys used during transactions, for identification, and applications’ access. The Hardware Security
Modules (HSMs) act as trust anchors protecting things such as websites, banking systems, mobile devices,
smart meters, medical devices, national identity cards, credit card data, PINs, mobile payments, digital
documents, and passports. It protects the cryptographic infrastructure by provisioning encryption, decryption,
authentication, and digital signing services.

Gemalto's SafeNet ProtectToolkit (PTK) is a Public Key Cryptography Standards (PKCS) compliant device that
incorporates features developed through extensive experience, implementing best practices in hardware,
software, and operations. The PTK HSMs are easy to deploy, and adhere to rigorous design requirements,
stringent product verification, and testing.

The PTK supports two hardware components:

1. ProtectServer External (PSE): Cryptographic adapter; an external network device
[Latest, supported version of the product is version 2 (v2), and the product is usually referred to as,
PSE 2]

2. ProtectServer Internal (PSI-E): Cryptographic adapter; a plug-in card

Hardware Security Module with SafeNet Authentication
Service

The SafeNet Authentication Service (SAS) server uses AES encryption key of the PTK HSMs for encrypting
sensitive data.

@ WARNING: Once an HSM is enabled, the operation cannot be undone since
itis a one-way, irreversible process. Therefore, we recommend using a
minimum of two HSM devices with appropriate backups.

This document provides information on the PSE 2 configuration and settings on the SAS server. The process
broadly involves the following three steps:

1. Setting up PSE 2 Device
2. Setting up HSM Components
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Hardware Security Module and SafeNet Authentication Service

3. Configuring HSM Settings in SAS

Compatibility Information

Supported Hardware Versions

A PSE 2, with the following particulars, is compatible with the SAS solution:

Model: PSI-E2:PL1500
Firmware Version: 5.00.02

Note: Other minor firmware versions are also compatible.

Supported Software Versions

The following versions are compatible with the SAS solution:
e PTKnethsm Version 5.2.0
e PTKcpsdk Version 5.2.0

Supported Databases
This General Availability (GA) release supports the following databases:
e MySQL5.7
e MS SQL 2012
e MS SQL 2014
e PostgreSQL 9.3

Supported Operating Systems

This GA release supports the following operating systems:
e Windows Server 2012 R2
e Windows Server 2008 R2

Setting up ProtectServer External 2 Device

The setup is a one-time activity and needs to be completed on the PSE 2 device. To set the network
configurations, connect a monitor and a keyboard to the PSE device.

To set up a PSE 2 device, complete the following steps:
1. Login: Login as root with the default password (as password).

2. Adjust Network Configurations: Assign an IP address to ETHO interface in
/etc/sysconfig/network-scripts/ifcfg-etho file.

3. Add Hostname: Add a hostname of the system to /etc/sysconfig/network file.
Example: HOSTNAME=examplename

4. Add Default Gateway: Add the default gateway to /etc/sysconfig/network file.
Example: GATEWAY=192.168.1.1
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Hardware Security Module and SafeNet Authentication Service

5. Add Domain Name System (DNS): Add DNS to Zetc/resolv.conf file.
Example: nameserver x.X.X.X

6. Add HSM: Add HSM servers to Zetc/hosts file.
Example: 192.168.1.x examplehost examplehost.domain.internal

7. Restart: Reboot the network (/etc/init.d/network restart) to setthe changes.

Note: When the machine restarts, you can connect via Secure Shell (SSH) using the Administrator login
details (default password: password).
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Setting up Hardware Security Module In
Normal Mode

@ Prerequisite: This procedure assumes that the SAS server is already installed, and
running on the system. If the SAS server is not installed, install it by following the
instructions provided at the following link:
http://www?2.gemalto.com/sas/implementation-guides.html.

During setup, different applications and utilities must be able to access the HSM slots directly. The HSMs are
initially configured to operate in the Normal mode. After the initial setup is complete, the utilities that need
access to the system in High Availability (HA) mode must be configured.

The HA mode is required for mission-critical applications that require uninterrupted uptime. It allows multiple
HSM devices to be grouped together to form a virtual device, ensuring that the service is maintained even if one
or more physical devices is unavailable.

The HA slots are required since they act as virtual slots between the physical HSM(s) and the user application.
An HA slot shares the same token label as the HSM slot (associated with it), and thus talks with the user
application on behalf of the HSM. The following figure illustrates the schema.
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Setting up Hardware Security Module in Normal Mode

User Application

Virtual HSM

-
Installing and Configuring Protect Toolkit C Package

To install and configure the Protect Toolkit C (PTKC) package, complete the following steps:
The steps need to be completed on the SAS server, and all other sites for that SAS instance.

" HASlots |
L

R

Optional Step: To allow the ability to readdress PSEs in the future, add HSM entries in the hosts file on
your machine by following the instructions:

a. Navigate to the following path: C: > Windows > System32 > drivers > etc

b. Locate the hosts file, open it using a Notepad, and add the HSM entries.

1. Install Network HSM Access Provider (PTKnethsm.msi) package version 5.2.0. To install, follow the
steps:

a. Visit Service Portal (https://serviceportal.safenet-inc.com).

b. Login using your User ID and Password.

Note: If you are not registered, register as a New User at the portal, using your Customer
Identifier Number (CIN).

c. Search Document ID DOWA4210 in the Knowledge Base, and download.
d. Install the required package (PTKnethsm.msi package version 5.2.0) only.

The Access Provider package enables connection to one or multiple HSMs. It acts as a data abstraction
layer for which you can add multiple front-end Application Program Interfaces (APIs). To install, use the
PTKnethsm.msi file, with default settings, and continue clicking next until the Protect Server Setup
popup window is displayed.
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Setting up Hardware Security Module in Normal Mode

Provide the HSM IP or Fully Qualified Domain Name (FQDN), and click OK.

Erder sorver configurabion sinng

crame_or_IF1> crame_or_IFZ»

|' S—

IP1

ox | Cancel |

Ensure that the IP address here must belong to the HSM device 0.
The HSM device 0 is the first HSM machine that the Administrator is configuring.

B Notes

e If the installer is executed from a Network Share, the Protect Server
Toolkit 5.2 Win64 packages do not install on 2012 R2.
Copy the installer files to the local drive first, and then install.

e For Network HSM Access Provider package to run, the .NET
Framework 3.5 is required.
If you do not have the framework, download it from the following link:
https://www.microsoft.com/en-in/download/details.aspx?id=21

2. Install PTKC (PTKcpsdk.msi) package version 5.2.0. To install, follow the steps:
a. Visit Service Portal (https://serviceportal.safenet-inc.com).

b. Login using your User ID and Password.
Note: If you are not registered, register as a New User at the portal, using your Customer
Identifier Number (CIN).

c. Search Document ID DOW4210 in the Knowledge Base, and download.
d. Install the required package (PTKcpsdk.msi package version 5.2.0) only.

The toolkit provides the pkcs#11 interface and talks to the access provider, which in turn routes the
request to the HSM. The SAS server uses the pkcs#11 interface.

Follow the steps for installation:

a. Run PTKcpsdk.msi file, with default settings, and continue clicking next until Select Cryptoki
Provider popup window is displayed.
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Setting up Hardware Security Module in Normal Mode

b. Select the HSM radio button, and click Next.

Protect Toolkit Setup | = | B m

Select Cryptoki Provider

(" Software Only
(+ HSM (local adapter or remote server)

" Mone (eryptoki DLL must be in the path)

cos

Continue clicking next, till the installation process completes.

C.

C:\Program Files\SafeNet\Protect Toolkit 5\Network HSM\bin

Administrator: CAWindows\system32\cmd.exe

Check if device 0 is responding or not, by executing HSMstate . exe file, available at the following path:

't Windows [(Version 6.2.%2HH]

2 Hicr ft C

svAdministratorded C:vProgram File

feMet~Protect To
in HOEMAL RODE.

Program Fil
device B:

C:sProgram Files SafeMet Protect Toolkit

ration. ALl ri!'_rhl.'.: 1

OHDING. U

safeHet Protect Toolkit S5sMHetwork HEH

LuHetwork H

SxsMHetwoark HEM-hin>_

Restart the server to reflect changes.

Before the HSM can be configured in the SAS solution, Slot Creation and Initialization must be

completed.

Note: If you require creating a key manually, or edit its attributes, refer Manual Key Generation section on

page 25.

Creating and Initializing Slot

Install the Java Runtime Environment (https://www.java.com/en/download/manual.jsp; x64).
If you do not install the Java environment, the following two batch files will not execute:

gCTAdmin HSM.bat
KMU HSM.bat
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Setting up Hardware Security Module in Normal Mode

In such a case, the Administrator is required to use the Command Line Interface (CLI) to configure the HSM.

Navigate to the following path:
C:\Program Files\SafeNet\Protect Toolkit 5\Protect Toolkit C SDK\bin

Follow the steps based on whether you are using the Graphical User Interface (GUI) or Command-Line

Interface (CLI).

Note: The HA setup will work only if the keys are replicated on Slot O of device 0 HSM.

Graphical User Interface Method

i.  Toopen, double-click the gCTAdmin HSM.bat batch file.
. In Select an Adapter dialog box, select AdminToken option, and click OK.

"B setect an Ad... BN |

Dy = Ccription

minToken (F+  && )

| cancer |

Note: If you are unable to select an Adapter, set environment variables first.

iii. Enter PIN in the Enter PIN popup window, and click OK.
- i

Enter PIN

<Slot3>AdminToken |

() Security Officer

) User

PIN |

_Concel |

Note: This is the same PIN as generated while setting up PSE 2 device.

iv. For slot creation, navigate to File > Create Slots.
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Setting up Hardware Security Module in Normal Mode

Edit EventLog About
Select Adapter... %;’]

Login
Logout

=" Create Slots...
Delete Slots...

Tamper Adapter Battery Status
Upgrade Firmware...

Exit

i@ Good
O Low

Security Mode Transport Mode
® Standard PKCS#11 ) Netscape (@ Disabled

2 Entrust Compliant ) FIPS 140-2 ) Single Shot
i) Custom i) Continuous
[] Tamper on Upgrade [ Mode Locked

[Juser ECC Params Allowed

V. Enter the number of slots to be created in the Input popup window, and click OK. The tokens
will be created with uninitialized slots.

Please enter the number of slots to create.

| OK ||Canoel|

Example: If an Administrator enters 1 in the field, and click OK, one token will be created with
an uninitialized slot.

Vi. The Adapter Management window will restart. The Administrator needs to enter the Admin
PIN.
Vil. To view the uninitialized slot, navigate to Edit > Tokens.
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Setting up Hardware Security Module in Normal Mode

viii.

iX.

Tokens...

Security Mode...
Transport Mode...

Clock...

Adapter Clock
Number of Slots
Login status

Firmware version

Security Mode

Battery Status
@ Good
) Low

Transport Mode

@ Standard PKCS#11 () Netscape (® Disabled
) Entrust Compliant  FIPS 140-2 O Single Shot
) Custom ") Continuous
[] Tamper on Upgrade [ mode Locked

[ user ECC Params Allowed

Select the uninitialized slot in the Manage Tokens popup window, using Slot dropdown menu,
and click Initialize to initialize a slot.

Selected Slot

Slot Description
Token Label

User PIN

SO PIN

]l

[] Token Initialized [] User PIN Initialized

In Initialise Admin Token window, provide the Security Officer PIN and User PIN, and click
OK.

Token Label

o poeeress
[cancet |

ReEnter |ssssssss | Cancel

User PIN
PIN |m...—J
ReEnter [sssessas| |

Note: If an Administrator wants to change PIN for a slot and is using the HA mode, the
Administrator should manually change the User PIN for that slot in both HSMs or change the
User PIN for one HSM and replicate the slot into another HSM using Command-Line Interface.

Command-Line Interface Method

To create an uninitialized slot, execute the following command:
Ctconf —-a<0,1,2> —cl
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Setting up Hardware Security Module in Normal Mode

Where; the first connected HSM device is numbered 0, the second as 1, and so on.
Example: If there are two HSM devices to be configured, the following command sequence

should be followed:
Ctconf —-a0 —cl1
Ctconf —-al —cl1

ii. Execute the following command to configure the slot or re-initialize it, if it is already configured:
ctkmu t —s<slot number>
Example: ctkmu t —sO

Configuring Hardware Security Module in SafeNet
Authentication Service

@ NOTE: For fresh SAS installs (installed and enabled), the HSM encryption
is applied. For existing SAS setups, the untouched data is not encrypted
till a modification call is made. Once the data is modified, the HSM
encryption is applied to it. Existing data may never be encrypted if it
doesn’t change.

To start encrypting the data, perform the following steps:

1. Login to the SAS console as an Administrator.

ON-BOARDING VIRTUAL SERVERS
4

Shortcuts
E‘a Setup (1]
Database L1 ]
Communications (1]
Logging (1]
N . .
[ ) Authentication Processing o

2. Click SYSTEM tab and select Setup.
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Setting up Hardware Security Module in Normal Mode

15 Setup Li)
Configure database connections and sites, and install licenses.
Task Description
Licenses Install and activate licenses.
Site Set site import and export information.
Permit LDAP

permit child accounts to configure LDAP settings.

Software Token Push OTP Setting

Enable Push OTP communication with MobilePass+

Permit ODEC Migrations

Configure ODBC migrations of SafeNet authentication servers.

FreeRADIUS Synchronization

Enable user interface options to configure FreeRADIUS Synchronization.

System Configuration Details

Generate snapshots of system configuration details.

Provisioning Delay Time

Set Provisioning Delay Time.

HSM Token Encryption

Enable and canfigure teken encryption key storage using a hardware security module.

SAS Service Communication Key

SAS Service Communication Key

HSM Token Encryption:

Apply

Cancel

HSM Pin

Enable database encryption using an HSM:

Enable ® Disable

Warning: Enabling HSM use is an irreversible operation and may take some time to complete.

In Setup module, click HSM Token Encryption link (under the Task column).

Apply.

Select Enable database encryption using an HSM radio button, provide HSM PIN and then click

E’ Setup

Configure database connections and sites, and install licenses.

Task Description

Licenses Install and activate licenses.

Site Set site import and export information.
Permit LDAP

Permit child accounts to configure LDAP settings.

Software Token Push OTP Setting

Enable Push OTP communication with MobilePass+

Permit ODBC Migrations

Configure ODBC migrations of SafeNet authentication servers.

FreeRADIUS Synchronization

Enable user interface options to configure FreeRADIUS Synchronization.

Systemn Configuration Details

Generate snapshots of system configuration details.

Provisioning Delay Time

Set Provisioning Delay Time.

HSM Token Encryption

Enable and configure token encryption key storage using a hardware security module.

SAS Service Communication Kev

SAS Service Communication Key

HSM Token Encryption:

Apply

Cancel

HSM Pin

Enable database encryption using an HSM:

Warning: Enabling HSM use is an irreversible

* Enable Disable

operation and may take some time to complete.

On clicking Apply, a key will be generated automatically. If a key is already present in the HSM (or in

the case of a PIN update), an appropriate message(s) will be displayed.

HSM Token Encryption:

Apply

Cancel

HSM Pin

Enable database encryption using an HSM:

(®) Enable Disable

Warning: Enabling HSM use is an irreversible operation and may take some time to complete.

* H5M database encryption was successfully enabled, however, the keys were already previously created.
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Setting up Hardware Security Module in Normal Mode

Notes:

o If you want to create a key manually or edit its attributes, refer Manual Key Generation section
on page 25.

e If you are reinstalling the SAS solution, the HSM registry setting
ET_PTKC_GENERAL_LIBRARY_MODE will default to Normal even if it was set as HA, before
the reinstallation.

Before continuing, change the setting ET_PTKC_GENERAL_L IBRARY_MODE to HA.

Also, ET_PTKC_WLD_SLOT_0 will default to SASHSMSIot 0,0,Description, and needs to be
changed to slot label of the HA slot (as described in point 7 of Configuring Virtual High
Availability Slots).

@ WARNING: Enabling HSM (with the SAS solution) is a one-way, irreversible
operation that cannot be undone.

SAS Site Import

If the HSM is enabled on the primary SAS server, and the administrator wants to import an SAS site on the
secondary SAS server, the administrator must perform the following steps to setup the secondary SAS site with
HSM integration:

1. Install the secondary SAS server.

Install Network HSM Access Provider and PTKC packages.

Export site information from the primary SAS server (already running the HSM integration).
Import the site information into the secondary SAS server.

Enter the HSM PIN.

Perform IISRESET operation.

o gk~ 0w DN

Verifying Encryption

To verify if the encryption is completed successfully, check as following:
1. Create a new user (or update an existing user).

2. Check the value of the encryptionVersion column.
If the value of the encryptionVersion column is set to 2, it means that the encryption is achieved
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Setting up Hardware Security Module in Normal Mode

successfully using the HSM.
24 ® use blackshield;
25 ® select * from users;
<] m |
| Result Grid | g 4% Filter Rows: |Ed'ﬂ: |£| B B |Ex'p-nrt,|’lmport: % % |meCel|CDntent: I N |
cellNumberE  extensionE  addressE  dtyE  provinceE  postalE  countryE  customZE custom3E  syndlser | encryptionVersion
[uLL L | a
: mn W o ) o
.

17
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3

Setting up Hardware Security Module In
High Availability Mode

@ Recommendation for Hardware Security Module in High Availability: We recommend
using a minimum of two HSM devices with appropriate backups, due to the
irreversibility of operations.

Configuring Virtual High Availability Slots

The following are the steps to configure the virtual HA slots:

1. Inthe registry, navigate to the following path:
HEY_LOCAL_MACHINE>SOFTWARE>Safenet>PTKC>GENERAL

Change the value of ET_PTKC_GENERAL_L IBRARY_MODE to NORMAL, if not set already.
|

File Edit View Favorites Help

4 --;?- Computer MName Type Data
b~ . HKEY_CLASSES ROOT ab] (Default) REG_SZ (value not set)
I+ ) HKEY_CURRENT_USER ab| ET_PTKC_GENERAL_LIBRARY_MODE REG_SZ NORMAL

4- |, HKEY_LOCAL_MACHINE
b}/ BCDODDODODO

b J) HARDWARE

Bl SAM

.|l SECURITY

4- |, SOFTWARE

. Classes

.. Clients

-}, CRYPTOCard

-4 JavaSoft

. Microsoft

.. MozillaPlugins

4§y ODBC

-} Policies

. PostgreSQL

. PostgreSOL Global De
.. RegisteredApplicatior
- 1 Safenet

BT~ ~ TR e

A

2. Navigate to the following path:
HEY_LOCAL_MACHINE>SOFTWARE>Safenet>HSM>NETCLIENT
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Setting up Hardware Security Module in High Availability Mode

Double-click ET_HSM_NETCLIENT_SERVERLIST and assign IP addresses (of both HSMs) separated

by a space.
Edit String -

Value name:
|ET_HSM_NETCLIENT_SERVERLIST |

Value data:

| |
IP1 IP2 0k || Concel |

You also need to create an environment variable:

ET_HSM_NETCLIENT_SERVERLIST = <IP1>SPACE< 1P2>

where;

IP1 is the IP address of the HSM device 0 (first HSM machine Administrator is configuring, as defined
earlier).

IP2 is the IP address of the HSM device 1 (second HSM machine Administrator is configuring as a
failover server).

Perform IISRESET operation.

3. Reopen the Command Prompt, and run the HSMstate . exe file, available at the following path:
C:\Program Files\SafeNet\Protect Toolkit 5\Network HSM\bin.

A list of all the configured HSMs is displayed.

=X Administrator: C\Windows\system32\cmd.exe

icrosoft Windows [Uersion 6.2_92001
(c> 2012 Microsoft Corporation. All rights reserved.

sUserssAdministrator?cd C:“\Program Files:SafeMet“Protect Toolkit 5“Metwork HSH
bin

\Ptngtam FilessSafeNet“Protect Toolkit 5“Network HSM:bhin*hsmstate.exe
a: HEM in NORMAL MODE. RESPOMDING. Usage Level=8x
i: HEM in NORMAL MODE. RESPONDING. Usage Level=8x

:s»Program FilessSafeNet“Protect Toolkit 5“Network HSM~binlX_

As shown in the above screenshot, another HSM device, HSM device 1 is now added.
Note: If device 1 is not available, edit environment variable with its IP address.

After adding device 1, we need to create an uninitialized slot which will be used for replication.
Follow the steps to create an uninitialized slot in HSM device 1.

i. To open, double-click gCTAdmin HSM.bat batch file, available at the following path:
C:\Program Files\SafeNet\Protect Toolkit 5\Protect Toolkit C SDK\bin

SafeNet Authentication Service PCE/SPE with Support for HSM PSE 2 Integration: Feature Documentation
Document PN: 007-013558-001, Rev. C, © Gemalto 2017. All rights reserved.
Gemalto and the Gemalto logo are trademarks and service marks of Gemalto and are registered in certain countries.



Setting up Hardware Security Module in High Availability Mode

ii. In Select an Adapter dialog box, select appropriate AdminToken option (the one that belongs
to device 1), and click OK.

Description
AdminToken ()
e | -
OK Cancel

iii. Enter User PIN in the Enter PIN popup window, and click OK.

=Slot2=:AdminToken (B8 o)
i) Security Officer

w User

PIH i-unn 1

Lox || cancel |

iv. For slot creation, navigate to File > Create Slots.
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Setting up Hardware Security Module in High Availability Mode

Edit EventLog About
Select Adapter... ] =
Login
Logout
= Create Slots...
Delete Slots...
Tamper Adapter Battery Status
Upgrade Firmware... ® Good
Exit O Low
Security Mode Transport Mode
@ Standard PKCS#11 ) Netscape @ Disabled
) Entrust Compliant 2 FIPS 140-2 ) Single Shot
) Custom ) Continuous
[] Tamper on Upgrade [ Mode Locked
[ User ECC Params Allowed

V. Enter the number of slots to be created in the Input popup window, and click OK. The tokens
will be created with uninitialized slots.

2 Safenet, Inc. -- Adapter Management =] x |
File Edit Eventlog About
o]o| [a] =] [#]@]
Adapter Status

Serial Number

"y
Firmware vers |5 |1|

Security Mod Mode
@® Standard PRL 5% L Neiscape ¢ Lisabled
() Entrust Compliant () FIPS 140-2 () Single Shot
() Custom () Continuous
[ ] Tamper on Upgrade [ 1 Mode Locked

] user ECC Params Allowed

Example: If an Administrator enters 1 in the field, and click OK, one token will be created with
an uninitialized slot.
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Setting up Hardware Security Module in High Availability Mode

Vi. The Adapter Management window will restart. The Administrator needs to enter the Admin
PIN.

4. Establish Trust: For token replication to be performed from one HSM (holding the token labels) to
another, both HSMs must have a trust relationship with each other.

Run the following commands after navigating to the path:
C:\Program Files\SafeNet\Protect Toolkit 5\Protect Toolkit C SDK\bin

i. ctident gen all: This command generates the identity Key Pair on all the HSMs connected

to the client (or available to the client machine).
= Administrator: C\Windows\System32\cmd.exe =

icrosoft Windows [Uersion 6.3.960081]
(c?» 2813 Microsoft Corporation. All rights reserved.

C:“Program File afeNet“\Protect Toolkit 55\Protect Toolkit C SDHxbinl’ctident gen
all

‘rotectToolkit C HSH Identity Key Management Utility 5.2.8

Copyright <c? Safenet. Inc. 2889-2816

Generating HEM ID key pair for dev:@ sn:484774 slot:=3 ...
[Please enter the Admin S50 pin for device dev:8 sn:484774 slot:3

[Key pair ex
i H ID key pair for dev:l =sn:507442 slot:7 ...
[Please enter the Admin 50 pin for device dev:l sn:5%87442 s

IKey pair ex

:wProgram Filess8afeNet“Protect Toolkit 5“Protect Toolkit C SDKE:bin»_

ii. ctident trust all all: This command creates the trust between all the HSMs (both
ways, from HSM 0 --> HSM 1 and vice versa).

=X Administrator: C\Windows\System32\cmd.exe

icrosoft Windows [Uersion 6.3.960081]
{c) 2813 Microsoft Corporation. All rights reserved.

:s“Program Files“BafeMet“Protect Toolkit 5“\Protect Toolkit C SDE:\binXctident tru
t all all

rotectToolkit C HEM Identity Key Hanagement Utility 5.2.8

opyright <c?> Safenet,. Inc. 2089-28

Please enter the Admin S0 pin for device dev:B sn:484774 slot:3

ev:l zn:484774 slot:3 trusting dev:l sn:587442 =lot:7 ... Already trusted
ev:l sn:5687442 slot:? trusting dev:d sn:484774 slot:3 ... Already trusted

wProgram Files\SafeMet“Protect Toolkit 5 \Protect Toolkit C SDK:hin>_

5. Replicate Tokens: Once the trust is established, the tokens can be replicated. The HSM device 0 can
now be replicated to any of the uninitialized/initialized slots of the HSM device 1.

i. For Uninitialized Slot: The following command can be used to replicate the tokens:
ctkmu rt —s<SLOT_NUMBER> —d<SLOT_NUMBER>
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Setting up Hardware Security Module in High Availability Mode

where,
s is the slot number of the Source HSM.

d is the slot number of the Destination HSM, which is in the uninitialized state.

NProgram FilessBafeNet\Protect Toolkit 5:Protect Toolkit C SDKxbin>ctkmu r»t -s
-d2

ProtectToolkit C Key Management Utility 5.0.8

opyright {(c> Safenet, Inc. 28892814

nter user PIN for slot @:

Please enter Security Officer PIN for the new token in Slot 2:
Replicate slot B to slot 2: SUCCESS

As shown below, Slot 0 of HSM device 0 is now replicated with Slot 2 of HSM device 1, and
the label of the uninitialized token is also changed.

C:sProgram Files“SafeMet“Protect Toolkit 5“\Protect Toolkit C SDKxbhinrctkmu 1
ProtectToolkit C Key Management Utility 5.8.8
Copyright (c» Safenet, Inc. Z20097-2814

Cryptoki Uersion 2.28

Manuf acturer Safenet, Inc.

Test (Slot B
AdminToken <484774> (81lot 12
Test (S5lot 22
AdminToken <587442> (81lot 32

C:sProgram Files“SafeMet“Protect Toolkit 5“Protect Toolkit C SDKxbhiny

ii. For Initialized Slot: Please ensure that PINs (User PIN and Security Officer PIN) of HSM
device 1 is same as that of HSM device 0. You can either modify device 1 PIN or reinitialize
the slot and go through the point (i) again.

6. Verify that the Key Checksum Value (KCV) of the key in both slots is the same.
For details on how to verify, refer the section (Verifying Key Checksum Value in Replicated Slots) on
page 38.

7. Create a new registry under PTKC and name it as HA, if not set already.
Navigate to the following path:
HKEY_LOCAL_MACHINE\SOFTWARE\SafeNet\PTKC\WLD

Create string values as: ET_PTKC_WLD_SLOT_<HA SLOT_NUMBER>=<HA SLOTS LABEL>.

Example:

Variable (String Values) Assignment

ET_PTKC_WLD_SLOT_O Slot 0

8. Set Library Mode to HA.
In the registry, navigate to HEY_LOCAL_MACHINE>SOFTWARE>Safenet>PTKC>GENERAL and change
the value of ET_PTKC_GENERAL_L IBRARY_MODE to HA.

9. Check HA Slot Configuration:
Run the ctkmu 1 (HA mode) utility to view the slots.
Example:
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Setting up Hardware Security Module in High Availability Mode

opyright (c> Safenet,. Inc. 2009-26814

ryptoki Version 2.28
anuf acturer Safenet, Inc.
C5lot B>

:sProgram FilessSafeMet“Protect Toolkit 5“Protect Toolkit G SDKE-hin>

Note: Only the HA virtual slots should be visible.
Any HSM physical slot on the system which has not been associated with an HA virtual slot will no

longer be accessible.

10. Advanced HA Configurations:
Set the following environment variables.
a. ET_PTKC_HA RECOVER_DELAY = <number of minutes>
Example: ET_PTKC_HA_RECOVER_DELAY = 2
b. ET_PTKC_HA RECOVER_WAIT= <YES / NO>
Example: ET_PTKC_HA_RECOVER_WAIT= YES
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A

Manual Key Generation

The following steps can be used to generate a key (and edit its attributes) manually. Follow the steps based on
whether you are using the Graphical User Interface (GUI) or Command-Line Interface (CLI).

Graphical User Interface Method

l. Double-click KMU HSM.Bat batch file available at the following path:
C:\Program Files\SafeNet\Protect Toolkit 5\Protect Toolkit C SDK\bin

II.  The Key Management Utility (KMU) window is displayed. Select the previously created token
[Slot<SLOT_NUMBER-> for the first token] and use User PIN option to login.

=] Safenet, Inc. -- Key Management Utility |=|a] x |
Jokens Options View Help
T
Select a token: Logged in as:
<Slot0>:HSM_22 '|v| Mot Logged in
Objects on Selected Token:
- Label Type
<Shot0>HSM_22
) No Login
) Security Officer
® User
PIN |
o]

Note: Ensure to select <Slot 0> option in Select a token dropdown menu.
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Manual Key Generation

M. To create a secret key, navigate to Options > Create > Secret Key.

Tokens View Help

Secret Key
Delete Key Pair

Export Generate Key Components

Import Key(s) Enter Key from Components
-

Import Domain Parameters

View

Edit Attributes

Refresh

[J Mask Component Entry

V. The Generate Secret Key popup window is displayed.

4] Safenet, Inc. -- Key Management Utility =

Tokens Options View Help

@] [=[=w]w] «2[a] u[a]s

Select a token: Logoed in as:

|<Slot0>:HSM_22 v| User

Objects on Selected Token:
| Lal

Mechanism |£\ES | - |

Label | HEM_KEY_AES_EMNCRYPTIOM_VER_1 :i

Key Size (bits) (256

Persistant Sensitive Modifiable

[] Extractable Exportable Private
[] Derive Encrypt [ sign
[] Export [] wrap Decrypt
[] verify [] unwrap [ import

cone

Enter/edit the following fields, and click OK.

i. Label: Provide the label of the key as: HSM_KEY_AES ENCRYPTION_VER 13.

ii. Key Size (bits): Change to 256, from the default value of 128.
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Manual Key Generation

V.

Ensure that only the following checkboxes are selected:
Persistant

Sensitive

Modifiable

Exportable

Private

Encrypt

Decrypt

AN N NN

A key will be generated for the particular slot.

4] Safenet, Inc. -- Key Management Utility = || = -
Tokens Options View Help
== %= « 24 @6

Select a token: Logged in as:

<Slot0>:HSM_22 | v | user

Objects on Selected Token:

| Label | Type
= HSM_KEY_AES_ENCRYPTION_VER_13 AES

Note: Key generation can also be done using SAS itself. When you enable the HSM in SAS System
Settings, provide the User PIN for the slot and apply changes, a key is created automatically for the slot.

Command-Line Interface Method

Execute the KMU HSM.Bat batch file available at the following path:
C:\Program Files\SafeNet\Protect Toolkit 5\Protect Toolkit C SDK\bin

To create key(s) in the slot, execute the following command:

ctkmu c —t<type of key> -s <slot number> -n <label of the Key> -a<attributes

of the keys>

Example: ctkmu c -taes -sO -nHSM_KEY_AES ENCRYPTION_VER_ 13 -aEDMX —z256

In the above example, the execution of the command will generate an AES (256 bit) key named
HSM_KEY_AES_ENCRYPTION_VER_ 13 in Slot 0 with following attributes: Encrypt, Decrypt,
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Exportable and Modifiable

Note: The following lists the attributes, which are allowed:
P: CKA_PRIVATE
M: CKA_MODIFIABLE
T: CKA_SENSITIVE
W: CKA_WRAP
w: CKA_EXPORT
I: CKA_IMPORT
U: CKA_UNWRAP
X: CKA_EXTRACTABLE
x: CKA_EXPORTABLE
R: CKA_DERIVE
E: CKA_ENCRYPT
D: CKA_DECRYPT
S: CKA_SIGN
V: CKA_VERIFY
L: CKA_SIGN_LOCAL_CERT

The following table provide descriptions of the listed keys:

Flag Description
Decrypt Security Object supports decryption
Derive Key can be used to derive operations
Encrypt Security Object supports encryption
Key can be exported in cleartext through the
Exportable pkcs#11 API (Not backup/restore related).

Note: HSM prevents the export operation.

Extractable

Key can be wrapped with transport key of the
HSM (Not backup/restore related)

Import NA
. Allow attributes to be changed after key
Modifiable ,
generation
, Authentication required prior to security object
Private . .
being visible
Sensitive Security sensitive attributes non-readable
Sign Security Object supports signing
Security Object supports unwrapping (can be
UnWrap
used to unwrap another key)
Verify Security Object supports verification (public key)
Security Object supports wrapping (can be used
Wrap y Obj PP pping (

to wrap another key)
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Il. Close and reopen the Command Prompt, and run the Ctkmu 1 command.
A list of the available slot(s) is displayed.

rotectToolkit C Key Management Utility 5.8.8

opyright <c>» Safenet,. Inc. Z28087-2814

ryptoki Uersion 2.28

anufacturer Safenet,. Inc.

est (Slot @>
dminToken 4847743 {81ot 1>

wProgram FileszsSafeNet“Protect Toolkit 5%Protect Toolkit C SDK-bin>_

Note: If you need to export the Private Key created at one SAS machine to another SAS machine, refer Chapter
5: Exporting and Importing Private Keys on page 30.
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5

Exporting and Importing Private Keys

To export SAS generated key (on Slot 0 of one HSM device) to another server (with SAS PCE installed on
some other machine), follow the steps:

1. Exporting Private Key (from one HSM device)
2. Importing Private Key (to another HSM device)
3. Verifying Private Key Operations Success

Exporting Private Keys

1. Navigate to the following path:
C:\Program Files\SafeNet\Protect Toolkit 5\Protect Toolkit C SDK\bin

2. To launch the KMU tool, double-click the KMU HSM.bat batch file.

3. Login to KMU using User PIN credentials to verify that a key was generated
(for Slot 0), by the SAS solution.

—% Safenet, Inc. -- Key Management Utility i = |I:I|i|
Tokvns Options View Help

[ I = |
2 [~[=[s(= [«[24 (@]w e (2
Select a token: Logged in as:
|<SI010:=:Test |v| User
Objects on Selected Token:
Label | Type
=2 HSM_KEY_AES_EMCRYPTION_VER_13 |AES
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Exporting and Importing Private Keys

4. Login to KMU (for Slot 0) using Security Officer credentials.

— safenet, Inc. -- Key Management Utility B o ol =
_ ens Options View Help
4 & : = | 7
Select a token: Logged in as:
[<Stoto>Test x|
Objects on Selected Token: <Slotd>Test
1 ) Mo Login lvpe
@ Security Officer
) User
PIN [eeescens
[ ok |[ cancer |
5. Navigate to Options > Create > Generate Key Components.
Machine WView Devices Help
_{of x|

—% safenet, Inc. -- Key Management Utility 1

Tokens | View Help
@ E Create E Secret Key
Delete Key Pair
Select a Export Generate Key Components
A <siotos] Import Keyls) Enter Key from Comp?nents
I =
Import Domain Parameters
Objects

View

Edit Attributes

Type

Refresh

0 Mask Component Entry

6. The Create Key Components popup window is displayed. Edit the following attributes, and click OK:

a. Mechanism: Select Triple DES from the dropdown list.
b. Check Export and Import checkboxes.

c. Clear Private checkbox.

% Mechanism

Label [Wrapper
Key Size (bits)
Persistant Sensitive Modifiable
Extractable Exportable || Private
Derive Encrypt Sign
Export Wrap Decrypt
Verify UnWrap Import
OK Cancel

X
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Exporting and Importing Private Keys

7. The Number of Components? window is displayed. The field, Number of components to create is

default populated as 2. Click OK, and click OK again.

X

Humber of Components?

!} Number of components to create

= |

0K Cancel

8. Copy the hexadecimal component and KCV to a text file (say, info.txt file)

9. Repeat steps 6 and 7, as above, for the second component.

10. A key is generated, and is now visible.

""k"_-'-afenet, Inc. -- Key Management Utility

Tokens Options View Help

Select a token: Logged in as:
= Slotd=:Test w | Security Officer
Objects on Selected Token;
| Label | Type
=3 [\Wrapper |Triple DES

11. Login to KMU using User PIN credentials (for Slot 0). The SAS generated key and the wrapper key will

be available.

—4 Safenet, Inc. -- Key Management Utility

Tokens Options View Help

%) [~le[m[®] «|% 4 al@E (7]

g |

Select a token:

Logged in as:
|1¢5lﬂiﬂ&:'.l’&&l | - | User
Objects on Selected Token:
Label | Type
= HSM_KEY_AES_EMCRYPTION_VER_13 AES
=2 Wrapper Triple DES

12. Right-click the SAS generated key and select Export.

13. The Export Key(s) window is displayed. Select the wrapper key (generated, as above, in step 10) from

the Wrapping Key dropdown field and provide a path for the file to export, and click OK.
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% Export Key(s)

Selected Token Test

Selected Key(s) HSM_KEY_AES_ENCRYPTION_VER_13

Wrapping Key |Wrapper

Options

[] wWrite to smart card{s) [ |UseNofll

Selected Smartcard

Batch Name

Ho. Custodians

Write to selected file

File to write

ersiadministratonDocuments\SAS1_Exported_Key [

[ ] write encrypted part to the screen

& Muiti Part r Single Part

OK Cancel

14. The key is exported, and a success message, Export Successful is displayed.

Tokens Options View Help

@Nwa@ﬁa % B 5

CIREI

—* Safenet, Inc. -- Key Management Utility

=10 ]

Select a token; Logaed in as;

< Slotl=:Test -

User

Objects on Selected Token;

Label

I
S R SN nformaton Hessage

= \Wrapper

x|

@ Export Successful

Type

Importing Private Keys

As a prerequisite to importing, SAS and PTKC 5.2.0 should already be installed on this (second) machine with a

different HSM device.
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Exporting and Importing Private Keys

a. Mechanism: Select Triple DES from the dropdown list.
b. Check Export and Import checkboxes.
c. Clear Private checkbox.

% Enter Key Components

Mechanism
Label
Key Size {bits)
Persistant
Extractable
Derive
Export
[¥] Verify

Triple DES

wrapper
Sensitive Modifiable
Exportable [ |[Private
Encrypt Sign
Wrap Decrypt
UnWrap Import
OK Cancel

x|

7. The Number of Components? window is displayed. Enter 2 in the Number of components to enter

field, and click OK.

1. Copy the exported file (as above) and the text (info.txt) file to the machine where the key needs to be
imported.
2. Navigate to the following path:
C:\Program Files\SafeNet\Protect Toolkit 5\Protect Toolkit C SDK\bin
3. To launch the KMU tool, double-click the KMU HSM.bat batch file.
4. Login to KMU using Security Officer credentials.
5. Navigate to Options > Create > Enter Key from Components.
—* Safenet, Inc. -- Key Management Utility ' ] ] |
Tokens | Options | View Help
|§I | = Create b| Secret Key
—_— Delete Key Pair
Select a Export Generate Key Components
o Enter Key from Components
5 < Sloto> Import Keyls ;
II Import Domain Parameters [—".
Objects e
| it Type
Edit Attributes
Refresh
0 Mmask Component Entry
6. The Enter Key Components popup window is displayed. Edit the following attributes, and click OK:
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Number of Components? [ ﬂ

s

o | HNumber of components to enter
= [ |

0K Cancel

8. Enter the hexadecimal component values from the text file (info.txt file).

— Safenet, Inc. — Key Management Utility o [ S
Tokens Options View Help

B [<[=[w]m] (@ o[q |1 68

Select a token: Logged in as:

‘<Slotﬂ>%slis}\52 ‘V| Security Officer

Objects on Selected Token:

—* Ready to accept componentl x|

=101

Enter Hex Component {0-9, A-F) KCv @
7CTFDOSD37CZ16C19B1AD0ET10850176E0ZACT7TFD3C1CB4F ‘SFRTFE g;; - Eil @

Arrange by:  Folder ¥

W e -Igi
Fle Edit Format View Help
Hex Component 1: =]

+ (&3 | search Documents

kcv of component 1:
3FA7FO

Hex Component 2:
|A431321FCBE97CABLS37 5BOBDFADGS SEFLCDE40EILTAAT DA

kCv of component 2:

700A92

kKCv of the SAS generated Key:
39B6AD

Note: The KCV value is populated, by default.

9. Repeat the above step (step 8) for the second component.

10. The wrapper key is created. It is the same key that got created in Exporting Keys (step 11).
Right-click to compare and verify that KCVs of these wrapper keys on different machines is the same.

11. Login to KMU using User PIN credentials (for Slot 0).

12. Navigate to Options > Import Key(s).

Machine: View Devices Help
—* Safenet, Inc. — Key Management Utility = _'|E||5|
Tokens | Options | View Help
B| [ Create Yt T | ®?
Delete
Selecta| Export Logged in as:

< Slotl= Import Key(s) : User

import Domain Parameters
Db}e%

View
i i Type
=3 wrap Edit Attributes Triple DES
Refresh
[0 Mask Component Entry
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Exporting and Importing Private Keys

13. The Import Key(s) window is displayed. Select the wrapper key (generated, as above, in step 10) from
the Wrapping Key dropdown field and provide the path for the file to import. This path should be the
same as the one provided for export in step 13 of Exporting Keys.

14. The key is imported, and a success message, Import Successful is displayed.
To verify if the same key (which was exported) has been imported, compare KCV of the two keys on

different machines.

el 5.‘.3'!:111:!:. inc. - - Key Management Utility =
Tokens Options View Help

=10] |

B |- = R A TRW | ?
Soelect a token:
|<Siot0>:Test_SAS2 |=] luser

Objects on Selected Token:

] Labal
=== wra pper

= HEM_KEY_AES_EMCRYPTION, Key Label:

—* Wiew KOV

Logged in as:

HESM_KEY_AES..

ej| Tvee

Hey Type : AES
HCW : [ze2ean ]
ok |

kCv of the SAS generated Key:
39B6AD

Verifying Key Operations

To verify that the Private Key export and import operations were successful, follow the steps:

Verifying Private Key Export and Import Success

1. Launch SAS Manager and login as administrator.

2. Navigate to System > Setup > HSM Database Encryption.

3. Provide User PIN (for Slot 0) of the HSM device configured on the second machine.

4. The message, HSM database encryption was successfully enabled. The database encryption key
... is displayed. The success message confirms that both the Private Key export and import operations
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Exporting and Importing Private Keys

were successful.

ON-BOARDING VIRTUAL SERVERS [ S¥YSTEM

Setup

Configure database connections and sites, and install licenses.

Shortcuts 4

Task Description

Licenses Install and activate licenses.

Site Set site import and export information.

Permit LDAP Permit child accounts to configure LDAP settings.

Permit ODBC Migrations Configure ODBC migrations of SafeNet authentication servers.

FreeRADIUS Synchronization Enable user interface options to configure FreeRADIUS Synchronization.
System Configuration Details

Generate snapshots of system configuration details.

Provisioning Delay Time Set Provisioning Delay Time.

HSM Database Encryption Enable and configure token encryption key storage using a hardware security module.

HSM Database Encryption:

Enable database encryption using an HSM: * Enable " Dicablz
HSM PIN of SIOt 0 sesssses

Warning: Enabling HSM use is an irreversible operation and may take some time to complete.
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Recommendations and Troubleshooting

Recommendations and Troubleshooting

ISRESET Use Cases

Following are a few cases, where IISRESET operation is highly recommended.

1. When an HSM (with which the SAS solution is communicating), is turned off, and then subsequently turned
on, an IISRESET is recommended to re-enable the SAS to start communicating with the HSM.

2. Whenever there is a change in Registry Settings, or an Environment Variable, an ISRESET operation is
recommended.

Setting Environment Variables

If you are unable to select an Adapter, during Slot Creation and Initialization, follow the steps to configure
environment variables:

Click Control Panel > System.

From the left pane, click Advanced System Settings.

The System Properties dialog box with Advanced tab selected, is displayed.
To configure, click Environment Variables.

M wbdpE

Verifying Key Checksum Value in Replicated Slots

To verify if KCV of the key in both slots is the same, follow the steps:

1. Execute the KMU HSM_bat batch file available at the following path:
C:\Program Files\SafeNet\Protect Toolkit 5\Protect Toolkit C SDK\bin
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Recommendations and Troubleshooting

2. Select Slot 0 of device 0 and provide User PIN to login.
!_' Safenet, Inc. -- Key Management Utility =
Tokens Options View  Help
.:'_?} - = [0 '; L *_:h _.&'. a;;:' 'L_ 1& t
Salect a token:
f*s-m-n

Oibjects on Selected Token:

3. Right-click the key and select View KCV.

[ Tokans Dpfoas Yew DR o T
@ wmwm o4 @@ T

Logged in as:

l'rj User

Note down the KCV value for Slot 0 of device 0.
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Recommendations and Troubleshooting

4. Select replicated slot from device 1 and login as User PIN of Slot O of device 0.

] Safenet, Inc. -- Key Management Utility |=|B] x
Tokens Options View Help

< SlotGe s
(! No Login | ]
) Secarity Officer

o User

PIN ssesssen

5. Right-click the key and select View KCV.
The value of KCV for this key should be the same as noted from Slot 0 of device 0.

= Safenet, Inc. -- Key Management Utility -8 x
Tokens Options View  Help '
@ <@ we @PAh @HE T

Silect a token: Logged in as:

|*5hl-'5!‘!h- |r' Uger

Type |

Updating User PIN in SAS

An Administrator may require changing the User PIN of HSM. After changing User PIN of an HSM slot, the
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Recommendations and Troubleshooting

same User PIN must also be updated in the SAS solution, otherwise, the SAS solution will not allow the
Administrator to create users, and perform related activities. Following are the steps, to achieve the same:

1. Login to SAS Administrator console using username and password.

2. Navigate to System > HSM Token Encryption.

3. Update the new User PIN in the HSM PIN field, and click Apply. The appropriate messages, as shown in
the screenshot, will be displayed.

HSM Token Encryption:

Cancel

Enable database encryption using an HSM: (% Enable Disable
H5M Piﬂ [TTT]

Warning: Enabling HSM use is an irreversible operation and may take some time to complete.

* HS5M pin has been updated successfully.

4. The server on which the SAS solution is installed will now need to be restarted, to ensure that a new
session is created between the SAS and HSM.

Unresponsive Failover Server

If the failover server is not responding, ensure that the below steps were followed. If they were not, perform the
steps that were missed:

© N o ok wDdE

10.

11.
12.

13.

Install SAS.

Install PTKC 5.2.0 (PTKnethsm.msi and PTKcpsdk.msi) packages.

Provide only one IP for HSM device 0 while installing PTKnethsm.msi.

Create a slot in HSM (if not already available).

Enable HSM in SAS (in Normal mode).

Create users in SAS.

Stop HSM device.

Try to open the created user. If the Created User page is accessible, perform an IISRESET operation.
If the Created User page is inaccessible, continue following the steps.

Start HSM and open created user. The user detail page is displayed.

Update ET_HSM_NETCLIENT_SERVERLIST in registry and environment variable.

Add IP of the second HSM (device 1).

Perform IISRESET operation.

Open command line and execute hsmstate and ctkmu 1 commands.

State of both HSMs, and slot details of both HSMs should be displayed.

Create a new slot in HSM device 1 (second HSM device). Replicate the newly created slot with Slot 0 of
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Recommendations and Troubleshooting

14.

15.

16.
17.
18.
19.

HSM device 0.

Note: After successful replication, please verify KCV of keys in both slots, they should be the same.
Change ET_PTKC_GENERAL_L IBRARY_MODE to HA and ET_PTKC_WLD_SLOT_O to <Slot label>
in the registry.

Add key ET_PTKC_HA_LOG_FILE in the registry, available at the following path:
HKEY_LOCAL_MACHINE/SOFTWARE/Safenet/PTKC/HA, and set its value to NULL.

Perform IISRESET operation.

Execute ctkmu I command. Only Slot 0 should be visible.

Open SAS, and open the created user.

Test the failover server without performing an IISRESET operation.
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Support Contacts

Support Contacts

If you encounter a problem while installing, registering, or operating this product, please make sure that you
have read the documentation. If you cannot resolve the issue, contact your supplier or Gemalto Customer
Support. Gemalto Customer Support operates 24 hours a day, 7 days a week. Your level of access to this
service is governed by the support plan arrangements made between Gemalto and your organization. Please
consult the support plan for further information about your entitlements, including the hours when telephone
support is available to you.

Contact Method

Address

Phone

Technical Support
Customer Portal

Documentation

Contact Information

Gemalto
4690 Millennium Drive
Belcamp, Maryland 21017, USA

us 1-800-545-6608
International 1-410-931-7520

https://serviceportal.safenet-inc.com

Existing customers with a Technical Support Customer Portal account can login to
manage incidents, get latest software upgrades, and access the Gemalto Knowledge
Base.

All SAS documentation (Cloud, PCE, SPE, Token and Integration) can be found on the
SafeNet Knowledge Base page.

All SAS Agents documentation can be found on the SafeNet Authentication Service
Downloads page.
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