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This document is intended to help users of SafeNet products when working with third-party software, such as
IBM Notes.

Material from third-party software is being used solely for the purpose of making instructions clear. Screen
images and content obtained from third-party software will be acknowledged as such.

This document describes how to enable smart card logon options in IBM Notes using SafeNet USB Tokens
managed by SafeNet Authentication Client.

SafeNet Authentication Client (SAC) is a public key infrastructure (PKI) middleware that provides a secure
method for exchanging information based on public key cryptography, enabling trusted third-party verification of
user identities. SafeNet’s certificate-based tokens provide secure remote access, as well as other advanced
functions, in a single token, including digital signing, password management, network logon, and combined
physical/logical access.

The tokens come in different form factors, including USB tokens, smart cards, and software tokens. All of these
form factors are interfaced using a single middleware client, SafeNet Authentication Client (SAC). The SAC
generic integration with CAPI, CNG, and PKCS#11 security interfaces enables out-of-the-box interoperability
with a variety of security applications, offering secure web access, secure network logon, PC and data security,
and secure email. PKI keys and certificates can be created, stored, and used securely with the hardware or
software tokens.

SafeNet Authentication Manager (SAM) provides your organization with a comprehensive platform to manage
all of your authentication requirements, across the enterprise and the cloud, in a single, integrated system. SAM
enables management of the complete user authentication life cycle. SAM links tokens with users, organizational
rules, and security applications to allow streamlined handling of your organization's authentication infrastructure
with a flexible, extensible, and scalable management platform.

SAM is a comprehensive token management system. It is an out-of-the-box solution for Public Certificate
Authorities (CA) and enterprises to ease the administration of SafeNet’s hardware or software tokens devices.
SAM is designed and developed based on the best practices of managing PKI devices in common PKI
implementations. It offers robust yet easy to customize frameworks that meets different organizations’ PKI
devices management workflows and policies. Using SAM to manage tokens is not mandatory, but it is
recommended for enterprise organizations.

For more information, refer to the SafeNet Authentication Manager Administrator Guide.

IBM Notes software client is a single point of access that simplifies the integration of messaging, business
applications, and social collaboration into one easy-to-use workspace.

Without the use of a smart card, you only need your User ID and IBM Notes password to access the application.
The advantage of using a smart card is that you can lock your User ID, which adds another layer of protection.
Using a smart card, you need your User ID, smart card, and smart card PIN to access the application. And
because you carry your smart card with you (just as you would carry a credit card), you are much less
vulnerable to User ID theft.

It is assumed that the IBM Notes environment is already configured and working with static passwords prior to
implementing SafeNet multi-factor authentication.
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Applicability

The information in this document applies to:

e SafeNet Authentication Client (SAC) — SafeNet Authentication Client is the middleware that manages
SafeNet's tokens.

e IBM Notes Social Edition

Environment

The integration environment that was used in this document is based on the following software versions:
o SafeNet Authentication Client (SAC) —Version 9.0
e |IBM Notes Social Edition —Version 9.0

Audience

This document is targeted to system administrators who are familiar with IBM Notes and are interested in adding
smart card logon capabilities in IBM Notes using SafeNet tokens.

Authentication Flow using SAC

The diagram below illustrates the flow of smart card logon for IBM Notes using the SafeNet smart card or
eToken.

Tokens & Users 1. User tries to log in to IBM Notes
- /Y .
J 2. User is prompted to enter a
y smart card PIN to authenticate,
J rather than an IBM Notes password
?7' —— '1-1

- e e —

) o

3. Upon successiul authentication,
user can access IBM Notes

1. A user attempts to connect to the IBM Notes server using the IBM Notes client application.

2. The user inserts the SafeNet token on which his certificate resides, and, when prompted, enters the token
password.
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3. After successful authentication, the user is allowed access to IBM Notes.
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This section describes the prerequisites that must be installed and configured before implementing smart card
logon for IBM Notes using SafeNet tokens:

SafeNet Authentication Client (v9.0) should be installed on all client machines.
A pre-loaded Internet certificate and key is present on the SafeNet smart card or eToken.
IBM Notes should be installed and configured with domino server.

If SAM is used to manage the tokens, TPO should be configured with MS CA Connector. For further details,
refer to the section “Connector for Microsoft CA” in the SafeNet Authentication Manager Administrator’s
Guide.

Users must have a SafeNet token with an appropriate certificate enrolled on it.

SAC supports a number of tokens that can be used as second authentication factor for users who authenticate
to IBM Notes.

SafeNet Authentication Client 9.0 (GA) supports the following tokens:

Certificate-based USB tokens

SafeNet eToken PRO Java 72K

SafeNet eToken PRO Anywhere

SafeNet eToken 5100/5105

SafeNet eToken 5200/5205

SafeNet eToken 5200/5205 HID and VSR

Smart Cards

SafeNet eToken PRO Smartcard 72K
SafeNet eToken 4100

Certificate-based Hybrid USB Tokens

SafeNet eToken 7300
SafeNet eToken 7300-HID
SafeNet eToken 7000 (SafeNet eToken NG-OTP)

Software Tokens

SafeNet eToken Virtual

SafeNet eToken Rescue

This section covers two ways to enable smart card login in IBM Notes, and, for an additional layer of protection,
how to store Internet private keys on a smart card.
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@ NOTE: This method assumes that the Internet certificate that you will use to
secure the ID file is stored on the Smartcard. If it is stored in the ID file instead,
before performing this procedure you must a) enable Smartcard login by securing
the ID file with a secret, and b) move the Internet keys to the Smartcard.

Enabling Smart Card Login to Secure the ID File with an Internet Certificate Key

This type of configuration secures the ID file using a private key from a personal Internet certificate stored on the
smart card. This method supports the use of smart cards on which the Internet certificate and keys are pre-
loaded, which means there is no need to make changes to the smart card (therefore, read-only smart cards can
be used).

@ NOTE: Once smart card login is enabled for your Notes User ID, you cannot
disable it. You will be prompted for your smart card Personal Identification Number
(PIN) in place of your IBM Notes password. Please ensure your User ID is
recoverable.

1. Onthe Windows desktop, double-click IBM Notes.

i

IBM Notes

2. Onthe IBM Notes window, select File > Security > User Security.

@ Mail - Inbox - IBM Notes =18 x]
Fle Edt View Create Actons Tools Window Help
New 5

Open >
Close Esc

Save fs,. Ctr-Shift+5

Autosave 5 Hew + Reply ~ Reply to All ~ Forward -~ .- | 2 Im' - More + c Q - Show + @

Appication , = no Subject bate Sze @ P |

Fare r bd  Administrator Hello 3:08 AM B

Locations 13 [
=+ Import...

Export..

Page setup...

Print Preview...
b Print... Cirl+P

Preferences...

Properties

[l = user security....

i e Tk ELockNotesID  CHl+FS
_gemetme Y ) suith. Hello

Close Al Spitch User, Pdministrator o Administrator 08/12/2014 0%:08 AM

Show Details

Exit
m
bset] 5 & S| @|m[v & [QF o B b s

(The screen image above is from IBM® Notes® software. Trademarks are the property of their respective owners).
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3. Onthe User Security window, select Your Identity > Your Smartcard.
©»  Security Basics

€ [ Your Identity

Your Names

Your Certificates | Enable jlogn.. |

o Smartcad If you are using a smartcard, then you should camy it with you. Your personal possession of the smartcard
@8 = Identity of Qhets :;o;t::as:js the possibility of misuse and theft for your Notes identity and the private information stored on the
g (=N 1i: Smartcard Configuration H B
& & Notes Dat3

Smartcards and other cryptographic tokens add security to your Notes environment. To make use of smartcard security
@T features, you need a supported smartcard, and a smartcard reader attached to your system.

A smartcard software driver enables Notes to communicate with the smartcard reader. You must provide the file name of
the smartcard driver provided by your smartcard manufacturer.

Smartcard driverfile | ]
If you dont know where the smartcard driver is, you should investigate these possibilities:

<ActivClient 5.4> \wm\syatqn32\aepkm211 dil ﬂ
<ATmﬂa-stg1Clientv1221> c\winnt\system32\asignp 11.dll

<Belgian elD> c:\winnt\system32\Belgium Identity Card PKCS11.dll v
< |

| Continue .. l | Cancel I

(The screen image above is from IBM® Notes® software. Trademarks are the property of their respective owners).

4. Onthe Smartcard Configuration window, click the Smartcard driver file folder icon E‘ browse to the
C:\Windows\System32\eTpkcs11.dll file, and then click Continue.

Smartcard Configuration H B

Smartcards and other cryptographic tokens add security to your Notes environment. To make use of smartcard security
features, you need a supported smartcard, and a smartcard reader attached to your system.

A smartcard software driver enables Notes to communicate with the smartcard reader. You must provide the file name of
the smartcard driver provided by your smartcard manufacturer.

Smartcard driver file |C:\Windows\System32\eTP KCS11.dl

If you don' know where the smartcard driver is, you should investigate these possibilities:

<ActivClient 5.4> c:\winnt\system32\acpkes211.dil ﬂ
<A-Trust a-sign Client v1.22.1>  c:\winnt\system32\asignp11.dil

<Belgian elD> c:\winnt\system32\Belgium Identity Card PKCS11.dll -
<| | 2f

| continue.. | | cancel |

(The screen image above is from IBM® Notes® software. Trademarks are the property of their respective owners).
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5. Under Your smartcard configuration, verify that values are displayed in the Smartcard Manufacturer and
Smartcard Serial Number fields.

User Security H B

Use of a smartcard or cryptographic token with Notes adds protection for your Notes ID. A smartcard-enabled
€ = Your Identity Notes |D requires you to provide your smartcard at login time and when using Notes. When you login, you would
enter your smartcard or cryptographic token’s PIN rather than a Notes password.
Your Names

Your Certificates Enable Smartcard Login...

= If you are using a smartcard, then you should camy it with you. Your personal possession of the smartcard
@& @ Identity of Others decreases the possibility of misuse and theft for your Notes identity and the private information stored on the

: smartcard.

$& = What Others Do

&& B Notes Data

& Mail Smartcard Manufacturer SafeNet, Inc.
Smartcard Serial Number 01dc4%b7

Configuration Details... I

[ ok || Cose |

(The screen image above is from IBM® Notes® software. Trademarks are the property of their respective owners).
6. Click Configuration Details.

7. Review the smartcard configuration information, and then click OK.

Smartcard Configuration Details H E
Notes has detected the following information about the configuration of your smartcard or cryptographic token.
Manufacturer Model eToken
Serial number 01dc4Sh7 Hardware version 8.00
Label My Token Fimware version 1.00
Loskiint
Manufacturer SafeNet, Inc. Hardware version 1.00
Associated slot 0 Firmware version 0.00
Description AKSifdh O
Path to driver file IC:\Windows\System 32\eTPKCS11.dil l':JI
Manufacturer SafeNet, Inc. Version 803
Number of slots 14 PKCS 11 version 220
Description SafeNet eToken PKCS#11
| ok || cance |

(The screen image above is from IBM® Notes® software. Trademarks are the property of their respective owners).

SafeNet Authentication Client: Integration Guide

Using SAC CBA for IBM Notes
Document PN: 007-012954-001, Rev. A, Copyright © 2015 SafeNet, Inc., All rights reserved.



8. Select Your Identity > Your Certificates. Complete the following steps, and then click OK.

a. Click the Your Internet Certificates menu, and then select the certificate to use to secure the ID file.

@ NOTE: To import Internet certificates from smart card and store them in the Lotus
Notes ID file, refer Appendix.

b. Click the Other Actions menu, and then select Lock ID File with Key on Smartcard.

o= y Your cerficates provide a secure way to identify you to Notes and other programs. Your 1D may contain

€ & Your identity cerficates used to sacure Notes communications as wel as cerficates used with the Intemet.
Your Names l 3
~ w2 |Your intemet Certficates May be used to exchange secure maid with users outside of Notes, to access
Your Certificates sacure web pages with the Notes browser, or to secure connections to
Your Smartcard Intemet services [using SSL)

| issued By ©

lssvedto  lest2 (Emal)

issuedby  sam-WIN-ASEEQSSSF7CCA (Emad)

Activated  09/01/2014 Type Intemet multi purpose

Expires 09/01/2015 Fingement C3CA EAE7 6721 E134 29EE 2B1¢
Advanced Detais...

(The screen image above is from IBM® Notes® software. Trademarks are the property of their respective owners).

9. When this warning message is displayed, click OK.

IBM Notes x|

A, WARNING: After your smartcard is enabled, your ID file wil

) always require the smartcard for logging into Notes. Check with

" your administrator to ensure that there is a backup of your ID file.
Continue?

OK I Cancel

(The screen image above is from IBM® Notes® software. Trademarks are the property of their respective owners).

10. When this window is displayed, enter the user account Password, and then click Log In.
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IBM Notes (]

Username:  Administrator/Sfnt

[ togn [[ Bt |

(The screen image above is from IBM® Notes® software. Trademarks are the property of their respective owners).
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11. When the following messages are displayed, click OK.
notes

Smartcard login requires setting preference 'Don't let administrator
set your Domino web/Internet password to match your Notes
password'. Your preference setting has been changed.

(The screen image above is from IBM® Notes® software. Trademarks are the property of their respective owners).

1IBM Notes x|

@ Smartcard login has been enabled!

[

(The screen image above is from IBM® Notes® software. Trademarks are the property of their respective owners).

12. On the User Security window, click OK to save the changes.
13. Select Your Identity > Your Smartcard.

14. In the Smartcard Login Label field, enter a descriptive name to identify the smart card (for example, My
Token), and then click OK.

m — ﬁm

Using your smartcard with Notes

©» Securty Basics

& 2 Your idontity Curently your Notes 10 requires 8 smaricand or cryplographic token to log in. I you wish to renstate use of 8
Your N Notes logn password. see your administrator.
Your Centificates
Your Smartcard 4

e Lok - ¥ you are using a smartcand. then you should cany @ weh you. Yourp ol
&« identity of Others decreases the Mdmwwhmmwmnmw;awmh
smatcard

8 = What Others Do

9 # Notes Data Your smartcard configuration
& Mail Senatcard Mafachurer SafoNet. Inc.
Smavtcard Serial Number 01dcd%7

Your logn lsbel s dsplayed when you login using your smartcand. This label is ntended 10 help you idertiy
which smadcard is required for login. You may supply arry teat which is mesningful to you

Semartcand Logn Label My Token
‘ |

ok | [ O |

(The screen image above is from IBM® Notes® software. Trademarks are the property of their respective owners).
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15. When this message is displayed, click OK.

—

1

(1BM Notes

Your smartcard login label has been set to: My Token

(The screen image above is from IBM® Notes® software. Trademarks are the property of their respective owners).

16. Close IBM Notes.

Now, every time you log in to IBM Notes, you will need to use your smart card PIN.

Enabling Smart Card Login to Secure the ID File with a Secret Stored on the
Smart Card

This type of configuration secures the ID file using a secret that is added to the smart card.

@ NOTE: Once smart card login is enabled for your IBM Notes User ID, you cannot
disable it. You will be prompted for your smart card Personal Identification Number
(PIN) in place of your IBM Notes password. Please ensure your User ID is
recoverable.

1. Onthe Windows desktop, double-click IBM Notes.

i

IBM Notes

2. Onthe IBM Notes window, select File > Security > User Security.

4 Mail - Inbox - IBM Notes =18 x|
Fie Edit View Create Actions Tools Window Help

New

Open

Close Esc

:Z:S:ie st Hew + Reply - ReplytoAll - Forward - - P - [ ~ Morer C Q- Show - ||@

Application = lwhe Subject Date  Size @ P L

i ST = Administrator Hello 3:08 AM 1K B

Locations. B
= Import...

Export...

Page Setup...

Print Preview...
b Print. Ctrl+p

Preferences...

Alt+Enter
[l =1 user secuity...
ssword... [Ed LockNotes D~ Cl+F5

Sametine " ) swich ... Hello

Close Al Swithillsera Administrator to: Administrator 08/12/2014 03:08 AM

= Show Details
.
Lrstart| 2, i‘i‘l“—’ﬂ QP %@ @ s m
(The screen image above is from IBM® Notes® software. Trademarks are the property of their respective owners).
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3. Onthe User Security window, select Your Identity > Your Smartcard.

€ [ Your Identity

Your Names

Your Certificates Enable Smartcard Logn... |

Your Smartcard

If you are using a smartcard, then you should camy it with you. Your personal possession of the smartcard

decreases the possibility of misuse and theft for your Notes identity and the private information stored on the
smartcard.

g GRSl e Smartcard Configuration H B

@ Notes Dald  smatcards and other cryptographic tokens add security to your Notes environment. To make use of smartcard security
@ Ml features, you need a supported smartcard, and a smartcard reader attached to your system.

@8 ® Identity of Others ‘

A smartcard software driver enables Notes to communicate with the smartcard reader. You must provide the file name of
the smartcard driver provided by your smartcard manufacturer.

Smartcard driver file |

If you dont know where the smartcard driver is, you should investigate these possibilities:

<ActivCliert 5.4> c:\winnt\system32\acpkes211.dl ﬁ‘
<A-Trust asign Client v1.22.1>  c:\winnt\system32\asignp11.dll

<Belgian elD> c:\winnt\system32\Belgium Identity Card PKCS11.dll _';]
«| |

I Continue..., I I Cancel l

4. Onthe Smartcard Configuration window, click the Smartcard driver file folder icon E‘ browse to the
C:\Windows\System32\eTpkcs11.dll file, and then click Continue.

Smartcard Configuration H B

Smartcards and other cryptographic tokens add security to your Notes environment. To make use of smartcard security
features, you need a supported smartcard, and a smartcard reader attached to your system.

A smartcard software driver enables Notes to communicate with the smartcard reader. You must provide the file name of
the smartcard driver provided by your smartcard manufacturer.

Smartcard driver file |C:\Windows\System32\e TPKCS 11 dl

If you don' know where the smartcard driver is, you should investigate these possibilities:

<ActivClient 5.4> c:\winnt\system32\acpkcs211.dil ﬁl
<A-Trust a-sign Client v1.22.1>  c:\winnt\system32\asignp11.dll

<Belgian elD> c:\winnt\system32\Belgium Identity Card PKCS11.dll v
< | 2

Continve.. | | Cancel |
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5. Under Your smartcard configuration, verify that values display in the Smartcard Manufacturer and
Smartcard Serial Number fields.

User Security H B

Use of a smartcard or cryptographic token with Notes adds protection for your Notes ID. A smartcard-enabled
€ = Your Identity Notes |D requires you to provide your smartcard at login time and when using Notes. When you login, you would
enter your smartcard or cryptographic token’s PIN rather than a Notes password.
Your Names

| Enable Smartcard Login...

Your Cettificates

= If you are using a smartcard, then you should camy it with you. Your personal possession of the smartcard
@& @ Identity of Others decreases the possibility of misuse and theft for your Notes identity and the private information stored on the
smartcard.

$& = What Others Do
&& B Notes Data

& Mail Smartcard Manufacturer SafeNet, Inc.
Smartcard Serial Number 01dc4%b7

Configuration Details... I

[ ok || Cose

6. Click Configuration Details.
7. Review the smartcard configuration information, and then click OK.

Smartcard Configuration Details H B
Notes has detected the following information about the configuration of your smartcard or cryptographic token.

Manufacturer SafeNet, Inc. Model eToken
Serial number 01dc4%h7 Hardware version 8.00
Label My Token Firmware version 1.00

Logitichd

Manufacturer SafeNet, Inc. Hardware version 1.00
Associated slot 0 Firmware version 0.00
Description AKS ifdh 0
Path to driver file [C:\Windows\System32\e TPKCS 11.dl
Manufacturer SafeNet, Inc. Version 803
Number of slots 14 PKCS 11 version 220
Description SafeNet eToken PKCS#11
| ok | [ cance |
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8. Under Using your smartcard with Notes, click Enable Smartcard Login.

9. When this warning message is displayed, click OK.

IBM Notes i X|

L. WARNING: After your smartcard is enabled, your ID file wil

) always require the smartcard for logging into Notes. Check with
your administrator to ensure that there is a backup of your ID file.
Continue?

I OK I Cancel

(The screen image above is from IBM® Notes® software. Trademarks are the property of their respective owners).

10. When this window is displayed, enter the user account Password, and then click Log In.

IBM Notes x|

Username:  Administrator/Sfrt

(The screen image above is from IBM® Notes® software. Trademarks are the property of their respective owners).

11. When the following messages are displayed, click OK.

IBM Notes x|

O Smartcard login requires setting preference 'Don't let administrator
'\ /" set your Domino web/Internet password to match your Notes

= password'. Your preference setting has been changed.

[

(The screen image above is from IBM® Notes® software. Trademarks are the property of their respective owners).

o nores Y

|0' Smartcard login has been enabled!
¥ 4

[

(The screen image above is from IBM® Notes® software. Trademarks are the property of their respective owners).

IBM Notes i

b You have the Single Logon service installed on this machine,

/' though it is disabled. Single Logon service is not supported with
= smartcards and must remain disabled. Smartcard users cannot
login to Notes using the operating system login.

[

x|

(The screen image above is from IBM® Notes® software. Trademarks are the property of their respective owners).
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12. On the User Security window, click OK to save the changes.

13. Select Your Identity > Your Smartcard.

14. In the Smartcard Login Label field, enter a descriptive name to identify the smart card (for example, My
Token), and then click OK.

Using your smartcard with Notes
©s  Security Basics
€ = Your identity Curertly your Notes 1D requires & smaricard o cryptographic token to kg in. I you wish to reinstate use of &
Your N Notes logn d. see your adm

s [ YO 300 USING 3 SmtCand, then you should canry & with you. Your ofthe
@+ Identity of Others decreases the Mdmmwbmmmwhmdm:mmh
smatcard

? @ Notes Dets Your smartcard corfiguration
@ Mal  Smatcard Mamdochrer SafeNet. Inc.
Seartcard Serial Number 0idcd®7
Your logn lsbel is dsplayed when you logn using your d. Thislebelis ded 1o help you idertdy
which smadcard is required for login. You mary supply arty text which is mesningful to you
Senatcand Login Label My Token

Lok [ o |

OK

(The screen image above is from IBM® Notes® software. Trademarks are the property of their respective owners).

15. When this message is displayed, click OK.

(The screen image above is from IBM® Notes® software. Trademarks are the property of their respective owners).

16. Close IBM Notes.
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Storing Internet Private Keys on a Smart Card
Any Internet private keys that you have from personal Internet certificates (not from Internet certificate authority
certificates) can be stored on your smart card.

Storing Internet private keys on your smart card adds an extra level of protection for them, rather than just
storing them in your User ID. Once a private key is moved to a smart card, it is only possible to export the
certificate (without including the private key) to a separate file.

1. Onthe Windows desktop, double-click IBM Notes.

i

IBM Notes

2. Onthe IBM Notes window, select File > Security > User Security.

i Mail - Inbox - TBM Notes =18 x|
Fle Edit View Create Actions Tools Window Help
New

Open
Close Esc
Saves GrbsshiteS New - Reply ~ ReplytoAll - Forward - B~ P - T - More- C Q- show - || @
AutoSave -
Application 1Who Subject tte  sze o b ||
Replication = Administrator Hello 3:08 AM 1K B
Locations : ]
+ Import...
Expert...
Page Setup.
Print Preview.
b print.. cul+p
Preferences..
Properties Alt+Enter \
[ = user seaity...
Cmrmm ik [ LockNotes D CHrl4FS
_ Semetme Y [Eswichm... Hello
Clase Al Suteh User,.. Pdministrator 1o Administrator 08/12/2014 03.08 AM
Show Details
=]
Lisan| = B 5 m | i @ % [P e @ s 1umav @

(The screen image above is from IBM® Notes® software. Trademarks are the property of their respective owners).

3. When this window is displayed, enter the user account Password, and then click Log In.

IBM Notes ]

Username:  Administrator,/Sfnt

Password: | XO0COOCOCOOOOOOOOOOX

[ togn || Ba |

(The screen image above is from IBM® Notes® software. Trademarks are the property of their respective owners).
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4. Onthe User Security window, select Your Identity > Your Certificates.

Cestificates in your 1D file
& x ,,! = waﬁc&uMammlodﬂﬁymloNdumem Your 1D may contain
€ = Your identity certficates usad to secure Notes as wel as used with the Intemet
—o————— " | Your Notes Cedtificates ¥ | May be used to logn to Notes, 1o access Notes databases, and %o exchange
Your Certificates secure mad weh other Notes users
Your Smartcard
O & Identty of Others | Type  lswwed To & fssued By & R
€& 4 What Others Do | R bob/bob bob — :
& ¥ Notes Data Y
g Masl Other Actions... ~
Selected tem
lssuedto  yatjam/yatjam
lssued by  Jyatjam
Activated  08/05/2014 Type Notes intemational encryption
Bxpires 08/06/2016 Key identfier  136EN EESBS U1M2M FEFSS 4DKMA Q34G5
Advanced Detals
[ ok ][ ome |

(The screen image above is from IBM® Notes® software. Trademarks are the property of their respective owners).

5. If you already have an Internet certificate installed in IBM Notes, click the Your Internet Certificates menu,
select the certificate to move to your smart card, and then proceed to step 6.

If you do not have an Internet certificate installed in IBM Notes, follow the steps below to import an Internet

certificate into the IBM Notes ID file, and then proceed to step 6.

a. Click the Your Internet Certificates menu.

e

HIE

- Certificates in your 1D file
©»  Security Basics

Your certificates provide a secure way to identify you to Notes and other programs. Your ID may contain

.. 2 Your Identity certificates used to secure Notes communications as well as certfficates used with the Intemet.
Your Names
Your Certificates [You Intemet Certificates v] May be used to exchange secure mail with users outside of Notes, to access

Your Smartcard

secure web pages with the Notes browser, or to secure connections to
Intemet services (using SSL).

€8 = Identity of Others Type‘lssq.sedToC

& [© What Others Do || 18  Administrator
& # Notes Data
& Mail

| Issued By © Get Certficates... ~
Test-SFNT-CA
Other Actions... 'I
Selected item
Issuedto  Administrator (Email)
Issuedby  Test-SFNT-CA (Email)
Activated  08/12/2014 Type Intemet multi-purpose

Expires 08/12/2015
Advanced Details...

Fingerprint 3649 E4D4 2F92 AEBS D81F C9AA OE78 FEES

(The screen image above is from IBM® Notes® software. Trademarks are the property of their respective owners).
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b. Click Get Certificates, and then select Import Internet Certificates.

User Security -

Security Basi =
= Your certificates provide a secure way to identify you to Notes and other programs. Your |D may contain B
€ = Your ity cerificates used to secure Notes communications as well as certificates used with the Intemet

Ident
Your Names J
§ “Your Intemet Certficates | May be used to exchange secure mail with users outside of Notes, to access

Your Certificates secure web pages with the Notes browser, or to secure connections to

e — — Intemet services fusing SS5L).
B8 i idonity of Others | [ Type | Issued To & Cetticaes... 7

Impart (Merge) Notes Certificates. ..
Request New Motes Flat Certificate. ..

¥8 = What Others Do

& & Notes Data Import Inte .

Mail Request New Internet Certificate...
e Import Internet Certificate from a Smartcard. ..

- Selected item
lssuedto  test? (Email) py
lssued by  sam-WIN-ASEEQSSSF7C-CA (Email)
Activated  09/01/2014 Type Intermet multi-purpose
Expires. 09/01/2015 Fingermprint C3CA EAE7 6721 E134 29EE 2819 A2CE 316B
Advanced Details...

(The screen image above is from IBM® Notes® software. Trademarks are the property of their respective owners).

c. Browse to the .pfx Internet certificate.

{fi* Specify File Containing the Internet Certificates

E’ Alice.pfx 9/1/2014 3:49PM  Personal Inform...

Recent Places

[

Desktop

Libraries

A
Computer
=

L ¥

-
Network

1

=

File name: INice P

Cancel

Lef Lo
‘

Flesoftype:  [PKCS12 Files (p12, ~pf)

Help

4

(The screen image above is from IBM® Notes® software. Trademarks are the property of their respective owners).
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d. Onthe Select Import File Format window, select PKCS 12 encoded, and then click Continue.

Select Import File Format H R

" Binary encoded X.509
¢~ Base 64 encoded X 509
& PKCS 12 encoded

™ PKCS 7 encoded

| Continue Il Cancel |

(The screen image above is from IBM® Notes® software. Trademarks are the property of their respective owners).

e. Onthe Enter Password window, enter the password for the file containing the Internet certificate, and
then click OK.

Enter Password

(The screen image above is from IBM® Notes® software. Trademarks are the property of their respective owners).

f.  Onthe Import Internet Certificates window, accept the certificate into the IBM Notes ID file, and then
click Accept All.

Import Internet Certificates HEB

Type | Issued To < Issued By &
/@ test2 sam-WIN-ASEEQBSSF7C-CA
sam-WIN-ASEEDSS3F7C-CA sam-WIN-ASEEQS53FTC-CA
Selected item:
lssued to test2 (Email)
lssued by sam-WIN-ASEEDSS3F7CCA (Email)
Activated  09/01/2014 Type Intemet multi-purpose

Expires 03/01/2015 Fingerprint ~ C3CA EAEY 6721 E134 25EE 2B13 AZCE 3168
Advanced Details... There is a private key comesponding to this cerfficate.

| Acceptal || Cancel

|,

(The screen image above is from IBM® Notes® software. Trademarks are the property of their respective owners).
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g. This window is displayed because the token was enabled to secure the IBM Notes User ID. Enter the
smart card PIN, and then click Log In.

IBM Notes [x]

Smartcard: My Token

(The screen image above is from IBM® Notes® software. Trademarks are the property of their respective owners).
h. When this message is displayed, click OK. The Internet certificate is successfully imported.

IBM Notes 4|

@ Mew certificates were accepted into your ID!

If you have installed copies of your ID on multiple machines,
update each machine with a new ID copy.

(The screen image above is from IBM® Notes® software. Trademarks are the property of their respective owners).

6. On the User Security window, select Your Identity > Your Certificates. Complete the following steps, and
then click OK.

a. Under Certificates in your ID file, click the Your Internet Certificates menu, and then select the
certificate to use to secure the ID file.

b. Click the Other Actions menu, and then select Move Private Key to Smartcard.
Lot s, A— a2l

Cantticotes » your 10 fén

p Seculy Besics
o Your cenficates provide a secure way 10 ientfy you 10 Notes and other programs Your 10 may contan

€ = Your Mertity cotficates used 15 secure Notes Communcations as well 33 cotficates Lsed wih the intemet
Your Names - .
. Your rtemet Cotficates * | May be used 10 exchangs secure mal with usens outsde of Notes, 10 access
Your Centtacatos secre wed pages weh the Notes browser o 10 secure Corrextirs 12
Your Seatcand Intemet sereces Lang SSL)
0+ Mortty of Othors Tywe | lasued To & lasued By O Got Coshcaten. _'J
& 5 Woat Others Do B Adwwe Toe SFNTCA —————
G Notes Datar
N ua Cther Actons .
Export Notes ID (Safe Copy)..
Selectad tern
Fespond to Cross Cendicate Pequest..
S iy e Mad, Copy Centificate (Public Key)
cate .
baadby Test SEINTCA (Emal) ¥
Create New Publc Keys.
Atvmed R0 Twe rtomet mul upote New o
Expens whyans Fngemert 2549 E4D4 2F52 AEBS DSF CIAA DETE e
Regquest Name Changes...
————J Move Private Key 1o Smantcaed .
Delete tram X Fie
ok 1D Fie with Key o Smadtcand

(The screen image above is from IBM® Notes® software. Trademarks are the property of their respective owners).

SafeNet Authentication Client: Integration Guide 23
Using SAC CBA for IBM Notes
Document PN: 007-012954-001, Rev. A, Copyright © 2015 SafeNet, Inc., All rights reserved.



7. When this message is displayed, click Yes.

'IBM Notes |

& Onceyou move the certificate private key to smartcard, the key can't be
(_‘B recovered if the smartcard is lost or damaged. Data encrypted with a
lost key can no longer be decrypted. Move the key to smartcard?

e e

(The screen image above is from IBM® Notes® software. Trademarks are the property of their respective owners).
8. Enter your smart card PIN to confirm the move.

When this message is displayed, click OK.

o

IBM Notes

@ Your certificate private key was successfully stored on your smartcard.

(The screen image above is from IBM® Notes® software. Trademarks are the property of their respective owners).

Running the Solution

1. Launch IBM Notes and insert the configured token into the machine’s USB port.

2. Onthe smart card log in window, from the Smartcard menu, select the applicable token name.

Smatcond: My Token v

W Enteryour PIN. | -
Alocatcn:  [Onine 3

\ & Forpot your password?
|

‘ [on |[ &= |

(The screen image above is from IBM® Notes® software. Trademarks are the property of their respective owners).

3. Enter your smart card PIN, and then click Log In.

APPENDIX

To import Internet certificates from a Smartcard

You can import Internet certificates and store them in the Lotus Notes ID file so that they can be found by, and
used with, Lotus Notes.

B NOTE: This option is only applicable to users who have enabled Smartcard login
by securing the ID file with a secret.
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1. Click File > Security > UserSecurity.

2. Enter your PIN when prompted.

Note: If you are performing this step as part of enabling Smartcard login with an Internet certificate and

key, you are not prompted for the PIN.

Click Your Identity > Your Certificates.

Click Get Certificates. A drop-down list appears, listing different ways of importing certificates into the

ID file.

5. Select Import Internet Certificate from a Smartcard. This imports all available certificates from the

current Smartcard.

If you encounter a problem while installing, registering, or operating this product, please make sure that you
have read the documentation. If you cannot resolve the issue, contact your supplier or SafeNet Customer
Support. SafeNet Customer Support operates 24 hours a day, 7 days a week. Your level of access to this
service is governed by the support plan arrangements made between SafeNet and your organization. Please
consult this support plan for further information about your entitlements, including the hours when telephone
support is available to you.

Contact Method

Address

Phone

Technical Support
Customer Portal

Contact Information

SafeNet, Inc.
4690 Millennium Drive
Belcamp, Maryland 21017 USA

United States 1-800-545-6608
International 1-410-931-7520

https://serviceportal.safenet-inc.com

Existing customers with a Technical Support Customer Portal account can log in to
manage incidents, get the latest software upgrades, and access the SafeNet Knowledge
Base.
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