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Third-Party Software Acknowledgement

This document is intended to help users of Gemalto products when working with third-party software, such as
IBM WebSphere Application Server.

Material from third-party software is being used solely for the purpose of making instructions clear. Screen
images and content obtained from third-party software will be acknowledged as such.

Description

Remote access poses both a security and a compliance challenge to IT organizations. The ability to positively
identify users (often remote users) requesting access to resources is a critical consideration in achieving a
secure remote access solution. Deploying remote access solution without strong authentication is like putting
your sensitive data in a vault (the datacenter), and leaving the key (user password) under the door mat.

A robust user authentication solution is required to screen access and provide proof-positive assurance that only
authorized users are allowed access.

PKI is and effective strong authentication solution to the functional, security, and compliance requirements.

SafeNet Authentication Client (SAC) is a public key infrastructure (PKI) middleware that provides a secure
method for exchanging information based on public key cryptography, enabling trusted third-party verification of
user identities. SafeNet’s certificate-based tokens provide secure remote access, as well as other advanced
functions, in a single token, including digital signing, password management, network logon, and combined
physical/logical access.

The tokens come in different form factors, including USB tokens, smart cards, and software tokens. All of these
form factors are interfaced using a single middleware client, SafeNet Authentication Client (SAC). The SAC
generic integration with CAPI, CNG, and PKCS#11 security interfaces enables out-of-the-box interoperability
with a variety of security applications, offering secure web access, secure network logon, PC and data security,
and secure email. PKI keys and certificates can be created, stored, and used securely with the hardware or
software tokens.

SafeNet Authentication Manager (SAM) provides your organization with a comprehensive platform to manage
all of your authentication requirements, across the enterprise and the cloud, in a single, integrated system. SAM
enables management of the complete user authentication life cycle. SAM links tokens with users, organizational
rules, and security applications to allow streamlined handling of your organization's authentication infrastructure
with a flexible, extensible, and scalable management platform.

SAM is a comprehensive token management system. It is an out-of-the-box solution for Public Certificate
Authorities (CA) and enterprises to ease the administration of SafeNet’s hardware or software tokens devices.
SAM is designed and developed based on the best practices of managing PKI devices in common PKI
implementations. It offers robust yet easy to customize frameworks that meets different organizations’ PKI
devices management workflows and policies. Using SAM to manage tokens is not mandatory, but it is
recommended for enterprise organizations.

For more information, refer to the SafeNet Authentication Manager Administrator Guide.

IBM WebSphere Application Server provides the ability to deploy and run applications with flexible, secure, and
Java EE-certified runtime environments — from lightweight production environments to large enterprise
deployments.

This document provides guidelines for deploying certificate-based authentication (CBA) for user authentication
to IBM WebSphere Application Server using SafeNet tokens.
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It is assumed that the IBM WebSphere Application Server environment is already configured and working with
static passwords prior to implementing SafeNet multi-factor authentication.

IBM WebSphere Application Server can be configured to support multi-factor authentication in several modes.
CBA will be used for the purpose of working with SafeNet products.

Applicability

The information in this document applies to:

e SafeNet Authentication Client (SAC) - SafeNet Authentication Client is the middleware that manages
SafeNet's tokens.

e IBM WebSphere Application Server

Environment

The integration environment that was used in this document is based on the following software versions:
o SafeNet Authentication Client (SAC)—Version 10.0

e IBM WebSphere Application Server—Version 8.5

e Windows Server 2008r2 Active Directory and CA server

e Windows 7 x32 as Client

Audience

This document is targeted to system administrators who are familiar with IBM WebSphere Application Server,
and are interested in adding multi-factor authentication capabilities using SafeNet tokens.

CBA Flow using SafeNet Authentication Client

The diagram below illustrates the flow of certificate-based authentication:

Authentication using SAC

T

- o -
2 Https SIP
ii @ IBM WebSphere @ Active Directory (LDAP)

) Application Server
Desktop / Laptops Clients

1. A user attempts to connect to the IBM WebSphere Application Server using the IBM WebSphere Application
Server client application URL. The user inserts the SafeNet token on which his or her certificate resides,
and, when prompted, enters the token password.
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2. After successful authentication, the user is allowed access to IBM WebSphere Application.

Prerequisites

This section describes the prerequisites that must be installed and configured before implementing certificate-
based authentication for IBM WebSphere Application Server using SafeNet tokens:

e To use CBA, the Microsoft Enterprise Certificate Authority must be installed and configured. In general, any
CA can be used. However, in this guide, integration is demonstrated using Microsoft CA.

e |If SAM is used to manage the tokens, Token Policy Object (TPO) should be configured with MS CA
Connector. For further details, refer to the section “Connector for Microsoft CA” in the SafeNet
Authentication Manager Administrator’s Guide.

e Users must have a SafeNet token with an appropriate certificate enrolled on it.
e SafeNet Authentication Client 10.0 should be installed on all client machines.

e SafeNet Authentication Client should be installed on the certificate authority from where a certificate will be
enrolled on the token.

e Active Directory, LDAP server, IBM WebSphere Application Server, and client are up and running and
should communicate with each other.

Supported Tokens in SafeNet Authentication Client

SafeNet Authentication Client (SAC) supports a number of tokens that can be used as a second authentication
factor for users who authenticate to IBM WebSphere Application Server.

SafeNet Authentication Client 10.0 (GA) supports the following tokens:
Certificate-based USB tokens

e SafeNet eToken 5110/5105

Smart Cards

e |DPrime MD 830-FIPS

IDPrime MD 830-ICP

IDPrime MD 3810
e IDPrime MD 3810 MIFARE 1K
Software Tokens

e SafeNet eToken Virtual
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Configuring IBM WebSphere Application Server

Configuring IBM WebSphere Application server requires:
¢ Configuring an LDAP Repository, page 7
e Adding a CA Root Certificate, page 14

e Setting up the Application to Use the Client Certificate Authentication, page 17

Configuring an LDAP Repository

1. In aweb browser, open the following url:
http://[<WebSphere Application Server IP address or name>:<port number>/ibm/console
Or

https://< WebSphere Application Server IP address or name>:<port number>/ibm/console

@ NOTE: The port number will be according to the created installation profile.

2. On the WebSphere Application Server login window, enter the administrator user ID and password, and then click
Log in.

WebSphere. BTG

WebSphere Integrated
Solutions Console

User ID:

L

Password

Login

Licensed Materials - Property of IBM (c) Copyright IBM Corp. 1997, 2011 All Rights Reserved.

18M, the IBM logo, ibm.com and WebSphere are trademarks or registered trademarks of

International Business Machines Corp., registered in many jurisdictions worldwide. Other

®  product and service names might be trademarks of IBM or other companies. A current list of
1BM trademarks is available on the Web at Copyright and trademark information.

(The screen image above is from IBM®. Trademarks are the property of their respective owners.)
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After successful login, the WebSphere Application Server Administrator console is displayed.

WebSphere.

v]

| View: [All tasks

Welcome
[+ Guided Activities
# Servers
Applications
[# Services
[# Resources
# Security
[ Environment
[#] System administration
[#] Users and Groups
% Monitoring and Tuning
(# Troubleshooting
Service integration

(# uoDI

Welcome

Welcome

7=0

About this Integrated Solutions Console &=

Integrated Solutions Console,

8.5.5.3 A
Build Number: cf091608.05

Build Date: 2/25/16

Integrated Solutions Console provides a common administrative console for
multiple products. The table lists the product suites that can be administered
through this installation. Select a product suite to view mor information.

LICENSED MATERIALS PROPERTY
F

Suite Name Version OF IBM ™
WebSphere Application Server 8.5.5.9 5724-)08, 5724-163, 5724~

(The screen image above is from IBM®. Trademarks are the property of their respective owners.)

On the WebSphere Application Server Administrator console, in the left pane, click Security > Global security,

and then in the center pane, under Application security, select Enable application security.

| View: |All tasks

* Welcome

[+ Guided Activities

[ Servers

[+ Applications

[ Services

[ Resources

(= Security
Global security
Security domains
Administrative Authorization Groups
SSL certificate and key management
Security auditing
Bus security

[# Environment

[ System administration

[#] Users and Groups

[# Monitoring and Tuning

[# Troubleshooting

[# Service integration

[+l UDDI

< >

Cell=Server2008R2MYINode01Cell, Profile=AppSrv01

O G icbai < ccurity )

Close page

Global security

Use this panel to configure administration and the default application security policy. This security configuration applies to the security policy ft
functions and is used as a default security policy for user applications. Security domains can be defined to override and customize the security
applications.

| Security Configuration Wizard | | Security Configuration Report |

Administrative security Authentication

M Eenable administrative security *  Administrative user roles and
Administrative group roles @ LTPA
- Administrative authentication Qibaci ik
Kerberos configuration
Application security OSWAM (d d): No ’ o

Authentication cache settings
[# Web and SIP security

M enable spplication sacurity

Java 2 security [E RMI/IIOP security

[ Use 3ava 2 security to restrict application access to local resources @ Java Authentication and Authorization Servics

[ Enable 3ava Authentication SPI (3ASPT)

Providers

O

User account repository

[0 Use resim-qualified usar names

Realm name
1BMDC.safenetdemos.com: 389
* Security domains

Current realm definition
Standalone LDAP registry

Available realm definitions

Standalone LDAP registry [¥]| [ Configure... |

v [Aoply |[ Reset

<

« External authorization providers
ic session cookie configuration

* Custom properties

(The screen image above is from IBM®. Trademarks are the property of their respective owners.)
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4. Under User account repository, perform the following steps:

a. Inthe Available realm definitions field, select Standalone LDAP registry.

b. Click Set as current.

c. Click Configure.

| View: [All tasks

* Welcome

[+ Guided Activities

1 Servers

[# Applications

[# Services

[ Resources

(= Security
Global security
Security domains
Administrative Authorization Groups
SSL certificate and key management
Security auditing
Bus security

[# Environment

[ System administration

[#] Users and Groups

[# Monitoring and Tuning

[# Troubleshooting

[#l Service integration

Cell=Server2008R2MYINode01Cell, Profile=AppSrv01

O G icbai < ccurity A

Global security

Use this panel to configure administration and the default application security policy. This security configuration applies to the security policy ¢
functions and is used as a default security policy for user applications. Security domains can be defined to override and customize the security

applications.

| Security C Wizard | | Security G Report |

Administrative security

Administrative usar roles

Administrative group roles

M Enable administrative security

©  Administrative authantication

Application security

M enable application security

Java 2 security

[ use Java 2 security to restrict application access to local resources

L]
]

Close page

Authentication

® L1pa
O Kerberos and LTPA
Kerberos configuration
O swaM (deprecated): No authenticated communication
Authentication cache settings
E Web and SIP security
@ RMI/IIOP security
[# Java Authentication and Authorization Service

[ Enable 3ava Authentication SPI (JASPT)
Providers

User account repository

[ UDDI
Realm name
1BMDC.safenetdemos.com: 389
* Security domains

Current realm definition - External authorization providers

Standalone LDAP ragistry. ic session cookie configuration

Available realm definitions - Custom properties
Standalone LDAP registry | Configure... | [ Setas cument |

Apply || Reset W,
< > < >

[0 use reaim-qualified user names

(The screen image above is from IBM®. Trademarks are the property of their respective owners.)
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5. Under General Properties, complete the following fields, and then click OK:

Primary administrative user Enter the user name of the primary administrative user. The user is

name defined with administrative privileges in the user registry.
Type of LDAP server Select Microsoft Active Directory.
Host Enter the LDAP server host name or IP address.

Base distinguished name (DN) | Enter the base distinguished name of the directory.

Bind distinguished name (DN) | Enter the full distinguished name of the administrator.

Bind password Enter the administrator password.

| WebSphere. [ 11

Global security > Standalone LDAP registry
| View:lllltasks :l | 2 2 7 2 S % e
Usz=s the Lightweight Directory Acc=ss Protocol (LDAR) usar registry s=ttings when users and groups resids in an =xternal LDAP dirsctory. When s=curity is =nabied and
Vielcame 2ny of thes= properties ar= changed, go = Secunity > Global secunity pansl. Click Apply o OK to validats the changes.
(2} Guized Activities
T I
&/ Appuications
General Properties
8 services
+ Primary administrative user name
e e —
=) Security
Global security LDAP server Security

y domains

Typ= of LDAP zarver

Server user identity

[Micreso Active Directary &~
®  sutomstically gerersted server igentity
¢dest o O server igentity that i i i
e | s ) rver identity that iz stzr=d in the rpesitery
) Environment
Failover hests
! System aaministration [New’| [ Dl
| Delete
2 usars anc Groups
Select| Host port
i Ponkoring snd Dming ol I 7 Bind distinguished name (DN)
&) Trousiesheating Ic in JCh=Users,DC; OC=com
4 Sarvica Inzegratien Basz= gistinguished name (DN) Sind pazzwerd
= = = seaase
et [CN=Uz=rs,DC=safenstamos,0C=cam ] e
Search tmecut [0 sstensbies
120 | smcznos
Reuse carnection
Mansge endpsint security configurations
Ignore case for authorization o
Custom properties NodeDafaultSSLS=ttings V]| SSL configurations
[[New | [ Delete
) Relsted Items
Seiect| Name | Value
Ol ‘ | Trustes + resime - inbound

Additional Properties

Advanced Lightweight Directory Access Protocol (LOAP)
zar registey z=tlings

[C2eply |["OK | [Reset ][ Cancel

<
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6. Click Save.

B NOTE: Click Test connection to ensure that the connection with the LDAP
server is successfully established.

Celi=Server2008R2MYINode01Cell, Profile=AppSrv01 Close page
I View: |All tasks | A
Global security ?
Welcome
F Guidad Activities = Messages
& Servers & After changing the active user registry settings, click Apply on the Global security panel.
< & Chances have been made to your local configuration. You can:
# Applications. 3 7
. irectly to the master configuration.
S SEayicey » Review changes before saving or discarding.
* Resources
S Security £ The server may need to be restarted for these changes to take effect.
Global security
Security domasinz Global security > Standalone LDAP registry
Administrative Authorization G
e ::::m;g;:’:; Uses the Lightweight Directory Access Protocol (LDAP) user registry settings when users and groups reside in an external LDAP directory. When security is enat

any of these properties are changed, go to Security > Global security panel. Click Apply or OK to validate the changes.

f Test connection

General Properties

Security auditing

Bus security

+ Environment

+ System administration

+ Us=rs 2nd Greops

4 Moritering and Tuning

# Troubleshooting
s LDAP server Security
# Service integration ;
Type of LDAP server = &
Server user identity
& Uoor Microsoft Active Directory |
® Automatically generated server identity
* Host Port (@) 3 4 . . .
@g.safengj demos.com 1 |§? ] Server identity that is stored in the repository
Failover hosts
[New | [ Delete |
Select Host Port
I 1 8ind distinquished name {DN)
O [CN=Admini CN=Users,DC=safenetd DC=com
Bind password
I sesssse ]
Search timeout [0 sst enabled
120 | seconds
. A v
- .
M Reuse connection
< >

(The screen image above is from IBM®. Trademarks are the property of their respective owners.)
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7. Inthe left pane, click Security > Global security, and then in the center pane, under User account
repository, click Configure.

&

NOTE: Ensure that Standalone LDAP registry is selected in the Available realm
definitions field.

I View: IAII tasks

* Welcome
[+ Guided Activities
[# Servers
Applications
1+ Services
[# Resources
=) Security
Global security
Security domains
Administrative Authorization Groups
= SSL certificate and key management
Security auditing
Bus security
(# Environment
{# System administration
(¥] Users and Groups
[ Monitoring and Tuning
[#] Troubleshooting
Service integration

[# UDDI

<

>

Cell=Server2008R2MYINode01Cell, Profile=AppSrv01

2 Global security o

Global security

Use this panel to configure administration and the default application security policy. This security configuration applies to the security policy ft
functions and is used as a default security policy for user applications. Security domains can be defined to ovarride and customize the security

applications.

| Security Configuration Wizard |

| Security C

Report |

Administrative security

M Enable administrative secu rity

+ Administrative user roles

Administrative group roles

« Administrative authentication

Application security

E Enable application security

Java 2 security

D Use Java 2 security to restrict application access to local resources

O

User account repository

Realm name
IBMDC.safenetdemos.com:389

Current realm definition
Standalone LDAP registry

Available realm definitions

| Standzlone LDAP registry Euliv Configure... I | Setas cument I

v [ 2pply | [ Reset |
<

Close page

Authentication

Authenticati h and

[OFE/N
O Kerberos and LTPA
Kerberos configuration
OSWAM (deprecated): No authenticated communication
Authentication cache settings
Web and SIP security
@ RMI/IIOP security
@ Java Authentication and Authorization Service
[ Enable 1ava Authentication SPI (JAsPI)
Providers

D Use realm-qualified user names

* Security domains

« External authorization providers

* Programmatic session cookie configuration
* Custom properties

(The screen image above is from IBM®. Trademarks are the property of their respective owners.)
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8.

Under Additional Properties, click Advanced Lightweight Directory Access Protocol (LDAP) user
registry settings.

| View: [Floos | # Primary administrative user name ~
Welcome
BRI LDAP server Security
o S [ype of LDAP server Server user identity
# Applications Microsaft Active Directery |
® Automatically generated server identity
+ S=rvices ¥ Host Port
1EMDC =afanerd ETE) O server identity that is stored in the repository
i+ Resources .Satenetdemaos. com
= Security Failover hosts
Global security [New | [ Delei= |
Security domains
Administrative Authorization Groups Select Host Port
5L certificabe and key management Bind distinguished name (DN}
Security auditing O | | | | CN=Administratar, CN=Users,DC=33f; ] DC=com

Bus security

Base distinguished name (DN} Bind password
e — Ch=Users, DC=ssFenstdsmos, DC=com Err—

* System sadministration Search timeout [ ssL enabled

T —— 120 seconds @

+ Monitoring and Tuning M Reuse connection

S . = . i 2
* Troubleshosting Tgnare case for zutharization o

* S=rvice int=gration

R Custom properties NodeDefaultSsLSettings [ S5L configurations
i |

Select Name Value

O | | |

Related Ttems

Trusted authenticstion realms - inbound

Additional Properties
Advanced Lightweight Directory Access Protocel (LDAR}

user registry settings

(The screen image above is from IBM®. Trademarks are the property of their respective owners.)

Under General Properties, ensure that in the Certificate map mode field, Exact_DN is selected.

File Edit View Favorites Tools Help
[ — =S
WebSphere. var

Celi=IBMWebSphereNode02Cell, Profile=AppSrv02 Close page

View: [All tasks v A
Global security ? -
Welcome
[+ Guided Activities Global security > Standalone LDAP registry > Advanced Lightweight Directory Access Protocol Field help
(LDAP) user registry settings For field help information,
1 Servers select a field label or list
Specify advanced Lightweight Directory Access Protocol (LDAP) user registry settings when users and marker when the help cursor
1# Applications groups reside in an external LDAP directory. When security is enabled and any of these advanced settings is displayed.
are changed, go to the Security > Global security panel. Click Apply or OK to validate the changes.
[# Services s Page hel,
General Properties 9 P
Breae More information about this
User filter page
(=l Security (&(sAMA ov)({obji y=user)) |
- Command Assistance
Sobal secirey Group Filter View administrative scripting
Security domains |(&(cn=%v)(abjemategory=group)) | command for last action
Administrative Authorization Groups
SSL certificate and key management User ID map

user:sAMA ‘

Security auditing

Bus security Group ID ma)
*icn ‘

[# Environment

[ System administration r_GrWEL meTber l? map ‘

[#] Users and Groups
[# Monitoring and Tuning D Perform a nested group search
{# Troubleshooting Kerberos user filtar

Service integration |

[+ UDDI Certificate map mode

Cartificate filtar
|

[“2pply || OK || Reset |[ Cancel |
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Adding a CA Root Certificate

Add a CA root certificate to the default trust store on the IBM WebSphere Application server.

1. Onthe WebSphere Application Server Administrator console, in the left pane, click Security > SSL certificate
and key management, and then in the center pane, under Related Items, click Key stores and
certificates.

= — =

‘W’e‘l:s‘;here.

Close page

[View mee ™ |

SSL certificate and key management ? =
Wielcome
& Guided Activities SSL ifi and key Field help
For field help information,
& Servers select 2 field label or list
- marker when the help cursor
+ Applications 4 4 is displayed.
- SSL configurations Related Ttems

& Services Page help

The Secure Socksts Layer (SSL) protocol provides secure communications " 2 . :
+ Resources between remote server processes or endpoints, SSL security can be used for - SSLconfieursons More information ahout this
- establishing communications inbound to and outbound from an endpoint. To + Dynamic outbound page
= Security establish secure communications, 2 certificate and an SSL configuration must endpoint SSL

be specified for the endpoint. configurations

Global s=curity

Security domasins In previous versions of this product, it was necessary to manually configure

Administrative Authorization Groups each endpgint for Secure Sockets Layer (SSL). In this version, you can define a

SRS ——— smgle“ for the entire serving onme . This = T
ol i o capability enables you to centrally manage secure communications. In addition, Tey sees

Security suditing trust zones can be established in multiple node environments by overriding the * Key set groups

Bus security default, cell-level SSL configuration. - Key manzgers

If you have migrated a secured environment to this version using the migration

utilities, the old Secure Sockets Layer (SSL) configurations are restored for the ealIEtERE

& Environment

B 3 i it Certificate Authorit
F s Armiristrati various endpoints. However, it is necessary for you to re-configure SSL to take Lertificate Authority
e srkpinnnation advantage of the centralized management capability. (Ca) client

configurations

+ Users 2nd Groups Configuration settings

+ Monitaring and Tuning Mznage endpoint security configurations
# Troubleshooting Mznzge certificate expiration

+ Service integrstion Mznzge FIPS

& UDDI

] Dynamically update the run time when SSL configuration changes occur

[Apply | Reset

(The screen image above is from IBM®. Trademarks are the property of their respective owners.)

2. Click NodeDefaultTrustStore.

[
WebSphere.

Cell=Server2008R2MYINode01Cell, Pr: Close page
| View: |All tasks vl A
SSL certificate and key management
Welcome
[+ Guided Activities SSL certificate and key management > Key stores and certificates
|+ Servers Defines keystore types, including cryptography, RACF(R), CMS, Java(TM), and all truststore types.
8 Applications Keystore usages
[ Services SSL keystores
5 Resources # Preferences
[=) Security

| New... || Delete || Change password... || Exchange signers...

Global security

Security domains

Administrative Authorization Groups =
SSL certificate and key management Select! Name £ I Description ‘ Management Scope Path &
Security auditing

You can administer the following resources:
Bus security

D NodeDefaultKeyStore | Default key store for (cell):Server2008R2MYINode01Cell: | ${CONFIG_ROOT}/cells/Server2008R2MYINode0]
[+ Environment Server2008R2MYINode01 | (node):Server2008R2MYINode01

[+ System administration

Users and Groups O NodeDefaultTrustStore | Pefault trust store for (cell):Server2008R2MYINode01Cell: | ${CONFIG_ROOT}/cells/Server2008R2MYINode0
rver2008R2MYINode01 | (node):Server2008R2MYINode01

[# Monitoring and Tuning

[#l Troubleshooting

Total 2

Service integration

(# UDDI

(The screen image above is from IBM®. Trademarks are the property of their respective owners.)
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3. Under Additional Properties, click Signer certificates.

——

WebSphere. |
Cell=Server2008R2MYINode01Cell, Profile=AppSrvO1 Close page
View: |All tasks [v]
l ! Ol <! - ificate and key management ? ~ WHelp
Welcome
¥ Guided Activities SSL certificate and key management > Key stores and certificates > NodeDefaultTrustStore Fie
Forl
(¥l Servers Defines keystore types, including cryptography, RACF(R), CMS, Java(TM), and all truststore types. sl
ma
[# Applications is d
[# Services
i P
(¥ Resources Nae Mol
- Signer certificates =9
= Security [NodeDefaultTrustStore =
® ersona
Global security s certificates
Security domains Dascription '
Y s Default trust store for Server2008R2MYINod=01 * Personal certificate
*+ Administrative Authorization Groups requests
« SSL certificate and key management Management scope + Custom properties

= Security auditing
= Bus security

(cell):Server2008R2MYINodeO1Cell:
(node):Server2008R2MYINod=01

(&} Environment Path
${CONFIG_ROOT}/cells/Server2008R2MYINode01Cell/nodes/Server2008R2MYINode01/tru st.‘

(¥ System administration

[+ Users and Groups * Password ‘

[#] Monitoring and Tuning

Type
(# Troubleshooting | PKCS12 [
(¥ Service integration

D Read only

(¥ UDDI
D Initialize at startup

D Enable cryptographis i on hard device

oy | [OK | [ Reset | [ Gancel |

(The screen image above is from IBM®. Trademarks are the property of their respective owners.)

4. Click Add.

Cell=Server2008R2MYINode01Cell, Profile=AppSrv01 Close page

[ View: IAII tasks

SSL certificate and key management

Welcome

(#] Guided Activities SSL certificate and key management > Key stores and certificates > NodeDefaultTrustStore > Signer certificates

1+ Servers Manages signer certificates in key stores.

[#l Applications [# Preferences

[ Services | Add | Delete || Extract || Retrieve from port |

Resources

E Security F T ~ T A A~ A

= = = = =
P Select‘ Alias ‘ Issued to ’ ingerprint (SHA Digest) £ Expiration £
Security domains You can admini the foll
Administrative Authorization Groups [ | feet CN=Server2008R2MYI.safenetdemos.com, | 5F:1F:84:EB:66:AD:20:A6:50:92:34:DD:87:EB:07:80:48:81:2D:6A | Valid from
SSL certificate and key management QU=Root Certificate, Mar 19, 2016}
Secuty suditing OU=Server2008R2MYINode01Cell, to Mar 16,
OU=Server2008R2MYINode01, O=IBM, 2031,

Bus security c=us

(¥ Environment

Total 1
(#l System administration

Users and Groups
Monitoring and Tuning
[#) Troubleshooting

[# Service integration

(¥ UDDI

(The screen image above is from IBM®. Trademarks are the property of their respective owners.)
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5. Under General Properties, complete the following fields, and then click OK.

Alias Enter an alias for the signer certificate (for example, Root_CA). The
alias is used to refer the signer certificate in the key store.

File name Enter the full path to the signer certificate file.

| WebSphere. [

Cell=Server2008R2MYINode01Cell, Profile=AppSrv01 Close page
View: IAII tasks vl N
SSL certificate and key management ? -
* Welcome
[ Guided Activities SSL certificate and key management > Key stores and certificates > NodeDefaultTrustStore > Feld help 5
Signer certificates > Add signer certificate Specifies the fully qualified
[# Servers file name where the encoded
Adds a signer certificate to 2 key stora, signer certificate is located.
I8 Appications General Properties
e Page help
s * Alias More information about this

@ Resources Root_CA | page
[=) Security #* File name

- labat ety C:\Root_CA.ced =]

* Security domains Data type

Administrative Authorization Groups I Base64-encoded ASCII dataE“

* SSL certificate and key management

* Security auditing

+ Bus security ‘ Apply l @ [ Reset | [ cancet ]
[# Environment

(The screen image above is from IBM®. Trademarks are the property of their respective owners.)

6. The CA root certificate is added. Click Save.

[T softvere

Close page

| View: |AII tasks

Welcome
(& Guided Activities = Messages
(& Servers & Changes have been mads to your local configuration. You can:

- Hirectly to the master configuration.
(# Applications

= "Heview changes before saving or discarding.

Services
[#| Resources 85 The server may nead to be restarted for these changes to take effect.
(=) Security
Global security SSL certificate and key management > Key stores and certificates > NodeDefaultTrustStore > Signer certificates

Security domains

> g 5 Manages signer certificates in key stores.
« Administrative Authorization Groups

SSL certificate and key management & Preferences
Y iy  Add | | Delete || extract || Retrieve from port |
Bus security
| (v
Environment ‘ o ‘L‘ lgl
{#l System administration Select[ Alias § ‘ Issued to ‘ Fingerprint (SHA Digest) { Expiration {
[#] Users and Groups You can admini the foll
[# Monitoring and Tuning D root CN=Server2008R2MYI.safenetdemos.com, | 5F:1F:84:EB:66:AD:30:A6:50:92:34:DD:87:EB:07:80:48:B1:2D:6A | Valid from
OU=Root Certificate, Mar 13, 2016
[#] Troubleshooting OU=Server2008R2MYINode01Cell, to Mar 16,
OU=Server2008R2MYINode01, O=IBM, 2031,
[#l Service integration c=us
[+ UDDI
[] | restca CN=safenetdemos-IBMDC-CA, 4D:69:E2:9E:46:D4:15:82:51:31:8B:67:13:47:AB:CF: AC: SE: D3:4F | Valid from
DC=safenetdemos, DC=com Jan 17, 2016
toJan 17,
2026.
Total 2

(The screen image above is from IBM®. Trademarks are the property of their respective owners.)
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Setting up the Application to Use the Client Certificate Authentication

Performing client certificate authentication with the .ear application requires:

o Defining Quality of Protection (QoP) Settings for the SSL Client Authentication, page 17
e Updating the Application to Support the Client Certificate Authentication, page 20

¢ Installing the Enterprise Application, page 21

e Starting the Enterprise Application, page 24

B NOTE: In this solution, the IBM WebSphere DefaultApplication.ear application
is used.

Defining Quality of Protection (QoP) Settings for the SSL Client Authentication

1. Onthe WebSphere Application Server Administrator console, in the left pane click Security > SSL
certificate and key management, and then, in the center pane, under Related Items, click SSL
configurations.

e,

| WebSphere.

r2008R2MYINod=01Cell, Profile=AppSrvOl

| View: IAII tasks :

SSL certificate and key management

Welcome

+ Guided Activities SSL certificate and key management Field help
For field help information,
& Servers select = field zbel or list
marker when the help cursor
+ Applications . : is displayed.
- SSL configurations Related Items
+ Services —_— s iy Page help
The Secure Sockets Layer (SSL) protocol provides secure communications i : 2 g .
+ Rezources between remote server processes or endpoints. SSL security can be used for * 5SL configurations More information sbout this
= establishing communications inbound to and outbound from an endpoint. To + Dynamic outbound bage
= Security establish secure communications, 2 certificate and an SSL configuration must endpoint SSL
bl sy be specified for the endpoint. configurations

In previous versions of this product, it was necessary to manually configure Key stores and
each endpoint for Secure Sockets Layer (SSL). In this version, you can define a certificates

single configuration for the entire application-serving environment. This Koy sats

capability enables you to centrally manage secure communications. In addition, SRR

trust zones can be established in multiple node environments by overriding the Key set groups

default, cell-level SSL configuration. e
v manag

Trust managers

If you have migrated a secured environment to this version using the migration

& Environment utilities, the old Secure Sockets Layer (SSL) configurations are restored for the

G Syotem samenbation various endpoints. However, it is necessary for you to reconfigure SSL to take ?giﬁﬁie Authorit
advantage of the centralized management capability. [CA) client o client
7 : 7 configurations
+ Users and Groups Configuration settings
+ Monitaring snd Tuning Manage endpoint security configurations
# Troubieshooting Mznzge certificate expiration
# Service integration Manage FIPS

& UDDI & . . "
M Dynamically update the run time when SSL configuration changes occur

|_Apply | Reset

(The screen image above is from IBM®. Trademarks are the property of their respective owners.)
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2.

Click NodeDefaultSSLSettings.

T software

| View: IAII tasks -

Welcome

* Guided Activities

SSL certificate and key management

SSL certificate and key > SSL confi

Close page

Field help
For field help information,

& Servers Defines a list of Secura Sockets Layer (SSL) configurations. select a field label or list
e & prfeences i s e
T [iev...|oder ] Pl

0 Resources BE = ’f’ E information about this
S Semrly Select‘ Name & J Management Scope Command Assistance

Global z=curity

View administrative scripting

You can administer the following resources: command for last action

Security domains

Administrative Authorization Groups [ | NodeDefaukssisettings
SSL certificate and key management

(cell): Server2008R2MYINode01Cell:
(node):Server2008R2MYINode01

Security suditing

Bus security Total 1

+ Environment

+ System administration
+ Users and Groups

4 Monitering and Tuming
# Troubleshooting

+ Service int=gration

4 upoI

(The screen image above is from IBM®. Trademarks are the property of their respective owners.)

3. Under Additional Properties, click Quality of protection (QoP) settings to define Quality of protection (QoP)
settings for SSL.

e

WebSphere. | 1

Close page

I View: IAII tasks .

Vielcome

SSL certificate and key management

+ Guided Activities SSL certificate and key management > SSL configurations > NodeDefaultSSLSettings

+ Servers Defines a list of Secure Sockets Layer (SSL) configurations.
# Applications.

5 Sprvieny General Properties

b + Name

= Security [NodeDefaultsSLSettings

Global security .

NodeDefzultTrustStore {{cell):Ser
Keystore name
NodeDefault

Trust and key
managers

Custom properties

Security domains

de01Call:(nod ver2008R2MVINode01) [V]|

1) E! Get certificate aliases

Administrative Authorization Groups

SSL certificats and K=y management

Security auditing

((cell):Ser MYINode01Cell: (nods

R Sacaiity Related Items
Default server centificate alias
S Key stores and
Environment (none) o] centificates

+ System administration
Default client certificate alias

+ Users and Groups thons

F Monitoring and Tuning
= : Management scope

[{cell):Server2008R2MVINode01Cell: (node): Server2008R2MYINode01

# Troubleshooting

'+ Servics integrstion

% upor [(Apply |[ 0K |[ Reset |[ Cancel |

(The screen image above is from IBM®. Trademarks are the property of their respective owners.)
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4. Under General Properties, complete the following fields, and then click OK.

Client authentication

Select Required.

Protocol

Select SSL_TLS.

I View: |AJI tasks

SSL certificate and key management

Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security

[# Environment

[#l System administration
[+ Users and Groups

[# Monitoring and Tuning
& Troubleshoating
Service integration

[# UDDI

© Predefined 1SSE provider
Select provider
1eMIssE2[ V]

O Custom JSSE provider

Cipher suite settings
Cipher suite groups

Cipher suites

E Update selected ciphers

Selected ciphers

Add >>

SSL_RSA_WITH_AES_128_CBC_SHA

SSL_DHE_RSA_WITH_AES_128_CBC_SHA A
PR SSL_DHE_DSS_WITH_AES_128_CBC_SHA
SSL_RSA_WITH_3DES_EDE_CBC_SHA v

SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA

[“apply | [ OK | [ Reset || Cancel |

N

Nelme SSL certificate and key management > SSL configurations > NodeDefaultSSLSettings >
[+ Guided Activities Quality of protection (QoP) settings Field help
rrpe— Specifies the security level, ciphers, and mutual authentication settings. ::;25':;:‘:; |:::[T:E;n'
General Properties marker when the help cursor
Applications is displayed.
@ . Client authentication
Sevices Required Page help
Resotrces More information about this
Protocol page
S oy
e 7 LS E Command Assistance
Global security View administrative scripting
Security domains Provider command for last action

(The screen image above is from IBM®. Trademarks are the property of their respective owners.)

5. Click Save.

View: [All tasks :

Welcome

Global s=curity
Security domains
Administrative Authorization Groups
SSL certificats and key mansgement
Security auditing

Bus security

+ Users and Groups
% Moritoring and Tuning

# Troubleshooting

Cell=Server2008R2MYINod=01Cell

SSL certificate and key management

Close page

+ Guided Activities. = Messages
Eeaves & Changes have been made to your local configuration. You can:
» Save flirectly to the master configuration.
e - _Savel ly g
= Review changes before saving or discarding.
+ Services
+ Resources & The server may need to be restarted for these changes to take effect.
= Security

SSL certificate and key management > SSL confiqurations > NodeDefaultSSLSettings
Defines a list of Secure Sockets Layer (SSL) configurations.

General Properties

+ Name

Trust store name
[NodeDefaultTrustStore ((cell}:Se

Keystore name
((call de01C

¢e01) ]

t certificate alias

Management scope
[(cell):Server2008R2MVINode01Cell: (node): Servar2008R2MYINod=01

[opy || O« || Reset || Concel

# Environment uality of
RN [NodeDefautssisettings Quelvef o
#/ System administration settings

) ] Get certificate aliases
Related Items
+ Service integration
Default server centificate alias Key stores and
#+ upot cenificates

Additional Properties

Trust and key
managsrs

Custom properties
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Updating the Application to Support the Client Certificate Authentication

g NOTE: Itis assumed that Defaultapplication.ear is exported and edited.

1. Open the web.xml file that is located at the following path:

<path where the .ear directory is exported>/DefaultWebApplication.war/WEB-INF/web.xml

g NOTE: The web.xml file is located in the directory where the
Defaultapplication.ear file is exported.

DefaultApplication_dientcert, ear \DefaultWebApplication. wary

Mame £ Size

i DefaultDB 2,180,087

i META-INF 5,154

ﬁ DefaultWebApplication. war 36,720

[ META-INF 87

[ WEB-INF 42,889
-[§9 dasses 17,855
@@ lib 18,4689
l ibm-web-brd. xmi 520
u ibrn-web-ext. xmi 2,110
i m web, xml 3,935

(The screen image above is from IBM®. Trademarks are the property of their respective owners.)
2. Editthe web.xml file.

3. Inthe web.xml file, add or replace the <login-config> tag with the following content to add the client
certificate authentication method.

<login-config>
<auth-method>CLIENT-CERT</auth-method>
<login-config>

4. Locate the <transport-guarantee> tag and replace it with the following content to change the transport
guarantee setting to CONFIDENTIAL.

<transport-guarantee>CONFIDENTIAL</transport-guarantee>

5. Save and close the web.xml file.
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Installing the Enterprise Application

Install the Enterprise application after the web.xml is edited.

1. Log in to the WebSphere Application Server Administrator console.

2. Onthe WebSphere Application Server Administrator console, in the left pane, click Applications > New

Application, and then in the right pane, click New Enterprise Application.

Wé‘bASphre,  software

Cell=Server2008R2MYINode01Cell, Profile=AppSrv01 Close pags
I View: IAII tasks
New Application =
« Welcome
Guided Activities New Application
[+ Servers This page provides links to create new applications of different types.
S Applicabons Install a New Application

New Application s

L
[=l Application Types New Enterprise Application
WebSphere enterprise applications

Business-fevel applications
Assets
y New Busi Level
Global deployment settings

1#l Services P
1#| Resources -‘ New Asset
Security

[# Environment

[+l System administration
[# Users and Groups

[# Monitoring and Tuning
Troubleshooting

[#) Service integration

(# ubbI

(The screen image above is from IBM®. Trademarks are the property of their respective owners.)

3. Under Path to the new application, select Local file system, click Browse to select a path to the
enterprise application file, and then click Next.

e

View: IAII tasks EI A Enterprise Applications

Welcome Preparing for the application installation 2=
(#] Guided Activities 1d hel
. R Fiel elp
s — Specify the EAR, WAR, JAR, or SAR module to upload and install. Local fle systeriipath
=) Applications Path to the new application Page help

R pcaion O] Local file system

Full path
ﬂC:\Users\adminish'ator.SAFE Browse... |J

= Application Types page

WebSphere enterprise applications

Business-level applications

Assets
O Remote file system
Global deployment settings

i Services [Browse...
[# Resources
[ Security _Next | _Cancel

Environment.

[+ System administration
Users and Groups

(¥l Monitoring and Tuning
[#l Troubleshooting
Service integration

& ubpr

Close page

More information about this

(The screen image above is from IBM®. Trademarks are the property of their respective owners.)
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4. Under How do you want to install the application?, select Fast Path, and then click Next.

View: IA" tasks A Enterprise Applications Close page
Welcome Preparing for the application installation ? =
[ Guided Activities
[ Servers How do you want to install the application?
(= Applications @ Fast Path - Prompt only when additional information is required.
New Application O Detailed - Show all installation options and parameters.

(=) Application Types

phere enterprise

Business-level applications Choose to g default bindi and
Assets

Global deployment settings ‘ Dréwioiis Im |J Cancal |

[# Services

1+ Resources

[ Security

[ Environment

[# System administration
(#] Users and Groups

(&l Monitoring and Tuning
(# Troubleshooting

[#| Service integration

[# ubb1

(The screen image above is from IBM®. Trademarks are the property of their respective owners.)

5. Under Select installation options, click next.

I view: [2ll tasis = l Install New Application - -

wekzmz

Spacty options for Instaling antarprise applications and modules.
(¥ Guiges Actribea

= - Step 1: Select Salect Instaliation options
S Instaliation options 2
= Azghy Spacy the varous options that are avaliadle for your applicaticn.
o Sten 2 Map modules
New ApplizeDen ta servers

= Agglizsben Typa D Precomplie JavaServer Fages fies

Websphere entereriac epghzzbans

Step 3 Summary
Directory to Install appilcation
s(ape_insTALL RCOTY/S(C]

B oisrioute sopucation

[ wza Binary connguration

[0 oeoiey enterprise seans

Appication name
Defauitipplication aar |

O

[# envireament

¥ 2patzm sdminatratan [0 crests Maeans tor resources

3 Uszra 2nd Grovss [ overrics ciass raicasing satings for wes anc 218 meauies

(# Menitering ond Tuning Relcad Interval In saconcs
¥ Trocticahectng
O oepioy wes servicss

Valigats Input cft/wam/rall

¥ Service mtzgration

® uoo

Frocess ambecasc configurstien

File Permission

Aliaw 2l files to be reac but not written to
Aliow exacutabies to execute
Allow HTML ana image files to De reas by evaryone

[\ Olle7552.% 50a7552.%\,3a7552. "\ 5la7S5

AppAcation Bullc 1D
[owrown ]

O aiow aispatening Inciuges to ramate rescurces

[ siicw senvicing incuzes tram remets resaurces

Business level apoiicaticn name
rasts Naw BLA ~]

(nehrenous Racuest Dispatzh Tyde

[ aiow 12 raterance targets = rescive sutemavically

[ esioy cliens mozues
1soiatas =l

[ vanzsts scnema

Lesz | _concer |

(The screen image above is from IBM®. Trademarks are the property of their respective owners.)

SafeNet Authentication Client: Integration Guide

Using SafeNet Authentication Client CBA for IBM WebSphere Application Server

Document PN: 007-013523-001, Rev. A, © Gemalto 2016. All rights reserved. Gemalto, the Gemalto logo, are trademarks
and service marks of Gemalto and are registered in certain countries.

22



6. Under Map modules to servers, click Next.

—
WebSphere.

| View: IAII tasks :

Welcome
+ Guided Activitizs
+ Servers
= Applications
New Application
= Apglicstion Types
WebSphare =ntarprize spplications
Business-level applications
Assets
Globat deployment s=ttings
* Services
+ Security
+ Environment
+ System administration
+ Users 2nd Groups
# Monitoring and Tuning
+ Troubleshooting
+ Servics integration

& UDDI

Install New Application

Specify options for installing enterprise applications and modules.

Step 1 Select
installation options

Step 2: Map
modules to servers

Step 3 Summary

Close page

Map modules to servers

Specify targets such as application servers or clusters of application servers where you want to install the modules that are contain.
Modules can be installed on the same application server or dispersed among several application servers. Also, specify the Web sery|
as routers for requests to this application. The plug-in configuration file {plugin-cfg.xml) for each Web server is generated, based o

are routed through.

Clusters and servers:

bSphere:cell=Server VINode01Cell, nod ver de01 er=serverl | [ Apply |
Select | Module URI Server
5Sph ll=Ser 08! de01Cell,nod
O g;rement Increment.jar, META-INF/ejb- o i 1c e 211N
module _[J2rxm!
Default DefaultWeb ication. war.WEB- ell=Ser JOSR. 3e01Cell,nod Vv MYIN
0 ::pt;ication INF/vieb.xml

 previous | Next | Cancel

(The screen image above is from IBM®. Trademarks are the property of their respective owners.)

7. Under Summary, click Finish.

I View: |AII tasks .

Welcome
+ Guiged Activities
& Servers
= Applications.
New Application
= Apglication Types

WebSphere enterprize applic
Business-level applications
Assats
Global deployment s=ttings

# Services

+ Resources

+ Security

# Environment

+ System administration

+ Users and Groups

4 Moritoring and Tuning

# Troubleshooting

+ Servics integration

% uDDI

Specity options for Instaling enterprise 3pplications and modules.

Step 1 Select
installation options

Step 2 Map modules
to servers

Step 3: Summary

Summary
Summary of installation options
Options Values
Precompile JavaServer Pages N
o
files

Field help

For field help information,
select a field label or list
marker when the help cursor
is displayed.

configuration

Directory to install application :Eégtfg;'[)s:étbigﬁc?éonear Pagevhelp .
Distribute application Yes Bt

Use Binary Configuration No C 'l i

Desly emeriseseans | o e
Application name Defaultapplication2.ear

Create MBeans for resources | No

Override class reloading

settings for Web and £18 No

modules

Reload interval in seconds

Deploy Web services No

Validate Input off/warn/fail warn

Process embedded Nes

File Permission

*\.dli=755=.%\.50=755=.*\.a=755=.%\.5|=755

Application Build ID
Allow dispatching includes to

Unknown

|_Previous || Finish ||_Cance! |

remote resources Mo
Allow servicing includes from |\
remote resources

Business level application name
Sz:::g?;:i Rantiat Disabled
Allow EJB reference targets to No
resolve automatically

Deploy client modules No
Client deployment mode Isolated
Validate schema No
Cell/Node/Server Click here

(The screen image above is from IBM®. Trademarks are the property of their respective owners.)
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8. After successful installation, click Save

WebSphere.

View: IAH tasks

Welcome
(# Guided Activities
Servers
(=) Applications
New Application
(=) Application Types
WebSphere enterprise applications
Business-level applications
Assets
Global deployment settings
[# Services
{# Resources
Security
[# Environment
System administration
[# Users and Groups
(¥l Monitoring and Tuning
[#l Troubleshooting
Service integration

[ upDI

< >

Check the SystemOut.log on the deployment manager or server where the application is deployed for specific information about the EJB
process as it oceurs.

deployment

ADMASD16I: of DefaultApplication.ear started.
ADMAS067I: Resource validation for lication DefaultApplication.ear fully.
ADMAS0D58I: Appli and module are vali d with of deployment targets.
ADMAS005I: The ication D Application.ear is in the ion Server repository.
ADMAS005I: The ication D ion.ear is configured in the ion Server repository.
ADMAS0811: The bootstrap address for client module is configured in the W e A Server itory.
ADMAS053I: The library for the i optional are created.
ADMAS005I: The appli DefaultApplication.ear is g in the WebSphere Application Server repository.
ADMAS001I: The application binaries are saved in C:\Program Files (x36)\IB! p \AppServer\p ppSrv01 p\-652229939
\workspace\cells\Server2008R2MYINode01C: ic atit DefaultApplication.ear.ean\DefaultApplication.ear.ear
ADMAS00S!: The i DefaultApplication.ear is ig in the Application Server repository.
SECJ0400I: St fully updated the applit DefaultA ear with the appContextiDForSecurity information.
ADMAS00SI: The ication D ItApplication.ear is in the A ion Server repository.
ADMAS005I: The DefaultAppli earis ig in the Al ion Server repository.
ADMAS1131: Activation plan created successfully.

ADMAS011I: The cleanup of the temp directory for Default; earis i

ADMAS013I: Application DefaultApplication.ear i fully.

Appli Defaul PR oo

To start the application, first save changes to the master configuration.

rectly to the master configuration.

Chani es have been made to your local configuration. You can:

. wview changes before saving or discarding.

To work with i click the "Manage A ions” link.

Manage Applications

A

(The screen image above is from IBM®. Trademarks are the property of their respective owners.)

Starting the Enterprise Application

1. Onthe WebSphere Application Server Administrator console, in the left pane, click Applications >
Application Types > WebSphere enterprise applications, and then in the center pane, select the
installed application (for example, DefaultApplication.ear).

I softwan

View: [All tasks B A

Welcome

Guided Activities
[ Servers
(=) Applications.
New Application
(=l Application Types
WebSphere enterprise applications
Business-level applications
Assets
Global deployment settings
[# Services
[# Resources
(¥ Security
[ Environment
[# System administration
(# Users and Groups
Monitoring and Tuning
(¥ Troubleshooting

{# Service integration

UDDI

Cell=Server2008R2MYINode01Cell, Profile=AppSrv01 Close page
? - WHeio
Enterprise Applications Field b
For fiell
Use this page to manage installed A single can be deployed anto multiple sarvers. Salcy
# Preferences ::aclrils‘:l
| start || Stop || Install || Uninstall | Update | Rollout Update || Remove File || Export || Export DDL || Export File page I
More i
pags
Select| Name 2 | Application Status () Comm
Visw 2
You can the foll; com:na
W] | DefaultApplication.car *
[ |itAcs L3
O |auey &
Total 3

(The screen image above is from IBM®. Trademarks are the property of their respective owners.)
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2. Click Start. The application is started successfully and the application status is changed to *

bpere. off

Cell=Server2008R2MYINode01Cell, Profile=AppSrv01 Close page
I View: IAII tasks
Enterprise Applications ? ~ @Help
Welcome
1
[+ Guided Activities = Messages Field
For fie|
[ cervers [} Applicati lication.ear on server serverl and node Server2008R2MYINode01 select
started successfully The collection may need to be refreshed to show the current status. markel
(=) Applications | is disp|
New Application . T
Enterprise Applications Page
(=) Application Types More i
R R Use this page to manage installed appli A single application can be deployed onto multiple servers. o=
Business-level applications # Preferences
Assets T 37 =y = == T =Ty = == == = Comni
% op || Insi | Uninstal | Update || Rollout Updat | Remove File || pol | Expol | port File igvs 3
Start St Install Us tall || Updats Rollout Update R Fil Export Export DDL Export Fill Vi
Global deployment settings comm:
$W +
WServices B || ECINTET 9
[# Resources Select‘ Name & ‘ Application Status ()
[# Security You can administer the following resources:
[# Environment [ |befaultApplication.ear EY
[# System administration O |ivtaes £
= = SES
[# Users and Groups 0 e >
[#l Monitoring and Tuning
= Total 3
[# Troubleshooting
[#] Service integration
i+ uDDI

(The screen image above is from IBM®. Trademarks are the property of their respective owners.)

Running the Solution

Before running the solution, ensure that a Smart card user certificate must be present on the SafeNet USB
token.

1. Insert the SafeNet USB token into the client machine.
2. In a web browser, open the following url:
https:// <Server IP or Name>:<SSL Port>/<Application>

Where, <Server IP or Name> is the IP address or name of the IBM WebSphere Application server, <SSL
Port> is the SSL port number based on the created installation profile, and <Application> is the application
path (for example, /snoop) in Default App.Ear.

3. You will be redirected to the Confirm Certificate window. Click OK.

v Windows Security (2%

Confirm Certificate

Confirm this certificate by clicking OK. If this is not the correct certificate,
click Cancel.

Issuer: safenetdemos-IBMDC-CA
Valid From: 3/21/2016 to 3/21/2017

Click here to view certificate prope...

——

== Alice
|
\

[ oK ][ Cancel ]
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4. On the SafeNet Authentication Client login window, enter the token password, and then click OK.

) |
SafeNet Authentication Client gemalto |
| Enter the Token Password 1
Token Name: My Token
Token Password: |
Current Language: EN
This is an unlicensed copy for evaluation use only.
After successful authentication, the requested information is displayed.
/\‘ o[
‘ \/5) @)I@ https://server2008r2myi.safenetdemos.com:9443/snoop L~-ac ” @ Snoop Servlet X ‘ l ﬂb e//:? {%’}
Request Information: A

Request method GET
Request URT /snoop
Request protocol HTTP/1.1
Servlet path /snoop
Path info <none>
Path translated <none>
Character encoding <none>
Query string <none>
Content length <none>
Content type <none>
Server name server2008r2myi safenetdemos.com
Server port 9443
Remote user |Alice
Remote address 10.9.20.88
Remote host IBMclientWin7av
Remote port 49404
Local address 10.9.20.50
Local host Server2008R2M Y1 safenetdemos.com
Local port 9443
‘Authorization scheme CLIENT_CERT
Preferred Client Locale en US
IAll Client Locales en_US
Context Path
User Principal |Alice v

L'::—;J {._Qi[[l (SHLINGE A R
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Support Contacts

If you encounter a problem while installing, registering, or operating this product, please make sure that you
have read the documentation. If you cannot resolve the issue, contact your supplier or Gemalto Customer
Support. Gemalto Customer Support operates 24 hours a day, 7 days a week. Your level of access to this
service is governed by the support plan arrangements made between Gemalto and your organization. Please
consult this support plan for further information about your entitlements, including the hours when telephone
support is available to you.

Contact Method

Address

Phone

Technical Support
Customer Portal

Contact Information

Gemalto
4690 Millennium Drive
Belcamp, Maryland 21017 USA

United States 1-800-545-6608
International 1-410-931-7520

https://serviceportal.safenet-inc.com

Existing customers with a Technical Support Customer Portal account can log in to
manage incidents, get the latest software upgrades, and access the Gemalto Knowledge
Base.

SafeNet Authentication Client: Integration Guide

Using SafeNet Authentication Client CBA for IBM WebSphere Application Server

Document PN: 007-013523-001, Rev. A, © Gemalto 2016. All rights reserved. Gemalto, the Gemalto logo, are trademarks
and service marks of Gemalto and are registered in certain countries.


https://serviceportal.safenet-inc.com/

