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Third-Party Software Acknowledgement

This document is intended to help users of Gemalto products when working with third-party software, such as
Office 365.

Material from third-party software is being used solely for the purpose of making instructions clear. Screen
images and content obtained from third-party software will be acknowledged as such.

Description

Remote access poses both a security and a compliance challenge to IT organizations. The ability to positively
identify users (often remote users) requesting access to resources is a critical consideration in achieving a
secure remote access solution. Deploying remote access solution without strong authentication is like putting
your sensitive data in a vault (the datacenter), and leaving the key (user password) under the door mat.

A robust user authentication solution is required to screen access and provide proof-positive assurance that only
authorized users are allowed access.

PKI is and effective strong authentication solution to the functional, security, and compliance requirements.

SafeNet Authentication Client (SAC) is a public key infrastructure (PKI) middleware that provides a secure
method for exchanging information based on public key cryptography, enabling trusted third-party verification of
user identities. Gemalto’s certificate-based tokens and smart cards provide secure remote access, as well as
other advanced functions, in a single token, including digital signing, password management, network logon,
and combined physical/logical access.

The tokens come in different form factors, including USB tokens, smart cards, and software tokens. All of these
form factors are interfaced using a single middleware client, SafeNet Authentication Client (SAC). The SAC
generic integration with CAPI, CNG, and PKCS#11 security interfaces enables out-of-the-box interoperability
with a variety of security applications, offering secure web access, secure network logon, PC and data security,
and secure email. PKI keys and certificates can be created, stored, and used securely with the hardware or
software tokens.

Office 365 from Microsoft is a cloud-based service that is designed to help meet your organization’s needs for
robust security, reliability, and user productivity.

This document provides guidelines for deploying certificate-based authentication (CBA) for user authentication
to Office 365 using Gemalto tokens.

It is assumed that the Office 365 environment is already configured and working with static passwords prior to
implementing Gemalto multi-factor authentication.

Office 365 can be configured to support multi-factor authentication in several modes. CBA will be used for the
purpose of working with Gemalto products.

This document provides guidelines for deploying certificate-based authentication (CBA) for user authentication
to Office 365 using Gemalto’s tokens and smart cards.

It is assumed that the Office 365 environment is already configured and working with static passwords prior to
implementing Gemalto multi-factor authentication.

Office 365 can be configured to support multi-factor authentication in several modes. CBA will be used for the
purpose of working with Gemalto products.
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Applicability

The information in this document applies to:

e SafeNet Authentication Client (SAC) Typical installation mode— SafeNet Authentication Client is public
key infrastructure (PKI) middleware that manages Gemalto’s tokens and smart cards.

o SafeNet Authentication Client (SAC) IDGo800 Compatible mode— IDG0800 Minidriver based package,
uses Microsoft Smart Card Base Cryptographic Provider to manage Gemalto IDPrime MD smatrt cards.

For more details about different SAC installation modes, refer to the Customization section in SafeNet
Authentication Client Administrator Guide.

e Office 365

Environment

The integration environment used in this document is based on the following software versions:
o SafeNet Authentication Client (SAC) - Version 10.5

e Office 365 - On Cloud

e AD FS - On Windows Server® 2012 R2

Audience

This document is targeted to system administrators who are familiar with Office 365, and are interested in
adding certificate based authentication capabilities using SafeNet tokens.
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CBA Flow using SafeNet Authentication Client

The diagram below illustrates the flow of certificate-based authentication:
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1. A user attempts to connect to Office 365.The user is redirected to AD FS proxy server (WAP) for
authentication.

2. After successful authentication, the user is redirected to SafeNet Authentication Client (SAC) for a
secondary authentication. The user uses the SafeNet token on which his certificate resides, and, when
prompted, enters the token password.

3. The SAC authentication reply is sent back to AD FS, which returns a response to Office 365, accepting or
rejecting the user’s authentication request.

4. The user is granted or denied access to Office 365.

Prerequisites

This section describes the prerequisites that must be installed and configured before implementing certificate-
based authentication for Office 365 using Gemalto tokens and smart cards:

To use CBA, the Microsoft Enterprise Certificate Authority must be installed and configured. In general, any
CA can be used. In this guide, integration is demonstrated using Microsoft CA.

If SAM is used to manage the tokens, Token Policy Object (TPO) should be configured with MS CA
Connector. For further details, refer to the section “Connector for Microsoft CA” in the SafeNet
Authentication Manager Administrator’s Guide.

Users must have a Gemalto token or smart card enrolled with an appropriate certificate.

SafeNet Authentication Client (10.5) should be installed on all client machines.
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Supported Tokens and Smart Cards in SafeNet
Authentication Client

SafeNet Authentication Client (10.5) supports the following tokens and smart cards:
Certificate-based USB tokens

e SafeNet eToken 5110 GA

e SafeNet eToken 5110 FIPS

e SafeNet eToken 5110 CC

Smart Cards

e Gemalto IDPrime MD 830 B
e Gemalto IDPrime MD 840 B
e Gemalto IDCore 30B eToken

For all supported devices please refer to SafeNet Authentication Client Customer Release Notes.
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Configuring Office 365 and AD FS

Configuring Office 365 and AD FS requires the following:
e Enabling Office 365 Federated Domains, page 8.
e Configuring the AD FS Authentication Policy, page 9.

Enabling Office 365 Federated Domains

1. Log in to the AD FS server machine as a domain administrator.

2. Open Windows Azure AD Module for Windows PowerShell.

3. Atthe command prompt, type Connect-MsolService, and then click Enter.
4

In the Enter Credentials window, enter your Azure AD administrator username and password, and then
click OK.

&5 Administrator: Windows Azure Active Directory Module for Windows PowersShelll = | 3] x|
[PS C:\Users\Administrator\Desktop> Connect—MsolService

mj>

Enter Credentials

Please enter credentials

User name: ‘ |

Password: |

OK ‘ ‘ Cancel '

5. Atthe command prompt, perform the following steps:
a. Type Set-MsolADFSContext —Computer <AD FS machine name>, and then click Enter.

b. Type Convert-MsolDomainToFederated —=DomainName <your domain name>, and then click Enter.

&4 Administrator: Windows Azure Active Directory Module for Windows PowerShellHi-

rs\administrator . SFNTDEMO\Desktop?> Set-MsolADFSContext —Computer ad.sfn
"
UsersNadministrator.SFNTDEMO\Desktop> Convert—-MsolDomainToFederated -Domai

‘'ntdemo .com
ully updated ‘sfntdemo.con’ domain.
S C:N\UsersNadninistrator . SFNTDEMONDesktop>
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Open the AD FS Management Console.

In the left pane, under Console Root, click AD FS > Trust Relationships > Relying Party Trusts. In the
right pane, Microsoft Office 365 Identity Platform should be listed as a trust.

[] ADFS Relying Party Trusts

» & i“‘"‘; — Display Name Enabled  Type  Identiier

<= _:USt F ahons .lps Microsoft Office 365 Identity Platform Yes WS-T... https://login microsoftonline.com/ext...
—,I Claims Provider Trusts Device Registration Service Yes WS-T... umms-drs:2012-adfs sactests.com
|| Relying Party Trusts

| ] Attribute Stores
b |1 Authentication Policies

Configuring the AD FS Certificate Based Authentication Policy
1.

On the AD FS Management console, in the left pane, under AD FS, click Authentication Policies
2.

In the right pane, click Edit Global Primary Authentication.

§f File Action View Window Help

@« | z[E

b (] Service
o s I .. : ~
b (] Trust Relationships Authentication Policies Overview = ‘
i E‘Aﬁm@a;ﬁ]gl Edit Global Primary Authentication...
[] PerRelying Party Trust ;f’u Caﬂ;:ﬁ%enz'::tvy mmmm" and muitifactor authentication settings Edit Global Multi-factor Authentication...
View 4
Configuring Authentication Policies New Window fromHete
AD FS Help =|[| @ Refresh
Help
Primary Authentication
Primary authentication is required for all users trying to access applications that use
AD FS for authentication. You can use options below to configure global and
custom primary authentication settings. |

Global Settings
Authentication Methods ~ Extranet Certificate Edit
Authentication
Intranet Certificate
Authentication
Device Authentication Not enabled
Custom Settings
Per Relying Party Manage v
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3. Onthe Edit Global Authentication Policy window, on the Primary tab, ensure that Certificate
Authentication is selected for both Extranet and Intranet.

Primary | Mutifactor
Select authenti methods. By selecting more than coe authentication method, you enable
mhhwamdmdwmmmmﬁhdmn

¥ Integrated Windows authentication method is specified, it appears as the defaut
authertication method on browsers that support Integrated Windows authentication.

Extranet
[M] Forms Authenticatior

[v] Certficate Authentication

[} Enable device authertication

[ ok || omod |[ oot |
-_—-----""""">--=

4. Click OK.

SafeNet Authentication Client: Integration Guide

Using SafeNet Authentication Client for Office 365
Document PN: 007-013412-002, Rev. B



Running the Solution

Connecting to Office 365

1. Open the following URL in a web browser:
https://login.microsoftonline.com

2. On the Office 365 login window, enter your AD user name (for example, Bob@sactests.com), and then
click Next.

2% Microsoft

Sign in

bob@sactests.com

No account? Create one!

Can't access your account?

3. You will be redirected to your organization’s login page. Select the user certificate and click OK.

SAC

Select a certificate that you want to use for
authentication. If you cancel the operation. please
close your browser and try again.

Windows Secusty =

Confirm Certificate
Confirm this certficate by clicking OK. If this is not the correct certificate,
click Cancel.

gag| bob
‘y Issuer: sactests-ORENME-2012-DC-...
|\ | Vald From: 3/22/2018 to 3/22/2019
18

) e
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https://login.microsoftonline.com/

4. Onthe SafeNet Authentication Client Token Logon window, enter the token password, and then click
OK.

';S;' Token Logon

SafeNet Authentication Client gemalto’

Enter the Token Password

Token Name: My Token

Token Password: |
Current Language: EN
This is an unlicensed copy for evaluation use only.

QK Cancel

5. After successful authentication, you are granted access to the Office 365 dashboard.

Good afternoon

Install Office apps

Apps
= 5| 5] 0 o 2 o
& a O @ @ © @ i yz >
Outlook OneDrive Word Excel PowerPoint OneNote SharePoint Teams Yammer “"’;‘;““

Flow

Explore all your apps

Documents * Upload and Open

Recent Pinned Shared withme  Discove

2 w Feedback v
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Appendix: Connecting to SharePoint in Office 365

Users can connect to SharePoint in Office 365 using their AD credentials and smartcards. Administrator will
provide SharePoint URLS to users.

Connecting to SharePoint in Office 365 requires:
e Getting SharePoint URLs, Page 13

e Connecting to SharePoint, Page 15

Getting SharePoint URLs

1. Log in to Office 365 admin center as an administrator.

Office 365

A
-
Good afternoon o
Apps Install Office apps
B2 outiook & Onenrive @ word [ x S @& Powerpoint B oneNote
B> sharepoint @5 reams % Yammer D DOyramics3es  [A) Flow § Admin
Security &
Compliance
Explore all your apps >
Documents T Upload and Open
Recent Pinned  Shared with me discover =]
O o
@ Docoment .
W Feedback @ Need help? ¢

2. Click Admin. You will be redirected to the Admin Center page.

Admin center
Home: /7 Customiza vour home Gemalto
0]
= Office 365 Enterprise E3 setup is 50% complete. Get someone to help you
=]
Get apps
. T
&
QP DirSync Status 8 Active users £ Biling

La‘stdnectory sync : + Add auser Total balance: $0.00

a5t synced more than 3 days ago
ke @ Delete a user

Password sync & Update payment details

no recent synchronizatio 7 Editauser
4 & e ~ View my bill

€, Reset a password
o
v
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3. Inthe left pane select Admin centers > SharePoint.

Admin center

Gemalto

65 Enterprise E3 setup is 50% complete. Get someone to help you

Exchange Get apps

Skype for Business o 3

SharePoint LS

OneDrive

Versiosi Q. Active users B Billing

PowerApps Cf Add 3 user Total batance: $0.

B Delete 3 user

ate payment details
Z Editauser

y & Compliance Cf

@y Reset a password

Directory £

min t
site collections

e Coliectio

ope Regy

s
5 1.00 T8 available of 1.00 T8 L 1200 resources available NI

URL STORAGE USED (GB) SERVER RESOURCE QUOTA
tips 0.00
ttps: hub
tps:
Ups:

4. Share any or all of the SharePoint URLs with other users.
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Connecting to SharePoint

1. In a web browser, open any of the Office 365 SharePoint URLs received from the administrator.

2. On the Office 365 login window, enter your AD user name (for example, Bob@sactests.com), and then
click Next.

B Microsoft

Sign in

bob@sactests.com

Back

Can't access your account?

3. You will be redirected to your organization’s login page. Confirm the certificate and click OK.

SAC

Select a certificate that you want to use for
authentication. If you cancel the operation. please
close your browser and try again.

Windows Security =
Confirm Certificate

Confirm this certficate by clicking OK. i this is not the correct certificate,
chick Cancel,

f 3| bob
Issuer: sactests-ORENME-2012-DC-.
Valid From: 3/22/2018 to 3/22/2019

\

Click here to view certificate prope...

[k ] [[cance |
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4. Onthe SafeNet Authentication Client login window, enter the token password, and then click OK

-

(=

(S) Token Logon
SafeNet Authentication Client gemalto’

Enter the Token Password

Token Name: My Token

Token Password: |

Current Language: EN
This is an unlicensed copy for evaluation use only.

QK Cancel

After successful authentication, the Office 365 SharePoint console is displayed.

Office 365

Home / X v p
_ Safenet Team Site

*
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Appendix: Secure/Multipurpose Internet Mail Extensions
(S/IMIME) Configuration

Office 365 uses encryption in two ways: in the service and as customer control. S/IMIME allows the user to
encrypt email messages.

S/MIME protects your emails from unwanted access.

In order to configure S/IMIME with Office 365 the user needs an Enterprise E3 license, in order to upload the
certificate via the outlook email client.

Prerequisites:
1. Login as Windows Administrator.
2. Install MS KB as follows:
X86: Windows6.1-KB2819745-x86.msu
x64: Windows6.1-KB2819745-x64-MultiPkg.msu

Export to SST file from the trusted Root CA

1. On the CA computer, open the certificate manager, and select Run > certmgr.msc.

= certmgr - [Certificates - Current User] |= = .
File Action View Help
e @ 6k o
) Certificates - Current User [ Logical store Name
b 1 Personal | (71 Personal
Trusted Root Certification Authonties | | Trusted Root Certification Authorities

Enterprise Trust
| C

| () Enterprise Trust
c h
Active Directory User Object
| - Trusted Publishers
| ) Untrusted Certificates
| =1 Third-Party Root Certification Authorities

b
3

b

b 1 Active Directory User Object

b ] Trusted Publishers

b Untrusted Certificates

[ Third-Party Root Certification Authorities
b 1 Trusted Pecple
b

b

3

3

2

7 Client Authentication Issuers | = Trusted People
| 2] Client Authentication Issuers
Other People |
McAfee Trust | (71 Other Pecple
I McAfee Trust

| Certificate Enrollment Requests |
Smart Card Trusted Roots | I Centificate Enroliment Requests
1Smart Card Trusted Roots
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2. Expand Trusted Root Certification Authorities > Certificates.

File Action View Help
- g a3
) Centificates - Current User luedTo 4 Issued By Expiration Date _ Intended Purpos ~
b (] Personal ) AddTrust External CA Root AddTrust External CA Roct 5/30/2020 Server Authentic
4[] Trusted Root C ) Battimore CyberTrust Root Sattimore CyberTrust Root 5/13/2025 Server Authentic
(1 Certificates | () Class 3 Public Primary Certificat... Class 3 Public Primary Certificatio... 8/2/2028 Secure Email, Cli-
b (] Enterprise Trust ) Copyright (c) 1997 Microsoft C... Copyright (c) 1997 Microsoft Corp.  12/31/1999 Time Stamping
b [1] Intermediate Certfication Authorities ] DigiCert Global Root CA DigiCert Global Root CA 11/10/2031
» [ Active Directory User Object IIDigiCert High Assurance EV Ro... DigiCert High Assurance EV Root ..  11/10/2031
o [l Teustect EObEchten ntrust Root Certification Auth... Entrust Root Centfication Authority  11/27/2026
¥ j ;’:’;‘_’;’d C;ﬂ‘:“m‘ s GalEquifax Secure Certificate Auth... Equifax Secure Certificate Authority  8/22/2018
: = T":;d';:’v o ertifcation AutherBes. || GIGeoTrust Globsl CA GeoTrust Global CA s121/202
sl &5l GlobalSign GlobalSign 3/18/2029
» 5 Other People 5l GlobalSign Root CA GlobalSign Root CA 1/28/2028
b [ McAfee Trust 51Go Daddy Class 2 Certification .. Go Daddy Class 2 Certification Au... 6/29/2034
» ] Centificate Envoliment Requests £,1Go Daddy Root Certficate Auth... Go Daddy Root Certficate Authol
b (2] Smart Card Trusted Roots Sl Mi i Ro.. Microsoft Root.. 1/1/2000 Secure Email, Co
L Microsoft Roct Authority Microsoft Root Authority 12/31/2020 <all>
CiMicrosoft Root Centficate Auth... Microsoft Root Centficate Authori... 5/10/2021 <Al>
3 Microsoft Roct Certficate Auth... Microsoft Root Certficate Authori... 6/24/2035 <Al
3 Microsoft Root Certficate Auth... Microsoft Root Certficate Authori... 3/23/2036 <all>
EINO LIABILITY ACCEPTED, (c)37 .. NO LIABILITY ACCEPTED, ()97 V...  1/8/2004 Time Stamping
Ealsactests-2012-ADFS-CA sactests-2012-ADFS-CA 8/31/2022 <All>
3l sactests-2012-ADFS-CA sactests-2012-ADFS-CA 31202 <All>
GaStarfield Class 2 Cettification A... - Starfield Class 2 Cettification Auth... 6/20/2034 Server Authentic
Galthawte Primary Root CA thawte Primary Root CA 772036 Server Authentic
Gl Thawte i ping CA Thawte Ti ping CA 172021 Time Stamping ~ |
< 0 | >
Trusted Root Certication Authorties store contains 26 certificates,

3. Right click on the certificate which you bought for your business email (in our lab we used a self-signed CA,
therefore we will use the Root CA certificate), then select All Tasks > Export.

File Action View Help

Gl Certificates - Current User Issued To = Issued By Expiration Date  Intended Purpos ~
b (] Personal 5] Copyright () 1987 Microsoft C... Copyright (c) 1997 Microsoft Corp.  12/31/1999 Time Stamping |
4 71 Trusted Root Certification Authorities [5DigiCert Global Root CA DigiCert Global Root CA 171072031 Server Authentic
] Certificates [5IDigiCert High Assurance EV Ro... DigiCert High Assurance EV Root ... 11/10/2031 Server Authenti
b 5] Enterprise Trust lEntrust Root Certification Auth... Entrust Root Certification Authority  11/27/2026 Server Authentic
> [E] Intermediate Certification Authorities 55 Equifax Secure Certificate Auth... Equifax Secure Certificate Authority 8/22/2018 Secure Email, Sef
b B Active Directory User Object 5] GeoTrust Global CA GeoTrust Global CA 5/21/2002 Server Authentic
b Ml Trsted Publstiers GlobalSign GlobalSign 3/18/2029 Server Authentic
» & g:_":‘;ed c;"""c"“w, ax . 5JGlobalSign Root CA GlobalSign Root CA 1/28/2028 Server Authentic|
:: g Tn:’st;daF:z;plo:t erification AUthorities || - o Daddy Class 2 Certification ... Go Daddy Class 2 Certification Au... 6/29/2034 Server Authentiq
o Bl et A itatton Tstess 560 Daddy Root Certificate Auth... Go Daddy Root Certificate Author... 1/1/2038 Server Authentic|
> (B Other People [5Microsoft Authenticode(trm) Ro... Microsoft Authenticode(tm) Root... 1/1/2000 Secure Email, Co
> B McAfee Trust 5lMicrosoft Root Authority Microsoft Root Authority 12/31/2020 <All>
5 [ Certificate Enrollment Redqiests 55 Microsoft Root Certificate Auth... Microsoft Root Certificate Authori... 5/10/2021 <All> -
» [ Stmart Card Trusted Roots [5Microsoft Root Certficate Auth... Microsoft Root Certificate Authori... 6/24/2035 <Al>
S Microsoft Root Certificate Auth... Microsoft Root Certificate Authori... 3/23/2036 <All>
[5INO LIABILITY ACCEPTED, (c)97... NO LIABILITY ACCEPTED, (J97V... 1/8/2004 Time Stamping
b ot e =2 e <Alb>
<All>
tarfield Class 2 Certification Auth... 6/29/2034 Server Authentic|
hawte Primary Root CA 7/17/2036 Server Authentic|
hawte Timestamping CA 1172021 Time Stamping
JTN-USERFirst-Object 71972019 Encrypting File §
eriSign Class 3 Public Primary Ce... 7/17/2036 Server Authentic,_|

Contains actions that can be performed on the item.
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@ NOTE: If you select one certificate, the export .sst option is greyed out, so you
must select at least 2 certificates (For example, personal and intermediate
certificates).

4. Click Next on the first Certificate Export Wizard screen, then select Microsoft Serialized Certificate Store
(.sst)
- So i tt e R o B e —

F:Ie Action View Help

e 2[m « &

Eﬁl Certificates - Current User ption Date  Intended Purpos ~
b [] Personal /1999 Time Stamping
43 T(usted Root Certification] /2031 Server Authentic

[l Ceitificates Export ﬁ_'ﬁe Format i i e e /2031 Server Authentic—
IS ,_‘ Enterprise Trust Certificates can be exported in a variety of ‘mats. 1172026 Server Authentid
b [ Intermediate Certification | 2018 Secure Email ‘Sei
b [] Active Directory User Obj{ 2022 Sirver Authe’ntic
b 7] Trusted Publishers Select the format you want to use: 2020 Cerves A irerii
bl Untrcted Centficates. © DER encoded binary X.509 (.CER) 2028 Server Authentic
b 1 Third-Party Root Certificg 2 2
» [ Trusted People ) Base-64 encoded X. 509 (.CER) 2034 Server Authentic
b 7] Client Authentication Iss (O Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P78) Ig ::rver ‘:‘hinzt
b (] Other People [Jinciude all certificates in the certification path f possible i
b 5] McAfee Trust /2020 <All>
b [ Certificate Enroliment Ret O Personal Information Exchange - PKCS #12(.PFX) 2021 <All> -
b [l Simart Card Trusted Rook ["Jindude all certificates in the certification path if possible 2035 <All>
[] Delete the private key if the export is successful 2036 <All>
ml 004 Time Stamping
|_|Export all extended properties
2022 <All>
® Microsoft Serialized Certificate Store (.5ST) 2022 <All>
2034 Server Authentic|
2036 Server Authentic|
021 Time Stamping
019 Encrypting File S
2036 Server Authentic, |
v
L=k 1 >

5. Click Next, then click Browse and select the location and file name where the .sst file will be saved.
6. Click Next, Save and then Finish.
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Upload .sst file to Exchange Online

1. Open windows PowerShell (run as administrator).
Connect to the Office 365 admin account by running the command: $UserCredential = Get-Credential.

The Windows PowerShell credential request window opens. Enter the admin user name and password.
Click OK.

Administrator: Windows PowerShell

4 Microsoft Corporation. All rights reserved.
PS C:\Users\Administrator> SUserCredential = Get-Credential
cmdlet Get-Credential at command pipeline position 1

Supply values for the following parameters:
redential

Windows PowerShell credential req...

=
X \\
k

Enter your credentials.

User name:

Password:

o]

4. Enter the following command in order to open a session with Exchange online:
$Session = New-PSSession -ConfigurationName Microsoft.Exchange -ConnectionUri
https://outlook.office365.com/powershell-liveid/ -Credential $UserCredential -Authentication Basic —
AllowRedirection

5. Enter the following command to remove restrictions for uploading the .sst file:
Set-ExecutionPolicy Unrestricted —force

6. Import the session:
Import-PSSession $Session

7. Change the path to where the .sst file was saved (for example, cd c:\)

8. Upload the .sst file to Office 365:
$sst = Get-Content <SST file> -Encoding Byte

9. Configure the sst file to be used for S/IMIME:
Set-SmimeConfig -SMIMECertificatelssuingCA $sst

10. Close the session:
Remove-PSSession $Session
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Publish Certificate to GAL (Global Address List)

To encrypt emails with S/IMIME we need to upload the user certificate to the GAL.
1. Open Outlook.
2. Select File > Options.

Outlook Options

=7 fomb  klgnore ™ 8 ﬁ
& % CleanUp- &8 General aptions for working with Outlook 3 Address Book
New New o Deletd | 14011 Store
Email ltems= &6 Junk~ Y Fitter Email -
New Delete Kalenoee Usr Intrtace oncine Find Addins A
4 Favorites Groups [ Show Mini Toolbar on selection
Tnbox People 1] review
Sent ltems Tosks ScreenTip style: | Show feature descriptions in ScreenTips -
Drafts Search Personalize your copy of Microsoft Office
Deleted ltems i
e User name: bob
ot Ease of Access Ini b
4 bob@sactests.com
b Advanced [] Atways use these values regardiess of sign in to Office.
ox
o Custoriics Fibbon Office Background: | Circles and Stripes ~
Office Theme: Colorful _ ~
Sent tems uick Access Toolbar
Deleted ltems Office intelligent services
Aschive Trust Center the power of the cloud to the Office apps to help save you time and produce better results
Conversetion HbSY Microsoft needs to be able to collect your search terms and document content.
Junk Email
About intelligent services  Privacy statement
Outbox > =
RSS Feeds Start up options
Search Folders [ Make Qutiook the default program for Emai, Contacts, and Calendar Default Programs
I Grou
= Attachment options
For files ] choose from OneDrive:
@ Ask me how [ want to attach them every time
Always attach them as cloud files -
oo oa g e

Outlook Options

ok @lgnore P Search Pecple
General
L= O e Up~ @ Help keep your documents safe and your computer secure and healthy,
New New o Deletel | p1ail Store
Email Ttems=~ 4o Junk> Y Filter Email +
New Delete Calendar Security & more Find Addins A
4 Favorites Groups Visit Office.com to learm more about protecting your privacy and security
T Beople Micosoft Trustwarthy Computing
Sent ltems Tosks
Microsoft Outiook Trust Center
Drafts Search
Deleted Items The Trust Center contains security and privacy settings. These settings help keep your
Language computer secure, We recommend that you do not change these settings
Ease of Access
4 bob@sactests.com
Advanced
Inbox
Drafts Customize Ribbon
Sent ltems Quick Access Toolbar
Deleted tems Ady

fechive Trust Center l

Conversation History
Junk Email

Outbox

RSS Feeds

Search Folders

+ Groups

Cancel
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4. On the left pane select Email Security.

Trust Center

= || sesrch Peopie o
& [ B x Trusted Publishers £ [ |
1 | 2% Clean Up~ Encrypted email 3 Address Book

New New o Deletd | Privacy Options Store
Email ltems= % Junk~ q, [] Encrypt contents and attachments for outgoing messages Y Filter Email -
New Delete S Seciily [ Add digital signature to outgoing messages Find Adddns A

4 Favorites Attachment Handling Send clear text signed message when sending signed messages

s Automatic Download [) Request S/MIME receipt for all S/MIME signed messages

Sent ltems Macro Settings Default Setting: | My S/MIME Settings (bob@sactests.com) ~| | Settings.

Drafts A

Programmatic Access Digital IDs (Certificates)
Deleted ltems
;],7 Digital IDs or Certificates are documents that allow you to prove your identity in electronic transactions.

4 Bob@sactestcon Publishto GAL... | | Import/Export.., | | Get a Digital D,

Inbox Read as Plain Text

Drafts -

[] Read all standard mail in plain text

Sent ltems

Deleted ltems

Archive Script in Folders

Conversation History [ Aliow script in shared folders
Junk Email [ Allow script in Public Folders
Outbox

RS Feeds

Search Folders

» Groups

TR o

5. Inthe Trust Center window click Settings. The Change Security Setting window opens.

Home
- % (@ ignore e
[ la— g || Trusted pu [=1]
L T Encrypted emad D addessBook
lew lete, ore
Email Rems= &9 Junk= Rﬁ [ Encrypt contents and attachments for outgoing messages 'Y Fitter Email -
New Delete [] Add digital signature to outgoing messages Find Add-ins A
4 Favorites 4| Attachment Handling - —
1 T
Inbox Automatic osd
Security Setting Preferences
Sent ltems Macro Settings Security Settings Name:
Drsts rogrammaticacees: || T -
Deleted ltems Cryptography Format:  S/MIME
= electronic transactions.
/ Default Security Setting for this ayptographic message format
“bob@sactests.com 7] Detautt Securty Setting for all cryptographic messages
Tnbox Read af [ securty tabels... | [ tew | [ pelete |
Drafts
S [ Ref Centificates and Algorithms
Sent ems Signing Certificate:
Deleted ltems
Archive
Encryption Certificate:
Conversation History
Junk Email
Outbox 7] Send these certificates with signed messages
RSS Feeds [k [ concer
Search Folders
! Groups
oK Cancel
om s B o L
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6. On the Change Security Settings window, choose Security Setting Name and then click Choose, (to the
right of the Signing Certificate field).

1l ople [
o O71O7OTC x Trusted Publishers _ . -
Q85 X ClesnUp~ Encrypted email [ Address Book
New New o Deletel | pivacy Options Store
Email Trems~ & Junk - ‘ X [ Encrypt contents and attachments for outgoing messages Y Fikter Email -
New et || EmaiSecudy [ A il sigoatine  vkgoing mesages P adeims a
4 Favorites €| Attachment Handling = —— —
Change Security Settings =
Tabaoe Autornatic Download
Security Setting Preferences
Sentltems Macro Settings Security Settings Name:
Drafts

. - B
Programmatic Access Digital ey S/NIME Settings bob@sacteits. com)

Defeted fems Cryptography Format: | SAIME
= electronic transactions.
L;l 7] Defautt Security Setting for this cryptographic message format

# bob@sactests.com 7] Defaut Securty Setting for all cyptographic messages

Inbox Read ad Securlty Labeis.. | [ New | [ Detete
Prats [ Re|  Certficates and Algorithms
Sent ltems Signing Certificate: Choose...
Deleted tems oL+ =
Script
s B [ |
Junk Email O a ! ‘ =
Outbox V| Send these certificates with signed messages
RSS Feeds Sancel
Search Folders
| Groups

oK Cancel

7. The Confirm Certificate window opens. Select the certificate issued by the CA you are going to use for
S/MIME.

8. After choosing the certificate, click OK.

IEI Hame m -

— =% lgnore Search People -
s sted Publishers =
WS X Clean Up- Encrypted email [ Address Book
New New : Delete | priva. Store
Email Hems+ o9 lunk~ + contents and sttechments for cutgoing messages Y Filter Email -
New Detete Emad Security e to outgoing messsges Find Adoins A
4 Favorites €| Attachenent Handling o

Inbax Automatic Download
Secuity Setting Preferences
Sent Items Maceo Settings Security Settings Name:
Dnafts Programmatic Aceess s My SIMIME Settings (bob@sactests.com) -
Deleted ltems Crytography Format: |51
- electroms transactions.
17| Detautt Securtty Setting for this cryptagraphic message format
4 bob@sactests.com |71 Default Security Setting for all typtographic messages
Inbox Read secoritytaveis.. | [ mew | [ petete
Draits
- ] Rel Certificates and Algorithms
" Signing Certiticate: bob
Deleted ems r
L Hasn Aigorttnm: SHA25E -
Archive Seript & !

Encryption Certificate: |sob

| Encyption Algorithm: [AES 1256-biy >

Qutbar 7] 5end tnese certticates weh ngnec message:

RSS Feeds o] [ concel

Sesech Folders

Coaversation Histary

oo

Junk Email

Groups

oK Cancel

(]
|
13
B
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9. Inthe Trust Center window, click Publish to GAL in order to publish your certificate to Office 365.

Once the certificate is uploaded to GAL, you will receive a confirmation message.

4 Favorites 9 -
Change Security Settings =
Inbox
Sentltems Windows Security -
Draft: P o
3t pig]  Confirm Certificate
Deleted Rems c

Confirm this certificate by chicking OK. ¥ this is nct the cormect certficate,
G click Cancel, electronic transactions.

4 bob@sactests.com
Inbox = bob

o x Fssuer: sactests-2012-ADFS-CA
Distts | Valid From: 1/18/2018 to 1/18/2019
Sen " _ i

Click here to view cegtificate prope...

Deletad Rtems

Archive Serig oK Cancal |

Conversation History

oo

Junk Email

Outbox 7]Send these cenificates with signes messages

RSS Feeds oK | cancet |

Sesrch Folders

Groups

=om o= g

Enable S/IMIME in Office 365 OWA

1. Login to Office 365 with the user credentials and click Office 365.

Settings x

Good afternoon O search online document
earch 3l z=ting: o
Apps Install Office apps

Theme

G2 wai & OneDrive @ wo | x Il D<fouttheme

@ rowerpoint [ oneNote B snarepoint @5 teams Start page
Set your stat page
Y= Yammer D oynemics3es 0@ Fow Notifications

Explore all your apps >

Your app settings

Documents T Upload and Open “ Sl
Mail

Recent  Pinned Shared with me Discover

- ™ Feedback v
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2. On the right pane select Mail

Office 365

Good afternoon

Apps Install Office apps
B Mai & OneDrive ﬂ Word ﬂx‘ Exce
@ rowerpoint @5 oneNote B> sharepoint @5 teams
Yz vammer D oynamics3es LA Fiow

Explore all your apps

Documents T Upload and Open “

Recent red shared with me ) er

officecomy/home=18autha1 ) oA w Feedback

Settings x
P

|

Start page

Notifications

Your app settings

v

3. The user’s mail settings window opens. On the left pane select SIMIME

Office 365 Outlook

A~ Mail options

* Automatic processing —
* Accounts — Ch

* Layout —C

© S/MIME —

» Calendar

» People
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4. Check the checkboxes to support S/IMIME and click Save.

Office 365 Outlook

* Calendar

» People
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Support Contacts

If you encounter a problem while installing, registering, or operating this product, please make sure that you
have read the documentation. If you cannot resolve the issue, contact your supplier or Gemalto Customer
Support. Gemalto Customer Support operates 24 hours a day, 7 days a week. Your level of access to this
service is governed by the support plan arrangements made between Gemalto and your organization. Please
consult this support plan for further information about your entitlements, including the hours when telephone
support is available to you.

Contact Method

Address

Phone

Technical Support
Customer Portal

Contact Information

Gemalto
4690 Millennium Drive
Belcamp, Maryland 21017 USA

United States 1-800-545-6608
International 1-410-931-7520

https://serviceportal.safenet-inc.com

Existing customers with a Technical Support Customer Portal account can log in to
manage incidents, get the latest software upgrades, and access the Gemalto Knowledge
Base.
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