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Third-Party Software Acknowledgement

This document is intended to help users of SafeNet products when working with third-party software, such as
SonicWALL Secure Remote Access.

Material from third-party software is being used solely for the purpose of making instructions clear. Screen
images and content obtained from third-party software will be acknowledged as such.

Description

SafeNet Authentication Client (SAC) is a Public Key Infrastructure (PKI) middleware that provides a secure
method for exchanging information based on public key cryptography, enabling trusted third-party verification of
user identities. It utilizes a system of digital certificates, Certificate Authorities, and other registration authorities
that verify and authenticate the validity of each party involved in an Internet transaction.

SonicWALL Secure Remote Access appliances extend secure remote networking over an SSL VPN to
potentially thousands of locations to provide anytime, anywhere access. The encrypted SSL VPN tunnel
protects the transmitted data. In addition, as an added layer of protection, granular access controls allow the
administrator to delegate access privileges to different individuals or groups so that they can access only
specific, defined resources. SonicWALL Secure Remote Access appliances integrate seamlessly with virtually
any firewall.
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(The screen image above is from Dell®. Trademarks are the property of their respective owners.)

The SonicWALL Secure Remote Access appliance can be configured to communicate with SAC to perform
certificate-based authentication (CBA).
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The information in this document applies to:

e SafeNet Authentication Client (SAC) — SafeNet’s public key infrastructure (PKI) middleware

The integration environment that was used in this document is based on the following software versions:
o SafeNet Authentication Client (SAC) 8.3 — SafeNet’s public key infrastructure (PKI) middleware
e SonicWALL E-Class SRA Virtual Appliance 11.0

This document is targeted to system administrators who are familiar with SonicWALL Secure Remote Access
and are interested in adding Certificate Based Authentication capabilities using SAC.

e SafeNet Authentication Client 8.3 should be installed on all the client machines.
e Aroot Certificate Authority (CA) certificate should be available.

e A user must have a SafeNet token with appropriate certificate (with private key) enrolled from the root
Certificate Authority.

e SonicWALL Secure Remote Access should be installed and configured for basic authentication prior to
implementing certificate-based authentication using SafeNet Authentication Client.
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CBA Authentication Flow using SAC

@w SafeNet Authentication Client

e 1 Yok Paneaned

1. A user attempts to connect to the VPN using a web browser (for WorkSpace) or the Connect Tunnel
application.

The user selects a realm and plugs in the SafeNet token with an appropriate certificate.

3. The web browser or the Connect Tunnel application looks for a valid user certificate as per the realm
selected. User selects the certificate and enters the token password.

4. If the token password is correct, the user is successfully authenticated and gets connected to the VPN or
WorkSpace.
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Configuring SonicWALL Secure Remote Access

Configuring SonicWALL Secure Remote Access for CBA authentication requires:
¢ Importing a Root CA Certificate

e Creating a Realm

e Creating a User

e Applying Configuration Changes

To perform these configuration settings, log in to the SonicWALL Secure Remote Access appliance with
administrator credentials.

Importing a Root CA Certificate

A root CA certificate is added on the SonicWALL Secure Remote Access appliance. This root CA certificate is
used to authenticate users with a valid user certificate.

To import a certificate:

1. Open the SonicWALL Management Console.

Secure Mobile Access ‘[ Management Console Home | Help | Log out
g Mutiple administrators
Security Administration
Access Control DeliSMAAppliance Dashboard System Information
Resources
Users & Groups Show: Dally ¥ Auto-refresh: Off * | | Refresh | Services Configure
@ Network tunnel Stop
Resims P25 Active users: 0 s (S) Network bandwidth: 0.04/0.00 Mbps @ Veb proxy Stoo
WorkPlace 10 Usars 1,00 Mbps @ WorkPlace s
Agent Configuration ] 0.75
o : 000 @ System Miew
Breh. Contouretion 222PM  $:22PM  222AM  B22AM  222PM  222PM  S:22PM  222AM  B22AM  222PM .
8\ Management Miew
Network Setti
- Settings ” CPU usage: 3% E Memory usage: 32%

Seitioos 100% 100% Model I —
Authentication Servers 7% 7% SonicWALL SRA EX-Virtual e rreal
Services g: ;g Version
Virtuai Assist 11,0.0-557 Ugdate
Maintenance n:m B22PM 222AM B2ZAM  222MM nzm B22PM 22AM B22AM 222MM System time

Fri Sep S 2014 14:22:46 IST Update
User Sessions ibhkuum:?% BSMWN Time since last reboot
System Status 100% 100% 19 days 0 tws 39 mins 33 secs Beboot
b 18 License
.r”" i — = 5 users Undate
0 0
TITPM B22IM 222AM BITAM 222PM 222MM B22PM 2WAM B2TAM 222PM
Helpful Links
WorkPlace sites Download updates and licenses
Default WockPlace site Edit MYSONICYWALL com

(The screen image above is from Dell®. Trademarks are the property of their respective owners.)
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2. Onthe Secure Mobile Access Management Console window, in the left pane, under System
Configuration, click SSL Settings.

Security Administration
Access Control
Resources

Users & Groups

User Access

Realms

WorkPlace

Agent Configuration
End Point Control

System Configuration
General Settings
Network Settings

SSL Settings
Authentication Servers
Services

Virtual Assist
Maintenance

Monitoring

User Sessions
System Status
Logging
Troubleshooting

(The screen image above is from Dell®. Trademarks are the property of their respective owners.)

3. Onthe SSL Settings tab, under CA certificates, click the first Edit link (see the red box in the image
below).

SSL Settings |

m SSL certificates

Default appliance certificate (WorkPlace and other access Edit
methods)

192.116.152.87 (self-signed)
Valid through: 10 Jul 2019

Management console certificate (AMC)
192.168.0.10 (self-signed)
Valid through: 09 Jul 2019

Virtual hosting certificates for WorkPlace sites and URL resources
192.116.152.87, 192.168.0.10

511 CA certificates

146 certificates
CA certificates are used to establish a trust relationship with an Active Directory or LDAP

connection that Is secured with SSL, a connection to a back-end HTTPS Web server, or to

validate a connection from an end user who Is authenticating with a dient certificate

ocsp Edit
The Online Certificate Status Protocol (OCSP) can be used to verify the status of client

certificates.

(The screen image above is from Dell®. Trademarks are the property of their respective owners.)
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4. On the CA Certificates window, click New.

CA Certificates SS1 Seftings > CA Certificates

Manage the CA certificates used by the appliance. Click the CA name to configure certificate
revocation and determine the connection types it is used to secure. To establish a trust relationship
with a client, reference a CA certificate in an authentication server or an EPC device profile.

=) Filters (reset)
Used for: Issued to: Expiration: Used:

Al v All v (Al Y] [ Refresh |

|=H-New|XDelete|-}Exmn| |

|| # Issuedto* Valid through ~ Used |~
L) | A-Trust-nQual-03 18 Aug 2015 | |
| @ | AAA Certificate Services 01 Jan 2029
|| & | AC Raiz Certicimara S.A. 03 Apr 2030
L) @ |ACCVRAIZ1 31 Dec 2030
|| & | ACFDICOM Root 13 Apr 2028
| @ | Actalis Authentication Root CA 22 Sep 2030
|| @ | AddTrust Class 1 CA Root 30 May 2020
|| @ | AddTrust External CA Root 30 May 2020
|| @ | AddTrust Public CA Root 30 May 2020
|| @ | AddTrust Qualified CA Roat 30 May 2020
|| @ | Administrator 15 Jul 2015

146 of 146 certificates shown

(The screen image above is from Dell®. Trademarks are the property of their respective owners.)

5. Onthe Import CA Certificates window, select Certificate file, and then click Choose File to browse and
select the root CA certificate.

Import CA Certificate CA Certificates = Import CA Certificate
To import CA certificates, either click Browse to import a certificate file (in PKCS# 7 or X509
format), or copy the certificate text and paste it in the area provided.

®*  Certificate file:
| Choosa File ‘Idp.ce:

Certificate text:

Usage
Speclfy the connectlon types the certificate |s used to secure,

¥ Authentication server connections (LDAPS)

¥ web server connections (HTTPS)

¥ Device profiling (End Point Contral)

L) OCcsP response verification

| Import || Cancel

(The screen image above is from Dell®. Trademarks are the property of their respective owners.)
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6. On the Import CA Certificates window, click Import.

The root CA certificate is imported successfully.

CA Certificates

SSI Settings > CA Certificates

Manage the CA certificates used by the appliance. Click the CA name to configure certificate
revocation and determine the connection types it is used to secure. To establish a trust relationship
with a client, reference a CA certificate in an authentication server or an EPC device profile.

[ ® The certificate issued to sam-WIN-ASEEQSSOF7C-CA was successfully imported.

(The screen image above is from Dell®. Trademarks are the property of their respective owners.)

Creating a Realm

A realm references an authentication server and determines which access agents are provisioned to users and

which endpoint control restrictions are imposed.
To create a realm:

1. Open the SonicWALL Management Console.

Home | Help | Log out

2 Multigle administrators

Secure Mobile Access ‘ Management Console
Security Administration
Acoeas Contred DeliSMAAppliance Dashboard System Information
Resources
Users & Groups Show: Dally v Auto-refresh: Off * | | Refresh | Services Contiguee
e @ Network tunnel Stou
Reslms % Active users: 0 Miew Network bandwidth: 0 10/ 00 Mbps @ Web proxy s
WorkPlace 10 Users 1,00 Mbp @ WorkPlace Staw
Agent Configuration 8 0.75
i S ;_ :Zzg_ Py e
o = 000 @ System Miew
220M $:22PM 22AM B22AN 222PM 22PM 3220 2ZAM B22AM 2P
[Bretes Cono s 222 2PM 222, 2 22 222 2 22 24 222 A\ Management Mew
Network Sett
s ings {0} cpu usage: 3% B Memory usage: 320
Suvom, 100% 100% Model E—
Authentication Servers 7 7Y SonkcWALL SRA EX-Virtual e S
50/ 50
Servicas i+ 25 Version
Virtuaf Assist o 0 11,0.0-557 Uodate
Maintenance 22IPM B2PM B22AM B2IAM  T2NM 222NN G2IIM TRAM B22AM T:MM System time
Fri Sep S 2014 14:22:46 IST Uodate
T, B oisk usage: 2% B swap usage: 0% Time since last reboot
System Status 100% 100% 19 days 0 hws 39 mins 33 secs Behoot .
s 75 License
i 9 = S users Undate
Troubleshooting 2: z:
2PN BIIM 222AM B2TAM  222PM 222PM B2IIM 22AM B22AM 222MM
Helpful Links
WorkPlace sites Download updates and licenses
Default WaorkPlace site Edit mySonicWALL com

(The screen image above is from Dell®. Trademarks are the property of their respective owners.)
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2. Onthe Secure Mobile Access Management Console window, in the left pane, under User Access, click
Realms.

Security Administration
Access Control
Resources

Users & Groups

User Access

Realms

WorkPlace

Agent Configuration
End Point Control

(The screen image above is from Dell®. Trademarks are the property of their respective owners.)

3. Inthe upper right corner of the window, click the New realm link.

s |

A realm references an authentication server and determines which access agents are provisioned to your users and what end peint control restrictions are imposed,

@ Expand all details ok New realm

(The screen image above is from Dell®. Trademarks are the property of their respective owners.)
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4. Onthe Configure Realm window, on the General tab, complete the following details:
a. Inthe Name field, enter a name for the realm.

b. Inthe Authentication server field, click New.

Configure Realm Realms > Configure Realm
General | Communities
Configure the general settings for the realm.
Name:* Description: Your users will select or type the realm
[| Name during login. Choose a name that
! clearly describes the user community.
Status: '® Enabled Disabled
¥ Display this realm Hiding a realm removes its name from
the list on the login page, and requires
Authentication the user to type the realm name.
server: Choose one v New
Enable accounting records
Advanced v
< Back Next > Cancel | Finish

(The screen image above is from Dell®. Trademarks are the property of their respective owners.)

c. Onthe New Authentication Server window, under Authentication directory, select Public key
infrastructure (PKI), and then click Continue.

New Authentication Server Authentication Servers = New Authentication Server

Choose the protocol used to access your user store, and specify how users will authenticate,
Click Centinue to configure the authentication server,

User store
Choose the directory type or authentication method:

Authentication directory

Microsoft Active Directory (Basic) A single domain,

Microsoft Active Directory (Advanced) Multiple domains in a tree or forest,
LDAP

RADIUS

R5A Authentication Manager
#* public key infrastructure (PKI)
CA, SiteMinder

Single sign-on server

RSA ClearTrust Slan-on to ClearTrust Is supported only from
a Web browser.
Local user storage
Local users The appliance supports one local user
authentication server.
Credential type

Speclfy how users will authenticate:

®* Digital certificate
Token/SecurlD
Username/Pasaword

| Continue... |  Cancel

(The screen image above is from Dell®. Trademarks are the property of their respective owners.)
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d. Onthe Configure Authentication Server window, complete the details as specified below, and then

click Save.

Name Enter a name for the authentication server.

Trusted CA certificates In the All CA certificate list, select the root CA certificate that you have
imported, and then click >>. The certificate is added to the Trusted CA
certificates list.

Configure Authentication Server Authentication Servers > Configure Authentication Server

Configure authentication settings for a certificate server,
Credential type: Certificate

Name:*

Trusted CA certificates

Choose the CA certificate(s) you want to use in establishing a trust relationship with the client
device,

| Trust Intermediate CAs without verifying the entire chain

| All CA certificates g ( Trusted CA certificates*
| A-Trust-nQual-03 | |

AAA Certificate Services

AC Raiz Certicdmara S.A. £
| ACCVRAIZ1

L ACEDICOM Root

L Actalis Authentication Root CA

L

S 00C

<<

L AddTrust Class 1 CA Root - -
Advanced %)
Save | Cancel

(The screen image above is from Dell®. Trademarks are the property of their respective owners.)

On the Configure Realm window, the newly created authentication server is populated in the

Authentication Server field.

Configure Realm Realms > Configure Realm

General | Communities

Configure the general settings for the realm.

Name:* Description: Your users will select or type the realm
CBA Name during login. Choose a name that
dearly describes the user community,

Status: ® Enabled Disabled

¥ Display this realm Hiding a realm removes its name from

: the list on the login page, and requires
Authentication the user to type the realm name.
server: CBA Authentication ¥ | | New |

Enable accounting records

Advanced

<Back || Net> || cancel || Finish |

(The screen image above is from Dell®. Trademarks are the property of their respective owners.)
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5. Click Next > Finish.

A realm is created and its details are displayed.

<— Bl Authentication scrver
—_— CBA Authentication

Any User
Default community

*  Default style
Default layout

E’a OnDemand
Web only

o Default zone

t s lx

(The screen image above is from Dell®. Trademarks are the property of their respective owners.)

Creating a User

A user is an individual who needs access to resources on the corporate network. After creating users on the
SonicWALL Secure Remote Access appliance, you can reference them in an Access Control Rule to permit or

deny access to resources.
To create a user:

1. Open the SonicWALL Management Console.

Home | Help | Log out

S Mubiple administrators

. Secure Mobile Access “ Management Console

Security Administration

Access Control DeliSMAAppliance Dashboard System Information

Resources

Users & Groups Show: Dally v Auto-refresh: Off | | Refresh | Services Lonliaue

@ Network tunnel Stap

Realms %" Active users: 0 @ Network bandwidth: (.00/0.00 Mbps @ Web proxy Stop

WorkPlace 10 Users 1,00 Mbps @ WorkPlace St

Agent Configuration 075

End Point Control :;;: Logs Configure
0.00 @ System et

Brovars Cowtipavtion 222PM  $22PM  222AM  B22AM  2:22PM  222PM 322PM  222AM  E22AM  222PM A\ Management Miew

General Settings 8 5

SSL Setbops “ CPU usage: 2% I Memory usage: 2%

Settings 100 % 100 % Model ‘—,
Authentication Servers 7 7% SonkcWALL SRA EX-Virtual e __""m
Servicas 50 50

2 25 Version
Virtuai Assist o 0 11,0.0-557 Ugdate
Maintenance TP BA2PM Z2TAM BZZAM T22PM 22IPM B2IPM 222AM B22AM 222MM System time
Fri Sep 5 2014 14:22:46 IST Update
User Sessions i Disk usage: 29 easmuuoo.o% Time since last reboot
System Status 100% 100% 19 days 0 hws 39 mins 33 secs Behoot
7% License
Troubl g: S users Update
unu 220U 222AM  R22AM 2220M znm B22PM TZAM B22AM 222M
Helpful Links
WorkPlace sites d and
Default WockPlace site Edit mySoniciWALL com

(The screen image above is from Dell®. Trademarks are the property of their respective owners.)
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2. Onthe Secure Mobile Access Management Console window, in the left pane, under Security

Administration, click Users & Groups.

Security Administration
Access Control
Resources

Users & Groups

User Access

Realms

WorkMace

Agent Configuration
End Point Control

System Configuration
General Settings

Network Settings

SSL Settings
Authentication Servers
Services

Virtual Assist
Madntenance

Monitoring
User Sessions

System Stotus
Logging
Troubleshoating

(The screen image above is from Dell®. Trademarks are the property of their respective owners.)

3. Onthe Mapped Accounts tab, click New > Manual entry.

Mapped Accounts I Local Accounts |

Manage mapped users and groups. Mapped accounts correspond to users and groups stored In sn external guthentication server.
SFilters {raset)

Hame; Dheseriptions Realms Type: Wsed;
All < Al « Al - Refresh

[ 4k mew | 3 petete |

Manual entry... I Dascription

T ® & Alice

= | Manual entry |

2 of 2 users and groups shown << Page 1 of 1 >>

Users per page: 100

(The screen image above is from Dell®. Trademarks are the property of their respective owners.)
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4. Onthe Add Mapped Account

window, complete the details as specified below, and then click Save.

Select realm Select the realm that was created previously.
User type Select User.
User name Enter the name of the user. The user name must be same as specified in

the Active Directory.

Display name

Enter the name of the user for display.

Description

Enter a description of this mapped account.

Add Mapped Account

Users & Groups > Add Mapped Account

Select realm: CBA
User type: Group

* User
User name: * Alice

Display name:

Description:

Configure a mapping to a user or group in an external directory. Type a group or user name
(RADIUS), common name (Active Directory) or distinguished name (LDAP).

Save | | Save and Add Another ||  Cancel

Browse

(The screen image above is from Dell®. Trademarks are the property of their respective owners.)

Applying Configuration Changes

After you have made the configuration changes, you need to apply them in the system.

To apply configuration changes:

1. Open the SonicWALL Management Console.

2. Onthe Secure Mobile Access Management Console window, in the upper right corner, click Pending

changes.

Secure Mobile Access | Management Console

Home | Help | Log out

3 Pending changes

(The screen image above is from Dell®. Trademarks are the property of their respective owners.)
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On the Apply Pending Changes window, click Apply Changes.

Apply Pending Changes

Apply or discard pending configuration changes. Depending on your
configuration, applying changes may take a few minutes to restart services.

Advanced

| Apply changes | | Discard | | cancel |

(The screen image above is from Dell®. Trademarks are the property of their respective owners).

The changes are applied and a message is displayed.

Apply Pending Changes

Apply or discard pending configuration changes. Depending on your
configuration, applying changes may take a few minutes to restart services.

¥
v

Advanced

configuration changes were successfully submitted.

@ our
Click the following link(s) to log in to WorkPlace and test user access.
Default WorkPlace site

Close |

(The screen image above is from Dell®. Trademarks are the property of their respective owners.)

4. Click Close.
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Running the Solution

After configuring SonicWALL Secure Remote Access for CBA authentication with SafeNet Authentication Client,
users can securely connect using the following methods:

e Using a Web Browser—page 18
e Using the Connect Tunnel Application—page 21

For this integration, the SafeNet eToken 5100 is configured for authentication with the SAC solution.

Using a Web Browser

The SonicWALL WorkPlace portal is used to verify this integration solution. The WorkPlace portal provides
users with dynamically personalized access to web-based (HTTP) resources. It also gives users access to files
and folders from their web browsers on Windows file servers, and to TCP/IP resources through Secure Mobile
Access agents that can be provisioned from WorkPlace.

1. Plug in the SafeNet eToken with a valid user certificate.
2. Inaweb browser, open the SonicWALL Secure Mobile Access Workspace:
https://< SonicWALL SRA Appliance Public IP >

3. Inthe Log in to field, select the configured realm, and then click Next.

Secure Mobile Access | WorkPlace

Please log in

Loginto: [CBA v

(The screen image above is from Dell®. Trademarks are the property of their respective owners.)

4. Onthe Confirm Certificate window, select the correct certificate, and then click OK.

Confirm Certificate

Confirm this certificate by clicking OK. If this is not the correct certificate,
click Cancel.

Alice
| Issuer: sam-SAM-CA

Valid From: 7/22/2014 to 7/22/2015
|

Click here to view certificate proper...

o [ Gl |

(The screen image above is from Dell®. Trademarks are the property of their respective owners.)
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5. Use the SafeNet token to generate a passcode, and then enter it in the Token Password field. Click OK to

continue.

'S Token Logon

Btersee

ST
s+000

SafeNet Authentication Client

Token Name:

Token Password:

Enter the Token Password.

My Token

Current Language: EN

ook | [ conce |

(The screen image above is from Dell®. Trademarks are the property of their respective owners.)

&

NOTE: Allow any Java or security warning that is displayed.

If authentication is successful, the user will be allowed access to the resources configured on WorkPlace.

Home

@ Google

Logout | Help | Details
Secure Mobile Access | WorkPlace
Access: Web and chent/server

To access a resource, click its name from the list below.
%J Remote Desktop

|_1 Test resource
202.122.134 4Network Explorer, builtin

|1 Network Explorer
Browse a Windows network containing shared files and folders

@ Install Connect Tunnel
Get the latest version of Connect Tunnel

Intranet Address: Type a URL or network folder name here E Help

Zone: Defaull zone  User:Alice  Session start: 1043

(The screen image above is from Dell®. Trademarks are the property of their respective owners.)

&

NOTE: If you are using SonicWALL for the first time, you will need to install the
Secure Endpoint Manager. When you are logged in to WorkPlace, you will get
an option to install the Secure Endpoint Manager. For more information, refer
to the SonicWALL documentation.

On the WorkPlace home window, click Remote Desktop.
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7. Onthe Remote Desktop window, click Smart card logon.

¥ Windows Server

(The screen image above is from Microsoft®. Trademarks are the property of their respective owners.)

8. Enter the eToken password, and then press Enter.

Alice
—

W Windows Server s

(The screen image above is from Microsoft®. Trademarks are the property of their respective owners.)

If the credentials are correct, the user will be successfully logged in to the remote session.
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Using the Connect Tunnel Application

The SonicWALL Connect tunnel application allows you to create a VPN connection between your computer and
the corporate network for secure data transmission.

1. Plug in the SafeNet token with a valid user certificate.

2. Start the Connect Tunnel application.

3. Onthe Dell VPN Connection window, click Properties.

Secure Mobile Access | Connect Tunnel

Log in here to establish a secure connection to your network
resources.

Username: |

Password:

I Connect Il Cancel ||Pmpertlﬁ; ll Help

(The screen image above is from Dell®. Trademarks are the property of their respective owners.)
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On the Dell VPN Connection Properties window, on the Connections tab, complete the following details,
and then click OK.

Host name Enter the public IP address of the SonicWALL Secure Remote Access appliance.

Login group (Realm) Click Change and then select the realm.

Connections |Logging | About|

Host name: |

Login group(Realm):

Change
Network conflict resolution

(@) Always use administrator's configuration

() Prefer local network resource access

-

() Prefer remote network resource access

First connect

Windows can first connect to a public network, such as the
Internet, before trying to establish this VPN connection.

|| Establish this connection first:

|| Display progress while connecting
|| Show icon in notification area when connected
[] Notify me when this connection has limited or no connectivity

|| Prompt to connect if connection is lost or dropped
[ Remember credential

| oK H Cancel ” Apply H Help ]

(The screen image above is from Dell®. Trademarks are the property of their respective owners.)
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5. On the Dell VPN Connection window, select a certificate in the Certificate field, and then click Connect.

Secure Mobile Access ‘ Connect Tunnel

Log in here to establish a secure connection to your network resour:

Certificate: |Alice v
i
I Connect I l Cancel ] [ Properties I l Help y

(The screen image above is from Dell®. Trademarks are the property of their respective owners.)

6. Use the SafeNet token to generate a passcode, and then enter it in the Token Password field. Click OK to
continue.

AUGS S\
@afeNet. SafeNet Authentication Client :

4 4en0

Enter the Token Password,

Token Name: My Token

Token Password: sesnsensl

Current Language: EN

Lo [ cnal |

If authentication is successful, a VPN connection will be established.

SafeNet Authentication Client: Integration Guide

Using SAC CBA with SonicWALL Secure Remote Access
Document PN: 007-012819-001, Rev. A, Copyright © 2015 SafeNet, Inc., All rights reserved.



Appendix: Configuring Remote Desktop

To access a resource after securely connecting to SonicWALL Secure Remote Access, you need to add that

resource on the SonicWALL WorkSpace.

In this configuration, you need to:

e Add remote desktop as a resource on the SonicWALL WorkSpace

e Configure remote desktop to allow SafeNet eToken for smart card logon

To add and configure remote desktop:

1. Open the SonicWALL Management Console.

Security

Access Control
Resources

Users & Grovps
User Access

Realms

WorkPlace

Agent Configuration
End Point Control

General Settings.
Network Settings

SSL Settings
Authentication Servers

Virtuaf Assist

Secure Mobile Access Management Console

Home | Help | Log out

S Mubiple admicisteators

DeliSMAAppliance Dashboard

System Information

Show: Dolly ¥

:ﬂ% Active users: 0
10 Users
s
s
2

E

o

222PM  $22PM  222AM  B22AM  222PM

’} CPU usage: 2%
100%
b3

50,
25
o

22PN BIIIM 2ITAM BIAM Z2IMM

i Disk usage: 29
0%
b3

50
25
3

22PN B22IM 222AM R2ZAM 2220M

Auto-refresh: Off * | | Refresh
@ Network bandwidth: (.00/0.00 Mbps
1.00 Mbys
015!

050
b "_
0.00
2220M $22PM  222AM 224N 2227
ﬂ Memory usage: 32%
100%

TN B22PM 2WAM B22AM 222PM

Services Contigue
@ Network tunnel Stop

@ Web proxy s

@ WorkPlace Stag
Logs Configue
@ System Miew

4\ Management Miew
Model

Somcwn su vt TR e
Version

11.0.0-557 Ugdate
System time

Fri Sep S 2014 14:22:46 IST Unpdate
Time since last reboot

19 days 0 hes 39 mins 33 secs Beboot
License

S users Undate

Helpful Links
WorkPlace sites Download updates and licenses
Default WorkPlace site Edit mySOnICWALL com

(The screen image above is from Dell®. Trademarks are the property of their respective owners.)

2. Onthe SonicWALL Management Console, in the left pane, under Security Administration, click
Resources.

Security Administration
Access Control
Resources

Users & Groups

User Access

Realms

WorkPlace

Agent Configuration
End Point Control

System Configuration
General Settings
Network Settings

SSL Settings
Authentication Servers
Services

Virtual Assist
Maintenance

(The screen image above is from Dell®. Trademarks are the property of their respective owners.)
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3. Onthe Resources tab, click New > Host name or IP.

Resources | Resource Groups | Variables |

Manage Web, network, and file system resources.

S Filters (reset)
Name: Description: Value: Type: Used:
All v Al ¥ || Refresh |

| 4 New | X pelete | |
@ vrL Description

@ matching URL...
Host name or IP... Connect Tunnel download and activation, built-in

o
g

' Network {Host name or IP  Exorer b
Network Explorer, built-in
gﬂ'ﬂ“’ range...
WorkPlace, built-in
ESuhnet,,, ‘
@Dﬂmam...

9 server farm... ‘

eLee

"5 of 5 resources shown : << Page 10f 1 >> Resources per pade: 00 ¥

Resource exclusion list
The appliance will redirect connections through the appliance for any destination resources you've defined. Click here to define resources you don't want to redirect through the appliance.

(The screen image above is from Dell®. Trademarks are the property of their respective owners.)

4. Onthe Add Resource window, complete the following fields, and then click Save.

Name Enter a name for the resource; for example, Remote Desktop.
Host name or IP Enter a host name or IP address of the machine you want to access as a remote
Address desktop.

Add Resource - Host Name or IP Address Resources > Add Resource

Create or modify a resource.

Name :* Description:

Host name or IP address:*
| | { © {variable} I A host name can include * and ?
wildcard characters.

Resource group

v ] To simplify policy administration,
group resources with similar access
| reguirements in Resource Groups.

Add this resource to group: [ Default Resources

New group name:

Advanced

«

Save HSaveandAddAnother” Cancel |

(The screen image above is from Dell®. Trademarks are the property of their respective owners.)
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5. Onthe SonicWALL Management Console, in the left pane, under User Access, click WorkPlace.

Security Administration
Access Control
Resources

Users & Groups

User Access

Realms

WorkPlace

Agent Configuration
End Point Control

System Configuration
General Settings
Network Settings

SSL Settings
Authentication Servers
Services

Virtual Assist
Maintenance

(The screen image above is from Dell®. Trademarks are the property of their respective owners.)

6. Onthe Shortcuts tab, click New > Graphical terminal shortcut.

Shortcuts I Shortcut Groups | WorkPlace Sites | Appearance | Settings |

Create shortcuts to resources on WorkPlace. Each user will see only the resources that he or she is authorized to access.
[=l Filters (reset)

Name: Resource: Description: Type: Used:

‘ I I A MR [ Refresh

= New ‘ ¥ Delete | 4 Move Up | ¥ Move Down ‘ |
O Web shortcut... Resource Type Used* “
[ Network shortcut... Network Explorer (]

‘Q Graphical terminal shortcut. .. Network Explorer &=

89 virtual d{ Graphical terminal shortcut Connect Tunnel @

@ Text terminal shortcut... Gooale )

4 of 4 shortcuts shown

*All Shortcuts will be displayed by the built-in Default Layout

(The screen image above is from Dell®. Trademarks are the property of their respective owners.)
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7. On General tab, complete the following fields, and then click Finish.

Position Select the position at which the shortcut will be displayed on WorkPlace.
Resource Select the resource created previously; for example, Remote Desktop.
Link text Enter a name for the resource; for example, Remote Desktop.
Add Graphical Terminal Shortcut WorkPlace Shortcuts > Add Graphical Terminal Shorteut
General | Advanced

Add or edit an WorkPlace link for accessing a Windows Terminal Services or Citrix host.

Paosition:*
Resource:*
l Remote Desktop v ]

Link text:*

|| I © {variable} Type the hyperlink text you want to

show to the user.

Description:
| | | © {variable} | The description appears beneath
the hyperlink.
Shortcut group
. . To group shortcuts in the WorkPlace
Add this shortcut to group: [ Standalone shortcuts M l portal, group shortcuts with similar

usage reguirements in Shortcut

New group name: | ‘
Groups.

[ <Back || Nex> |[ cancel |[ Finish |

(The screen image above is from Dell®. Trademarks are the property of their respective owners.)

8. Onthe Shortcuts tab, click on the link text of the resource; for example Remote Desktop.

Shortcuts | Shortcut Groups | WorkPlace Sites | Appearance | Settings |

Create shortcuts to resources on WorkPlace. Each user will see only the resources that he or she is authorized to access.
S Filters (reset)

Name: Resource: Description: Type: Used:
All YAl ¥ | Refresh |

[ 4k wew | X petete | # Move up | & Move Down

S5 of 5 shortcuts shown
*All Shortcuts will be displayed by the bullt-in Default Layoy

] Link text Resource Type Used*
@ | 1 | Remote Desk Remote Desktop <L
® |2 | Test resource Network Explorer 2
® | 3 | Metwork Explorer Network Explorer 9
® | 4 | Install Connect Tunne Connect Tune ]
® |5 | Google Google )

(The screen image above is from Dell®. Trademarks are the property of their respective owners.)
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9. On the Edit Graphical Terminal Shortcut window, click the Advanced tab.

10. Scroll down to the Resource redirection section. Under Allow access to local, select SmartCards, and

then click Save.

() Use Java client (does not support advanced session options)

() Use Browser based RDP client (does not support advanced session options)

Single sign-on
() None (prompt user)
®  Forward user's session credentials

Domain: | ‘ | © {variable} }

() Forward static credentials

Username: | ‘ | @ {variable} J
Password: | ‘ | ©@ {variable} }
Domain: | ‘ | © {variable} ‘

Resource redirection
[ | Bring remote audio to local computer

¥ Share clipboard between local and remote computers

Allow access to local:

|| Drives ¥ SmartCards || Ports

| Printers | Plug-and-play devices

Connection properties —‘ Edit Graphical Terminal Shcrtcut]j

| Automatically reconnect if session is interrupted
L

| Connect to admin/console session

|| Enable Wake-on-LAN (WolL)

MAC/Ethernet address: [ © {variable} |
Wait time for boot-up: seconds

Send Wol packet to hosthame or IP address

(The screen image above is from Dell®. Trademarks are the property of their respective owners.)

After you have made these configuration changes, you need to apply them in the system. To apply configuration

changes, refer to “Applying Configuration Changes” on page 16.
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If you encounter a problem while installing, registering, or operating this product, please make sure that you
have read the documentation. If you cannot resolve the issue, contact your supplier or SafeNet Customer
Support. SafeNet Customer Support operates 24 hours a day, 7 days a week. Your level of access to this
service is governed by the support plan arrangements made between SafeNet and your organization. Please
consult this support plan for further information about your entitlements, including the hours when telephone
support is available to you.

Table 1: Support Contacts

Contact Method

Address

Phone

Technical Support
Customer Portal

Contact Information

SafeNet, Inc.
4690 Millennium Drive
Belcamp, Maryland 21017 USA

United States 1-800-545-6608
International 1-410-931-7520

https://serviceportal.safenet-inc.com

Existing customers with a Technical Support Customer Portal account can log in to
manage incidents, get the latest software upgrades, and access the SafeNet Knowledge
Base.
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