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Third-Party Software Acknowledgement

This document is intended to help users of Gemalto products when working with third-party software, such as
Blue Coat ProxySG.

Material from third-party software is being used solely for the purpose of making instructions clear. Screen
images and content obtained from third-party software will be acknowledged as such.

Description

SafeNet Authentication Manager (SAM) is a versatile authentication solution that allows you to match the
authentication method and form factor to your functional, security, and compliance requirements. Use this
innovative management service to handle all authentication requests and to manage the token lifecycle.

The Blue Coat ProxySG appliances provide complete control over all of your web traffic, delivering world-class
threat protection. Robust features include user authentication, web filtering, data loss prevention, inspection,
and visibility of SSL-encrypted traffic (including the ability to stream decrypted content to an external server with
an Encrypted Tap license), content caching, bandwidth management, stream-splitting, and more.

The Blue Coat Secure Web Gateway Virtual Appliance (SWG VA) combines the market-leading security
capabilities of Blue Coat ProxySG with the flexibility of virtualization to provide a cost-effective enterprise branch
office solution. With the Blue Coat SWG VA, businesses can support web security and other critical remote
office infrastructure on a common platform, reducing costs and IT resource requirements.

This document describes how to:

o Deploy multi-factor authentication (MFA) options in Blue Coat ProxySG using SafeNet one-time password
(OTP) tokens managed by SafeNet Authentication Manager.

e Configure SAML authentication in Blue Coat ProxySG using SafeNet Authentication Manager as an identity
provider.

It is assumed that the Blue Coat ProxySG environment is already configured and working with static passwords
prior to implementing multi-factor authentication using SafeNet Authentication Manager.

Blue Coat ProxySG can be configured to support multi-factor authentication in several modes. The SAML
authentication will be used for the purpose of working with SafeNet Authentication Manager.

Applicability

The information in this document applies to:

e SafeNet Authentication Manager—A server version of SAM that is used to deploy the solution on-
premises in the organization.

Environment

The integration environment that was used in this document is based on the following software versions:
o SafeNet Authentication Manager—Version 8.2 (Hotfix 721)

e Blue Coat ProxySG (Virtual Appliance)—Model No. VA-100

e Blue Coat ProxySG (Software)—Version SGOS 6.5.6.4 SWG Edition
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Audience

This document is targeted to system administrators who are familiar with Blue Coat ProxySG, and are interested
in adding multi-factor authentication capabilities using SafeNet Authentication Manager.

SAML Authentication using SAM

SAM provides a SAML authentication option that is already implemented in the SAM environment and can be
used without any installation.
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Authentication Flow using SAM

SafeNet Authentication Manager communicates with a large number of service providers and cloud-based
services solutions using the SAML protocol.

The image below describes the dataflow of a multi-factor authentication transaction for Blue Coat ProxySG.
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1. A user attempts to log on to Blue Coat ProxySG. The user is redirected to SAM. SAM collects and evaluates

the user's credentials.

2. SAM returns a response to Blue Coat ProxySG, accepting or rejecting the user's authentication request.

SAML Prerequisites

To enable SafeNet Authentication Manager to receive SAML authentication requests from Blue Coat ProxySG,
ensure the following:

e End users can authenticate from the Blue Coat ProxySG environment with a static password.

e The Blue Coat ProxySG virtual appliance should be configured as a reverse proxy with HTTPS services.
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Configuring SafeNet Authentication Manager

Using SAM as an identity provider for Blue Coat ProxySG requires the following:

Synchronizing User Stores to SAM, page 6

Assigning a Token in SAM, page 6

Configuring SAM as an ldentity Provider, page 7

Exporting the SAM Certificate, page 9

Downloading the Blue Coat ProxySG Metadata, page 10
Configuring SAM for SAML-based User Federation, page 10

Synchronizing User Stores to SAM

SAM manages and maintains tokens information in its data store, including the token status and the token
assignment to users. For user information, SAM can be integrated with an external user store. During the design
process, it is important to identify which user store the organization is using, such as Microsoft Active Directory.

If the organization is not using an external user store, SAM uses an internal (“stand-alone”) user store created
and maintained by the SAM server.

SAM 8.2 supports the following external user stores:

Microsoft Active Directory 2003, 2008, 2008 R2, 2012, and 2012 R2
Novell eDirectory

Microsoft ADAM/AD LDS

OpenLDAP

Microsoft SQL Server 2005 and 2008

IBM Lotus Domino

IBM Tivoli Directory Server

Assigning a Token in SAM

SAM supports a number of token methods that can be used as a second authentication factor for users
authenticating through Blue Coat ProxySG.

The following tokens are supported:

eToken PASS
SafeNet GOLD
SafeNet eToken 3400
SafeNet eToken 3500
eToken NG-OTP
MobilePASS

SafeNet eToken Virtual products
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e MobilePASS Messaging
e SafeNet Mobile Authentication (iOS)
Tokens can be assigned to users as follows:

¢ SAM Management Center—Management site used by SAM administrators and helpdesk personnel for
token enroliment and lifecycle management.

¢ SAM Self-Service Center—Self-service site used by end users for managing their tokens.

e SAM Remote Service—Self-service site used by employees not on the organization’s premises as a
rescue website to manage cases where tokens are lost or passwords are forgotten.

For more information on SafeNet’s tokens and service portals, refer to the SafeNet Authentication Manager 8.2
Administrator’s Guide.

Configuring SAM as an ldentity Provider

To use Blue Coat ProxySG as a service provider and SAM as an identity provider, SAM must be configured as
an identity provider.

1. From the Windows Start menu, click Programs > SafeNet > SafeNet Authentication Manager >
Configuration Manager.

:% Internet Explorer | —
= wWindows Update )
| Accessories ‘ \_)
. Administrative Tools
. Maintenance
. Microsoft A5P.MET 2.0 AJAX Extensions
. Safehet
. Safemet Authentication Client

. SafeMet Authentication Manager
= Backend Service

administrator

Docurments

Compuker

Mebwark

Control Panel

}{" Portals Configuration

. Update Devices and Printers
. Startup
J WMware Administrative Tools L4
Help and Support
Run...
. Back Windows Security

I search programs and Files @J Log off >|

[ start 3}% :IIZ_;'. Jv

(The screen image above is from Microsoft®. Trademarks are the property of their respective owners.)

2. Click the Action tab, and then select Cloud Configuration.
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SafeMet Authentication Manager - Configuration Manager

@ | General - |action ~|Help -
Froperty Settings File >
User store: ; Caonnectars »
Configuration stan . )
. Service Provider User Store 3
Service Account:
Backend Service: Authorization Manager 3
Cornectors installl €59 Backend Service » LANWR
Cloud serv!ce pror Licanse 5
Cloud service pro
P 115 and SAM Web Services 3
Bl Languages 3
Failover Configuration 3
Change Connection Account...
Signing Certificate 3
Cloud Configuration.. .

SafeMet Authentication Manager Server 8.2

3. Click the Info for Service Provider tab.

4. Type the web address of the SAM portal server in the Domain URL field.
[ Cloud Settings P[=] B3

LDAP Mapping

Enter your company's domain URL in the format http://my_company. com

Domain URL: I
Enter URL

Copy the following information to the service provider's 'Single Sign-0n' zettings page.

Sigrein page URL: I <Domain URL: fzamcloud/default. aspx

Sign-out page URL: |< Domain URL> fzamcloudlogout. aspx

Change paszword LRL: |<D0main URL> Azamcloud/changepin. aspx

Download Metadata... | Export Certificate... |

oK | Cancel |

The remaining fields are generated according to the Domain URL that was entered.

Cloud Settings =
LDAP Mapping  Info for Service Provider I

Enter your company's domain URL in the format http://my_company. com

[vomain UAL: Ihttp:a’;’sam.safenetdemos. o

Copy the following information to the service provider's 'Single Sign-0n' zettings page.

Sigrein page URL: Ihttp:a’;’sam.safenetdemos. com/zamcloud/default aspx

Sign-out page URL: |http:f!sam.safenetdemos. com/zameloud/ogout. aspsx

Change paseword URL: |http:#!sam.safenetdemos. com/gamcloud/changepin, asps

Download Metadata.. | Export Certificate... |

oK | Cancel |

5. Click OK.
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Exporting the SAM Certificate

SAM's certificate is shared between SAM and Blue Coat ProxySG. The certificate will be used to sign the
authentication requests.

1. From the Windows Start menu, click Programs > SafeNet > SafeNet Authentication Manager >
Configuration Manager.

(& Internet Explarer I—

=7 windows Update g
| Accessories Ul

. Administrative Tools

. Maintenance PR
| Micrasoft ASP.NET 2,0 AJAX Extensions Seministrator
Safehlet
. Documents
| SafeMet Authentication Client
. SafeMet Authentication Manager q ;
- omputer
=% Barckend Service 2
ramg ToI Tetwark

wfiguration Manager
Palicy Management

Contral Panel
}{‘ Partals Configuration

 Update Devices and Prinkers
. Startup
| VMware Administrative Tools 3
Help and Support
Run...
1 Back Windows Security

I Search programs and files @ Log of F >|
L 7start ?}% by =
i B u =

(The screen image above is from Microsoft®. Trademarks are the property of their respective owners.)

2. Click the Action tab, and then select Cloud Configuration.

SafeMet Authentication Manager - Configuration Manager

@ | General - |action ~|Help -

Froperty Settings File 3

....... Connectars 3

Configuration star :

. Service Provider User Store 3
Service Account:

Backend Service: Authorization Manager 3

Comnectors install €58 Backend Service » ANWR

Cloud serv!ce pror license: 5
Cloud service pro

P 115 and SAM Web Services 3

Ed  Languages 3

Failover Configuration 3

Change Connection Account...

Signing Certificate 3

Cloud Configuration,. .

SafeMet Authentication Manager Server 8.2

3. Onthe Info for Service Provider tab.
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4. Click Export Certificate, and then save the certificate file. This certificate file will be imported later into Blue
Coat ProxySG.

Cloud Settings = B3
LD&P Mapping  Info for Service Provider |

Enter your company's damain LRL in the format http://my_company. com

Damain URL: Ihttp:.n"a’sam.safenetdemns.corrl

Copy the fallowing information ta the service provider's 'Single Sign-On' settings page.

Sign-in page URL: Ihttp:.n"a’sam. zatenetdemos. com/samcloud/default. azps

Sign-out page URL: Ihttp:.n"a’sam. zafenetdemos. comdzamclouddogout, azpx

Change password URL: Ihttp:.n"a’sam.safenetdemns.coma’samclouda’changepin.aspr:

Download Metadata... | Enport Certificate... |

ak. | Catizel |

5. Copy the values of the Sign-in page URL, Sign-out page URL, and Change password URL fields, and
save them in a text file. These URLs will be required while configuring Blue Coat ProxySG.

6. Click OK.

Downloading the Blue Coat ProxySG Metadata

You can export the ProxySG metadata using the following link:
https://<IP-address of ProxySG>:8082/saml/metadata/<realm-name>/sp

For realm-name, see “Creating a SAML Realm” on page 13.

Configuring SAM for SAML-based User Federation

SAM’s Token Policy Object (TPO) policies include application authentication settings for SAML service
providers. These settings are used by SAM’s portal to communicate with service providers.

For general portal configuration, refer to the SafeNet Authentication Manager 8.2 Administrator’s Guide.
To edit the TPO for SAM’s portal configuration:

1. Openthe Token Policy Object Editor for the appropriate group. See the SafeNet Authentication Manager
8.2 Administrator’s Guide for more information.
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2. Inthe left pane, click Protected Application Settings > User Authentication.

Token Policy Object Editor Yersion 3.0

Flle  Action
-] Audit Settings d Palicy | Palicy Setting |
-2 Audit Matification 0 Enable 550 Enabled
H MobilzFA55 and MobilePa, Sﬁg 550 Timeout Mot Defined

L :Application Authentication Setingz  Enabled

- M MobilePASS Meszagir

MobilePASS Applicatio
--zzf| Backend Service Settings:
ﬁ Legacy TS Desktop Age
EI@ @adging Settings

----- iﬁ Fhoto Storage

----- figh Printing Parameters

| &pple Mobile Device Enroll
-8 Context-Based Authenticati
ﬂ'ﬂ Contest Rulez

-0 Registered Devices
I'_—'I---?Bﬂ Protected Application 5 etti
LB User Creation

o ﬂ'ﬂ User Suthentication ]

K — i

ok | Cancel | gy |

(The screen image above is from Microsoft®. Trademarks are the property of their respective owners.)
In the right pane, double-click Application Authentication Settings.
4. Onthe Application Authentication Settings Properties window, perform the following steps:
a. Select Define this policy setting.
a. Select Enabled.
b. Click Definitions.

Application Authentication Settings Properties

Previous  [exk

.| Application Authentication Settings
L2
Default setting: User authentication is disabled

[V Define this policy setting

% Ensbled

" Disabled
Application Authentication Definitions

Click Definitions to define the ral
Application Authentication —l-'“' [ons: -
settings

[ ok | Concel Soply_ |

(The screen image above is from Microsoft®. Trademarks are the property of their respective owners.)
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5. Onthe Application Authentication Settings window, right-click Application Authentication Settings,
and then click Create a new profile.

Application Authentication Settings ] 3
File  Action
B Application Authentication Settingsj a1 I Policy Setting I

- Google Apps

B seoc

:.=| SafeMet 1S 5P plug-n
ﬁ Juniper SA

q | x|

ok | camcel | ey |

(The screen image above is from Microsoft®. Trademarks are the property of their respective owners.)
6. Inthe left pane, right-click the new profile, and then rename it to a user-friendly name.
7. Inthe left pane, click the new profile.

8. Inthe right pane, double-click on the following policies, and enter the appropriate information:

Application Issuer Enter the Entity ID of Blue Coat ProxySG (for example,
https://<Virtual IP of ProxySG>:4433/saml/SAM_SAML).
SAM issuer Enter a unique SAM ID to be identified in SAML authentication. This entity

ID should match the entity ID of the SAM metadata file.

Application’s login URL Enter the ACS URL of Blue Coat ProxySG (for example,
https://<Virtual IP of ProxySG >:4433/sam|/SAM_SAML/bcsamlpost).

User mapping Select AccountName.

SafeNet Authentication Manager: Integration Guide
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9. Enable the appropriate authentication methods for your organization. See the SafeNet Authentication
Manager Version 8.2 Administrator’s Guide for detailed information about authentication methods.

The following is an example of the completed policy fields in the Application Authentication Settings

window:
Application Authentication Settings i =] 03]
File  Action
i Bl |
=l ; Application Authentication Settings | Policy I Policy Setting
g Google Apps 5 Application issuer https://10.9.89.11:4433/saml/SAM_SAML_Test
g SFOC _ E] SAM issuer SAM
g Jsaf_eNe‘s”: SP plugin 5 Application’s login URL hitps://10.9.89.11:4433/saml/SAM_SAML_Test/t
E & Audience URI Not Defined
€ =02 &= User mapping AccountName
QAutomalic Windows authentication Not Defined
E|OTP authertication Enabled
SCertificate-based authertication  Not Defined
@~ Network password authentication ~ Not Defined
=1 Always require authentication Not Defined
=4 End SSO session upon sign-out Not Defined
&4 Context-based authentication Not Defined
2u! [« | ia|
OK | Cancel | Apply I

(The screen image above is from Microsoft®. Trademarks are the property of their respective owners.)

10. Click OK until all of the Token Policy Object Editor windows are closed.\

Configuring Blue Coat ProxySG

Adding SafeNet Authentication Manager as an identity provider in Blue Coat ProxySG requires the following:
e Creating a SAML Realm, page 13
e Configuring the CA Certificate List, page 17

e Configuring an Authentication Policy, page 19

Creating a SAML Realm

1. In a web browser, open the following URL and log in as an administrator:
https://<ProxySG_IP_Address>:8082

where ProxySG_IP_Address is the IP address of the ProxySG virtual appliance, and 8082 is the default
management port.

SafeNet Authentication Manager: Integration Guide 13
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2. Onthe Blue Coat Management Console window, click the Configuration tab, and then in the left pane,
click Authentication > SAML.

BI.“E WAT ProxySG V100 Documentation ~ Support  Log out admin

Management Console 84.94.215.87 - Blue Coat SGVA Series SN 1006310161  SGOS 6.5.6.4 SWG Edition

Statistics Configuration Health: oK

@ SSL “  SAMLRealms |  SAMLAtrbutes | Authorization SAML General
@ Proxy Settings

@ Bandwidth Mgmt.
@ Authentication Names
Console Access
Windows Damain
Realms

WA

Windows S50
LDAP

Novell 850

RADIUS

Local

Certificate

CA eTrust SiteMinder
Oracle COREid
SAML

XML New Edit Delete |
Policy Substitution

SAML Realms

v

Seguences
Transparent Proxy
Forms
@ Content Filtering Preview | Apply | Revert | Help |
@ Geolocation ~|

(The screen image above is from Blue Coat® software. Trademarks are the property of their respective owners.)
In the right pane, on the SAML Realms tab, click New.
4. Onthe Add SAML Realm window, complete the following fields, and then click OK.

Realm name Enter a valid name for the new SAML realm (for example, SAM_SAML).
Federated IDP CCL Select the browser-trusted CCL.
Virtual host Specify the hostname for the SAML endpoint.
I
Realm name: I
Federated IDP metadata URL: |

Federated IDP CCL: Iapphance{d

Ll L

Encryption keyring (optional): I<None>
[~ Require encryption

[V Prefix IDP Cookies

Virtual host: I

Not before: 60
Not after: 60

SAML user attribute: | <None>

SAML fullname attribute: !<None>

SAML group attribute: !<None>

B

SSL device profile: Iquecoatﬁppliance-cerﬁﬁcate

|~ Disable dient redirects

Other realm configuration parameters will be set to default values.

o] oo |

(The screen image above is from Blue Coat® software. Trademarks are the property of their respective owners.)
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5. Click Apply.
BLUE COAT

ProxysSG V100
Management Console 84.94.215.87 - Blue Coat SGVA Series

Maintenance

SAML Attributes |

S/M 1008310161  SGOS 6.5.6.4 SWG Edition

Statistics Configuration

@ ssL [<]

=] SAMLRealms | Authorization |
@ Proxy Settings

SAML General |
SAML Realms

Documentation Support Log out admin

Health: QK

@ Bandwidth Mgmt.

@ Authentication
Console Access
Windows Domain
Realms

IWA

Windows SSO
LDAP

Novell 230
RADIUS

Local

Certificate

CA eTrust SiteMinder
Oracle COREid
SAML®

XML

MNames.

v

Edit

Delete |

Policy Substitution
Seguences

Transparent Proxy

Forms

@ Content Filtering Apply I Revert |

Preview

Help |

@ Geolocation |w|Unsaved changes, press "Apply" to save changes

(The screen image above is from Blue Coat® software. Trademarks are the property of their respective owners.)

Click OK.

Changes Done Successfully ]

Changes were committed to the SG successfully

X|

(The screen image above is from Blue Coat® software. Trademarks are the property of their respective owners.)
Select the newly created SAML realm (for example, SAM_SAML), and then click Edit.
BLUE COAT

Home

ProxySG V100
Management Console 84.94 215 87 - Blue Coat SGVA Series

Maintenance

SAML Attributes |

S/N 1006310161  SGOS 6.5 6.4 SWG Edition

Statistics Configuration

@ sSL [=]
@ Proxy Settings

SAML Realms | Authorization | SAML General |

SAML Realms

Documentation Support Log out admin

Health: QK

@ Bandwidth Mgmt.

@ Authentication
Console Access
Windows Domain
Realms

WA

Windows S5O
LDAP

MNovell 330
RADIUS

Local

Certificate

CA eTrust SiteMinder
Oracle COREid
SAML*

XML

MNames

v

Edit 1

Delete |

Policy Substitution
Seqguences

Transparent Proxy

Forms |

@ Content Filtering Preview Revert |

Appiy |

Help |

@ Geolocation |~|Unsaved changes, press "Apply" to save changes

(The screen image above is from Blue Coat® software. Trademarks are the property of their respective owners.)
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8. On the Edit SAML Realm window, complete the following fields, and then click OK.

Federated IDP entity ID Enter the entity ID of SAM.

Federated IDP POST URL Enter http://<IP Address of SAM Server>/samcloud/default.aspx.

Federated IDP Redirect URL Enter http://<IP Address of SAM Server>/samcloud/default.aspx.

Edit SAML Realm o x|

Realm name: EAM_SAM.

Federated IDP metadata URL: I {Importing will overwrite the Federated IDP URL values below}

Federated IDP entity ID: [<None>

Federated IDP POST URL: [<None >

Federated IDP Redrect URL: |<None>

Federated IDP CCL: [browser-trusted =]
Encryption keyring (optional): [ <None> =]
I™ Require encryption
F# Prefix IDP Cookies
virtual Host: | https://10.9.89.11:4433
Not before: IT
Notafter: [ 60
SAML user attribute: | <None> ~]
SAML fullname attribute: [ <None> =]
SAML group attribute: [ <None> =
SSL. device profie: [bluecoat-appliance certificate =

[~ Disable dient redirects

[ ok 1 concel |

(The screen image above is from Blue Coat® software. Trademarks are the property of their respective owners.)

9. Click Apply, and then click OK.
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Configuring the CA Certificate List

The ProxySG appliance CA certificate list (CCL) must contain the IDP’s signing certificates.

Importing the IDP Certificate

1. Onthe Blue Coat Management Console window, click the Configuration tab, and then in the left pane,
click SSL > CA Certificates.

BLU[ WAT ProxysG V1 ome  Documentation  Support Lo out admin

Management Console 8494 21587 - Blue Co eries 8/ 1006310161  SGOS 6.56.4 SWG Edition

@ General | cacertficates | ca certificate Lists Cached Intermediate Certificates

@ Network

@ Services e,

@ ProxyClient Entrust_Net_2048 =
e Entrust_Global_Server
Web Filtering Entrust_Client CA

[Entrust_Certification_Authority_L 1C

L Entrust.net_Certification_Authority
eV Entrust.net
SSL Client [Flektronik_Sertifika_Hizmet_Sagiayics

e Echowork_Root_CAZ

External Ct = lEUnet s
CRLs IETRust_Primary_Quaiified
Device Profiles |EVE 55 RCA I
o EGuven_Hizmet_Saglayids

@ Proxy Settings EC_ACC

@ Bandwidth Mgmt. ECRaizEstado

@ Authentication [ECERT_ROOT

@ Content Filtering E-GUVEN_Kok_Hizmet_Saglayicisi_53 LI

@ Geolocation

@ Threat Protection Import view Delete |

@ External Services =

@ Forwarding Preview | Apply | Revert | Help |

@ Health Checks -

(The screen image above is from Blue Coat® software. Trademarks are the property of their respective owners.)
2. Inthe right pane, on the CA Certificates tab, click Import.

3. Onthe Import CA Certificate window, complete the following fields, and then click OK.

CA Cert Name Enter the name of the certificate.

CA Certificate PEM Paste the identity provider certificate you download in “Exporting the SAM
Certificate” on page 9.

Import CA Certificate x|
Import CA Certificate
CA Cert Name:
CA Certificate PEM:
L] _’l_I
Paste From Clipboard
cct_|

(The screen image above is from Blue Coat® software. Trademarks are the property of their respective owners.)

4. Click Apply, and then click OK.
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Creating a CA Certificate Lists

1. Onthe Blue Coat Management Console window, click the Configuration tab, and then in the left pane,
click SSL > CA Certificates.

BI.“E BUAT ProxySG V100 ome Documentation Support  Log out admin

Management Console 84.94.215.87 - Blue Co /ASeries SN 1006310161  SG 3.5.6.4 SWG Edition

Statistics Configuration Health: QK

@ General
@ Network
@ Services =y
@ ProxyClient appliancecd

@ SSL bluecoat-icensing

bluecoat-services

browser-trusted

CACertificates | CACertificateLists |  Cached Intermediate Certificates

Keyrings
SS5L Client
CA Certificates image-validation
External Certificates
CRLs

Device Profiles
ocspP

@ Proxy Settings

@ Bandwidth Mgmt.

@ Authentication

@ Content Filtering

@ Geolocation

@ Threat Protection

@ External Services
@ Forwarding New Edit Delete |
@ Health Checks
@ Access Logging Preview | Apply | Revert | Help |

@ Policy -

v

(The screen image above is from Blue Coat® software. Trademarks are the property of their respective owners.)
2. Inthe right pane, on the CA Certificate Lists tab, select browser-trusted, and then click Edit.
3. Onthe Edit CA Certificate List window, perform the following steps:
a. Inthe list box on the left, select the imported identity provider certificate (for example, SafeNet).
b. Click Add >>to move the selected certificate to the list box on the right.
c. Click OK.
X

CA Cert List Settings:

CA Cert List Name: [orows

[ABRCA_root I 1st_Data_Digital - I
[BC_Engineering_1 [AC1_Raiz_Mtin
IBC_Engineering_CA [ACCV_ACCVRAIZ1
SafeNet [ACEDICOM_Root
ACNLB
AC_RAIZ_DNIE
Add >> [AC_RAIZ_FNMT_RCM

[AC_Raiz_Certicamara_SA
[ANCERT_CGN_V2
[ANCERT _Certificados_CGM
IANCERT _Derecho_Publico
[ANCERT _Notariales
IANCERT _Notariales_V2

[ANF_Server =
o il

[ox ]| ool |

<< Remove

(The screen image above is from Blue Coat® software. Trademarks are the property of their respective owners.)

4. Click Apply, and then click OK.
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Configuring an Authentication Policy

With an authentication realm configured, now configure a policy on the ProxySG appliance to authenticate, log,
and control user access to the web server.

The sections below explain setting up rules to authenticate users, restrict access for specific users and groups,
and deny all other access to the web server.

Creating the Web Authentication Layer

1. Onthe Blue Coat Management Console window, click the Configuration tab, and in the left pane, click
Policy > Visual Policy Manager.

Statistics Configuration m Health: OK

Archive = visual Policy Manager |
@ Network
@ Services
@ ProxyClient
@ SSL
@ Proxy Settings
@ Bandwidth Mgmt.
@ Authentication
@ Content Filtering |
@ Geolocation
@ Threat P
@ External Services
@ Forwarding
@ Health Checks
@ Access Logging
@ Policy
Policy Options
Policy Files Preview |
» Visual Policy Manager ||
Exceptions it |

Visual Policy Manager

Launch

Apply | Revert I Help

(The screen image above is from Blue Coat® software. Trademarks are the property of their respective owners.)
2. Inthe right pane, click Launch.

3. Onthe Visual Policy Manager window, click Policy, and then select Add Web Authentication Layer.

5]
File Edit m Configuration View Help
| %qAc  Add Admin Authentication Layer... 4 Moveup ” & Move down ‘ ‘ EB Instal policy ‘
“——  Add Admin Access Layer... :
Web ACCeS 5 4d DNS Access Layer...
No. Add SOCKS Authentication Layer... Action Track Comment
1|Any Add SSL Intercept Layer... 5 g": Authenticate1 None
Add SSL Access Layer...
Add Web Authentication Layer...
Add Web Access Layer...
Add Web Content Layer...
Add Forwarding Layer...

Wuthentication Layer (1) Web Authentication Layer (1) l

Add CPL Layer...

(The screen image above is from Blue Coat® software. Trademarks are the property of their respective owners.)

4. Onthe Add New Layer window, enter a descriptive name for the Web Authentication Layer, and then click
OK.

x

Layer Name:
lWeb Authentication Layer

ok | cancel |

(The screen image above is from Blue Coat® software. Trademarks are the property of their respective owners.)
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5. Right-click on the Action column of the default rule, and then select Set.

T3 Blue Coat Visual Policy Manager (84.94.215.87 - Blue Coat SGVA Series) E = ||:|| 5[

File Edit Policy Configuration View Help

‘ €. Add rule H = Delete ruie(s) | ' TSt H e | ‘ 2 nstall polcy ‘

Web Access Layer (1) | Forwardina Laver (1)
Admin Authentication Layer (1) | Web Authentication Layer (1) Web Authentication Layer
No. Source Destination ‘ Action | Track Comment
1jAny Any Set... bne

Edit..,
Delete
NEgate
Cut
Copy
Paste

(The screen image above is from Blue Coat® software. Trademarks are the property of their respective owners.)
6. Onthe Set Action Object window, click New, and then select Authenticate.

%

- Existing Action Objects
Show: IA]I (sort by object-name) Zl

Pabonsoer |
Q Deny

4D Do Not Authenticate

i Do Not Authenticate (Forward Credentials)
a Do Not Send Credentials Upstream

& Do Not Use Kerberos Constrained Delegation

New... l Remove J Edit... |

~ Authenticate...
Authenticate Guest... J Help I
Add Default Group...
Force Authenticate...
Authentication Charset...
Set IP Address For Authentication...
Permit Authentication Error...
Permit Authorization Error...

l—  Kerberos Constrained Del

64 Send Credentials Upstream... : : : : : : -

Combined Action Object... 1

(The screen image above is from Blue Coat® software. Trademarks are the property of their respective owners.)
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7. Onthe Add Authenticate Object window, complete the following fields, and then click OK.

Name Enter the name of the Authenticate Object (for example, Authenticate).

Realm Select the SAML realm that you created in “Creating a SAML Realm” on page 13 (for
example, SAM_SAML).

Mode Select Auto.

The appliance will automatically determine which mode to use.

B Add Authenticate Object x|

Name: [Authenb‘cate

Reaim: [sam_samL (sam) =]
Mode: -
Authentication Form:|

NewPINForm: |

KA

Query Form: I
Realm information retrieved successfully.
oK Cancel Help

(The screen image above is from Blue Coat® software. Trademarks are the property of their respective owners.)

8. Onthe Set Action Object window, click OK.
|

~Existing Action Objects
U Al (sort by object-na v

Q Deny

4 Do Not Authenticate

@ Do Not Authenticate (Forward Credentials)
&2 Do Not Send Credentials Upstream

(% Do Not Use Kerberos Constrained Delegation

New... | Remove | Edit... |
T | e | o |

(The screen image above is from Blue Coat® software. Trademarks are the property of their respective owners.)
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Creating a Web Access Rule

Create a policy rule that enables the ProxySG appliance to grant users access to the network.

1. Onthe Blue Coat Management Console window, click the Configuration tab, and in the left pane, click
Policy > Visual Policy Manager.

Statistics Configuration m

Archive
@ Network
@ Services
@ ProxyClient
@ SSL

@ Bandwidth M

@ Geolocation
@ Threat Py

@ Proxy Settings

@ Authentication
@ Content Filtering |

= visual Policy Manager |

Health: OK

Visual Policy Manager

igmt.

Launch

@ Forwarding

@ Access Loggi
@ Policy

Policy Files

Exceptions

@ External Services

@ Health Checks

Policy Options

» Visual Policy Manager ||

ng

Preview

| Apply

Revert ] Help

(The screen image above is from Blue Coat® software. Trademarks are the property of their respective owners.)

2. Inthe right pane, click Launch.

On the Visual Policy Manager window, click Policy, and then select Add Web Access Layer.

u Blue Coat Visual Policy Manager (84.94.215.87 - Blue Coat SGVA Series) i

File Edit | Policy Configuration View Help

% Ac Add Admin Authentication Layer...
——— Add Admin Access Layer...
Web Acces
Add DNS Access Layer...
o Add SOCKS Authentication Layer...
1&  Addss Intercept Layer...
2/ANY  Add SSL Access Layer...
3% addWeb Authentication Layer...
4Any  Add Web Access Layer...
Add Web Content Layer...
Add Forwarding Layer...
Add CPL Layer...

_[Ol x|
4 Move up I‘ ¥ Move down ' ’ @ Install policy ’
Wuthentication Layer (1) l Web Authentication Layer (1) I
Time l Action Track Comment
Any Q Allow None
Any @ Allow None
Any o Allow None
Any o Allow None

(The screen image above is from Blue Coat® software. Trademarks are the property of their respective owners.)

4. Onthe Add New Layer window, enter a descriptive name for the Web Access Layer, and then click OK.

Layer Name:

(The screen image above is from Blue Coat® software. Trademarks are the property of their respective owners.)
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5. Right-click on the Source column of the default rule, and then select Set.

a Blue Coat Visual Policy Manager (84.94.215.87 - Blue Coat SGVA Series)

File Edit Policy Configuration View Help
’ " Add rule ll =g Delete rule(s) l \ 4 Moveup ” ¥ Move down J ’ % Install policy
Web Access Layer (1) | Forwarding Laver (1)
Admin Authentication Layer (1) | Web Authentication Layer (1) Web Access Layer
No. Source Destination Service Time Action Track Comment
1 Ao Any Any Deny None
Set... Q
Edit..,
Delete
Negate
Cut
Copy
Paste

Policy installed successfully on SG 10.9.89.10

(The screen image above is from Blue Coat® software. Trademarks are the property of their respective owners.)

6. Onthe Set Source Object window, select Authenticated User, and then click OK.

&3 Set Source Object A x|
~Existing Source Objects

Show: IAII (sort by object-name) Ll

i;g Authenticated User

@? Client Hostname Unavailable
&% Guest User

'% IM User Agent Unsupported
wfl Streaming Client

New... | REMOVE | Edits.. |
| OK I Cancel | Help |

(The screen image above is from Blue Coat® software. Trademarks are the property of their respective owners.)
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7. Right-click on the Action column of the default rule, and then select Allow. The icon in the Action column
changes from red to green.

n Blue Coat Visual Policy Manager (84.94.215.87 - Blue Coat SGVA Series) = |D|_>5]
File Edit Policy Configuration View Help
I " Add rule “ = Delete rule(s) ’ ‘ 4 Move up ” ¥ Move down ] ‘ % Install policy
Web Access Layer (1) | Forwarding Laver (1)
Admin Authentication Layer (1) | Web Authentication Layer (1) Web Access Layer
MNo. Source Destination Service Time I Action Track Comment
1 & Authenti... |Any Any Any Dag Alono
Allow
Deny
Deny (Content Filter)
Set...
Editi,.
Delete
Negate
Cut
Copy
Paste
olicy installed successfully on SG 10.9.89.10

(The screen image above is from Blue Coat® software. Trademarks are the property of their respective owners.)

8. Click Install policy.

&3 Blue Coat Visual Policy Manager (84.94.215.87 - Blue Coat SGVA Series) =10f x|
File Edit Policy Configuration View Help
| " Add rule H = Delete rule(s) I ‘ 4 Moveup ” ¥ Move down J ’ % Install policy
Web Access Layer (1) | Forwarding Laver (1)
Admin Authentication Layer (1) I Web Authentication Layer (1) Web Access Layer
No. Source Destination Service Time I Action Track Comment
1/& Authenti... [Any Any Any None

olicy installed successfully on SG 10.9.89. 10

(The screen image above is from Blue Coat® software. Trademarks are the property of their respective owners.)

9. Click OK.

SafeNet Authentication Manager: Integration Guide

Using SAM as an Identity Provider for Blue Coat ProxySG
Document PN: 007-013300-001, Rev. A, Copyright © 2015 Gemalto, Inc., All rights reserved.



Running the Solution

Before running the solution, ensure that the Blue Coat ProxySG virtual appliance is configured as a reverse
proxy with HTTPS service.

In this solution, the SafeNet e-Token PASS is used as the enrolled token.
1. Open the following URL in a web browser: https://<Virtual IP of Bluecoat>
where Virtual IP of Bluecoat is an IP address that is configured on the ProxySG appliance.

2. You are redirected to the SAM login page. In the Username field, enter your user name, and then click OK.

User Identification

Enter your username, select the computer's security level, and click 'OK’

Username: Il

[ Remember my username

Security: X §
4 « This is a8 public computer that is used by others

@] This is s private computer for authorized users only

3. The OTP Authentication page is displayed. Generate a one-time password using the SafeNet token, enter
it in the OTP Authentication Code field, and then click OK.

OTP Authentication

Generate an OTP Passcode, and use it to enter the OTP Authentication Code

Username: IAIiae

OTP

Authentication I

Code:
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After successful authentication, you are allowed to access the requested web page.

| Home

Strong

@afeNet. - . 3

Versatll authentication management servers

AUTHENTICATION ENCRYPTION SM DATA PROTECTION

Products Resources Support Partners

Support Contacts

If you encounter a problem while installing, registering, or operating this product, please make sure that you
have read the documentation. If you cannot resolve the issue, contact your supplier or Gemalto Customer
Support. Gemalto Customer Support operates 24 hours a day, 7 days a week. Your level of access to this
service is governed by the support plan arrangements made between Gemalto and your organization. Please
consult this support plan for further information about your entitlements, including the hours when telephone
support is available to you.

Contact Method

Address

Phone

Technical Support
Customer Portal

Contact Information

Gemalto, Inc.
4690 Millennium Drive
Belcamp, Maryland 21017 USA

United States 1-800-545-6608
International 1-410-931-7520

https://serviceportal.safenet-inc.com

Existing customers with a Technical Support Customer Portal account can log in to
manage incidents, get the latest software upgrades, and access the Gemalto Knowledge
Base.
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