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Third-Party Software Acknowledgement

This document is intended to help users of Gemalto products when working with third-party software, such as
Pulse Connect Secure.

Material from third-party software is being used solely for the purpose of making instructions clear. Screen
images and content obtained from third-party software will be acknowledged as such.

Description

SafeNet Authentication Service delivers a fully automated, versatile, and strong authentication-as-a-service
solution.

With no infrastructure required, SafeNet Authentication Service provides smooth management processes and
highly flexible security policies, token choice, and integration APIs.

The Pulse Connect Secure appliances meet the needs of companies of all sizes. The Junos Pulse Gateway
MAG series appliances use SSL—the security protocol found in all standard web browsers. The use of SSL
eliminates the need for pre-installed client software, changes to internal servers, and costly ongoing
maintenance and desktop support. The SA Series also offers sophisticated partner/customer extranet features
that enable controlled access to differentiated users and groups without requiring infrastructure changes,
demilitarized zone (DMZ) deployments, or software agents.

This document describes how to:

o Deploy multi-factor authentication (MFA) options in Pulse Connect Secure using the SafeNet Push OTP
solution managed by SafeNet Authentication Service.

e Configure Pulse Connect Secure to work with SafeNet Authentication Service in RADIUS mode.

It is assumed that the Pulse Connect Secure environment is already configured and working with static
passwords prior to implementing multi-factor authentication using SafeNet Authentication Service.

Pulse Connect Secure can be configured to support multi-factor authentication in several modes. The RADIUS
protocol will be used for the purpose of working with the SafeNet Authentication Service Push OTP solution.

The primary objective of the Push OTP solution is to reduce the friction around two-factor authentication, and
provide users with an improved two-factor authentication experience.

It's likely that most users already own and always carry a device that can be used as a second factor of
authentication. Using the mobile phone as an authenticator replaces the need for a user to carry any additional
hardware. So, with Push OTP, a user can:

e Receive authentication requests in real-time via push notifications to his or her smart phone.
e Assess the validity of the request with the information displayed on the screen.

e Respond quickly with a one-tap response to approve or deny the authentication.
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Applicability

The information in this document applies to:
e SafeNet Authentication Service (SAS)—SafeNet's cloud-based authentication service

e MobilePASS+ application

Environment

The integration environment that was used in this document is based on the following software versions:
e SafeNet Authentication Service (SAS)—Cloud version 3.5

e Pulse Connect Secure Gateway—Version 7.2R2

Audience

This document is targeted to system administrators who are familiar with Pulse Connect Secure, and are
interested in adding multi-factor authentication capabilities using SafeNet Authentication Service.

RADIUS-based Authentication using SAS Cloud

SAS Cloud provides two RADIUS mode topologies:

e SAS cloud hosted RADIUS service—A RADIUS service that is already implemented in the SAS cloud
environment and can be used without any installation or configuration requirements.
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e Local RADIUS hosted on-premises—A RADIUS agent that is implemented in the existing customer’s
RADIUS environment. The agent forwards the RADIUS authentication requests to the SAS cloud
environment. The RADIUS agent can be implemented on a Microsoft NPS/IAS or FreeRADIUS server.

IAS/NPS RADIUS / FreeRADIUS

@afeNec, Authentication SERVICE

This document demonstrates the solution using the SAS cloud hosted RADIUS service.
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For more information on how to install and configure SAS Agent for IAS/NPS, refer to:
http://www?2.safenet-inc.com/sas/implementation-guides/sfnt-updates/SAS-Agents-IASNPS. pdf

For more details on how to install and configure FreeRADIUS, refer to the SafeNet Authentication Service
FreeRADIUS Agent Configuration Guide.

RADIUS Authentication Flow using SAS

SafeNet Authentication Service communicates with a large number of VPN and access-gateway solutions using
the RADIUS protocol.

The image below describes the dataflow of a multi-factor authentication transaction for Pulse Connect Secure.
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1. A user attempts to log on to Pulse Connect Secure using a Push OTP authenticator.

2. Pulse Connect Secure sends a RADIUS request with the user’s credentials to SafeNet Authentication
Service for validation.

3. SAS identifies the user or mobile device, and detects that the OTP field is empty. Then:
e SAS will directly trigger a Push OTP authentication request.

e The user receives a push notification on the configured mobile device to indicate there is a login request
pending.

e The user taps on the naotification to view the login request details, and can respond with a tap to approve
or deny the request (approving will require providing the token’s PIN code).

4. The SAS authentication reply is sent back to Pulse Connect Secure.

The user is granted or denied access to Pulse Connect Secure based on the OTP value calculation results
from SAS.
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RADIUS Prerequisites

To enable SafeNet Authentication Service to receive RADIUS requests from Pulse Connect Secure, ensure the
following:

e End users can authenticate from the Pulse Connect Secure environment with a static password before
configuring the Pulse Connect Secure to use RADIUS authentication.

e Ports 1812/1813 are open to and from Pulse Connect Secure.

e A shared secret key has been selected. A shared secret key provides an added layer of security by
supplying an indirect reference to a shared secret key. It is used by a mutual agreement between the
RADIUS server and RADIUS client for encryption, decryption, and digital signatures.

e On the client machine, set the RADIUS timeout value at least 60 seconds.

Push OTP Prerequisites

To use Push OTP, you will need:
e SAS configured to enable Push OTP
e MobilePASS which is supported on the following OS platforms:
e MobilePASS+ (Push OTP support)
e Android 4.x, 5.x
e IOS7+

Configuring SafeNet Authentication Service

The deployment of multi-factor authentication using SAS with Pulse Connect Secure using RADIUS protocol
requires the following:

e Creating Users Stores in SAS, page 7

e Assigning an Authenticator in SAS, page 8

e Adding Pulse Connect Secure as an Authentication Node in SAS, page 9
e Checking the SAS RADIUS Server’s IP Address, page 11

e Enabling the Software Token Push OTP Setting, page 12

e Enabling the Allowed Targets Policy, page 13

Creating Users Stores in SAS

Before SAS can authenticate any user in your organization, you must create a user store in SAS that reflects the
users who would need to use multi-factor authentication. User records are created in the SAS user store using
one of the following methods:

e Manually, one user at a time, using the Create User shortcut

e Manually, by importing one or more user records via a flat file
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e Automatically, by synchronizing with your Active Directory / LDAP server using the SAS Synchronization
Agent

For additional details on importing users to SafeNet Authentication Service, refer to “Creating Users” in the
SafeNet Authentication Service Subscriber Account Operator Guide:

http://lwww?2.safenet-inc.com/sas/implementation-guides/sfnt-updates/SAS-SPE-
SubscriberAccountOperatorGuide.pdf

All SafeNet Authentication Service documentation can be found on the SafeNet Knowledge Base site.

Assigning an Authenticator in SAS

SAS supports a number of authentication methods that can be used as a second authentication factor for users
who are authenticating through Pulse Connect Secure.

The following authenticators are supported:

e MobilePASS

Authenticators can be assigned to users in two ways:
e Manual provisioning—Assign an authenticator to users one at a time.

e Provisioning rules—The administrator can set provisioning rules in SAS so that the rules will be triggered
when group memberships and other user attributes change. An authenticator will be assigned automatically
to the user.

Refer to “Provisioning Rules” in the SafeNet Authentication Service Subscriber Account Operator Guide to learn
how to provision the different authentication methods to the users in the SAS user store.

http://www?2.safenet-inc.com/sas/implementation-guides/sfnt-updates/SAS-SPE-
SubscriberAccountOperatorGuide. pdf
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Adding Pulse Connect Secure as an Authentication Node in SAS

Add a RADIUS entry in the SAS Auth Nodes module to prepare it to receive RADIUS authentication requests

from Pulse Connect Secure. You will need the IP address of Pulse Connect Secure and the shared secret to be
used by both SAS and Pulse Connect Secure.

1. Log into the SAS console with an Operator account.

Shortcuts

< Manage: Yarivl
QO CreateUser I OF| ASSIGNMENT ~TOKENS GROUPS REPORTS  SELF-SERVICE OPERATORS POLICY ~COMMS

‘ B Authentication Activity HO =
Authentication Metrics o=
@0 Token States O =
SMS Credits o=
m Allocation HO =

| m References 0=

Powered by
@afeNet

2. Click the COMMS tab, and then select Auth Nodes.

Shortcuts < Manage: Yarivl

iRt ot Chges | aeyerd | R Toveariond”  vorie I d

@ Communications 0=
Authentication Processing #E QO =
Auth Nodes HO =
‘ a SAML Service Providers O =
‘ Custom Branding O = ‘

Powered by
QS:IafeNet

3. Inthe Auth Nodes module, click the Auth Nodes link.

Auth Nodes

Auth Nodes:

HO =

Task Description

Auth Nodes Create and configure SafeNet Authentication Service Authentication Nodes

Auth Nodes:

Using the RADIUS protocol over the Internet provides limited security of the traffic between the organization’s data center and the authentication service. For improved security
and for alternatives to RADIUS traffic, refer to the recommendations included in the SafeNet henticati i ini i

Service Ad ator Guide.
i : s Primary SafeNet Authentication FarRr :
Primary RADIUS Server IP: 64.26.164.68:1812 Service Agent DNS: e Bara A3 Max. Auth Nodes: 10
. : 3 Failover SafeNet henticati fi
Failover RADIUS Server IP: 64.26.164.68:1812 Service Agent DNS: e
No Records

SafeNet Authentication Service: Push OTP Integration Guide
Using RADIUS Protocol for Pulse Connect Secure
Document PN: 007-013338-001, Rev. C, Copyright © 2016 Gemalto, Inc., All rights reserved.



4. Under Auth Nodes, click Add.

5. Inthe Add Auth Nodes section, complete the following fields, and then click Save:

Auth Node Name Enter a host description.

Resource Name Enter a resource name which will identify in a push natification which
authentication node it relates to.

Host Name Enter the name of the host that will authenticate with SAS.

Low IP Address In Range Enter the IP address of the host or the lowest IP address in a range
of addresses that will authenticate with SAS.

High IP Address In Range Enter the highest IP address in a range of IP addresses that will
authenticate with SAS.

Configure FreeRADIUS Select this option.

Synchronization

Shared Secret Enter the shared secret key.

Confirm Shared Secret Re-enter the shared secret key.

Add Auth Node

Save Cancel

Auth Nodes

Auth Node Name: Exclude from PIN change requests
Resource Name: ¥| Configure FreeRADIUS Synchronization

Host Name: Shared Secret:

Low IP Address In Range: Confirm Shared Secret: Sepeesis
High IP Address In Range: FreeRADIUS synchronization may take up to 5 minutes to propagate in the system.

The authentication node is added to the system.

Auth Nodes B O =

Auth Nodes:

Task Description

Auth Nodes Create and configure SafeNet Authentication Service Authentication Nodes

Auth Nodes:

Using the RADIUS protocol over the Internet provides limited security of the traffic between the organization's data center and the authentication service. For improved security
and for alternatives to RADIUS traffic, refer to the recommendations included in the SafeMet Authentication Service Administrator Guide.

Add Change Log Cancel
. Primary SafeNet Authentication Max. Auth
Primary RADIUS Server IP: Service Agent DNS: Nodes: 10
e TEEIIE e I Failover SafeNet Authentication

Service Agent DNS:

Index Auth Node Name Host Name IP Address N LU0

Sync ion

I

Pulse Connect Secure True

m
L

Remove

Displaying: 1 to 3 of 3 EE I I 3
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Checking the SAS RADIUS Server’s IP Address

Before adding SAS as a RADIUS server in Pulse Connect Secure, check its IP address. The IP address will
then be added to Pulse Connect Secure as a RADIUS server at a later stage.

1. Log into the SAS console with an Operator account.
Shortcuts

< Manage: Yarivl
O CresteUser I HOT| ASSIGNMENT TOKENS GROUPS REPORTS SELF-SERVICE OPERATORS POLICY COMMS

‘ @ Authentication Activity

O =
‘ 2] Authentication Metrics 0 =
(7} Token States 0=
SMS Credits 0 =
m Allocation O =
‘ ) references 0 =
Powered by
@afeNet
2. Click the COMMS tab, and then select Auth Nodes.
Shortcuts < Manage: Yarivl
T SNAPSHOT  ASSIGNMENT  TOKENS GROUPS  REPORTS

SELF-SERVICE ~ OPERATORS  POLICY

| Communications

Authentication Processing

Auth Nodes 2O =
| n SAML Service Providers O = ‘
| Custom Branding O = ‘

Powered by
@ﬁ'eNet
In the Auth Nodes module, click the Auth Nodes link. The SAS RADIUS server details are displayed

Auth Nodes

Auth Nodes:

b
EHH

0 =

Task

Description

Auth Nodes

Create and configure SafeNet Authentication Service Authentication Nodes

Auth Nodes:

Using the RADIUS protocol over the Internet provides limited security of the traffic between the organization’s data center and the authentication service. For improved security
and for alternatives to RADIUS traffic, refer to the recommendations included in the SafeNet Authenticati ice Admini: i

ervice ator Guide.
i . > Primary SafeNet Authentication \t.safenet- .
Primary RADIUS Server IP: 64.26.164.68:1812 Service Agent DNS: e Max. Auth Nodes: 10
i h Fanets
Failover RADIUS Server IP: 64.26.164.68:1812 Failover SafeNet A 2

Service Agent DNS: inc.com:443

No Records
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Enabling the Software Token Push OTP Setting

To use Push OTP authentication, the setting must be enabled in the SAS token policy.

1. Log into the SAS console with an Operator account.

Shortcuts 4

& Creste User

Manag
o

e: Yarivl
, ASSIGNMENT TOKENS GROUPS REPORTS SELF-SERVICE OPERATORS POLICY cOoOMMS

B Authentication Activity HO =
@ Authentication Metrics 0 =
@ Token States O =
SMS Credits 0 =
m Allocation HO =
m References O =
Powered by

@afeNet

2. Click the POLICY tab, and then select Token Policies.

Shortcuts 4

O Create User

SNAPSHOT

ASSIGNMENT TOKENS GROUPS REPORTS  SELF-SERVICE  OPERATORS

Ea User Policies o =
:‘0 Token Policies O =
g Role Management O =
Q Automation Policies O =

@afeNet

Powered by

3. Inthe Token Policies module, click the Software Token Push OTP Setting link.

|0’ Token Policies

Use these policies to customize the operation of tokens and how they interact with the authentication service.

Task

Description

Token Templates

Edit the templates used to customize token operation. Templates are applied during token initialization.

Token Passcode Processing Policy

Set how the server will evaluate passcodes and support offline authentication.

Server-side PIN Policy

Set or modify the global server-side PIN policy.

Global or Groups PIN Change

Trigger a "Global or Groups PIN Change on next use”

Temporary Password Policy

Set or modify the length, complexity, change frequency, randomness, and lifetime of static passwords.

Synchronization

Set inner and outer window synchronization parameters.

SMS/OTP

Set the number of OTPs to be sent in a single SMS message, as well as delivery mode and content.

Software Token Push OTP Setting

Enable Push OTP communication with MobilePass+

Token File Creation Policy

Set the default location for token file creation.

Allowed Targets Settings

Set the allowed targets to software tokens.

MP Token Devices

Set and format download, installation, and removal messages for SafeNet Authentication Service MP token devices.

Third-Party Authentication Options

Set authentication options for third-party tokens, such as GrlDsure and RADIUS.

Software Token Push OTP Setting

Ve 3 o’

Cameeevmm)  §

¥ Enable Push OTP

bil

ication with Mobi +

4. Select Enable Push OTP communication with MobilePass+, and then click Apply.
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Enabling the Allowed Targets Policy

For Push OTP to be permitted during authentication the user must have a MobilePASS+ token enrolled and this
policy must be enabled.

The settings to enable this policy will determine which OS targets are presented to users during the self-
enrollment of MobilePASS tokens. You can restrict the targets on which MobilePASS+ or MobilePASS 8 tokens
are allowed to be activated or enrolled.

1. Log into the SAS console with an Operator account.
Shortcuts 4 ) Manag

e: Yarivl
ASSIGNMENT TOKENS GROUPS REPORTS SELF-SERVICE OPERATORS POLICY coMMS

O Comeusr E

g Authentication Activity HO=
Authentication Metrics O =
@ Token States O =
SMS Credits O =
m Allocation EHO =
m References O =
Powered by

@afeNet

2. Click the POLICY tab, and then select Token Policies.

Shortcuts 4
& Create User SNAPSHOT  ASSIGNMENT TOKENS GROUPS REPORTS  SELF-SERVICE  OPERATORS

Usefr Policies O =
-

[3 Token Policies O =

g Role Management HO =

Automation Policies O =

Powered by

QS’afeNet
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3. Inthe Token Policies module, click the Allowed Targets Settings link.

Token Policies O =

Use these policies to customize the operation of tokens and how they interact with the authentication service.

Task Description

Token Templates Edit the templates used to customize token operation. Templates are applied during token initialization.
Token Passcode Processing Policy | Set how the server will evaluate passcodes and support offline authentication.

Server-side PIN Policy Set or modify the global server-side PIN policy.

Global or Groups PIN Change Trigger a "Global or Groups PIN Change on next use”

Temporary Password Policy Set or modify the length, complexity, change frequency, randomness, and lifetime of static passwords.
Synchronization Set inner and outer window synchronization parameters.

SMS/OTP

Set the number of OTPs to be sent in a single SMS message, as well as delivery mode and content.

Software Token Push OTP Setting | Enable Push OTP communication with MobilePass+

Token File Creation Policy Set the default location for token file creation.
Allowed Targets Settings Set the allowed targets to software tokens.

MP Token Devices Set and format download, installation, and removal messages for SafeNet Authentication Service MP token devices.

Third-Party Authentication Options | Set authentication options for third-party tokens, such as GrIDsure and RADIUS.

Allowed Targets Settings

L ohely

MobilePASS 1 MP-1

MobilePASS+

| Android vlios

MobilePASS 8

Android i0s ¥ Mac 0S X ¥ windows Phone ¥ windows ¥ windows RT ¥ BlackBerry 10 ¥ BlackBerry Java

One MobilePASS application per OS type may be selected.

4. Onthe MobilePASS tab, select the desired targets to allow for each MobilePASS application for this virtual
server, and then click Apply.
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Configuring Pulse Connect Secure

Configuring the Pulse Connect Secure to use SAS RADIUS authentication requires the following:

e Creating a RADIUS Authentication Server, page 15

e Configuring an Authentication Realm, page 18

e Configuring Push OTP Hybrid Mode, page 22

Creating a RADIUS Authentication Server

1. Open the Pulse Connect Secure admin console.

S putseSecure

. System Status

ime
4 days. 23 hours,
Ml 37 minutes. 9 seconds

Last Config Update
Tum Oct 27 16:54:00 2015

2015-10-2
04:55:42 PM

m Date & Time Edit
27

Concurrant Mesting Graph (£t | F Downioad)

Vts Per Second (Lt | F Dounlosd)

(The screen image above is from Pulse Secure®. Trademarks are the property of their respective owners.)
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2. Inthe left pane, select Authentication > Auth. Servers.

;} Pulse Secure

Help | Guidance | Sign Out

Status .

Configaration .| Authentication Servers

Network

Clustering .

15-MAP Fadaaation »| New: (Select server type) v || New Server Delete.

Log/Manitonng

Reports Servers Type User Record Synchronization  Logical Auth Server Name
Local Authentication

Active Directory / Windows NT

Signing In
Endpos

Auth,

Certificate Server

LDAP Server

Admin Reslms
Ademin Rolas

Certificate Server
LDAP Server

User Realms
User Rales

flesource Profiles
Resource Pobices  +
Pulse Sacurs Cliant »

Local Authentication
Radius Server
Radius Server

Radius Server

System

Radius Server
Import/Export
Push Config Certificate Server
Archivig Radius Server
Troubleshocting

Radius Server
Radius Server
Radius Server

Local Authentication

LDAP Server
Local Authentication

Radius Server

Radius Server

UTO0AYS

Licensed to 02 s
Pulse Secure, LLC. All rights reserved.

Copyright & 2

(The screen image above is from Pulse Secure®. Trademarks are the property of their respective owners.)

3. Inthe New menu, select Radius Server, and then click New Server.

< Secure
Jtatea
Corligastion Authentication Servers
(ST
Onarermg P
e Fadurgie 4] Toow: | (Salect senver type v} New Server | BDelote

Select sarvel type
cal Authentication

O
Sopurts

User Record Synchronization  Logical Auth Server Name

Windows NT

(The screen image above is from Pulse Secure®. Trademarks are the property of their respective owners.)
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Name

NAS-Identifier

Radius Server

Authentication Port

Shared Secret

Timeout

On the Settings tab, complete the following, and the click Save Changes at the bottom of the page:

Enter the server name.

Enter the name of the device.

Enter the IP address of the SAS RADIUS server.

Enter the RADIUS authentication port number. The default is 1812.
Enter the RADIUS shared secret.

Set the value to 60 seconds.

Do not change the other default values.

oFf Secure

Pulse Connect Secure

Netork '

Clustering
1F-MAP Fuduratien + |
Log/Senitaring

Admin Raalma

Admim Roles

User Realms

Usar Relen

Resource Profiles
Rezource Polides + |
Pulse Securw Cliant + |

Syrtarm .
Import/Expert o
Push Config .
Archiving
Troublezhoting

SAS-RADIUS

Help | Guidance | Sign Out

' * Name:

NAS-Identifier:

.| Primary Server

* Radius Server:

* Authentication Port:

* Shared Secret:

* Accounting Port:
NAS-IP-Address:

* Timeout:

* Retrles:

o

SAS-RADIUS

Juniper sfnt com

109.73.120.148

1812

181

60

0

3

seconds

| Backup Server (raquired only  Backup server sxists)

| Radius Server:

Authentication Port:

Shared Secret:

| Accounting Port:

Users authenticate using tokens or one-time passwords

Load-Balance Auth Requests between Primary and Backup Servers

| Radius accounting

User-Name:

<USER>(<REALM>{<ROLE SEP=""

(The screen image above is from Pulse Secure®. Trademarks are the property of their respective owners.)
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Configuring an Authentication Realm

After the RADIUS authentication server is created, assign it to a user authentication realm.
1. Open the Pulse Connect Secure admin console.
2. Inthe left pane, select Users > Users Realms.

S PulseSecure

Help | Guidance | Sign Out

Configuration .| User Authentication Realms

Network

Clustering

IF-MAP Federation

Log/Manitoring  +| AVESWEM Overview v RO all realms v ll Update
Reports. »

£ authantication | New.... || Duplicate... || Delete... |
Signing In
Endpoint Security > Authentication Realm Servers Dynamic Policy Evaluation
Auth. Servers :

@ etaters cBA Primary: CBA Disabled
Admin Realms  » RUPIREALM b e Disabled
Admin Roles

pr— User-Steel Belted Disabled
User Realms » Primary ADIUS :
TR e Directory: SAS-RADIUS Disabled
Resource Profiles

— Users-SMS Diractory:LDAP_Oren Disabled
Resource Policies  + Secondary: SAS-SMS

Pulse Secure Client »

System »| Authentication realms specify what server to use for authentication, how policies are assigned to users, and restrictions on who can attempt to sign-in.
Import/Export
Push Config

Archiving »
Troubleshooting  »

Licensed to 0271MNZSI0U700AYS
Copyright © 2001-2015 Pulse Secure, LLC. All rights reserved.

(The screen image above is from Pulse Secure®. Trademarks are the property of their respective owners.)

3. Inthe Authentication Realm table, click Users.
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4. Onthe General tab, select the Additional authentication server check box, and then complete the
following fields:

Authentication #2 Select the RADIUS authentication server that you created in the
previous section (for example, SAS-RADIUS).
Username is Select predefined as: <USER>.
Password is Select predefined as, and leave the letter p .
< Secure
et

Description
e
Rtyee torae
A berien
Mo Racis When edting, start on the Role Mapping page
A Rados
D P
e Bakee
Porene Pralems
Porere Brincen
Pre Sairs et Aazheaticazion LOAP .
User Directory/Attritate Sarve 23 sbove ¥
[
Accounting Neoe .
Smoant Tuzer
Pt Conlig | Device Attributes None *
Jon—
Treddosasting
7 Additional authentication server
Authactication @2 SAS .
Username is specified by user oa Sign-in page

* predefined as

Password is specified by user o sign-in page
» predefined as: p

¢ End session If authentication against this serves fails

Dynamic policy evaluation

Sesshon Miaration and shariea

(The screen image above is from Pulse Secure®. Trademarks are the property of their respective owners.)

5. Click the Role Mapping tab, and then click New Rule.

Staten N
Coponen, 4| e tutntaa ez
it | Users-SMS

Onataring | ontication foticy
953 Fadecation | e Hapolog

Regarie il Specify how to assign rodes to users when they sign in. Users that are net assigned a role will not be able to sign in

BT 5 -
prrees | NewRue_ | Dugicate || Ouiete | | ¢ || & Save Changes
Entoart Securt
A, Sarvem | @  » when users meet these consitions 255190 these roles Rude Name 520p

1 neg”, “integl”, "Dob" or “captainfri Integ

When mere than one role Is assigned to 2 user

* Merge settings for al assigned roles

Usar must sele

rom among assignad roles

the sets of merged roles assigned by each rule

(The screen image above is from Pulse Secure®. Trademarks are the property of their respective owners.)
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6. Inthe Role Mapping Rule window, complete the following fields, and then click Save Changes:

Rule based on

Name

Rule: If username...

...then assign these roles

o
 PulseSecure

Pulse Connect Secure

Select Username.
Enter a name for the rule.
Select a user or a list of users that need to authenticate to the realm.

Select a role from the Available Roles window, and then click Add
to move it to the Selected Roles window. Repeat as needed to add
more roles.

Help | Guidance | Sign Out

Status
Configuration
Network
Clustering
1F-MAP Federation »
Log/Monitoring
Reports

Signing In
Endpoint Security
Auth. Servers

Admin Realms.
Admin Roles

User Realms
User Roles
Resource Profiles
Resource Policies
Pulse Secure Client »
= Maintenance
System
Import/Export
Push Config
Archiving
Troubleshooting

' User alms >
‘| Role Mapping Rul

Rule based on: | Usemname X

Users-SMS >

Update

+| * Name:

* Rule: If username...

-..then assign these roles.

Available Roles:
RUPINDER-ROLES
steelbeltedrole
Users

Add ->

Remove

Stop processing rules when this rule matches

To manage roles, see the Roles configuration page.

Save changes?

Save Changes Save + New

* indicates required field

Selected Roles:

Licensed to 0271MNZSJOU700AYS
Copyright © 2001-2015 Pulse Secure, LLC. Al rights reserved.

(The screen image above is from Pulse Secure®. Trademarks are the property of their respective owners.)

SafeNet Authentication Service: Push OTP Integration Guide

Using RADIUS Protocol for Pulse Connect Secure
Document PN: 007-013338-001, Rev. C, Copyright © 2016 Gemalto, Inc., All rights reserved.



7. Go back to the User Authentication Realm you created and press on Authentication Policy

8 PulseSecure

Pulse Connect Secure Help | Guidance | Sign Out

User Authentication Realms >

E
Cenfiguration »
e .| Users-SMS
Gltsterig L Authentication Policy I :
1F-MAP Federation »
Log/Monitoring (I Sourca IP | Browser | Certificate | Password | Host Checker | Limits
Reports v
Signing In .| ® Allow users to sign in from any IP address
Endpoint Security + Allow or deny users from the following IP addresses:
Auth. Servers
2 Administrators [
Delete || # || &
AdminRealms  » [Heetej| # JL ¥ |
Admin Roles ,
2 Users IPv4/v6 Address Netmask/Prefix Length Allow/Deny

User Realms

® allow © Deny e

User Roles

v
Resource Profiles
Resource Policies

Pulse Szcure Client

= Maintenance
S 5
Import/Export » Note: This restriction will not be enforced if no IP addresses are listed. Add one or more source IP addresses from which users are allowed to sign in or denied access.
Push Config v
AR *| | save Changes
Troublesheeting »

(The screen image above is from Pulse Secure®. Trademarks are the property of their respective owners.)

8. Press on Password, and under Options for primary authentication server, select Allow all users
(passwords of any length)

Also under Options for additional authentication server, select Allow all users (password of any
length)

S PulseSecure

Pulse Connect Secure Help | Guidance | Sign Out
= System
Status 3
= J| bser Realms >
S .| Users-SMS
Cleteilig " Authentication Policy
1F-MAP Federation »
P SRl Source 1P | Browser | Certificate Host Checker | Limits
Reports 5
AR T Options for primary authentication server
Signing In »
Endpoint Security
e ® Allow all users (passwords of any length)
t Administrators Only allow users that have passwords of a minimum length:
Admin Realms ~ » Minimum Length: 4 characters
Admin Roles ,
= Users
User Realms B v/ Enable Password Management
User Roles. » This option enables the device to relay vital password information to users and enables users to change their passwords.
Resource Profiles
Resource Policies  » Display warning |14 day(s) before password expires
pulse Secure Client »
e Note: Administrators may need to enable and configure LDAP on the LDAP server page.
System >
Import/Export  +| Options for additional authentication server
Push Config ’
Archiving » ® Allow all users (passwords of any length)
|t inshooting IR Only allow users that have passwords of a minimum length:
Minimum Length: 4 characters

(The screen image above is from Pulse Secure®. Trademarks are the property of their respective owners.)
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Configuring Push OTP Hybrid Mode

To configure Pulse Connect Secure to support Push OTP Hybrid mode, you will need to configure Pulse
Connect Secure to support an additional authentication field, and then upload the login page package to replace
the default login page.

1. Open the Pulse Connect Secure admin console.
2. Inthe left pane, select Users > User Realms.

Q pulse
SF Secure

Help | Guidance | Sign Out

.| User Authentication Realms

sy |
1F-MAR Federation +| Lad
Lopfhonitoring .+ mgu erview v m all realms vl Update
Reports ’
= Authaentication New... || Duplicate... || Delete.
Signing In

Endpeint Secunty | (3 Authentication Realm Servers Dynamic Policy Evaluation
Auth, Servers

Primary: C8A Disabled

Disabled

Disabled

Disabled

Jsers-SMS

Disabled

Pulse Secura Client »

System +| Authentication realms zpecify what zerver to uze for authentication, how policie: are azzigned to uzers, and restrictions on who can attempt to zign-in.
Import/Export

Push Cacfig
Archiving .
Troubleshooting  +

HZSI0UTO0AYS
Pulse Secure, LLC. All rights reserved.

(The screen image above is from Pulse Secure®. Trademarks are the property of their respective owners.)
In the Authentication Realm table, click the user realm you created in the previous section.

4. Under Additional authentication server, where Safenet Authentication Service is configured, under
Password is: select the Specified by user on sign-in page radio button.

S Pulse Secure

Help | Guidance | Sign Out

Status
User Authentication Realms >
Configuration e

e '| Users-SMS

Clustering B
1F-MAP Federation »

Log/Monitering
Reports < Name: Users
- Authentication S
Description:
Signing In
Endpoint Security >
Auth. Servers
= Administrators
Admin Realms  » When editing, start on the Role Mapping page
Admin Roles
= Servers
pecify th ati s
Pulse Secure Client > Authentication: LDAP. v
User Directory/Attribute: Same as above ¥
System = e = =
T ccounting: one
Push Config » Device Attributes: None v
Archiving »

Troubleshooting  +

¥ Additional authentication server

Authentication #2: SAS v

Username is: specified by user on sign-in page

o predefined as: |<USER>

password is: o specified by user on sign-in page
predefined as: p

w End session if authentication against this server fails

Dynamic policy evaluation

Session Miaration and Sharina
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(The screen image above is from Pulse Secure®. Trademarks are the property of their respective owners.)

5. Next, upload the login page package to replace the default page. In the left pane, select Authentication >
Signing In, and then click the Sign-in Pages tab.

(The screen image above is from Pulse Secure®. Trademarks are the property of their respective owners.)
6. Click Upload Custom Pages.
On the Upload Custom Sign-In Pages window, complete the following, and the click Upload Custom

Pages:
Name Enter a name for the custom sign-in page.
Templates File Click Choose File, and then select the following zip file:

Sample.ZIP (can be downloaded from inquira TE2501 -
https://kb.safenet-
inc.com/resources/sites/SAFENET/content/staging/TECH_NOTES/2
000/TE2501/en_US/2.0/sample_Pulse.zip

Skip validation checks during Select this check box.
upload
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https://kb.safenet-inc.com/resources/sites/SAFENET/content/staging/TECH_NOTES/2000/TE2501/en_US/2.0/sample_Pulse.zip
https://kb.safenet-inc.com/resources/sites/SAFENET/content/staging/TECH_NOTES/2000/TE2501/en_US/2.0/sample_Pulse.zip
https://kb.safenet-inc.com/resources/sites/SAFENET/content/staging/TECH_NOTES/2000/TE2501/en_US/2.0/sample_Pulse.zip

e i ne

PR Upload Custom Sign-In Pages

Chettorrng Custom sign-in pages alow you b vide Customized templates fOr variows pages that Mmay aopedr during the Sample Templates Files

WS fadwirtitn +| gion-in process. Refer to the documentation for Informaticn about credtiag valid templates

L3 Sty

bapaee S tn Pages

g 1 Name

bttt e

aas e ks for ot
Page Type . Access Maeting

e

s b Templates File: | Choose File  No fle chosen ot of Vemplates bnr ACE Aubartuation

-

R

o Sates Noteed

Sasmtn Prsfies 't of oy fo paning & macting

ISy — Ship validation chacks during upload E 0ot

Upioad Custom Pages

C. AR g spservad

(The screen image above is from Pulse Secure®. Trademarks are the property of their respective owners.)
8. When the upload has finished, in the left pane, select Authentication > Signing In.

9. Press on your Sign-in policy.

S PulseSecure

Help | Guidance | Sign Out

e Signing In

v
Netwiark v ===
Sy RN sign-in policies
v
'

IF-WMAP Federation
Log/Moritoring

Restrict access to administrators only
Reports

Only administrator URLS will be accessible. Note that Administrators can attempt to sign in even if all rules on this page are disabled.
Warning: Ensbling this option will immediately terminate all user sessions.

Signing In >

Endpoint Security
Auth. Servars

Enable multiple user sessions
Select this check box and enter the maximum number of sessions per user per realm in Users > User Realms > [Realm Name] > Authentication Pelicy > Limits page. By default, this is 1, or one session per

i~ Administrators user per realm. If you do not select this check box, you limit the user to one session for all realms of this user.
Admin Reslms 1|5 picplay open user session[s] warning notification
Admin Reles »
Check this option to notify users if they have other active session[<] in progress when they attempt to sign-in. The user has to follow the instructions on the warning notification page to proceed or cancel the
= A login.
User Reslms .
e "l select when to display a notification page to users
Resourca profiles |
R B e If the maximun zessian limit par ussr for the raaim has basn reached
Pulzz Scurs Clisnt -
System | litiewiuntagi|Deleteig|jEnablegl|JDisablofl gt o an ) |cSave,Chiangos, |
Import/Expert *
Push Config > Administrator URLs Sign-In Page Authentication Realm(s) Enabled
Archiving 5 *fadmin/ Default Sign-In Page Admin Users v
Troubleshooting >
User URLs Sign-In Page Authentication Realm(s) Enabled
*finteg/ Default Sign-In Page Users v
OTG-1 User-Steel Belted v
Scratch CBA v
ziv Users-SMs v

(The screen image above is from Pulse Secure®. Trademarks are the property of their respective owners.)

10. In the Sign-in page menu, select the custom page you created, and then click Save Changes.

SafeNet Authentication Service: Push OTP Integration Guide

Using RADIUS Protocol for Pulse Connect Secure
Document PN: 007-013338-001, Rev. C, Copyright © 2016 Gemalto, Inc., All rights reserved.



8 PulseSecure

Guidance | Sign Out

Status Sew——
Configuration e

Mok

Nebork | */sms/

Clustering »

IF-MAP Federation L Save Cha"ges

Log/Monitoring »

Reports v User type: Users Administrators Authorization Only Access
= Authentication ==

- Sign-in URL: *fsms/ .

Signing In »

Endpoint Security + Description: sMs for OTG

Auth. Servers
= Administrators Z

Admin Realms > Sion-inbace: -

Admin Roles » or man e Sign-In pages.
= Users Meeting URL: */meeting/ ¥

User Realms

User Rol
it Authentication realm

Resource Profiles  »
Resource Policies  »

Specify how to select an authentication realm when signing in.
Pulse Secure Client

User types the realm name

System B The user must type the name of one of the available authentication realms.
Import/Export »

Push Config 3 - e s .

Rechiving < ® User picks from a list of authentication realms

The user must choose one
manage realms, see the

Troubleshooting he following selected authentication realms when they sign in. If only one realm is selected, it is automatically used (the sign-in page will not display the list). To create or
the

Authentication page or uthentication page.

Available realms: Selected realms:

CBA Add—> | |Users-SMS ~ Move Up
RUPIREALM e Bocotubotor oS
User-Steel_Belted Remove | Move Down |
Users

Configure Sign-in Notifications
Pre-Auth Sign-in Notification
Post-Auth Sign-in Notification

Save changes?

| Save Changes

(The screen image above is from Pulse Secure®. Trademarks are the property of their respective owners.)
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Running the Solution

After Pulse Connect Secure is configured to use RADIUS with SafeNet Authentication Service, users can log in
to the Pulse Connect Secure portal.

Connecting to the Pulse Connect Secure Portal using Simple Mode

In the following scenario, the standard Pulse Connect Secure login page and OOB configuration are used.

1. Login to the Pulse Connect Secure console via the web browser.

3
8 Pulse Secure

Welcome to the

Pulse Connect Secure

username || Please sign in to begin your secure session.

password

| Signin |

(The screen image above is from Pulse Secure®. Trademarks are the property of their respective owners.)

2. Enter your LDAP credentials, and then click Sign In.

S Pulse Secure

Welcome to the
Pulse Connect Secure

username |Bob Please sign in to begin your secure session.

password .......... |

(The screen image above is from Pulse Secure®. Trademarks are the property of their respective owners.)
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3. You will then receive a push notification on your mobile. Tap Approve.

< MobilePASS+

LOGIN REQUEST FROM

Pulse Connect Secure

Bob

Grenht

-1 minute ago

Tow 19,2015 04,16 PM GMT+02.00

4. Onthe Token Authentication screen, enter your PIN code, and then tap Continue.

TOKEN AUTHENTICATION

Token PIN

5. After a successful authentication, you will be logged in to the Pulse Connect Secure portal.

Welcome to the Pulse Connect Sacurs, bob.

it
+
«

Web Bookmarks

OWA Test-domain. ]

owa 2010 =

OWA2010-KCD o
l=’- ‘)( -

Files

You don't have any files bookmarked.

You don't have any terminal sessians.

[er—
W ruise Secure
# java Secure Application Manager Stant | 3=

Vrtul Desktopn

You don't have any virtual desktops.

e © 2001-2015 Pukse Securs, LLC. All rights reserved

IS putse secure gtz @ () P O
Home  Mestigs _Praarseces_vls_Sign
| Browse | (1

(The screen image above is from Pulse Secure®. Trademarks are the property of their respective owners.)
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Connecting to the Pulse Connect Secure Portal using Hybrid Mode

In the following scenario, the hybrid mode login screen is used, and you will have the option to choose between
authentication using the Push OTP notification message, or manually typing a passcode.

1. Login to the Pulse Connect Secure console via the web browser.

8 Pulse Secure

Welcome to the
Pulse Connect Secure

username I Please sign in to begin your secure session.
password

® Use my mobile to autosend a passcode
Enter a passcode manually

| signin |

(The screen image above is from Pulse Secure®. Trademarks are the property of their respective owners.)
2. Enter your LDAP credentials, and then choose one of the following:

e Use my mobile to autosend a passcode—If you choose this option, a push notification will be sent to
your mobile. Follow the steps as described in the previous scenario.

e Enter a passcode manually—If you choose this option, you will need to manually enter a passcode.
e Open the mobile app, and then tap on the token.

e Onthe Token Authentication screen, enter your PIN code, and then tap Continue.

TOKEN AUTHENTICATION

Token PIN

pr ]

CANCEL CONTINUE
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e You will receive a passcode.

< MobilePASS+

Bob 4% |

CURRENT PASSCODE

664 237

Next Passcode

3. Inthe Pulse Connect Secure console, in the Additional password field, enter the passcode, and then click
Sign In.

S PulseSecure

Welcome to the
Pulse Connect Secure

username  [Bos Pleass sign in to begin your secure session.
password e

Y Use my mobile to autosend a passcode
'® Enter a passcode manually

(The screen image above is from Pulse Secure®. Trademarks are the property of their respective owners.)

4. After a successful authentication, you will be logged in to the Pulse Connect Secure portal.

IS Putse secure oo e 0 $ o 1
Home  Mastiogs _Prefarseces _ Halp _ Sign of
| Browse | (4

Welcome to the Pulse Connect Securs, bob.

|

=
& owazo10
@ owa2010Kai =]

Files

You don't have any files bookmarked.

You don't have any terminal sessions.

¢
g
.

[ —
W ruise Secure
# Java Secure Application Manager

Vrtul Deaktopn
You don't have any virtual desktops.

(The screen image above is from Pulse Secure®. Trademarks are the property of their respective owners.)
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Support Contacts

If you encounter a problem while installing, registering, or operating this product, please make sure that you
have read the documentation. If you cannot resolve the issue, contact your supplier or Gemalto Customer
Support. Gemalto Customer Support operates 24 hours a day, 7 days a week. Your level of access to this
service is governed by the support plan arrangements made between Gemalto and your organization. Please
consult this support plan for further information about your entitlements, including the hours when telephone
support is available to you.

Contact Method

Address

Phone

Technical Support
Customer Portal

Contact Information

Gemalto, Inc.
4690 Millennium Drive
Belcamp, Maryland 21017 USA

United States 1-800-545-6608
International 1-410-931-7520

https://serviceportal.safenet-inc.com

Existing customers with a Technical Support Customer Portal account can log in to
manage incidents, get the latest software upgrades, and access the Gemalto Knowledge
Base.
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