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Third-Party Software Acknowledgement

This document is intended to help users of Gemalto products when working with third-party software, such as
Microsoft Identity Manager 2016 SP1 Certificate Manager.

Material from third-party software is being used solely for the purpose of making instructions clear. Screen
images and content obtained from third-party software will be acknowledged as such.

Description

Customers today are looking to desktop virtualization to transform static desktops into dynamic mobile
workspaces that can be centrally and securely managed from the datacenter, and accessed across a wide
range of devices and locations. Deploying desktop virtualization without strong authentication is like putting your
sensitive data in a vault (the datacenter), and leaving the key (user password) under the door mat. A robust user
authentication solution is required to screen access and provide proof-positive assurance that only authorized
users are allowed access.

SafeNet Authentication Client (SAC) is a Public Key Infrastructure (PKI) middleware that provides a secure
method for exchanging information based on public key cryptography, enabling trusted third-party verification of
user identities. SafeNet's certificate-based tokens provide secure remote access, as well as other advanced
functions, in a single token, including digital signing, password management, network logon, and combined
physical/logical access.

The tokens come in different form factors, including USB tokens, smart cards, and software tokens. All of these
form factors are interfaced using a single middleware client, SafeNet Authentication Client (SAC). The SAC
generic integration with CAPI, CNG, and PKCS#11 security interfaces enables out-of-the-box interoperability
with a variety of security applications offering secure web access, secure network logon, PC and data security,
and secure email. PKI keys and certificates can be created, stored, and used securely with the hardware or
software tokens.

SafeNet Authentication Manager (SAM) provides your organization with a comprehensive platform to manage
all of your authentication requirements, across the enterprise and the cloud, in a single, integrated system. SAM
enables management of the complete user authentication life cycle. SAM links tokens with users, organizational
rules, and security applications to allow streamlined handling of your organization's authentication infrastructure
with a flexible, extensible, and scalable management platform.

SAM is a comprehensive token management system. It is an out-of-the-box solution for Public Certificate
Authorities (CA) and enterprises to ease the administration of SafeNet’'s hardware or software tokens devices.
SAM is designed and developed based on the best practices of managing PKI devices in common PKI
implementations. It offers robust yet easy to customize frameworks that meets different organizations’ PKI
devices management workflows and policies. Using SAM to manage tokens is not mandatory, but it is
recommended for enterprise organizations.

For more information, refer to the SafeNet Authentication Manager Administrator Guide.

Microsoft Identity Manager (MIM) 2016 builds on the identity and access management capabilities of FIM 2010
R2 Microsoft Forefront Identity Manager (MIM) provides identity synchronization, user provisioning, certificate
and password management, and policy management in a single solution that works across heterogeneous
systems. Forefront Identity Manager Certificate Management (MIM CM) provides functionality to support
certificate and smart card management
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This document provides guidelines for deploying certificate-based authentication (CBA) for user authentication
to Microsoft Identity Manager 2016 SP1 Certificate Manager using SafeNet tokens.

It is assumed that the Microsoft Identity Manager 2016 SP1 Certificate Manager environment is already
configured and working with static passwords prior to implementing SafeNet multi-factor authentication.

Microsoft Identity Manager 2016 SP1 Certificate Manager can be configured to support multi-factor
authentication in several modes. CBA will be used for the purpose of working with SafeNet products.

Applicability

The information in this document applies to:

o SafeNet Authentication Client (SAC), Typical installation mode - SafeNet Authentication Client is public
key infrastructure (PKI) middleware that manages Gemalto’s tokens and smart cards.

o SafeNet Authentication Client (SAC), IDGo800 Compatible mode - IDG0o800 Minidriver based package,
using Microsoft Smart Card Base Cryptographic Provider to manage Gemalto IDPrime MD smart cards. For
more details about different SAC installation modes, refer to the SafeNet Authentication Client
Administration Guide.

Environment

The integration environment that was used in this document is based on the following software versions:
e SafeNet Authentication Client (SAC) Typical installation mode - 10.3

o SafeNet Authentication Client (SAC) IDGo800 Compatible mode - Created By SAC customization
tool 10.3 - Binaries version 8.5.0.5

e Gemalto.SafeNet.Minidriver — 9.0.44
e Microsoft DC and CA - installed in Windows Server 2008R2

e Microsoft Identity Manager 2016 SP1 Certificate Manager Server SP 1 version 4.4.1237.0 - installed in
Windows Server 2008R2

e Microsoft Identity Manager 2016 SP1 Certificate Manager Client SP 1 version 4.4.1237.0 - Installed on
Win 7 x32 with IE 11

Audience

This document is intended for system administrators who are familiar with Microsoft Identity Manager 2016 SP1
Certificate Manager, and are interested in adding certificate-based authentication capabilities using SafeNet
tokens or smart cards.
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Enrollment Flow using SafeNet Authentication Client

The diagram below illustrates the flow of enrollment using SafeNet Authentication Client:

Tokens and Users 7 Microsoft:

Identity Manager
CM Client MIM CM 2016 Server

1. A user connects to the Microsoft Identity Manager 2016 SP1 Certificate Manager server from a client with
the Microsoft Identity Manager 2016 SP1 Certificate Manager client application. The user inserts the
SafeNet token and performs “request of permanent smart card”, and when prompted, enters a new user PIN
in the New PIN and Confirm PIN fields, then clicks OK to continue.

2. After successful authentication, the user certificate is enrolled to token/smart card.

Prerequisites

This section describes the prerequisites that must be installed and configured before implementing certificate-
based authentication for Microsoft Identity Manager 2016 SP1 Certificate Manager using SafeNet tokens:

e To use CBA, the Microsoft Enterprise Certificate Authority must be installed and configured. In general,
any CA can be used. However, in this guide, integration is demonstrated using Microsoft CA.

o |If SAM is used to manage the tokens, Token Policy Object (TPO) should be configured with MS CA
Connector. For further details, refer to the section “Connector for Microsoft CA” in the SafeNet
Authentication Manager Administrator’s Guide.

e Users must have a SafeNet token with an appropriate certificate enrolled on it.
e SafeNet Authentication Client (10.3) should be installed on all client machines.

e According to https://docs.microsoft.com/en-us/microsoft-identity-manager/deploy-use/microsoft-identity-
manager-deploy, Microsoft Identity Manager 2016 follows a process very similar to its predecessor, FIM
2010 R2. In this guide, Certificate Management 2016 installed and configured on the Windows server.
According to http://technet.microsoft.com/en-us/library/ee534914(v=ws.10).aspx.

e Microsoft Identity Manager Certificate Management Client must be installed on all the client machines.
Refer to http://technet.microsoft.com/en-us/library/ee534899(v=ws.10).aspx.

e For using SafeNet smart cards with MIM CM through SAC, SAC must be installed on the client machine

e Copy of “Smart Card User Certificate” template is configured and attached to each MIM profile template.
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Supported Tokens and Smart Cards in SafeNet
Authentication Client

SafeNet Authentication Client (10.3) supports the following tokens and smart cards:
Certificate-based USB tokens

e SafeNet eToken 5110 GA

e SafeNet eToken 5110 FIPS

o SafeNet eToken 5110 CC

Smart Cards
e Gemalto IDPrime MD 830
e Gemalto IDPrime MD 840

For all supported devices please refer to SafeNet Authentication Client Customer Release Notes.

Secure Key Injection

This feature is not implemented in MIM CM for “Microsoft smart card base CSP” provider
For other PKCS11 Provider not supported at the moment.

Password quality

MIM CM does not support Customizing cards policy.
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Supported Tokens/Smart Cards in Microsoft Identity
Manager 2016 SP1 Certificate Manager

Token\Smart card

MIM Provider Name
Configuration

Installation Mode

*IDPrime MD 840 B

Aladdin eToken

SafeNet Authentication client 10.3

Microsoft Smart Card Base CSP

IDGo BC Compatible 10.3

IDPrime MD 830 B L3

Aladdin eToken

SafeNet Authentication client 10.3

Microsoft Smart Card Base CSP

IDGo BC Compatible 10.3

IDPrime MD 830 B L2

Aladdin eToken

SafeNet Authentication client 10.3

Microsoft Smart Card Base CSP

IDGo BC Compatible 10.3

** eToken 5110 FIPS

Aladdin eToken

SafeNet Authentication client 10.3

*** aToken 5110 GA

Aladdin eToken

SafeNet Authentication client 10.3

Microsoft Smart Card Base CSP

Gemalto.Safenet.Minidriver

* eToken 5110 CC

Aladdin eToken

SafeNet Authentication client 10.3

* IDPrime MD840 and eToken 5110 CC - Enroliment of “Signature only” Certificate with “Aladdin eToken” Profile

supported only when card is initialized in Linked Mode.

** eToken 5110 FIPS Token Supported only on “Aladdin eToken Provider” with SAC installed.
eToken 5110 FIPS is not supported with “MS Base” Profile with MD SafeNet Gemalto Minidriver 9.0.44

installed, will be supported with minidriver package in future release.

*** eToken 5110 GA - Supported only with Gemalto.safeNet.Minidriver on “FIPS Compatible mode”
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Configuring Microsoft Identity Manager 2016 SP1
Certificate Manager

Template for SAC

The CM profile template needs to be configured with the information necessary to manage the smart card.

@ NOTE: To create a new Profile Template, copy an existing template and modify as
required. Two sample templates are provided with MIM CM, for this purpose in this
example “FIM CM Sample Smart Card Logon Profile Template” was copied.

1. Open MIM CM Portal and log in as a user with permissions to create a Profile Template.

B Microsoft

Microsoft Identity Manager

click to enter

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
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2. Under Administration, click Manage profile templates.

# Enroll a user for a new set of certificates or a smart card
@ View requests that need approvals
@ View requests that need completion

Manage Users And Certificates

“ Use this section to perform actions on a user or on a certificate. You will have to search on the user (or certificate) in order to perform an action on that user or
h R | certificate.

@ Find a user to view or manage their information
# Find a certificate

@ Find a certificate revocation list

Manage User Smart Cards

=] Use this section to manage a user’s smart cards. You can view details of a smart card and perform actions on the smart card, such as unblock.
g

# Unblock a user's smart card

@ Find a smart card

@ View details of the smart card currently in the reader
Requests

Use this section to manage requests. You can cancel a request you initiated that is in the pending state, distribute one-time passwords for a request that is approved, and
wview reguest information.

@ Find a request
@ Browse completed requests

@ Distribute one-time passwords for a request

Administration
= f* Use this section to manage profile templates.

@ Manage profile templates

Reports
n Use this section to produce reports that describe requests, certificates, profiles, or smart cards. Click on the report and then input the necessary criteria to produce the
g; results.

@ Smart card inventory report

2 Request summary report

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

3. Select FIM CM Sample Smart Card Logon Profile Template, and then click Copy a selected profile

template.

Miews
All profile t

Microsoft Identity Manager

| Profile Template Management

‘You can list profile templates, and then select one to change or copy.

templat

Quick Links
Main Menu

Smart card profile
5

Softwars profile templates

Profile T 1 List

To change a profile template, click the template name.

To copy = template, select the chack box, 2nd then click Capy a selected profile template.

Selacted Name (click to edit) Read only Supports smart cards Varsion Description

O FIM CM Sample Profile Template x x o Description of the template ges here
FIM CM Sample Smart Card Logon Profile Template X 7 BT Description of the template goes here
O IDGO Gemalto MD cards “MS Provider™ Base Of ... X ra 7 Description of the template goss here
IH SAC "Aladdin Etoken™ FIM CM Sample Smart Car... X s 14 Description of the template goss here

?  Copy a selected profile template

Help

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
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4. Inthe New profile template name field, enter the name of the template (Example: “SAC Tokens FIM
CM Sample Smart Card User Profile”) and then click OK.

Microsoft Identity Manager -=
B
EE’ Duplicate Profile Help

Quick Links You can duplicate an existing profile template and name the new template.

Manage Profile Templates
Main Menu * Required item

Profile Template Name

Select a name for the new profile template that you are Original profile template name:
creating. The new template’s name must be unique.

|FIM CM Sample Smart Card Logon Pre

New profile template name: *

|SAC [rokens FIM cM Sample Smar X

OK Cancel

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

Configuring a Profile Template for SAC

For each profile template, configure the general settings and the certificate template settings that will be used by
the profile template.

1. Open MIM CM Portal and log in as a user with administrative privileges.

B Microsoft

Microsoft Identity Manager

click to enter

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
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2. Under Administration, click Manage profile templates.

# Enroll a user for a new set of certificates or a smart card
@ View requests that need approvals
@ View requests that need completion

Manage Users And Certificates

1 Use this section to perform actions on a user or on a certificate. You will have to search on the user (or certificate) in order to perform an action on that user or
b 1) certificate.

@ Find a user to view or manage their information
# Find a certificate

@ Find a certificate revocation list

Manage User Smart Cards

=] Use this section to manage a user’s smart cards. You can view details of a smart card and perform actions on the smart card, such as unblock.
g

# Unblock a user's smart card

@ Find a smart card

@ View details of the smart card currently in the reader
Requests

Use this section to manage requests. You can cancel a request you initiated that is in the pending state, distribute one-time passwords for a request that is approved, and
wview reguest information.

@ Find a request
@ Browse completed requests

@ Distribute one-time passwords for a request

Administration
i Use this section to manage profile templates.

@ Manage profile templates

Reports
n Use this section to produce reports that describe requests, certificates, profiles, or smart cards. Click on the report and then input the necessary criteria to produce the
g; results.

@ Smart card inventory report

2 Request summary report

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

3. Inthe Profile Template List, select a template (Example: “SAC Tokens...”), and click on the profile
template name to edit it.

Microsoft Identity Manager -;
B

[ Profile Template Management Help

Niews You can list profile templates, and then select one to change or copy.

All profile templates | =
Smart card profile Profile Template List

templates To change a profile template, click the template name.
Software profile templates

To copy a template, select the check box, and then click Copy a selected profile template.

Quick Links
N T Selected Name (click to edit) Read only Supports smart ca... Version Description

O Gemalto .Net CSP IDGo 800 Copy Of ... X 4 14 Description of the template goes...
SAC Tokens FIM CM Sample Smart Carc ¥ e 35 Description of the template goes he
O FIM CM Sample Profile Template X X 0 Description of the template goes...
Il FIM CM Sample Smart Card Logon Pr... X ¥4 0 Description of the template goes...
] MS SC Base CSP Of FIM CM Sample 5... X ¥ 11 Description of the template goes...
°

Copy a selected profile template

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
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4. Under General Settings, click Change General Settings.

‘ Microsoft Identity Manager
(s

‘ '{l Edit Profile Template [Etoken FIM CM Sample Smart Cart

[
[
B

ogon Profile Template] Help
You can review and change settings for this profile template.
e e General Settings
Enroll Policy Profile template display name: SAC Tokens "Aladin Etoken" FIM CM Sample Smart Card Logon Profile Template
Online Update Policy Profile template common name: Etoken FIM CM Sample Smart Card Logon Profile Template
Replace Policy Profile template version: 51
Recover On Behalf Policy Description: Description of the template goes here
Renew Policy Maximum number of external certificates: 0
E:ﬁg:nd and Reinstate Supports smart cards: s
Disable Policy Generate encryption keys on server: K
Retire Policy Self Registration: x
Temporary Cards Policy
Unblock Policy 3
Change general settings

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

5. Ensure that Supports smart cards is selected, and then click OK.

Server key generator data:

External Certificates
In a profile template, you can specify the following: Maximum number of external certificates:

O

® The number of external certificates to place in a
profile or smart card

Self-Registration (Self-RA)

When you enable self RA for a policy, by default, any
certificate with key usage "digital signature” found within
a smart card can be used to sign requests. Use this Extended key usage contains OID:
setting to enable Self-RA and to optionally constrain

valid certificates for self RA.

» Self RA requires the following to be true:

Provider is Microsoft Base Smart Card CSP.

» Self-service is enabled for Enroll, Duplication,
Replace and Renew

® EA is disabled for Enroll, Duplication, Replace and
Renew

Extended key usage does not contain OID:

Smart Card Support

You can use a smart card-enabled profile template to Supports smart cards
store certificates on a smart card.

Note After you enable support, you can configure
additional policies related only to smart card profile
templates.

Enable Self RA (Require that the request is signed using a user certificate)

OK Cancel

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
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6. Under Smart Card Configuration, click Change Settings.

Smart Card Configuration
This section displays smart card settings, including information about the card provider and certificate authority (CA) certificates.

Provider name: Microsoft Smart Card Base CSP

Provider id: MSBaseCSP
Create/Destroy virtual smart card: b

Initialize new card prior to use: e

Reuse retired card: e

Use secure key injection: w

Install CA Certificate(s): 5

Certificate |abel text: {Template!cn}
Maximum number of certificates: Unlimited
Diversify Admin Key: b

Card Initialization Provider Type: Default

Card Initialization Provider Data:
Admin Key initial value:
Admin PIN rollover: x

Admin PIN length: Mot Applicable
Admin PIN character set: Mot Applicable
Admin PIN initial value: Mot Applicable

User PIN policy: Server Distributed
User PIN character set: Ascii
Print card: w

?  Change settings

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

7. Complete the details as specified in the table below and then click OK.

Provider name Select Aladdin eToken

Initialize new card

: Select this option
prior to use

Reuse retired card Select this option.

Install certificate
authority certificates

Select this option.

Administrative PIN
length

Enter the Smart Card Admin PIN length.

(Pay attention to differences between MD Cards (Used 48 length
for example) / eTokens (Used 10 length in this example )

Administrative PIN
initial value

Enter the Smart Card Admin PIN initial value.

(Pay attention to differences between MD Cards (Used Admin Pin
48'’s zero for example) / eTokens (used Admin Pin 1-0 in this
example))

User PIN policy

Select User Provided.
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Select the smart card provider name. This is the frisndly name for the provider. The Web_config file
dafinms thaze sattings

Processing
Cenfigurs smart card processing.

Create /Distroy virtual smart card sllows for sutomatic crestion and destruction of virtual zmart
cards.

Initialize new card prior to use deletes 2ll existing key and certificate information from the card.

Reuse retired card allows 2 previously relired card to be used when 2 new card is reguirsd,
potentislly for a differsnt user and/or profile templsts.

Certificate label text can use dynamic data at the time the certificats is processed. You can use the
following tags:

* {Us=r}
* {Us=risttributs}
® {Templatelattribute}

where sttribute is an stiributs neme in Active Directory and Ussr and Template are the User and
c=rtificats temgzlste objects in the dirsctzry

Microsoft Smart Card Base CSP
Specify the ssttings you want to use with the Micresoft Smart Card Sas= Cryptographic Service
Erovider (CSF).

Administrative PINs

Specify settings you want b use for the Personal

Number {PIN).

Mate These settings are rot =pplicsble when using the Mizresoft Smact Card Saze CSP.

User PINs
Select specific details of the us=r PIN.

Provider name:

Aladdin eToken w

Provider ID:

|| Create/Destroy virtusl smart card
[ tritiakize new c2rd gricr ta use

[ Reus= retir=d card

[ U= s=cure key injection

[ 1n=tall cartificate suthaority certificat=s
Cartificate labzl text: =
Maximum number of certificates:

® Unlimit=a

O setvaive: |

|| Diversify Admin Key
Admin k= imitial value (fex):

Smart Card Initialization Provider
® Default
) Custom: |

Smart card initialization provider data:

[] Administrative PIN rollover

Administrative PIN length: ini iem PIN mais
[za | [asci v

Administrative PIN initisl value:

1334567580

User PIN policy:

User Provigded v

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
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Template for IDG0o800 Mini Driver Backward compatibility

The CM profile template needs to be configured with the information necessary to manage the smart card.

@ NOTE: To create a new profile template, copy an existing template and modify as
required. Two sample templates are provided with MIM CM, for this purpose. In
this example “FIM CM Sample Smart Card Logon Profile Template” was copied.

For each profile template, configure the general settings and the certificate template settings that will be used by
the profile template.

1. Open MIM CM Portal and log in as a user with administrative privileges.

=. Microsoft

Microsoft Identity Manager

click to enter

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

SafeNet Authentication Client: Integration Guide 16
Using SafeNet Authentication Client CBA for Microsoft Identity Manager 2016 SP1 Certificate Manager

Document PN: 007-013827-001, Rev. A, © Gemalto 2017. All rights reserved. Gemalto, the Gemalto logo, are trademarks
and service marks of Gemalto and are registered in certain countries.



2. Under Administration, click Manage profile templates.

# Enroll a user for a new set of certificates or a smart card
@ View requests that need approvals
@ View requests that need completion

Manage Users And Certificates

‘ Use this section to perform actions on a user or on a certificate. You will have to search on the user (or certificate) in order to perform an action on that user or
b - certificate.

@ Find a user to view or manage their information
# Find a certificate

@ Find a certificate revocation list

Manage User Smart Cards

=] Use this section to manage a user’s smart cards. You can view details of a smart card and perform actions on the smart card, such as unblock.
g

# Unblock a user's smart card

@ Find a smart card

@ View details of the smart card currently in the reader
Requests

Use this section to manage requests. You can cancel a request you initiated that is in the pending state, distribute one-time passwords for a request that is approved, and
wview reguest information.

@ Find a request
@ Browse completed requests

@ Distribute one-time passwords for a request

Administration
= ﬂ Use this section to manage profile templates.

@ Manage profile templates

Reports
n Use this section to produce reports that describe requests, certificates, profiles, or smart cards. Click on the report and then input the necessary criteria to produce the
g; results.

@ Smart card inventory report

2 Request summary report

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

3. Select “FIM CM Sample Smart Card Logon Profile Template”, and then click Copy a selected profile

template.

Miews
All profile templ,

Microsoft Identity Manager

| Profile Template Management

‘You can list profile templates, and then select one to change or copy.

Smart card profile
templatas

Software profile templates
Quick Links

Main Menu

Profile T 1 List

To change a profile template, click the template name.

To copy = template, select the chack box, 2nd then click Capy a selected profile template.

Selacted Name (click to edit) Read only Supports smart cards Varsion Description

O FIM CM Sample Profile Template x x ] Description of the template ges here
FIM CM Sample Smart Card Logon Profile Template X 7 BT Description of the template goes here
O IDGO Gemalto MD cards “MS Provider™ Base Of ... X ra 7 Description of the template goss here
IH SAC "Aladdin Etoken™ FIM CM Sample Smart Car... X s 14 Description of the template goss here

?  Copy a selected profile template

Help

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
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4. Inthe New profile template name field, enter the name of the template (Example: “IDGo Gemalto MD
...") and then click OK.

You can change the common name when you copy the template. Afterward,
you cannot change this name.

Key Generation
Specify how to generate encryption keys for a certificate.

An encryption key is one that is archived on the certificate autherity.

External Certificates
In a profile template, you can specify the following:

# The number of external certificates to place in 2 profile or smart card

Self-Registration (Self-RA)

When you enable salf RA for a policy, by default, any certificate with key
usage "digital signature” found within a smart card can be used to sign
requests. Use this setting to enable Self-RA and to optienally constrain valid
certificates for s=If RA.

Self RA requires the following to be true:
Provider is Microsoft Base Smart Card CSP.
Self-service is enabled for Enroll, Duplication. Replace and Renew

.
.
.
® EA is disabled for Enroll, Duplication, Replace and Renawr

Smart Card Support

You can use a smart card-enabled profils tamplats to store certificates on a
smart card.

|Ms Base OF Fitt CM| Sample Smart

Profile template display name:

[10G0 Gemalto MD cards "M Provi]

Description:

Description of the tamplate
goes hers

[JGenerate encryption keys on the server

® Default server kay generator
Custom sarver key generator

Server key generator type:

Server key generator data:

Maximum number of external certificates:

b

[Jenable Salf RA (Require that the requast is signed using a user cartificate)

Extended key usage contains OID:

Extended key usage does not contain OID:

[¥]supports smart cards

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

Configuring a Profile Template for IDGo800 MD Backward compatibility

For each profile template, configure the general settings and the certificate template settings that will be used by

the profile template.

1. Open MIM CM Portal and log in as a user with administrative privileges.

Microsoft Identity Manager

B Microsoft

click to enter

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
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2. Under Administration, click Manage profile templates.

# Enroll a user for a new set of certificates or a smart card
@ View requests that need approvals
@ View requests that need completion

Manage Users And Certificates

‘ Use this section to perform actions on a user or on a certificate. You will have to search on the user (or certificate) in order to perform an action on that user or
b - certificate.

@ Find a user to view or manage their information
# Find a certificate

@ Find a certificate revocation list

Manage User Smart Cards

=] Use this section to manage a user’s smart cards. You can view details of a smart card and perform actions on the smart card, such as unblock.
g

# Unblock a user's smart card

@ Find a smart card

@ View details of the smart card currently in the reader
Requests

Use this section to manage requests. You can cancel a request you initiated that is in the pending state, distribute one-time passwords for a request that is approved, and
wview reguest information.

@ Find a request
@ Browse completed requests

@ Distribute one-time passwords for a request

Administration
= ﬂ Use this section to manage profile templates.

@ Manage profile templates

Reports
n Use this section to produce reports that describe requests, certificates, profiles, or smart cards. Click on the report and then input the necessary criteria to produce the
g; results.

@ Smart card inventory report

2 Request summary report

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

3. Inthe Profile Template List, select the template (For example: “IDGo Gemalto MD...”), and click on the
profile template name to edit it.

]
Microsoft Identity Manager -F
_— [

Profile Template Management

Help

s ou can list profile templates, and then s=lect one to change or copy.

All profile templ . =
Profile T List

Smart card profile

templates To change a profils template, click the template name.

Software profile templates

To copy a templats, select the chack box, snd then click Copy a selected profils template.

Quick Links
Main Manu Selected Name {click to edit) Read only Supports smart cards Version Description
O FIM CM Sample Profile Template X X 0 Description of the template goes hare
O FIM CM Sample Smart Card Logon Profile Template X a7 21 Description of the template goes here
IDGO Gemalto MD cards "MS Provider” Base Of FIN X v 7 Description of the template goes here
O SAC "Aladdin Etoken"” FIM CM Sample Smart Car... % o 14 Description of the template goes here

?  Copy a selected profile template

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
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4. Under General Settings, click Change General Settings.

Microsoft Identity Manager -l

i Edit Profile Template [MS Base Of FIM CM Sample Smart Card Logon Profile Template] Help

selact a view You can review and change settings for this profile template.
Profile Details ] .
e T General Settings
Enroll Palicy profile template display name: IDGO Gemalto MD cards "MS Provider” Base Of FIM CM Sample Smart Card User Profile Template
Online Update Policy profile template common name: MS Base Of FIM CM Sample Smart Card Logon Profile Template
Replace Policy Profile template version: 7
Recover On Behalf Policy Description: Description of the template goes here
Renew Policy Maximum number of external certificates: 0
g:)'ﬁsf“d and Reinstate Supports smart cards: 4
Disable Policy Generate encryption keys on server: x
Retire Policy Self Registration: x
Temporary Cards Policy
Unblock Policy P g
Offline Unblock Policy Change general settings

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

5. Ensure that Supports smart cards is selected, and then click OK.

Server key generator data:

External Certificates
In a profile template, you can specify the following: Maximum number of external certificates:

O

® The number of external certificates to place in a
profile or smart card

Self-Registration (Self-RA)

When you enable self RA for a policy, by default, any
certificate with key usage "digital signature” found within
a smart card can be used to sign requests. Use this Extended key usage contains OID:
setting to enable Self-RA and to optionally constrain

valid certificates for self RA.

Enable Self RA (Require that the request is signed using a user certificate)

» Self RA requires the following to be true:

Provider is Microsoft Base Smart Card CSP.

» Self-service is enabled for Enroll, Duplication,
Replace and Renew

® EA is disabled for Enroll, Duplication, Replace and
Renew

Extended key usage does not contain OID:

Smart Card Support

You can use a smart card-enabled profile template to Supports smart cards
store certificates on a smart card.

Note After you enable support, you can configure
additional policies related only to smart card profile
templates.

OK Cancel

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
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6. Under Smart Card Configuration, click Change Settings.

Smart Card Configuration

This section displays smart card settings, including information about the card provider and certificate authority (CA) certificates.

Provider name:

Provider id:

Create/Destroy virtual smart card:
Initialize new card prior to use:
Reuse retired card:

Use secure key injection:

Install CA Certificate(s):
Certificate label text:

Maximum number of certificates:
Diversify Admin Key:

Card Initialization Provider Type:
Card Initialization Provider Data:
Admin Key initial value:

Admin PIN rollover:

Admin PIN length:

Admin PIN character set:

Admin PIN initial value:

User PIN policy:

User PIN character set:

Print card:

?  Change settings

Microsoft Smart Card Base CSP
ME5BaseCSP

kS

*®

®

"

'
{Template!cn}
Unlimited

kS
Default

kS

Mot Applicable
Mot Applicable
Mot Applicable
Server Distributed
Ascii

®

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
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7. Complete the details as specified in the table below and then click OK.

Provider name

Select Microsoft Smart Card Base CSP

Initialize new card
prior to use

Select this option

Reuse retired card

Select this option.

Install certificate
authority certificates

Select this option.

Administrative Key
initial value (HEX)

Enter the Smart Card Admin PIN initial value MD Cards (Used 48's Zero
in this example.

User PIN policy

Select User Provided.

Manage Frfi= Tamplsiz= | Provider Information
Hzin Man Selact the smart card provider name. This is the friendly name for the provider. Tha Web. config file Frovider name:
Mt Smart Card Bas= CSP 0

Qafines trese settings.

fellowing Lags:

» {User
® {Useriatiribute}

Frovider [CSF).

Administrative PINs

User PINs

# {Template!attribute}

Processing
Configurs smar ot card processing. [ Creste/Destroy virtusl smart card
Creste/Destroy virtusl smart eard silows for automatic creation and destruction of virtual smart [ tritialize new card prios to us=
cards,

[ Reuse retired cara

TInitislize new card prior b use deletes sl sxisting key and certificats information from Bhe card

|| mmcure key injection

Reuse retired card sliows s sreviously retired card to be us=d when 2 e card is required, r : ;
cotantislly for & differert ussr snd/or profile temziate. [l tmtai SEath = lipafi s ncates]

Certificate label bext: =

Certificate label text can use dynamic dats at the tims the certificate is processed. You can uss the (Tempiatetcn}

Maximum number of certificates:
® unlimitza

O st value:

‘where attribube is an sttribute name in Active Directory and User and Tempiste are the User and
certificats template objects in the dirctery.

Microsoft Smart Card Base CSP
Specify the seltings you want to us with the Microsaft Smart Card Base Cryptographic Servics [ Diversify Admin Key

Admin key initisl valus {hex)
Smart Card Initislization Provider
@) Defzu
O custom

Smart card initislization provider data:

‘Specily sellings you want tz use for the administrative Personal [dentification Number [PIN). Administrative PIN rollover

Mote These s=ttings are rot spplicable when using the Microssft Smart Card Sasz CSP. Administrative FIN length:  Administrative PIN cheract=r set:  Custom character s=t-

e ¥ [—

Sdministeative PIN initisl valus:

Selact specific details of the user PIN User PIN policy:

User Provided ~

8. Click OK.

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
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Template for Gemalto SafeNet Minidriver

The CM profile template needs to be configured with the information necessary to manage the smart card.

@ NOTE: To create a new profile template, copy an existing template and modify as
required. Two sample templates are provided with MIM CM for this purpose. In
this example “FIM CM Sample Smart Card Logon Profile Template” was copied.

Prerequisites: AdminKey.exe

The AdminKey.exe application is used to retrieve the hexadecimal-encoded value for the Admin PIN in MIM CM
2016. It generates the hexadecimal value corresponding to the value given to it. For example, if the Admin PIN
of the smart card or token is 1234567890, its corresponding hexadecimal code can be obtained by running the
following command:

C:\>AdminKey.exe 1234567890
Key: 1d6a4f7a652e18203e3d3b0c70451022107f7420216e611b

Where C:\ indicates the location of the AdminKey.exe application.

@ NOTE: The AdminKey.exe application is required only when you are using the
FIM CM with Safenet Gemalto Minidriver, It is not required with SAC.

The AdminKey.exe application can be downloaded from the following link:
http://bellweb002:9876/Files/5207fch449¢14d078a0d66830e106a34

1. Open MIM CM Portal and log in as a user who has administrative privileges.

B Microsoft

Microsoft Identity Manager

click to enter

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
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http://bel1web002:9876/Files/5207fcb449c14d078a0d66830e106a34

2. Under Administration, click Manage profile templates.

# Enroll a user for a new set of certificates or a smart card
@ View requests that need approvals
@ View requests that need completion

Manage Users And Certificates

‘ Use this section to perform actions on a user or on a certificate. You will have to search on the user (or certificate) in order to perform an action on that user or
b - certificate.

@ Find a user to view or manage their information
# Find a certificate

@ Find a certificate revocation list

Manage User Smart Cards

=] Use this section to manage a user’s smart cards. You can view details of a smart card and perform actions on the smart card, such as unblock.
g

# Unblock a user's smart card

@ Find a smart card

@ View details of the smart card currently in the reader
Requests

Use this section to manage requests. You can cancel a request you initiated that is in the pending state, distribute one-time passwords for a request that is approved, and
wview reguest information.

@ Find a request
@ Browse completed requests

@ Distribute one-time passwords for a request

Administration
= ﬂ Use this section to manage profile templates.

@ Manage profile templates

Reports
n Use this section to produce reports that describe requests, certificates, profiles, or smart cards. Click on the report and then input the necessary criteria to produce the
g; results.

@ Smart card inventory report

2 Request summary report

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

3. Select “FIM CM Sample Smart Card Logon Profile Template”, and then click Copy a selected profile

template.

Miews
All profile templ,

Microsoft Identity Manager

| Profile Template Management

‘You can list profile templates, and then select one to change or copy.

Smart card profile
templatas

Software profile templates
Quick Links

Main Menu

Profile T 1 List

To change a profile template, click the template name.

To copy = template, select the chack box, 2nd then click Capy a selected profile template.

Selacted Name (click to edit) Read only Supports smart cards Varsion Description

O FIM CM Sample Profile Template x x ] Description of the template ges here
FIM CM Sample Smart Card Logon Profile Template X 7 BT Description of the template goes here
O IDGO Gemalto MD cards “MS Provider™ Base Of ... X ra 7 Description of the template goss here
IH SAC "Aladdin Etoken™ FIM CM Sample Smart Car... X s 14 Description of the template goss here

?  Copy a selected profile template

Help

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

SafeNet Authentication Client: Integration Guide 24

Using SafeNet Authentication Client CBA for Microsoft Identity Manager 2016 SP1 Certificate Manager

Document PN: 007-013827-001, Rev. A, © Gemalto 2017. All rights reserved. Gemalto, the Gemalto logo, are trademarks
and service marks of Gemalto and are registered in certain countries.



4. Inthe New profile template name field, enter the name of the template (For example: “SafeNet
Gemalto MiniDriver ..."”) and then click OK.

Microsoft Identity Manager -;
ﬂﬁ Duplicate Profile ‘ Help
Quick Links You can duplicate an existing profile template and name the new template.

Manage Profile Templates o

Famy * Required item

Profile Template Name

Select a name for the new profile template that you are creating. The Original profile template name:
template’ t be unigue.

new templates name must be unique [Copy, OF FIM CM Sample Smart Car

Mew profile template name: *

[safenet Gemalto Miidriver FIM

0K Cancel

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

Configuring a Profile Template for Gemalto SafeNet Minidriver

For each profile template, configure the general settings and the certificate template settings that will be used by

the profile template.

1. Open MIM CM Portal and log in as a user with administrative privileges.

B Microsoft

Microsoft Identity Manager

click to enter

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
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2. Under Administration, click Manage profile templates.

# Enroll a user for a new set of certificates or a smart card
@ View requests that need approvals
@ View requests that need completion

Manage Users And Certificates

@ Find a user to view or manage their information
# Find a certificate

@ Find a certificate revocation list

Manage User Smart Cards

pe

# Unblock a user's smart card
@ Find a smart card

@ View details of the smart card currently in the reader

uests

wview reguest information.

@ Find a request
@ Browse completed requests

@ Distribute one-time passwords for a request

Administration
Use this section to manage profile templates.

@ Manage profile templates
Reports
results.

@ Smart card inventory report

2 Request summary report

Use this section to manage a user’s smart cards. You can view details of a smart card and perform actions on the smart card, such as unblock.

‘ Use this section to perform actions on a user or on a certificate. You will have to search on the user (or certificate) in order to perform an action on that user or
b - certificate.

Use this section to manage requests. You can cancel a request you initiated that is in the pending state, distribute one-time passwords for a request that is approved, and

;t Use this section to produce reports that describe requests, certificates, profiles, or smart cards. Click on the report and then input the necessary criteria to produce the

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

3. Inthe Profile Template List, select the template (Example: “ SafeNet Gemalto MiniDriver ..."), then

click on the profile template name to edit it.

Microsoft Identity Manager

Profile Template Management l

Views You can list profile templates, and then select one to change or copy.

All profile templates

e Profile Template List

Help

®  Copy a selected profile template

templates To change a profile template, click the template name.
Software profile templates
To copy a template, select the check box, and then click Copy a selected profile template.
Quick Links

P e Selected Name (click to edit) Read only Supports smart cards Version Description
O Copy 2 Of FIM CM Sample Smart Card Logon ... X e 1 Description of the template goes here
O Copy SAC MDcards FIM CM Sample Smart Car... X a7 9 Description of the template goes here
O SafeNet Gemalto MiniDriver FIM CM Sample S... X s 8 Description of the template goes here
O Copy Of SAC FIM CM Sample Smart Card Logo... X &7 1 Description of the template goes here
O FIM CM Sample Profile Template e b3 0 Description of the template goes here
O FIM CM Sample Smart Card Logon Profile Te... X &7 22 Description of the template goes here
O IDGO BC FIM CM Sample Smart Card User Pro... X e 35 Description of the template goes here
O SAC FIM CM Sample Smart Card Logon Profile... X o7 8 Description of the template goes here

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
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4. Under General Settings, click Change General Settings.

Select a view

[ Profile Details |
Duplicate Policy
Enroll Policy
Online Update Policy
Replace Policy
Recover On Behalf Policy
Renew Policy

Suspend and Reinstate
Policy

Disable Policy

Retire Policy
Temporary Cards Policy
Unblock Policy

Offiine Unblock Policy

Microsoft Identity Manager

Eﬂ Edit Profile Template [Copy Of FIM CM Sample Smart Card Logon Profile Template]

You can review and change settings for this profile template.

General Settings
Profile template display name:
Profile template common name:
Profile template version:
Description:
Maximum number of external certificates:
Supports smart cards:
Generate encryption keys on server:
Self Registration:

Change general settings

Help

SafeMet Gemalto MiniDriver FIM CM Sample Smart Card Logon Profile Template
Copy Of FIM CM Sample Smart Card Logon Profile Template

8

Description of the template goes here

0

s

x

X

5. Ensure that Supports smart cards is selected, and then click OK.

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

External Certificates
In a profile template, you can specify the following:

& The number of external certificates to place in a
profile or smart card

Self-Registration (Self-RA)

When you enable self RA for a policy, by default, any
certificate with key usage "digital signature" found within
a smart card can be used to sign requests. Use this
setting to enable Self-RA and to optionally constrain
wvalid certificates for self RA.

e Self RA requires the following to be true:

® Provider is Microsoft Base Smart Card CSP.

e Self-service is enabled for Enroll, Duplication,
Replace and Renew

® EA is disabled for Enroll, Duplication, Replace and
Renew

Smart Card Support

You can use a smart card-enabled profile template to
store certificates on a smart card.

Note After you enable support, you can configure
additional policies related only to smart card profile
templates.

Server key generator data:

Maximum number of external certificates:

b ]

Enable Self RA (Require that the request is signed using a user certificate)

Extended key usage contains OID:

Extended key usage does not contain QID:

Supports smart cards

0K Cancel

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
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6. Under Smart Card Configuration, click Change Settings.

Smart Card Configuration
This section displays smart card settings, including information about the card provider and certificate authority (CA) certificates.

Pri Microsoft Smart Card Base CSP
MSBaseCSP
X

X

X

X

'
{Templatelcn}
Unlimited

X

Default

X

Not Applicable
Not Applicable
Not Applicable
Server Distributed
Ascii

X

®  Change settings

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

7. Complete the details as specified in the table below and then click OK.
Provider name Select Microsoft Smart Card Base CSP

Initialize new card prior to | Select this option
use

Reuse retired card Select this option.

Administrative Key initial | Enter the hex value of Admin PIN. Follow these steps to create the Hex value:

value (HEX) 1. Open the Command Prompt and browse to the location of

Adminkey.exe application.
2. Runthe Adminkey.exe command as below:

Adminkey.exe 1234567890
Where, 1234567890 is the Admin PIN.
The Hex value is generated and displayed on the screen.

[&+] Administrator: Command Prompt

C:sUserssAdministrator?cd CislUsersSAdministratorsDesktopSAdminKey

C:xUserssAdministratorsDesktopsAdmninKeyradminkey.exe 1234567898
Key: 1d6adf?a652e18203e3d3hBc?0451022107F7420216e611hb

C:=Users“Administrator-Desktop“AdmninKe y>_

User PIN policy Select User Provided.

SafeNet Authentication Client: Integration Guide

Using SafeNet Authentication Client CBA for Microsoft Identity Manager 2016 SP1 Certificate Manager

Document PN: 007-013827-001, Rev. A, © Gemalto 2017. All rights reserved. Gemalto, the Gemalto logo, are trademarks
and service marks of Gemalto and are registered in certain countries.




Qusick Links
Raturn Ta Prafie Datalls
Manage Profil Tempiates
Main Menu

L

Microsoft Identity Manager

[ Edit Profile Template [Copy Of FIM CM Sample Smart Card Logon Profile Template]

“fou can review and change catalias smart card Configuratian Settings for thiz profile tampiate.
Provider Information

Ssiact the cmart carg provider name. This i the friancly name for the provider. The Web.config flle defines these:
settings.

Processing
ConMigure smart card precessing.

Create/Destroy virtual smart card allaws for automatic craation ang casirucion of vistual smart ards.
Initialize new card prior to use deietes il sxisting key 2nc cartificete Infarmation from the canz.

RRUSE Fetired Card aiiows @ DrevicusTy neTrad Crd 10 D USEC WHen & new CARD 5 rECUIneD, POTENTaNy far 2 irerent
uzar and/ar arafile temalats.

Certificate label text can uss dynamic catz at the Hme the cartficats |5 processed. You San use the fallgwing as:
= [user}
= [ussrlattriouse}

= [TEmpiatetattrinuze}

whars attrifuts |z 2n atziouts name in Active Diractary anc Uscr and Temglate are the Lzer and cartificste template
sbjects In the directary.

Microsoft Smart Card Base CSP
Specity the 32%NG3 YoL WANE t3 s Witn the Microsoft Smart Cans Base Cryptagraphic Sarvice Provizer (CSF)

Administrative PINS
Specify SatHings ¥ou Want ta uss for the administrative Farsonal [dentification Numaer (FIN).

Mote Thess cettings are not 20picazle when Lsng the Misrosaft Smart Carz Bace OS5,

User PINs
Select spacic cetalls of the user FIN.

Note If yau use custam, server-giitributed usar FIN genaration, you must have a fully-cuaiifid \NET assembly type
canfigured In FIM CM. Whan cajecting the CustomLiserFinGaneration aption, the .NET type configurad In Web.Canflg must

Frovizer name:

WMicrasaft Smart Carz Bace CSF W)

Frovider 1D:

[ create/nestroy virtual smart cars
A nitiaize new carc prior o use
[ Rmuse ratires cans

I sz secure key Injecton

[ instal certmicate authartty cenficates
Cartimcae laoel et =
Maximum number of cartificates:

® unamitea

Ozt vaive

[ ptversity admin Kay

Admin key inltial value (hex:

Smart Card Initialization Pravider
® Detaut
O Cugtam:

SMart can IiaIzATan provicer cata:

[ administrative PIN rollover

PIN length: Flk Custnm character sat-
fzci v

sarminissrative PIN inftial value:

Uz=r FIN policy:
User Frovides %

Usar PIN length: User PIN charscter set:

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

User Policy Permissions for Profile Templates

lﬁ NOTE: This configuration is necessary for each policy template in order to grant
the user permissions to perform operations such as Enroll, Renew, Retire,
Unblock, etc. In this Example: “Enroll Policy” is demonstrated.

1. Open MIM CM Portal and log in as a user who has administrative privileges.

Microsoft Identity Manager

=. Microsoft

click to enter

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

SafeNet Authentication Client: Integration Guide

Using SafeNet Authentication Client CBA for Microsoft Identity Manager 2016 SP1 Certificate Manager

Document PN: 007-013827-001, Rev. A, © Gemalto 2017. All rights reserved. Gemalto, the Gemalto logo, are trademarks
and service marks of Gemalto and are registered in certain countries.

29



2. Under Administration, click Manage profile templates.

# Enroll a user for a new set of certificates or a smart card
@ View requests that need approvals
@ View requests that need completion

Manage Users And Certificates

‘ Use this section to perform actions on a user or on a certificate. You will have to search on the user (or certificate) in order to perform an action on that user or
b - certificate.

@ Find a user to view or manage their information
# Find a certificate

@ Find a certificate revocation list

Manage User Smart Cards

=] Use this section to manage a user’s smart cards. You can view details of a smart card and perform actions on the smart card, such as unblock.
g

# Unblock a user's smart card

@ Find a smart card

@ View details of the smart card currently in the reader
Requests

Use this section to manage requests. You can cancel a request you initiated that is in the pending state, distribute one-time passwords for a request that is approved, and
wview reguest information.

@ Find a request
@ Browse completed requests

@ Distribute one-time passwords for a request

Administration
= ﬂ Use this section to manage profile templates.

@ Manage profile templates

Reports
n Use this section to produce reports that describe requests, certificates, profiles, or smart cards. Click on the report and then input the necessary criteria to produce the
g; results.

@ Smart card inventory report

2 Request summary report

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

3. Inthe Profile Template List, select the template (example: “IDGO Gemalto MD...”), then click on the
profile template name to edit it.

]
Microsoft Identity Manager -F
_— [

Profile Template Management

Help

s ou can list profile templates, and then s=lect one to change or copy.

All profile templ . =
Profile T List

Smart card profile

templates To change a profils template, click the template name.

Software profile templates

To copy a templats, select the chack box, snd then click Copy a selected profils template.

Quick Links
Main Manu Selected Name {click to edit) Read only Supports smart cards Version Description
O FIM CM Sample Profile Template X X 0 Description of the template goes hare
O FIM CM Sample Smart Card Logon Profile Template X a7 21 Description of the template goes here
IDGO Gemalto MD cards "MS Provider” Base Of FIN X v 7 Description of the template goes here
O SAC "Aladdin Etoken"” FIM CM Sample Smart Car... % o 14 Description of the template goes here

?  Copy a selected profile template

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
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4. Under Select a view on the left pane of the Edit Profile Template window, click Enroll Policy.

Microsoft Identity Manager

_Eﬂ Edit Profile Template [Etoken FIM CM Sample Smart Card Logon Profile Template]

Help
select a view You can set properties related to enrcliment for this profile template, including items related to workflow, data collection, or password distribution.
Profile Details "
ik Paliy Workflow: General
Enroll Policy This section displays workflow information related to enrollment of this profile template.
Online Update Policy Polyraratiss v
Replace Policy )
Recover On Behalf Policy Self service enabled: '
Renew Policy Enrollment agent required: x
g;l‘?&?”d and Reinstate Allow collection of comments: rs
Disable Policy Allow collection of request priority: x
Retire Policy Default request priority: [}
Temporary Cards Policy Number of approvals: 0
Unblock Policy Number of active or suspended profiles/smart cards allowed: Unlimited
Ruick Links ? change general settings
Manage Profile Templates
Rl Workflow: Smart Card Application Applet Management
This section displays smart card applet application management settings.
Enable personalization: x
Personalization profile:
Change smart card application management settings
Workflow: Initiate Enroll Requests
The following users and groups can initiate an enroll request for this profile template:
Selected Principal (click to edit) Enroll Initiate
O NT AUTHORITY\SYSTEM Grant
D SAFENETDEMO\Domain Users Grant
O SAFENETDEMO\bob Grant
[ 1 SAFEMETDEMO\FIM CM Smart Card Subscribers Grant
?  Add new principal for enroll request initiation
(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
5. Under Workflow: Initiate Enroll Requests, click Add new principal for enroll request initiation.
Workflow: Smart Card Application Applet Management ~

This section displays smart card applet application management settings.

Enable personalization: *
Personalization profile:

?  Change smart card application management settings

Workflow: Initiate Enroll Requests

The following users and groups can initiate an enraoll request for this profile template:

Selected Principal (click to edit) Enroll Initiate
El NT AUTHORITY\SYSTEM Grant
|:| SAFENETDEMOY\Domain Users Grant
El SAFENETDEMO\ bob Grant
O SAFENETDEMO\FIM CM Smart Card Subscribers Grant

?  Add new principal for enrell request initiation
?  pelete principals for enroll request initiation

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
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6. To set permissions for the principal user or group, click Lookup.

Microsoft Identity Manager

ET-! Edit Profile Template [Etoken FIM CM Sample Smart Card Logon Profile Template]

Help
uick Links You can set up permissions for users or groups.
Return To Enroll Policy
Manage Profile Templates Permission
Main Menu Set the permissions you want for the principal (that is, the user or Principal:
group) that you have specified. “ | Lookup
Enroll Initiate permission:
[srant v
0K Cancel

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

7. Complete the following details:

Forest Select your domain name.

Location |Select your domain name.

Name Enter the name of the user or group to whom you want to give permission to use

the Profile Template
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8. Click Search.

Microsoft Identity Manager

E{! Edit Profile Template [Etoken

Quick Links
Return To Enroll Policy
Manage Profile Templates

Permission
Main Menu

Set the permissions you want for
group) that you have specified.

FI"g

Search for Users and Groups
You can set up permissions for us|

Complete your search criteria and click Search
Search for the following:

(®) Bath users and groups

O users

O Groups

Forest:

|safanetdemu.cum V‘

Location:

|safanetdemu.cum V‘

Name:

[Botl x|

Search cancel

d

Help

0K Cancel

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

9. Inthe search result, click the user or group you want to allow.

Micresoft Identity Manager

puick Links
Return To Enroll Policy
Manage Profile Templates

Permission
Main Menu

Set the permissions you want for
group) that you have specified.

You can set up permissions for us|

Edit Profile Template [Etoken FIf

Search for Users and Groups
Complete your search criteria and click Search
Search for the following:

(® Both users and groups

O Users

O Groups

Forest:

‘safanetdemu.:um Vl

Location:

‘safenetdemn.:nm Vl

Name:

[Bob x|

Search Cancel

User Logon
SAFENETDEMO\bob

r

Help

0K Cancel

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
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10. In the Enroll Initiate permission field, select Grant and then click OK.

Microsoft Identity Manager -E
- | .

.Ef! Edit Profile Template [Etoken FIM CM Sample Smart Card Logon Profile Template] Help
Il_lgc_ill:lﬂg_s You can set up permissions for users or groups.
Return To Enroll Policy
Manage Profile Templates Permission
Main Menu

Set the permissions you want for the principal (that is, the user or Principal:
[sAFENETDEMO\BOD | Lookup...

Enroll Initiate permission:
[Grant v

group) that you have specified.

OK Cancel

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
11. In the example: “Enroll policy”, under “Data Collection”, do the following:

a. Select the Sample Data Item option.

b. Click Delete data collection items.

c. Click OK to confirm deletion of the selected items.

Data Collection
The following information is collected during enrollment:

Selected Mame (click to edit) Source Validation Storage
Sample Data Item Subscriber Data Type Database
P
?  Add new data collection item Message from webpage @
?  Delete data collection items
@ OK to delete selected items?

One-Time Passwords
This section displays information for password generati ation about how passwords are distributed, see the Passwords Distribution
section.

Password Provider Type: ider

Password Provider Initialization Data: I % I [ Gapcel

? Change password provider settings

Passwords Distribution

Each password that is generated must be distributed. If you hawve two passwords, the first row in this table corresponds to distributing the first password, and the second row
corresponds to distributing the second password.

Distribution method (click to edit) Mail from Mail subject

Display on screen

Document Printing
This section allows you to control which profile template documents to print:

Selected Document title (click to edit) Print location

*  Add new documents to print

?  Remove documents from this list

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
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Assigning the MIM CM Subscriber User Group Permission on the Smart
Card Certificate Template

In this example, the MIM CM Subscriber group is created, containing the users that will use MIM. In the CA
assign the MIM CM Subscriber group permissions on the previously created “Smart Card User Certificate
Template”.

1.
2.

Click Start > Administrative Tools > Server Manager.

In the left pane, select Roles > Active Directory Certificate Services > Certificate Templates.

Right click on Certificate Templates, then click Manage.

Fle Acon View Help

L. Server Manager _

—101%]

€= 7=z H=

Roles
=] ﬁ Active Directory Certificate Serv
5 Enterprise PKI
E Certificate Templates (Serve
= gi safenetdemo-SERVER2008R
| Revoked Certificates
[ Issued Certificates
[ Pending Requests

Intended Purpose

Smartcard Logon
& cA Exchange
& copy of Smartcard Logon €C
& F1M Smartcard User
] FIM User
5 FIM Key Recovery Agent

Client Authentication, Smart Card Logon
Private Key Archival
Client Authentication, Smart Card Logon

Smart Card Logen, Client Authentication, S...

Client Authentication, Secure Email, Encry...
Key Recovery Agent

S Server Manager (SERVERZ008R2MYT)  [Rate [t Tb (R | Actions
2 3:) Name Certificate Templates -
»

More Actions

] E Fim Enrollment Agent Certificate Reguest Agent
"] Bt Session Client Authentication
=] E Active Directory Domain Serv teard User Smart Card Logen, Client Authentication, 5...
] Active Directory Usersan  piaw b |tcard Logon Smart Card Logon, Client Authentication
BT f__m"_E Directory Sites anc = il Replication Directory Service Email Replication
o B[ Stes = oller Authentication Client Authentication, Server Authenticatio. ..
- D|IV5 59"_45" Refresh Agent File Recovery
;;ebszrvmesms) FList... Encrypting File System
5 =
Feiamrees il oller Client Authentication, Server Authentication
Server Authentication
Diagnostics
Configuration = Computer Client Authentication, Server Authentication
Storage E User Encrypting File System, Secure Email, Clien...
) subordinate Certification Authority <All>
E Administrator Microsoft Trust List Signing, Encrypting File. ..
T | /7|
[starts Certficate Templates snapin | [

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

SafeNet Authentication Client: Integration Guide

Using SafeNet Authentication Client CBA for Microsoft Identity Manager 2016 SP1 Certificate Manager

Document PN: 007-013827-001, Rev. A, © Gemalto 2017. All rights reserved. Gemalto, the Gemalto logo, are trademarks
and service marks of Gemalto and are registered in certain countries.

35



In the right pane, right-click the duplicated Smart card user template (In this example: “Mim Smartcard
User”) and select Properties.

] Certificate Templates (4ThDCCAmir

Ti te Dit Name =

| Minimum Supported Cas

| version | Intended Purpose =

Administrator
] authenticated Session
5] Basic EFs
E CA Exchange
E CEP Encryption
E Code Signing
E Computer

[ Cross Certification Authority
& Directory Email Replication

5] Domain Controller

5] Domain Controller Authentication

E EFS Recovery Agent
.E Enrolment Agent

@ Enroliment Agent (Computer)
E Exchange Enrolment Agent (Offline request)
E Exchange Signature Only

=) Exchange User
5 FIM Enrolment Agent
T F1M User

E FIMCM Key Recovery Agent

5l 1Psec
E IPSec (Offiine request)
5 Kerberos Authentication

Key Recovery Agent

E QCSP Response Signing
5] RAS and 145 Server

[ Root Certification Authority

l Router (Offfine request)
E Smartcard Logon

E Smartcard Logon CC Certificat

5 Smartcard User

5 subordinate Certification Auth

E Trust List Signing

ﬁl lear

Windows 2000
Windows 2000
Windows 2000

Windows Server 2003 Ent...

Windows 2000
Windows 2000
Windows 2000

Windows Server 2003 Ent...
Windows Server 2003 Ent...

Windows 2000

Windows Server 2003 Ent...

Windows 2000
Windows 2000
Windows 2000
Windows 2000
Windows 2000
Windows 2000

Windows Server 2003 Ent...
Windows Server 2003 Ent...
Windows Server 2003 Ent...

Windows 2000
Windows 2000

Windows Server 2003 Ent...
Windows Server 2003 Ent...

Duplicate Template B Ent...
Reenroll All Certificate Holders S Ent...

Change Names

All Tasks 3

Delete SEnt...

Properties

Help

Wimdmaae 2000

4.1

3.1

o

106.0 Private Key Archiy
4.1

31

&l

105.0

115.0 Directory Service
G

110.0 Client Authentical
6.1

el

L% |

41

6.1

7.1

100.2  Certificate Reque
100.2  Client Authentical
100.1 Key Recovery Agi
8.1

7 o

110,0  Client Authentical
105.0 Key Recovery Ag

101.0 OCSP Signing
1010 Client Authentical

5.1
el
6.1
100.3  Smart Card Logor_
111
51

31

=
2
;IJ

SafeNet Authentication Client: Integration Guide

Using SafeNet Authentication Client CBA for Microsoft Identity Manager 2016 SP1 Certificate Manager

Document PN: 007-013827-001, Rev. A, © Gemalto 2017. All rights reserved. Gemalto, the Gemalto logo, are trademarks
and service marks of Gemalto and are registered in certain countries.

-

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)



On the Security tab, click Add.

In the text box below Enter the object names to select (examples), enter mim-subscribers and then
click Check Names. This should resolve with underlined text. Click OK.

El Certificate Templates Console Y =[]

File Acton View Help

€% [=X0 .= B/= 2x
[ 5] Certificate Templates (4ThDCCAmr | Te fe MName =~ o | S | lous
e '
3 Authenticated Session A | e g |
) Basic EFs Superseded Templates | Extensions Security | Server | More Actions »
Hl ca Exchange Group or user names:
] cep Encryption 82, Autherticated Users - .
5 code sigring & cimKRAgent {cimKRAgent @mimsafenetdemo.com) More: Actians »
Computer 2 cimAuthAgent (cimAuthAgent @mimsafenetdemo.com)
3] cross Certication Authority 2. dmEnmallAgent {cmEnrollAgert @mimsafenstdemo.com]
8 orecory St Rehton 1]
5 Domain Controller
E Domain Controller Authentication Select this object type:
3 eFs Recovery Agent [[Users. Groups. or Buiin securty prncipels Object Types.. |
E Enrollment Agent
E Enrollment Agent {Computer) From this location:
= Exchange Enrollment Agent (Offiir | I""""'saf‘a"dd""”"C'-’""I Locations... |
E Exchange Signature Only
EE}(dﬁﬂge User Enter the object names to select {examples):
I FIM Enrollment Agent mim-subscribers Check Names |
E FIM User
E FIMCM Key Recovery Agent
& 1Psec

T 1Psec (Offine request) Advanced... oK Cancel

[ kerberos Authentication L
| Key Recovery Agent For special permissions or advanced settings, click. Ty

[ Mim Smarteard User AR

E OCSP Response Signing LTSS A e

5 RAS and 145 Server

E Root Certification Authority

E Router (Offline request) 25 | e | el | ety |

@ Smartcard Logon WINoows 2000 5.1 ]

E Smartcard Logon CC Certificate Windows Server 2003 Ent... 100.3  Smart Card Logor |

| L \itind 2000 114

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

7. Inthe Permissions for MIM CM Subscribers list, in the Allow column, select Read and Enroll, then
click OK.

E] Certificate Templates Console e =101

File Acton View Help

es [@EXE:BE 21

Certificate Templates (4ThDCCAMIF | Template Name _~
E ' Administrator l EEAETE | ST - o~
tificate Templates (4T... &
Bt e General I Reauest Handing —————
& BasicErs Superseded Templates | Exensions Securty | Server More Actions 3
i e
‘E CEP En.cr\«jphcn %Mhermeated Users - z >
3] Code Signing 2 cmKRAgent (cmKRAgent @mimsafenetdemo.com) Morc.Actions
T ) & dmAuthAgent (mAuthAgent @mimsafenstdemo com)
5] cross Certfication Autherity A cmEnrollAgent (cimEnral Agert @mimsafenetdema com)
5] pirectory Email Replication 2 mim-subscribers (MIMSAFENETDEMO mim subscrbers)
E Domain Contraller a Administrator
' pomain Controlier Authentication 82, Domain Admins (MIMSAFENETDEMO\Domain Admins) Bl
E EFS Recovery Agent A% o . . A A EE TR o P

E Enrollment Agent Add | T
E Enrolment Agent (Computer)
Allow

H Exchange Enroliment Agent (Offir Permissions for mim-subscribers

! Deny

E Exchange Signature Only Full Cortrol O

E Exchange User

T FIM Enroliment Agent Heed o

5 FM User s o

E FIMCM Key Recovery Agent Enroll D

Hpsec Autosnrol [m]

T 1Psec (Offine request)

5l kerberos Authentication

5 Key Recovery Agent For special pemmissions or advanced settings, click. oo

& Mim Smartcard User AL

E DR Repnse An Leam about access control and pemmissions

E RAS and IAS Server

E Root Certification Autharity

E Router (Offline request) OK | Cancel I Aoply | Hels I

E Smartcard Logon TUTaowe 2000 8.1

E Smartcard Logon CC Certificate Windows Server 2003 Ent... 100.3  Smart Card Logor.

5 smartcard User Windows 2000 11

E Subordinate Certification Authority Windows 2000 5.1

E Trust List Signing Windows 2000 3.1 =
. _bl ‘ﬁll Vicar | Wiinduwe 000 21 _b'J

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
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Assigning the MIM CM Subscriber User Group Permission on the Profile
Template

To assign the MIM CM Subscriber group permission on the Smart Card Profile Template:
1. Click Start > Administrative Tools > Active Directory Sites and Services.
2. Onthe View menu, select Show Services Node.

3. Inthe left pane, click Services > Public Key Services > Profile Templates.

:;-fActive Directory Sites and Services = ||:||£|
File  Action View Help

e | HnIXE = Ba 2

ﬁﬂ Active Directory Sites and Services | Mame | Type | Description |
Bl [ Sites Copy Of FIM CM Sample Smart Card Logon Profile Temp... msCim-ProfileTe... Description of the templat...
J Subnets Etoken FIM CM Sample Smart Card Logon Profile Template  msClm-ProfileTe... Description of the templat...
[ Inter-Site Transports FIM CM Sample Profile Template msClm-ProfileTe... Description of the templat...
i EE [.)efault—First—Sibe—Narne FIM CM Sample Smart Card Logon Profile Template msClm-ProfileTe... Description of the templat...
ervices

% IDGoB00MS CSP Of FIM CM Sample Smart Card Logon P... msClm-ProfileTe... Description of the templat...
MsmgServices :

| NetServices
=l [ | Public Key Services
[ 1A
& cor
| Certificate Templates
] Certification Authorities
| Enrollment Services
[ krA
[ oo
| Profile Templates
| RRAS
] Windows NT

C IDprime FIM CM 5 e Smart Card Logon Profile T... msClm-ProfileTe... Description of the templat...

N |
| | |

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

4. In the right pane, right-click the profile template you have created (in this example, SAC IDprime MIM
CM Smart Card Logon Profile Template) and select Properties.
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5. On the Security tab, click Add.

£ Active Directory Sites and Services

File  Acton View Help

IR EEEEEN =

ﬁﬂ Active Directory Sites and Services
[ sites
B[] Services
MsmgServices
] NetServices
B[] Public Key Services
E A1

Certificate Templates
Certification Authorities
Enrollment Services
KRA

[ om

| Profile Templates
[Z] rRAS

7] windows NT

| Type

FIM CM Sample Profile Template

"General | Object Securty | Attribute Edior |

Group or user names:

Mame
@ Copy Of FIM CM Sample Smart Card Logon Pro... msClm-ProfileTe...

msClm-ProfieTe...

FIM CM Sample Smart Card Logon Profile Temp... msClm-ProfileTe...
IDGO BC FIM CM Sample Smart Card Logon Pr... msClm-ProfileTe...
[ sAc FIM €M Sample Smart Card Logon Profile .

SAC FIM CM Sample Smart Card Logon Profile Template Propi

. msClm-ProfileTe...

Description of the templat...
Description of the templat. ..
Description of the templat...
Description of the templat. ..
Description of the templat. ..

B2, Athenticated Users
82, SYSTEM

a cimAgent (clmAgert @mimsafenstdemo.com)

& cimKRAgent (cimKRAgent @mimsafenetdemo .com)

2 cimAuthAgert (cmAuthAgert @mimsafenetdemo.com)
2 cimEnrollAgent (cimEnrollAgent @mimsafenetdemo.com)

Add. |

Pemissions for Authenticated Users

Full cortral

Read

Write

FIM CM Enroll
Special permissions

Bemove |
Allow Deny
a a
O O
O a
O
a

Leam about access control and permissions

For special permissions or advanced settings, click e |
Advanced. —

pooy | Hep |

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
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6.

In the text box below Enter the object names to select (examples), enter mim-subscribers and then
click Check Names. This should resolve with an underlined text. Click OK.

File Action View Help

= ® Active Directory Sites and Services

g [ 3|

s EEE =

MsmgServices
| NetServices
| Public Key Services
[ a1a
] cop
] certificate Templates
] Certification Authorities
] Enrollment Services
[ kra
[ o

| Profile Templates
] RRAS
] windows NT

OEH

ﬁﬂ Active Directory Sites and Services | | Name | Type I Description
;] Sites . FIM CM Sample Profie Template msClm-ProfileTe... Description of the templat...
B[] Services FIM CM Sample Smart Card Logon Profile Template msClm-ProfileTe,.. Description of the templat...

MS Base Of FIM CM Sample Smart Card Logon Profile Tem... msClm-ProfileTe...
SAi: FIM CM Sample Smart Card Logon Profile Template
SAC FIM CM Sample Smart Card Logon Pm!k

Select Users, Computers, Service Accounts, or Groups il il

Select this object type:

IUsers. Groups, or Builtin security principals
From this location:

Irn'msa‘enetdemo.com

Enter the object names to select (examples):

msClm-ProfileTe...

2 x|

Description of the templat...
Description of the templat...

Object Types...

KN 1|1

mim-subscribers Check Mames |
Advanced... | ok | cancel |
T oo o | ==
Write O
FIM CM Enrall O
Special permissions O O

For special permissions or advanced settings, click. Adianced
Advanced. 4| |

L x

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

Under group or user names, select MIM CM Subscribers.

= ® Active Directory Sites and Services i ] 1|
File Action View Help
e 2mIXEd= B
ﬁﬂ Active Directory Sites and Services | Name | Type | Description
;] Sites . FIM CM Sample Profile Template msClm-ProfileTe... Description of the templat...
Bl L] Services FIM CM Sample Smart Card Logon Profile Template msClm-ProfieTe... Description of the templat...
MsrnqSe_rwoes M5 Base Of FIM CM Sample Smart Card Logon Profile Tem... msClm-ProfileTe... Description of the templat. ..
[ NetServices SAC FIM CM Sample Smart Card Logon Profile Template msClm-ProfileTe... Description of the templat...
= [ | Public Key Services
5 a1a SAC FIM CM Sample Smart Card Logon Profile Templat ﬂﬂ
[ cop i :
] certificate Templates General I Object Securty | Attribute Editor I
[ Certification Authorities Group or user names:
2, cimAuthAgent (clm Auth Agent @mimsafenstdemo com) ]
& cimEnrollAgent {clmEnroll Agent @mimsafenetdemo.com
¥ AFENETDEMO“mim-subscribers)
% Domain Admins (MIMSAFENETDEMO \Domain Admins) J
] windows NT %Domain Users (MIMSAFENETDEMO \Domain Users)
82, Enterprise Admins (MIMSAFENETDEMO"Enterprise Admins) LI
Pemissions for mim-subscribers Allow Deny
Full contral O O
Read [m]
Write O O
FIM CM Enroll a
Special permissions O O
N I | K [—1 T
For special pemissions or advanced settings, click Advanced | —_—
| Advanced. —
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8. Under Permissions for mim-subscribers, in the Allow column, select Read and FIM CM Enroll. Click

OK.
% Active Directory Sites and Services _1Of x|
File  Acton View Help
e 2= XE d= (Bl
ﬁﬂ Active Directory Sites and Services | Name | Type | Description
:] Sites FIM CM Sample Profile Template msClm-ProfileTe... Description of the templat. ..
B H SFViOES FIM CM Sample Smart Card Logon Profile Template msClm-ProfileTe... Description of the templat. ..
MSI'HC]SE.WICES MS Base Of FIM CM Sample Smart Card Logon Profie Tem... msClm-ProfileTe... Description of the templat. ..
I NetServiees = sac Fim cm sample Smart Card Logon Profile Template msClm-ProfileTe... Description of the templat. ..
=[] Public Key Services
] a1a SAC FIM CM Sample Smart Card Logon Profile Tem) x|
] cop ; - -
| certificate Templates Generall Object Securty | Attribute E‘ﬁ‘”l
[ Certification Authorities Group or user names:
= i 2 cmAthAgent (cmAthAgert @mimsafenetdemo com) =
] om & cimEnrollAgent (cimEnrollAgent @mimsafenstdemo .com)
" Profile T x ¥ _rnirn—.:,-lh.-:-::ri . s I'-.-1Ei.%‘<.FEr'-JET[ZlEI'--1IZ:ZI"-mimf:|tusu::ri . 5)
] RRAS 55 Domain Admins {MIMSAFENETDEMO" Domain Admins)
7 Windows NT aDomain Users (MIMSAFEMETDEMO"Domain Users)
3?; Erterprise Admins (MIMSAFENETDEMO\Enterprise Admins) LI
Pemissions for mim-subscribers Allow Deny
Full contral a a
Read a
Write a a
FIM CM Enroll O
Special pemissions a a
KN s I
For special permissions or advanced settings, click el
| Advanced. Adv |

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

Client Side Configuration

Editing the Registry for SAC

When using SAC as a middleware application, some changes are required in the Windows Registry on the client

side.

1. Run regedit.exe.

2. Click Computer > HKEY_LOCAL_MACHINE > SOFTWARE > SafeNet > SAC.
3. Right-click SAC and then click New > Key.

4. In the Name field, enter init.

5. Right-click init and then click New > DWORD (32-bit) Value.

6. Specify ignoreopensessions as a name and 1 as its value.

7. Close the Registry Editor.
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Important Notes

Enable ActiveX

In this example, Internet Explorer 11 was demonstrated. ActiveX must be enabled for the MS dll installation

This webpage wants te run the fellowing add-cn: 'gscBsi.dll’ from ‘Microsoft Corperation’.  What's the risk?

MIM “Renew this Smart Card” Option - Update Certificate Status from Valid to Archived State

When performing renew smart card with IDPrime MD cards with SAC installed, and when using the MIM Profile
template Aladdin eToken Provider, to ensure that the certificate updates certificate status from Valid to
Archived state, perform the following step during renew flow:

1. Click OK on Certificate update
| .C:rl'rﬁ(aie Update @

@Ol A certificate value was updated in the certificate store.
W Click 'OK' to update this certificate on the token.

[ ok ][ Caneed |

2. Inthe Token Logon window, in the Token Password field, enter the smart card PIN and click OK.
@TokenLngon @

SafeNet Authentication Client gemalto™

Enterthe Token Password

Token Name: [Card #18E5C336F5780D51

Token Password: anne

Current Language: EN
This is an unli copy for ion use only.

Cancel

The certificate state is updated from Valid to Archived.

(S) SafeNet Authentication Client Tools =ro s

SafeNet Authentication Client 2012 a

5) SafeNet Authentication Client Tools FEE
4 ‘; Tokens
. 4@ Card #1BESC336F57B0D51

Certfficate:
4l %ﬁf certficates lssued by mimsafenetdemo-4THDCCAMIM2016-CA -
b= ::: Valid from 24Apr 2017
L% S’;ﬁings Valid to 24-fpr-2018 i
"\:é'é Cliert Settings Intended purposes Smartcard Logon, Client Authentication, Secure Email ‘E‘
Friendly name <MNone>
State Archived L4

4
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Running the Solution

Enrolling a Certificate

Open Internet Explorer and enter the MIM CM Portal url https://Server/certificatemanagement

2. Enter the user name and domain password, and then click OK.

Connecting to winserver2008r2.mimsafenetdemo.com.

——— [Bob |

, [—

Domain: MIMSAFENETDEMO
[T Remember my credentials

‘ @ Insert a smart card

[ ok ][ cancal |

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

3. Click click to enter.

B® Microsoft

Microsoft Identity Manager

click to enter

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
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https://server/certificatemanagement

4. Select Request a permanent smart card

Microsoft Identity Manager

Requests Welcome MIMSAFENETDEMO\bob1 to the Microsoft Forefront Identity Manager 2010 - Certificate Management Portal,
Bpsroved [1]

Common Tasks
IﬁE Use this section to perform the following tasks:

Request a new set of certificates
Request a permanent smart card

°
°

@ Request a temporary smart card

@ Complete a request with one-time passwords
-

Change my smart card PIN

View My Information
| Use this section to view the following information:

(718
@ Show details of my certificate
s Show details of my smart card
@ Show my request history

Executable [4] FIM Cerificate Management (FIM CM) enables you to request new certificates and smart cards, and manage the centificates and smart cards that have been provided to you.

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

5. Inthe Profile template field, select your profile template (IDgo Bc in this example) and then click Next.

Microsoft Identity Manager

L& Profile Selection : Permanent Smart Card

You can select a profile template for enroliment.

Select a Profile Template
Select the profile template you want, and then dick Next. Profile template:

IDGO BC FIM CM Sample Smart Card Logon Profile Template

Next Cancel
(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
6. Insert the smart card on which you want to enroll the certificate, and on the Enrollment Request
Initiation page, click Next.
Microsoft Identity Manager -;
—— [ .
ﬁﬁ Enrollment Request Initiation Help
Your certificate enrollment process is about to start
You can use this page to request one or maore new cernificates,
Additional Information
Specify any comments or additionzl information, Comments:
Mext Cancel

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
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7. On the Creating certificate request window, enter a new user PIN in the New PIN and Confirm PIN
fields. Click OK to continue.

@ NOTE: The minimum or maximum password length of the Token or Smart Card is

aligned to MIM CM.

—PIN Information

MNew PIN: I |

Confirm PIN: I

vald | PN Rule

Maximum PIM length: 14
Minimum PIM length: 4

[l (i | [k

[ o || cance |

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

8. On successful completion of the certificate request, the Request Complete window is displayed

Microsoft Identity Manager

Reguest Summary
Smart Card Details Request Summary

ﬁE Request Complete i

Help
Quick Links The following summarizes the request that was just executed,

For mare details about the requast, click the request type.

Request type: Enroll

Regquest status: Completed

Request criginator: MIMSAFENETDEMO'\bob1

Date of submission: Thursday, November 10, 2016 1:19:26 PM
Smart Card Summary
For more informatien, dick the profile name.

Smart Card: MS5BaseC5P:{021bf81c-d479-db3b-416e-3093d51d7d27}

Status: Active

Main Menu

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

9. The certificate is now enrolled to the token/Smart Card.
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Support Contacts

If you encounter a problem while installing, registering, or operating this product, please make sure that you

have read the documentation. If you cannot resolve the issue, contact your supplier or Gemalto Customer
Support. Gemalto Customer Support operates 24 hours a day, 7 days a week. Your level of access to this

service is governed by the support plan arrangements made between Gemalto and your organization. Please
consult this support plan for further information about your entitlements, including the hours when telephone

support is available to you.

Contact Method

Contact Information

Customer Support
Portal

https://supportportal.gemalto.com

Existing customers with a Technical Support Customer Portal account can log in to
manage incidents, get the latest software upgrades, and access the Gemalto
Knowledge Base.

Technical Support
contact email

technical.support@gemalto.com

SafeNet Authentication Client: Integration Guide

Using SafeNet Authentication Client CBA for Microsoft Identity Manager 2016 SP1 Certificate Manager

Document PN: 007-013827-001, Rev. A, © Gemalto 2017. All rights reserved. Gemalto, the Gemalto logo, are trademarks
and service marks of Gemalto and are registered in certain countries.

46


https://supportportal.gemalto.com/
mailto:technical.support@gemalto.com

	Third-Party Software Acknowledgement
	Description
	Applicability
	Environment
	Audience
	Enrollment Flow using SafeNet Authentication Client
	Prerequisites
	Supported Tokens and Smart Cards in SafeNet Authentication Client
	Supported Tokens/Smart Cards in Microsoft Identity Manager 2016 SP1 Certificate Manager
	Configuring Microsoft Identity Manager 2016 SP1 Certificate Manager
	Template for SAC
	Configuring a Profile Template for SAC

	Template for IDGo800 Mini Driver Backward compatibility
	Configuring a Profile Template for IDGo800 MD Backward compatibility

	Template for Gemalto SafeNet Minidriver
	Prerequisites: AdminKey.exe
	Configuring a Profile Template for Gemalto SafeNet Minidriver


	User Policy Permissions for Profile Templates
	Assigning the MIM CM Subscriber User Group Permission on the Smart Card Certificate Template
	Assigning the MIM CM Subscriber User Group Permission on the Profile Template

	Client Side Configuration
	Editing the Registry for SAC
	Important Notes
	Enable ActiveX
	MIM “Renew this Smart Card” Option - Update Certificate Status from Valid to Archived State



	Running the Solution
	Enrolling a Certificate

	Support Contacts

