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Third-Party Software Acknowledgement

This document is intended to help users of Gemalto products when working with third-party software, such as
Avencis SSOX.

Material from third-party software is being used solely for the purpose of making instructions clear. Screen
images and content obtained from third-party software will be acknowledged as such.

Description

Remote access poses both a security and a compliance challenge to IT organizations. The ability to positively
identify users (often remote users) requesting access to resources is a critical consideration in achieving a
secure remote access solution. Deploying remote access solution without strong authentication is like putting
your sensitive data in a vault (the datacenter), and leaving the key (user password) under the door mat.

A robust user authentication solution is required to screen access and provide proof-positive assurance that only
authorized users are allowed access.

PKIl is and effective strong authentication solution to the functional, security, and compliance requirements.

SafeNet Authentication Client (SAC) is a public key infrastructure (PKI) middleware that provides a secure
method for exchanging information based on public key cryptography, enabling trusted third-party verification of
user identities. Gemalto’s certificate-based tokens and smart cards provide secure remote access, as well as
other advanced functions, in a single token, including digital signing, password management, network logon,
and combined physical/logical access.

The tokens come in different form factors, including USB tokens, smart cards, and software tokens. All of these
form factors are interfaced using a single middleware client, SafeNet Authentication Client (SAC). The SAC
generic integration with CAPI, CNG, and PKCS#11 security interfaces enables out-of-the-box interoperability
with a variety of security applications, offering secure web access, secure network logon, PC and data security,
and secure email. PKI keys and certificates can be created, stored, and used securely with the hardware or
software tokens.

Avencis SSOX, a solution offered under the France Cybersecurity brand, is a robust integrated access and
monitoring solution (SSO) which guarantees the security of connections while also improving user experience.

This document provides guidelines for deploying certificate-based authentication (CBA) for user authentication
to Avencis SSOX using Gemalto’s tokens and smart cards.

Itis assumed that the Avencis SSOX environment is already configured and working with static passwords prior
to implementing Gemalto multi-factor authentication.

Avencis SSOX can be configured to support multi-factor authentication in several modes. CBA will be used for
the purpose of working with Gemalto products.
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Applicability

The information in this document applies to:

o SafeNet Authentication Client (SAC) Typical installation mode - SafeNet Authentication Client is public
key infrastructure (PKI) middleware that manages Gemalto’s tokens and smart cards.

o SafeNet Authentication Client (SAC) IDGo800 Compatible mode - IDG0800 Minidriver based package,
uses Microsoft Smart Card Base Cryptographic Provider to manage Gemalto IDPrime MD smart cards.

For more details about different SAC installation modes, please refer to the customization section in the
SafeNet Authentication Client Administrator Guide.

e Avencis SSOX

Environment

The integration environment that was used in this document is based on the following software versions:
o SafeNet Authentication Client (SAC)— Version 10.5
e Avencis SSOX— Version 10.0.0.2

Audience

This document is targeted to system administrators who are familiar with Avencis SSOX, and are interested in
adding multi-factor authentication capabilities using SafeNet tokens.
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CBA Flow using SafeNet Authentication Client

The following diagram illustrates the flow of certificate-based authentication:

Authentication using SAC

TV

@ Avencis —_—

i ! Https @
rﬁ Avencis SSOX
| 5
Thin Clients / Desktop / Laptops
Internal resources

1. A user attempts to connect to the Avencis SSOX server using the Avencis SSOX client application. The
user inserts the SafeNet token containing her certificate, and, when prompted, enters the token password.

2. After successful authentication, the user is allowed access to internal resources.

Prerequisites

This section describes the prerequisites that must be installed and configured before implementing certificate-
based authentication for Avencis SSOX using Gemalto tokens and smart cards:

o To use CBA, the Microsoft Enterprise Certificate Authority must be installed and configured. Any CA can be
used. In this guide, integration is demonstrated using Microsoft CA.

e |f SAM is used to manage the tokens, Token Policy Object (TPO) must be configured with MS CA
Connector. For further details, refer to the section “Connector for Microsoft CA” in the SafeNet
Authentication Manager Administrator’s Guide.

e Users must have a Gemalto token or smart card enrolled with an appropriate certificate.

o SafeNet Authentication Client (Version 10.5) must be installed on all client machines.
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Supported Tokens and Smart Cards in SafeNet
Authentication Client

SafeNet Authentication Client (Version 10.5) supports the following tokens and smart cards:
Certificate-based USB tokens

o SafeNet eToken 5110 GA

e SafeNet eToken 5110 FIPS

e SafeNet eToken 5110 CC

Smart Cards

e Gemalto IDPrime MD 830
e Gemalto IDPrime MD 840
e Gemalto IDCore 30 B

For a full list of supported devices, refer to SafeNet Authentication Client Customer Release Notes.
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Configuring Avencis SSOX

g NOTE: In this document it is assumed that Avencis SSOX is installed and
configured to work with LDAP authentication.

In the following section we will describe how to configure Avencis SSOX to work with SafeNet Authentication
Client.

SSOX Client Installation

In this section we describe how to install SSOX client and configure it to support CBA using Gemalto smart
cards and tokens.

1. Ensure that SAC isinstalled on the client.

2. Go to the SSOX installation folder and execute the file sky.exe with administrator rights (Run as
administrator).

The SSOX Client Install window opens.

SSOX Klient Ynstall : 5]
SSOX Easy Client Installation ~Modules
upgrade Current Version : 10.0.0.2 | ¥ Gina / Credential Provider |~ HLLAPI [V CitrixLauncher |~ Multistation
« @ (. i
[V Server is V9 or greater * BN COFR €7 CN | Credential Manager x32 Path |
™ Java Access Bridge
~SSOX X64 Path

" AD  ADADS (" LDAPFirst ( LDAPSync I~ Install 32bits AccessibleMarshall (use Chrome without Firefox)

Directory : ] 10.48.115.100 Port: | 339 - Options

Base: |dc=ssox [V Hide SS0X Window on Authen. Failure [V Start SSOX at user session startup
[V Allow User to Add Personal App. [ Start XCheckNetwork
: Port : |
ROhet S| 10:40.115.100 S I” Forbid user to stop SSOX I” Start SSOX Cert Renewer
Augdit : l 10.48.115.100 Port: | 6667 [ Extended interface I Start VT Emulator Proxy
I Sign audits (Server >=9.1 [ESkn Dpbats =
Sgn Al (Server ) [V Allow Remote Control [V Sync WindowsPwd I~ She ok T VKer
[~ Manage Pwd Strength [V Display InfoView I~ ‘Show Stop [~ Use Temp Pwd
i~ Authentication Mod
P e [~ Bluetooth Connect |~ Don'tdisable CAD | Allow MS Autolog
" Bi " Bi >
Ho Ceniral o ocal Filter CredProv: |V Delete MS SmartCard Cred Prov
| ) Templates [T 1:1 Authenticatior v MssC v Ms [~ ssox
% SmartCard |- = mssc ] ™ M5 Logon [~ SS0X Logon
 Wireless [ Use WL witho o Jsi } = [~ 550X Unlock
" 550X Container [ ms I m I” ssOX Credui

& Cortif Card Type :
s R - || T KioskMode
CertIssuer: | /DC=com/DC=ssox/CN=ssox-2 Login : I
[” TestcPs | ProdCPS IV FastcPs Password : |
[V Store session token cache 3600 poman: [

I™ Support OTP
I Ihave read the licence Licence CardTo: | 100 MouseTo: |50 Mode : |Custom |
~SS0X -

| C:\SSOX 10.0.0.2\Client Installation\64bit Load
I C:\Program Files (x86)\Avends Directory

| Command Line I| Copy I Cancé ¥ || Start
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3. Under Authentication Mode select SmartCard and then select Certificate.

4. Under Certificate, enter the appropriate Cert Issuer.

M

SSOX Easy Client Installation ~Modules
upgrade Current Version :  10.0.0.2 | ¥ Gina [ Credential Provider [~ HLLAPI [V CitrixLauncher [~ Multistation
¥ Server is V9 or greater CRNCRCN ro«;ww ; x32Path |
SSOX ‘ R % r64path |
C 4D @ ADADS  LDAPFirst (" LDAPSync [™ Install 32bits AccessibleMarshal (use Chrome without Frrefox)
Directory : |10.4s.ns.100 Port: ]339 - Options
Base : [dc=ssox ‘g!ideSSOXthwmAud\a\.Fdn rlfsmsoxatmsmm
" R Allow User to Add Personal App. Start XCheddNetwork
Aduthent: 3} 10.49.115. 100 ports [1777 | | [ Forbid user to stop SSOX [~ Start SSOX Cert Renewer
Audt:  [10.48.115.100 Port: [6667 I™ Extended interface I Start VT Emulator Proxy
- -Gina Options
I™ Sign audits (Server >=9.1) [V Allow Remote Control ¥ Sync WindowsPwd |~ 5 ™ wer
. | I ManagePwdStrength [V Display Infoview | 5" l ™ Use Temp Pwd
P o Moo I~ Betooth Connect [ Don'tdisable CAD [ Alow MS Autolog
i E—
B0 Central € 80 Local Fiter CredProv: [V Delete MS SmartCard Cred Prov
[_Badhup Template ¥ Mssc ¥ ms I~ ssox
@ Sma'K:ard I I m f
Wireless I~ Use Cm
€ SSOX Contaner  Card Ty ri

el - £ | '
Certlssuer: | /DC=com/DC=ss0x/CN=ss0x-2 n: I

T TestCPS | ProdCPS IV FastcPs Password : [
[V Store session token cache [3800 Doman: |

I thove resd e ence ticence | CardTo: [100  MowseTo: [50 : =]
| €:\550X 10.0.0.2\Clent Installation\64bi |
| C:\Program Files (x86)\Avencs Directory |

| conmandiie || copy |  cancel [ start

5. Click Start to install the SSOX client.
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Configuring Certificate Template

For this integration, we use a Microsoft self-signed CA.

¢ When configuring the certificate template, in the Gemalto SmartCard Properties window, in the Subject

Name tab, ensure that Supply in the request is selected.

a

Fle Acion View Help

e [mxsE: 80

I Contficate Templates 20123500 T;un’hh

3
3 vasc 67
3 CA bxch
3 P

Certificate Templates Console

e LT |
wlmlmwlm] n-n]
Scyect Nowe ] PPy e —

® S.oply £ e e

Jva nect dw—mr-r oty carfomes for auscervoirent
e egueta ()

L) Bud fom e Actve Deeciory rfommeton

Select P opbon 10 erforce consstency among miiect names and 1o
oty cerfoate sdmiatrton

Norm
rolude ool name 1 RLeC rame
Inciude B rfomation n atemate Sect nane
Eoul rare
NS rae
Jser pvcps rave (LPN;
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ktory Serva
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PKI Configuration on SSOX Server

In this section, we will configure the SSOX server to work with PKI.
Prerequisites:
Create the following folders:

e C:\Program Files (x86)\Avencis\SSOX Proxy\PKN\CA

e C:\Program Files (x86)\Avencis\SSOX Proxy\PKNCRL

On the SSOX server:
1. In C:\Program Files (x86)\Avencis\SSOX Administration, execute the SSOXSrvConf.exe file.

The SSOX Server configuration tool opens.

Configuration of connection to directory

Dwectory type : ADAM

Sarver : [127.00.1

Port : E

Base : [ de=ssox

uer filter ¢
Secrets are stored into drectory.
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2. On the left pane select Certificate authentication

l

| [T pes veérifierles CRLs 5i celles-< sont exprées

C:'\Program Fles (x86)\Avendis\SSOX Proxy ¥

| CMS configuration |
Browse..
Browse..

C:\Program Fles (x86)\Avenis\SSOX Proxy ¥

(userprindpainame = <cert-cn>)

[86400

3. To add a new CMS record, click CMS configuration.

The CMS options window opens.

dows

o S50XSrvConf =1 {818
Hlerts Certficate authenticaton |
Audt Server
Configuration of certificate suthenication :
Manage Chs eToken
Dewrikoad protecsl @
AC
ol | SOPIN automatic renewal | Certificate request ]
Syme AD=ADAM
Web Service ca
Type
5 celes-c sont expirées
[Full name
Oonan onfgraion |
e ]
o]
.-"aai ndows
P T S WA I TR, |
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4. Click Add.

The Add new PKI window opens.

Certificate authenscatan |

Manage CAs
Download protocol :

Now we will configure the CA.

5. Click Default values.

The Select Certification Authority window opens.

2 SSOXSrvConf —[a] x
Alerts Certificate authentication ]
Audit Server
Audit Web
Auﬂ."enmm server Configuration of certificate authentication :
Centralized biometr
i T— Mk o e
Certificate authentication . _
ezt s ]
QoTP [ 1
Radius (Rules) - 2 X
Radius (Server) 'CMS options
SMS >
SMTP AC X
SSOX Web Administratiory —] e
Sync AD>ADAM
Web Service CA Nam| | Select a certification authority (CA) you want to use.
™ Tyed CA Computer
'7’:{ s50x-2012-5S0X-DC-CA 2012-ssox-dc.ssox.com si celles-ci sont expirées
Ful  Full T5ISTANDALONE-CA 2008r 2-550X,550X.Com
< >
B D] ] e
[ =t
priificate

indows

5
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6. Select the Root CA certificate and click OK.
The Add new PKI window opens

7. In the Name field, enter a name for the PKI rule and click OK.

8. After returning to the CMS options window, click OK.

] SSOXSrvConf CH I 28
| lerts Certificate authentication |
| Audit Server :
‘ mm server Configuration of certificate authentication :
]Centtﬁted biomev Manage CAs eToken
P m— sttt
jor I 1
e e CMS options [2] x ]
lsms — _ 3
|suTP AC -
| SSOX Web Administration W=
|Sync AD>ADAM .
| Web Service CA || Name [ Gemaito ]

o o | rrr—

l ki celies-d sont expirées
Full name [ 2012-ss0xdc. ss0x.comss0x-20 12-550X-DC-CA |
oofl poman [ss0d =TT
=
It bwse, ..
[ 1]
= — o
brtificate

9. After returning to the SSOXSrvConf window, under Manage Certificate, complete the fields as follows:

Directory containing CAs

Enter the CA path you created in the prerequisites

Directory containing CRLs

Enter the CRL path you created in the prerequisites

Filter of certificate

Enter (userprincipalname=<cert-cn>)

Refresh

Keep default value.
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Certificate authentication

Dot ot
- |
[ | [ oeee |
CRL name : - p—— Y
I I Test |
Proxy login
[ | [INe pas vérfier les CRL si celles-< sont expirdes
CA:
[ ] [ S configuration |
Manage certificate
Drectory containing CAs : C:\Program Fies (x86) Avends\SSOX Proxy¥| [ prowse...
Drectory containing CRLS : C:\Program Files (x85)\Avencis\SSOX Proxy ¥ Browse...
Fiter of certificate : (userprincipainame = <cert-cn>)
Refresh : 86400

Adtivae Windows

10. Under Configuration of certificate authentication, click Add.

The Adding CRL configuration window opens.

Certficate authentication |

Ir les CRLs si celes-d sont expirées

L"\:H'uf: WS

pad
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11. Complete the fields as follows:

Entry name Give a name to the configuration

Protocol LDAP

Server Enter the FQDN of the CA server

Port 389

DN of the CRL Enter the CRL DN

CA Path Click Browse and select the CA certificate
Proxy login DN of the administrator user

12. Click OK to confirmand close the Adding CRL configuration window.

13. Click OK to confirm and close the SSOXSrvConf window.

o SSOXSrvConf =[x
Alerts Certificate authentcation |
Audit Server
Audit Web
Authentication server "
Centralized biometr
Directory
OoTP
:ﬁ gkds)) Entry name: J
msp Protocol : |LDAp v [
:ws?cngw oo Server : I 2012-ssox-dc.ssox. com |
Web Service
Port : I 389 I
tr les CRLs si celles-di sont expirées
DN of the CRL : [ cN=ssox-2012-550X-DC-CA, CN=2012-550x-dc, CN: |
Optional fields CMS configuration
proxy login : [CN-MMWahx,CN-Users,DC-sox.DC-cwn ]
L , E
CApath: |C:mx.cer l [ Browse... | :|
Custom fiter : [ | ]
Enrollment filter : [ ]
[ |

Server Certificate
[T
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Configure Default Token Template

In this section we will configure the SSOX CMS default template to enroll a new certificate on the smart
card/token.

1. Open web browser and go to the SSOX administration configuration page, at:
http://<ssox_server>:90/config

ISSOX Administration - Configuratior

SSOX Authentication
Login:
Password:
Language: EN
Authentication

2. After login, click Select a Profile and select Super Admin Policy.

Select an Administration Profile:  Select a Profile...
Create a New |  Select a Profie
DefautAdminPoiky

Super Admin Poicy
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The Super Admin Policy window opens

Connected user: ssox
©

“rofies ! L Sl

Select an Administration Profile: | Super Admin Policy Delete Profile
Create a New Profile

User Profiles Biometric Keys and Data Wizards "Access Restriction Web Interfaces CMS OTP

Other Objects

! All Filters
|Computer [V|License [v|Group
[v|others
Delete

Shared Container
Muitipost
Search for objects

3. Select Wizards

Select an Administration Profile: | Super Admin Policy Delete Profile
Create a New Profile

o§s oTP

Web Int

Cards type management
Select a Key type Aladdin eToken

Cards personalization
Cars Unblock
Cards delete
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4. Select Assistants du CMS

Procedures

Select an Administration Profile: | Super Admin Policy Delete Profile
|Create a New Profile.

PKI Name
eToken eToken 2048 GemaltoSmartCard P>
Click here to add a new model for EJBCA AC

: revoke
OTemporary revoke cards with same type
Opefinitely revoke
(OTemporary revoke cards with same type

"Other Objeds' "User Profiles Biometric Keys and Data ;=4 Access Restriction Web Interfaces " or

[#] Do not force user to
change PIN

| Temporary revoke
[ Definitely revoke

5. Click Click here to add atemplate.

Sedect an Administration Profile:  Super Admin Policy Delete Profile
Create a New Profile

Click here to add a templates
iC £y Si

|eToken ™| 1024
eToken eToken 2048 GemaltoSmantCand
Click here to add a new model for EJBCA AC
« Manage FIN
Ciisk current PIN
@ sk rew PIN

o] sk wser

®0o nothing

CTemporary revoke

CrTemporary revoke cards with same type
Cnefinitely revoke

CTemporary revoke cards with same type

s Restriction. Web Interfaces . CMS  OTP

NE
W

SafeNet Authentication Client: Integration Guide
Using SafeNet Authentication Client CBA for Avencis SSOX
Document PN:007-000153-001, Rev. A

19



6. Complete the fields as follows:

Display name

Enter a name for the template

AC Select the PKI template that was created in section
PKI Configuration on SSOX Server” on page 11
Key Size Select the required key size.
PKI Name The certificate template name* (which was created in the section

“Configuring Certificate Template” on page 10).

* To obtain the template name, go to the Certificate Templates Console, in the Gemalto SmartCard
Properties window, select the General tab, and copy the name in the Template name field.

|
File Action View Help

e @ XE = B

Certificate Templates Console -8 X

:ate Templates (2012-ssox-dc.ssox.co|| Template [

d Properties | 2 hded Purp ~ | [ Actions

) CEPEnq

3 Code Sif.

Subject Name l Issuance Requirements

Certificate Templates ...

2 Compm;

Superseded Templates | ons | Secuity | Sewver More Actions »

QCrossC; General |r‘

2 Director]
2 Domain.
) Domain|.
3 EFS Rec{

Template display name:

Gemalto SmartCard

ibiity | Request Handing | Cr | Key Attestati -
|

Gema
ctory Servi| —

M

pt Authent

Henrolim
3 Enrolim|
)| Exchang

GemaltoSmartCard

& Exchang |

& 1PSec
& 1Psec (q

) ocsp Ry
I RAS ang
) Root Cel.
& Router (.
] Smartcq
2 Smartcd.
3 subordif|
& Trust Lig

e Ex(hang:’i Validity period: Renewal period:

5 Kerbero| | | [ Publish certficate in Active Directory ht Authent =
3 Key Rec| ["] Do not automatically reenrol f a duplicate certficate exists in Active Recovery £
Directory

P Signing |
pt Authent

) User
5 User Sig|

3 Web Serrs=

fat

< n >I<T [

& Workstation Authentication 2 1010 Client Authent

| >

7. Click Save and then click Change.
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Client Configuration: Configure the PKCS#11 path

In the following section we will configure SSOX to work with SAC PKCS#11 via the registry file.
On the client machine do the following:
1. Open the registry (regedit.exe)

2. Add the following DWORD32:
HKEY_LOCAL_MACHINE\SOFTWARE\Avenci\SSOX\Conf\PKCS11 DLL = eTPKCS11.dll

m

File Edt View Favorites Help |
4 {8 Computes Name Type Data 8
i UREYCLASSES ROOT SGewrteVK  REG.SZ Yo
b KEY.CURRENT.USER || 5iGenpmeVKCR  REG.SZ No
o REVLOCRLMAGHINE || 5o g, g
J. BCDOO00000D = b4
S CRONARE 5 HTMUBlockReq. REG_SZ yes
i 2
L sam 5 Install_path REG_SZ CAProgram Files (86]\Avencis\SSOX
L. secumITy = hfbase REG_SZ base, it ind itf2bisu.dll
4 ), SOFTWARE 5 KioskCheckGroup REG_SZ LocalComputer
Ji All Technologies || *LDAP REG_SZ yes
o34 Avenci ' Ldapsync REG_SZ Yes
PR ¥ ManageCemput... REG_SZ yes
) Cont - Messages REG_SZ msg_enini
Ji SSOXAudit #NoSCOnCredUl  REG_SZ yes
L $50XGima 5 OptimizeWeblEFF REG_SZ yes
b SSOXSSProxy || NPKCSILATT  REGSZ SOPIN
i CBSTEST o excsi1 oul REG_SZ &TPKCSIL.dN
b Classes » Port REG_SZ 3%
d Chents o5 Public_key REG_SZ CA\Program Files (86]\Avencis\SS0X\Cfg
& el “QNA REG.SZ yes
& Microsoh o5 QNADLGEX REG_SZ yes
S #SClAvtolntKey  REG.SZ yes
:' s ' SCLUseKey REG.SZ e
LR s = Server REG_SZ 1048115100
§ Regiteredhppiic m' 5 ShowGeab REG_SZ no
§ Safeblet = SMGrabEx REG_SZ EXECCMD;sosksample.incStatGrabix E
3 Sonc #SMLockEx REG_SZ EXECCMD:Kosksample.inLockCustom
5 VMwere, lnc. #SMUnleckNubs  REG_SZ RELOAD-EXECC sstom
J Wowbt32Node 5 SMUnlcckSUEx  REG_SZ EXECCMD:biosksample.ink StantSUCustom
. SYSTEM M SNGCethsver  REGSZ /DC=com/DC =500/ CN= s50x-2012-SS0X-DC-CA
. HKEY_USERS 51559] REG_SZ yes
Ji HKEY_CURRENT_CONFIG || ¥ SyncWindowsPa... REG_SZ yes
2 Toace REG_DWORD 00021411 (196607)
5 UIDISUPN REG_SZ yes
¥ UpdateConfighile REG_SZ Auto
= gsesToken REG_SZ -
“ i J v || ®UseTokenType  REG.SZ yes =
Computer\ HKEY_LOCAL MAC ont

3. Add the same here:
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Avenci\SSOX\Conf\PKCS11 DLL =
eTPKCS11.dll

e S ) Defavt) REG.SZ (value nct set)
M ATl Technologies )8ase REG_SZ deatson
Bl ) configuration fil. REG_SZ CAProgram Files (86} Avencis\SSOX86\clg
B &~ poi ¥ Connewon REG_SZ SCWINDOWS VK VKCRLDAPAD
3 s?om 1 | *)parype REG_SZ ADAM
i SSOXGina 2% DoNotUnload REG_SZ Yes
1 SSOXSSProny *bCheckkey  REGSZ yes
b cesTEST & Filter REG_SZ SEARCH (UserPrincipalNames <upn»)
B Closses “* HIMBlockReq... REGSZ yes
» i Chents tnstall Path REGSZ CAProgram Files (86)\Avencis\SS0XU86
b el *|L04p REG.SZ yes
b Microsoft Messages REG_SZ msg_enini
b MaziaPlugns L | A PKCSILATT
4 opsC 4 PKCSI1 DLL REG 2 eTPKCSILAN
b Pokicies - [P0 REG_SZ 39
b Rambow Technologies ) Server REG_SZ 1048115100
b RegisteredAppicatons 8| i onGCertlssuer  REG_SZ /CxEN/CNussan-2012-DC-CA
Ji SefeNet )55P1 REG_SZ yes
3 Sonic ) U0EUPN REG_SZ ye
 fordag SuseToken REG_SZ .
% :’“::’:"’“ )UseTokenType  REG.SZ yo
4 ) SSOX
() Cont
i SSOXConfig
L SSOXGina
b SSOXSSProwy
b Classes
L Chents
b lonel
b Mcafee
b Microsoft
4 Mozits
b
b Network Associstes
_none
G o
Computed HKEY_LOCAL MAC & ond
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Running the Solution

In this section we demonstrate two of the capabilities of Avencis SSOX with SAC.
In this example we use SafeNet eToken 5110 GA.

Enroll a certificate on Token

1. Login to the SSOX administration console: http://<ssox_server>:90/config

Connected user: ssox

®Users  OSmartcards ~ OSSOX objects O Computers

Name:

First Name:
Login: L Add new ADLDS user
Select an OU:

Find 0 | Reset®)

Result:

2. Search for a user.

Connected user: ssox

®@Users  OSmartcards  OSSOX objects ~ © Computers

Name:

First Name:
Login:

| Add new ADLDS user
Select an OU: -

Find 0 | Reset®)

Login SSOX User?
sa sa@ssox.com [
550X 550X @SS0X.CoM Q
SSOXAdmin (]

<< Back 1 Next >>
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3. Select the relevant user and click CMS.

r D | Login: sa@ssox.com
Creation Date
20/02/2018 10:15:47
Last Password change
20/02/2018 12:15:47

Last Connection
10/05/2018 13:38:13

SSOX User
Windows account & >> Lock the Account

>> Primary Password Change
OTP user @
Q&R Access @ >> Unlock Q&R Access
Session Token @ >> Delete session token

© Generate certificate on card
Assign CPS card

© assign crsa

© Generate 550X card

© Generate wireless card

© Print card

= e nmiee =
Cards I SSOX Profiles I Accounts l Challenge l Statys i cnsl vents l Computers I Mobile I BIO ﬁ

4. Click Generate certificate on card.

The Request a Certificate window opens.

5. If the serial number is not displayed, click Refresh.

Administration

Connected user: ssox
0]

Audits

‘«1 m,st a Certificate
' Smartcard Assigned to sa@ssox.com

- | "Please Slide in the Smartcard.
y  If the Smartcard Serial Number Does Not show Up,

Serial Number
Serial number (contactless chip)

Insert the Smartcard Again and Click on ""Refresh™."

Refresh

6. Click Next.
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The Define Smartcard data window opens (if the token/smartcard is a new OOB token).

7. Select the required configuration and click Next.

Connected user: sa
©

Search

Smartcard Assigned to sa@ssox.com Smartcard Serial Number 2:57:3e:e9: :::

‘ Cancel Next

| | Please Define Smartcard Data.

[VIRegister SOPIN

WARNING: The Smartcard is about to be Registered with SOPIN Defined.
+Before Carrying on, Please Check that SOPIN You Are Going to Enter is Correct.

@®Use Default SOPIN
P | SSOX Profiles | OUse a Diversified SOPIN
| New SOPIN

Uncheck the box if you do not wish to modify existing SOPIN.
Otherwise the SOPIN will be reset to a randomized value.

[CIchange SOPIN

The Enter card alternative number is displayed.

8. Select your configuration and click Next

Administration Connected user: sa
10}
Search Audits
A
‘Smartcard Assigned to sa@ssox.com Smartcard Serial Number 2:57:3e:e9::: :
Cancel Next
Enter card'a alternative number
Alternative Number
Cards I SSOX Profiles
— ‘
Cancel Next
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The Recycle card window opens.

9. Select your configuration and click Next.

Rdministration o
(0]

Smartcard Assigned to sa@ssox.com Smartcard Serial Number 2:57:3e:€9: : ::
Cancel | Next
Check the box if you want to recycle the card.
[JRecycle card
|
Cards I SSOX Profiles |
-
Cancel Next

10. Select the Certificate Model from the drop-down list and click Next.

Administration Connected user: ssox

0]

1 Request a Certifi

iSmartGrd Assigned to sa@ssox.com Smartcard Serial Number 2:57:3e:e6: : : :

‘ Cancel Next
= —]

| Please wait : installing certificate on card.

Certficate Model

Cards I SSOX Profiles
—_— -

Cancel Next
Ldasfihass
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11. Enter a new PIN code, confirm, and click OK.

Confirmation : l

[

The certificate has been enrolled on the token.

Administration

meartmrd Assigned to sa@ssox.com

Smartcard Serial Number 2:57:3e:e6: :: :

Connected user: ssox

1

Back to the procedure start

]

' Request for Certificate and Smartcard Assignment Successfully Completed.

Certificate data is saved.

 Smartcard [2:57:3e:e6: : : : ] Assigned to User sa@ssox.com

is | 5S0% Profik Please dlick on the button to begin the smartcard grapﬁié] personalization

‘; Graphical personalization

- 1
Back to the procedure start
]
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Authenticatingto a Web Application

The user performs a smart card logon to a Windows 7 machine.

1. When opening the SSOX client the user can select a web application to which he has access.

\ SSOX Administratio Windows (Sign)
[sa]
=

4]

3 é‘néx X «
SSOX

= G} Syslan:iaﬂ“] 2017 _‘

Slw ol Tl

2. The user clicks the SSOX Administration icon.

The user can now log in to the web application without being required to re-enter the smart card/token PIN
code.

®@Users Smartcards ~ OSSOX objects Computers

Name:

First Name:

Login: Add new ADLDS user

Select an OU: *

Find ) Reset
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Support Contacts

If you encounter a problem while installing, registering, or operating this product, refer to the documentation. If
you cannot resolve the issue, contact your supplier or Gemalto Customer Support.

Gemalto Customer Support operates 24 hours a day, 7 days a week. Your level of access to this service is
governed by the support plan arrangements made between Gemalto and your organization. Please consult this
support plan for further information about your entittements, including the hours when telephone support is
available to you.

Customer Support Portal

The Customer Support Portal, at https://supportportal.gemalto.com, is a where you can find solutions for most
common problems. The Customer Support Portal is a comprehensive, fully searchable database of support
resources, including software and firmware downloads, release notes listing known problems and workarounds,
a knowledge base, FAQs, product documentation, technical notes, and more. You can also use the portal to
create and manage support cases.

@ NOTE: You require an account to access the Customer Support Portal. To create
a new account, go to the portal and click on the REGISTER link.

Telephone Support

If you have an urgent problem, or cannot access the Customer Support Portal, you can contact Customer
Support by telephone. Calls to Customer Support are handled on a priority basis.

Region Telephone number
(Subject to change. An up-to-date list is maintained on the Customer Support Portal)

Global +1-410-931-7520
Australia 1800.020.183
China North: 10800-713-1971

South: 10800-1301-932

France 0800-912-857
Germany 0800-181-6374
India 000.800.100.4290
Israel 180-931-5798
Italy 800-786-421
Japan 0066 3382 1699
Korea +82 2 3429 1055
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https://supportportal.gemalto.com/

Region Telephone number
(Subject to change. An up-to-date list is maintained on the Customer Support Portal)

Netherlands 0800.022.2996
New Zealand 0800.440.359
Portugal 800.863.499
Singapore 800.1302.029
Spain 900.938.717
Sweden 020.791.028
Switzerland 0800.564.849
United Kingdom 0800.056.3158
United States (800) 545-6608
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