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Third-Party Software Acknowledgement

This document is intended to help users of Gemalto products when working with third-party software, such as
Cisco AnyConnect.

Material from third-party software is being used solely for the purpose of making instructions clear. Screen
images and content obtained from third-party software will be acknowledged as such.

Description

Remote access poses both a security and a compliance challenge to IT organizations. The ability to positively
identify users (often remote users) requesting access to resources is a critical consideration in achieving a
secure remote access solution. Deploying remote access solution without strong authentication is like putting
your sensitive data in a vault (the datacenter), and leaving the key (user password) under the door mat.

A robust user authentication solution is required to screen access and provide proof-positive assurance that only
authorized users are allowed access.

PKIl is and effective strong authentication solution to the functional, security, and compliance requirements.

SafeNet Authentication Client (SAC) is a public key infrastructure (PKI) middleware that provides a secure
method for exchanging information based on public key cryptography, enabling trusted third-party verification of
user identities. Gemalto’s certificate-based tokens and smart cards provide secure remote access, as well as
other advanced functions, in a single token, including digital signing, password management, network logon,
and combined physical/logical access.

The tokens come in different form factors, including USB tokens, smart cards, and software tokens. All of these
form factors are interfaced using a single middleware client, SafeNet Authentication Client (SAC). The SAC
generic integration with CAPI, CNG, and PKCS#11 security interfaces enables out-of-the-box interoperability
with a variety of security applications, offering secure web access, secure network logon, PC and data security,
and secure email. PKI keys and certificates can be created, stored, and used securely with the hardware or
software tokens.

The Cisco ASA 5505 Appliance is a modular platform that provides security and VPN services for small and
medium-sized business and enterprise applications.

The following integration guide describes how to authenticate users from workstations to the Cisco ASA, using
certificates stored on Tokens/Smart Cards.

This document provides guidelines for deploying certificate-based authentication (CBA) for user authentication
to Cisco AnyConnect using Gemalto’s tokens and smart cards.

It is assumed that the Cisco AnyConnect environment is already configured and working with static passwords
prior to implementing Gemalto multi-factor authentication.

Cisco AnyConnect can be configured to support multi-factor authentication in several modes. CBA will be used
for the purpose of working with Gemalto products.
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Applicability

The information in this document applies to:

e SafeNet Authentication Client (SAC) Typical installation mode— SafeNet Authentication Client is public
key infrastructure (PKI) middleware that manages Gemalto’s tokens and smart cards.

For more details about different SAC installation modes, please refer to the Customization section in the
SafeNet Authentication Client Administrator Guide.

Environment

The integration environment used in this document is based on the following software versions:
o SafeNet Authentication Client (SAC) - 10.5

e Cisco AnyConnect - 4.5.02033

e Cisco ASA 5505 version 9.2.(4)

e Cisco ASDM 7.6 (1)

Audience

This document is targeted to system administrators who are familiar with Cisco AnyConnect, and are interested
in adding multi-factor authentication capabilities using SafeNet tokens.
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CBA Flow using SafeNet Authentication Client

The diagram below illustrates the flow of certificate-based authentication:

Authentication using SAC

T

—_—
i Https @
|| @ Remote Access

o Appliance
Thin Clients / Desktop / Laptops
Internal resources

1. A user attempts to connect to the Cisco AnyConnect server using the Cisco AnyConnect client application.
The user inserts the SafeNet token on which his certificate resides, and, when prompted, enters the token
password.

2. After successful authentication, the user is allowed access to internal resources.

Prerequisites

This section describes the prerequisites that must be installed and configured before implementing certificate-
based authentication for Cisco AnyConnect using Gemalto tokens and smart cards:

e To use CBA, the Microsoft Enterprise Certificate Authority must be installed and configured. In general, any
CA can be used. However, in this guide, integration is demonstrated using Microsoft CA.

e If SAM is used to manage the tokens, Token Policy Object (TPO) should be configured with MS CA
Connector. For further details, refer to the section “Connector for Microsoft CA” in the SafeNet
Authentication Manager Administrator’s Guide.

e Users must have a Gemalto token or smart card with an appropriate certificate enrolled on it.

o SafeNet Authentication Client (10.5) should be installed on all client machines.
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Supported Tokens and Smart Cards in SafeNet
Authentication Client

SafeNet Authentication Client (10.5) supports the following tokens and smart cards:
Certificate-based USB tokens

e SafeNet eToken 5110 GA

e SafeNet eToken 5110 FIPS

e SafeNet eToken 5110 CC

Smart Cards
e Gemalto IDPrime MD 830
e Gemalto IDPrime MD 840

For a list of all supported devices please refer to SafeNet Authentication Client Customer Release Notes.
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Configuring Cisco ASA

This solution demonstrates how to use Token / Smart Card solutions incorporated with Cisco solutions. This is
done by authenticating users against Cisco ASA using PKI (Smart Card User certificate) stored on the
Token/Smart Card.

Prerequisites:

e |Psec configuration used default options that were enabled after adding a cisco license:
o Default IKE Parameters Default crypto map
e NAT (Transparency enabled)
e Default IPsec Proposals

o |IKEv2 Policies - IKEv2 policy example configuration:

. IETERRN LR
) .
@ Home @ Monitoring B Save @ Refresh o Back \) Forward ? Help CISCO
Device List o B ox
Configure specific Internet Key Exchange {IKE) algorithms and parameters, within the IPsec Internet Security Association Key Management Protocal {ISAKMP)
dp Add ﬂ Delete ﬁ Connect framework, for the AH and ESP [Psec protocols.
Find: Go 1KEv 1 Policies
R 10.0.0.135 4 Add | = Ed\tl 1l Delete | |F|nd: ) @ I Matchcase ‘
Priority # | Encryption | Hash | D-H Group Authentication I Lifetime (seconds) I
Site-to-Site VPN o R

[#-[E Certificate Management
EH% vanced

1KEv2 Polidies

IKE Parameters
[@ IPsec Proposals (Transfo dh Add | g Ed\tl ﬁ Delete |

Find: ) @ I MatchCase
B 1Psec Prefragmentation |

Certificate to Connectior Priority # Encryption Integrity Hash PRF Hash D-H Group Lifetime (seconds)
System Options

7Bl Crypto Engine - 10 aes-192 sha sha
|| I _DI_I 20 aes sha sha

= 30 3des sha sha
&) Device Setup 40 des sha sha

% Firewall

Remote Access VPN

ﬁ Sit-to-Site VPN

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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e SSL Certificate was configured on ADSM.

e For authentication using digital certificates, there must be at least one identity certificate and its issuing CA
certificate on a security appliance.

SafeNet Authentication Client: Integration Guide

Using SafeNet Authentication Client CBA for Cisco AnyConnect
Document PN: 007-013967-001, Rev. A, © Gemalto 2018. All rights reserved.



Installing Root Certificate to the ASA ASDM

Prerequisite: Root CA Certificate is downloaded from the CA authority. Before configuring the ASA for Remote
access VPN you must enroll the Cisco ASA for the Root CA certificates and keys.

To enroll the ASA for the Root CA certificate:

1. From the Cisco ADSM for ASA screen select Configuration> Certificate Management, then click CA

Certificate.

Cisco ASDM 7.6(1) for ASA - 10.0.0.135 =101

File WView Tools Wizards Window Help ype topic to search Go

@ Home O Configuration [;’”] Monitoring B Save @Reﬁssh 0 Back Q Forward @ Help ‘él:s‘(l:lo"
et I, A, S e e e e el
Remote Access VPN QR A e =

ntroduction
Network (Client) Access
Clientless S5L VPN Access
("7 Easy VPN Remote

% . -
5 AAAfLocal Users SR Saniin
Host Scan Image

This section contains the following items:

[+ |5 Device List_|

- Trusted Certificate Pool
- Code Signer
- Local Certificate Authority

- ffy Identity Certificates
8oy Trusted Certificate Pool
% Code Signer

(2R Local Certificate Autharity
@ Language Localization

{5 DHCP Server

4% DNS
- Advanced

gﬁ) Device Setup
gﬂ Firewall

Remote Access VPN
Site-to-Gite VPN

% Device Management

»

(The screen image above is from Cisco. Trademarks are the property of their respective owné"rs.)

SafeNet Authentication Client: Integration Guide

Using SafeNet Authentication Client CBA for Cisco AnyConnect
Document PN: 007-013967-001, Rev. A, © Gemalto 2018. All rights reserved.



2. Select CA Certificates, then click Add.

File Wiew Todls Wizards Window Help ype topic to search Go | I 1 I |
= L] L) '
@ Home C) Configuration [ﬂ Monitoring Q Save G Refresh o Back \) Forward | @ Help CISCO

||E] ||E] Device L\st_‘

Clientless S5L VPN Access Issued To | Issued By I Expiry Date | Assodated Trustpoints I Usage Active Add |
G5 Easy VPN Remote % Install Certificate x| i =
& AAALocal Users |
’ Host Scan Image Trustpoint Name: [A5DM_TrustPoints| e
i 4|

f Secure Desktop Manager
- @ Certificate Management YT s B“’LI Request CRL |

"~ Paste certificate in PEM format: I

B Idenhty Carhﬁcabes B Delete

-8 Trusted Certificate Pool

£ Code Signer

@ Local Certificate Authority
m Language Localization

i DHCP Server

-, Advanced

" Use SCEP:

SCEP URL: http:/f
&) Device Setup
5 Retry Period: 1 minutes
% Firewall Retry Count: o (Use 0 to indicate unlimited retries)

Q‘Q Remote Access VPN
@ Site-to-Site VPN More Optians. ..
@ Device Management
Install Certificate I Cancel | Help |
»

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

3. Under Install from a file click Browse, navigate to the path of the Root CA, and then click Install.

f= Cisco ASDM 7.6(1) for ASA - 10.0.0.135 ==
File View Tools Wizards Window Help Type topic to search Go \ I " I '
L} L} L}
@) Home |2 Confiuaton| [ ] Hontorig g save (@ refresh | () Back () Forvand | D b | cisco
[H][ Remote Access ven
=i ek = Install Certificate
-% twork (Client) Access
: [] S Trustpoint Name:  [ASDM_TrustPoints
2
8 4 Easy VPN Remote & Tnstal from a file: _browse. |
fo] ]2 o Aranoca Users
| st e nege  Paste certificate in PEM format: Show Details
- 3 Secure Desktop Manager
B @ Certificate Managment B2 Install x| Request CRL
! ity Cathcnts Lookin: [ ] Certicates Ei 2= Dokt

S Trusted Certificate Pool
Code Signer

B Local Certificate Authority
T3 Language Localization

B DHCP Server hETim

~ ol DNS
{7 Advanced D

sah2.server.pfx
=] shaidentity.cer
i1 ShaZRoot.cer |

My Documents

3

& Device Setup Computer

Y, Frenal -
gﬂ e h Filename:  [ShaZRoot.cer mstal |
=
gggmmm Access VPN Network (SR [AiFies = e
@ Site-to-Site VPN T

[ﬂ) Device Management

» Apply: Reset
(The screen image above is from Cisco. Trademarks are the p?operty of their respective owners.)
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4. Onthe CA Certificate Installed successfully window, click OK.

f= Certificate Installation

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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Installing an Identity Certificate on the ASA ASDM

Before configuring the ASA for Remote access, VPN enroliment of the ASA identity for certificates and keys is

needed.

Prerequisite: this example demonstrates a pre-created PKCS12 certificate. The Certificate must contain the

server authentication EKU.

To enroll the ASA for certificate installation:

1.

From the Cisco ADSM for ASA screen select Configuration> Certificate Management, then click
Identity certificate, and click Add.

letwork (Client) Access

& Gisco ASDM 7.6(1) for ASA - 10.0.0.135 1=l x|
File View Tools Wizards Window Help Go
- nmm
@ Home G Configuration @ Manitoring lE Save @ Refresh o Back Q Forward | ? Help CISCO
R ot cessveu QI T
+ 9 Introduction -
- Issued To Issued By Expiry Date Associated Trustpoints Public Key Type Add

AnyConnect Connection Profiles
74 AnyConnect Customization/Local
AnyConnect Client Profile
AnyConnect Client Software
i} Dynamic Access Policies
Group Polides
Psec{IKEv1) Connection Profiles
ecure Mobility Solution
p Address Assignment
(7 Advanced
- ({8 Clientiess S5L VPN Access
- Easy VPN Remote
[+ ? AAAfLocal Users
@8] Host Scan Image
[+ Secure Desktop Manager
=] Certificate Management
iy CA Certificates
$ M [dentity Certificates
Fin Trusted Certificate Pool
iy Code Signer
Local Certificate Authority
= - Language Localization
Kl | r

&) Device Setup

|E] Bookmarks

% Firewall

gg&mtEAmssvm

Site-to-Site VPN

g Device Management

EEd

8-A... [19:13:44 IST Ju... |ASDM_TrustPoint22

General Pu... [RSA (1024 bits)

Show Details
Delete
Export
Install

End:l & @ [ MatchCase

Public CA Enrollment

Get your Cisco ASA security appliance up and running quickly with an SSL Advantage digital certificate from Entrust. Entrust offers Cisco customers
a spedal promotional price for certificates and trial certificates for testing.

Enroll ASA SSL certificate with Entrust

Using a previously saved certificate signing request, enroll with Entrust,

ASDM Identity Certificate Wizard

The Cisco ASDM Identity Certificate Wizard assists you in creating a self-signed certificate that is required for launching ASDM through launcher,
Launch ASDM Identity Cer ticate Wizard |

Apply Reset

Data Refreshed Successfully,

| |eisco |15 B& | | 8] |ere7vesasemist

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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2. Enter a name in the Trustpoint Name field, select Import the identity certificate from a file, then click
Browse and navigate to the certificate location.

f= Add Identity Certificate . iI

Trustpoint Name: Jidentity_cer

¥ Import the identity certificate from a file (PKICS 12 format with Certificate(s) +Private Key):

Decryption Passphrase: I

File to Import From: I Browse...

i

= Add a new identity certificate:

Key Pair: IcDefauIt-RSA ey LI Show.. | Mew: ..

Certificate Subject DN: |CH=cisn:c.asal Select.., |

[ Generate self-signed certificate

g

[ Act a5 Jocal certificate authority and issue dymamic certificates to TLS-Proxy

Advanced... |
Add Certificate I Cancel | Help |

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

Enter the passphrase in the Decryption Passphrase field.

4. Next to the File to Import From field, click browse and navigate to the certificate, then click Add
Certificate.

f= Add Identity Certificate x|

Trustpoint Name: IIdenh’ty_Cer

% Import the identity certificate from a file (PKCS12 format with Certificate(s)+Private Key):

Decryption Passphrase: I‘*“

File to Import From: IC: \Users\Adminigtrator, SERVER 2( Browse... |
= Add a new identity certificate:

Key Pair: I»’Der’ault-RS.ﬂ.-Fle‘f; ;I Show. .. | Mew, ..

Certificate Subject DN: ICN:ciscc;asa | Select,
[~ ‘Generate self-signed certificate

[ Act &5 local certificate authority and issue dynamic certificates to T15-Prosxy

Advanced. .. |
Add Certificate I Cancel | Help |

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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5. When the Identity certificate imported successfully, click OK.

Trustpoint Mame: IIdenﬁty_Cer

¥ Import the identity certificate from a file (PKCS12 format with Certificate(s) +Private Key):

Decryption Passphrase: I““

Add Certificate I Cancel | Help |

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

ADD / Configure AAA Server Group

If you want to use an external AAA server, you must first create at least one AAA server group for each AAA
protocol, and add one or more servers to each group. AAA server groups are identified by name. Each server
group is associated with only one type of server, such as Kerberos, LDAP, NT, RADIUS, SDI, or TACACS+.

For this integration, we will use Microsoft Active Directory LDAP as AAA server for authorization.

1. From the Cisco ADSM for ASA screen, click the Configuration tag, click Remote Access VPN and select
AAA Local users > AAA Server Group.

TR LE]
@ Home (-};3;} Configuration [a Monitoring | | 4 Save @. Refresh e Back O Forward ? Help CISCO
o Remote Access VPN LTl
] AAA Server Groups
=
& [ Clientless SSL VPN Access I Server Group | Protocol | Accounting Mode | Reactivation Mode | Dead Time I Max Failed Attempts I Add I
lul|| -3 Easy vPN Remote LOCAL LOCAL =
0 AAALocal Users LDAP i ns s ipeskin o 3 | =]
= o
= . & Delete |
|- fy Secure Desktop Manager
ertificate Management
%;‘ CA Certificates : =
Fin Identity Certificates Ft ©® © I MatchCase |
£y Trusted Certificate Pool
i Code Signer Servers in the Selected Group
33 Local Certificate Authority
5 ES N s i Server Name or IP Address Interface Timeout Add |
fB' DHCP Server 4
o ) DS chis
E % Advanced Delete |
Move Up |
Move Down |
Test |
Eﬁﬁ) Device Setup
% Firewall
‘ gg Remote Access VPN
Find: & Match Case |
Site-to-Site YPN | @ Oor
LDAP Attribute Map
4, Device Management
» Apply Reset

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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cisco

add |

Edit |
Delete |

Add
Edit |
Delete |
Move Up |
Maove Down |
Test |

OK.

= Add AAA Server Group -

LDAPServer|
LDAP T

i+ Depletion " Timed

10 minutes

Max Failed Attempts: F

AAA Server Group:
Pratocal:
Reactivation Mode:

Dead Time:

o]

Cancel | Help

X

2. Inthe AAA Server Groups window, click Add.
@ Home ("?‘uj} Configuration @ Monitoring B Save @ Refresh 0 Back O Forward ? Help
R 2 0
é INMEd”E‘E? i AAA Server Groups
= ietworl iien \CCess —
& Clientless S5L VPN Access X b Tme | Max Failed Attempts |
i {73 Easy VPN Remote LC AR Serer Gloiine l—
" g AAAfLocal Users ‘ EN
= Hann server Groups Protocol: RADIUS =
5§ LDAP Attribute Map
Accounting Mode: = Simultaneous  (* Single
Host Scan Image ; <
o S B M Reactivation Mode: % Depletion ¢ Timed
=-[E Certificate Management Dead Time: 10 minutes
B2y CA Certificates 3
- & Identity Certificates E Max Failed Attempts: I?
% Trusted. Certificate Pool [~ Enable interim accounting update
% Code Signer Ser
3 Local Certificate Authority [ Update Interval: I 24 Hours
’@ Language Localization E
iﬁ’ DHCP Server [~ Enable Active Directory Agent mode
DNS
Advanced ISE Policy Enforcement
[~ Enable dynamic authorization
Dynamic Authorization Port: 1700
[~ Use authorization only mede {no common password configuration required)
ST§D Device Setup
VPN3K Compatibility Option ¥
gjﬂ Firewall
OK I Cancel | Help I
| &S Remote Access VPN
e T G
Site-to-Site VPN Fﬂd' ! MNON Hekhces
LDAP Attribute Map
E_) Device Management
» Apply Reset |
(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
3. Onthe Add AAA Server Group window, complete the fields as described in the table below, and then click

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

Field

Operation

AAA Server Group

Enter a server group name (for example, LDAP server)

Protocol

Select LDAP.
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4. Under Servers in the selected Group (highlighted), click Add.
@ Homa @ Monitoring Q Save @Reﬁash o Back O Forward a@ Help 'éll's'élo”

N
i —

E - ‘@ Introduction A Lt

=4 letwork (Client) Access - — :

a (Il lientless SSL VPN Access Server Group | Protocol | Accounting Mode | Reactivation Mode I Dead Time I Max Failed Attempts | Add |

(al|| €3 Easy veN Remote LOCAL LOCAL
E gl AdAjLacal LDAP
=" IR SO

£ |DAP Attribute Map
-] Local Users

g8 Host Scan Image

- E Secure Desktop Manager
[=-[E2 Certificate Management
- i CA Certificates
-y Identity Certificates

Find: I @ @ [ MatchCase
- Trusted Certificate Pool

- &y Code Signer Servers in the Selected Group
=B Local Certificate Authority
Language Localization
DHCP Server

i ONS
Advanced

)

Server Name or IP Address I Interface I T\meoutl

5& Device Setup

% Firewall

| &S Remote Access VPN
Site-to-Site VPN

s ), Device Management

Find:l @ @ I MatchCase

LDAP Attribute Map ¥

» Apply Reset

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

5. Complete the fields as described in the table below and click OK:

& Edit AAA Server x|

Server Group: LDAPServer

Interface Name:

Server Name or IP Address: I‘lD.D.D. 13

Timeout: I 10 seconds

LDAP Parameters for authentication/authorization
[~ Enable LDAP over S50

Server Port: I 389

Server Type: I— Detect Automatically Use Generic Type -- LI
Base DN: |CN=Users,DC=sha2,DC=com

Scope: IAII levels beneath the Base ON LI

Maming Attribute: |userPrindpaIname

Login DM: |:N =Administrator, CM=Users,DC=sha2,DC=com
Login Password: I‘““““‘

LDAF Attribute Map: I— Mone — hd l

[~ SASL MD5 authentication

[~ SASL Kerberos authentication

LDAP Parameters for Group Search

Group Base DN: I

Group Search Timeout: I 10

QK I Cancel | Help |

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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Field:

Operation:

Interface Name

Select an appropriate interface that Cisco ASA uses in order to reach the LDAP
server.

IP address

Enter the IP address of the server.

Server Type

Choose Server Type (in this example Detect Automatically was used).

Server Port

In this example the default LDAP port 389 was used.

Base DN

Enter the location in the LDAP hierarchy where the server must begin to search.

Scope

Under the scope option, choose the appropriate answer. In this example, the
default “All Levels beneath the Base DN” was used.

Naming Attribute

Enter the Relative Distinguished Name attribute(s) that uniquely identifies an
entry on the LDAP server; userPrincipalname attribute in the Microsoft Active
Directory.

Login DN

Enter the Distinguished Name with enough privileges in order to be able to
search users in the LDAP server.

Login Password

Enter the password for the Distinguished Name account.

Group Policy Configuration

A group policy is a set of user-oriented attribute/value pairs for connections that are stored either internally
(locally) on the device or externally. The connection profile uses a group policy that sets terms for user
connections after the tunnel is established. Group policies let you apply whole sets of attributes to a user or a
group of users, rather than having to specify each attribute individually for each user.

Group Policy - SSL Protocol

In this example: Group policy with SSL protocol is demonstrated for both client and clientless users.

To add a group policy, do the following:

1. Open the Cisco Adaptive Security Device Manager (ASDM) for Cisco ASA.

2. On the main window, click the Configuration tab.
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In the left pane, click Remote Access VPN, and then select Network (Client) Access > Group Policies.

fE Cisco ASDM 7.6(1) for ASA - 10.0.0.135 =S
File View Tools Wizards Window Help
Nmm
@ Home: 0%} Configuration @ Monitoring Q Save @ Refresh o Back \..) Forward @ Help CISCO
e —
= ? Introducti
2 I”"f “E ;T - = Manage VPN group polies. A VPN group is a collection of user-oriented authorization attribute value pairs that may be stored internally on the
& ark (Client) Access device or externally on a RADIUS/LDAP server. The group policy information is referenced by VPN connection profiles and user accounts.
a AnyConnect Connection Profiles
E AnyConnect Customization/Locali To enforce authorization attributes from an LDAP server you must use an LDAP attribute map.
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In the center pane, click Add.
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2 Introduction
twork (Client) Access

i AnyConnect Connection Profiles
AnyConnect CustomizationLocali:

Manage VPN group policies.A VPN group is a collection of user-oriented authorization attribute fvalue pairs that may be stored internally on the
device or externally on a RADIUS/LDAP server. The group palicy information is referenced by VPN connection profiles and user accounts.

To enforce authorization attributes from an LDAP server you must use an LDAP atiribute map.
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5. Onthe Add Internal Group Policy window, in the left pane, select General and complete the fields
described in the table below.

i Add Internal Group Policy _ x|

[

Servers
Advanced

Name: IGmupPuhq'SSL b

Banner: i
SCEP forwarding URL: [V
Address Pools: v

1Pv6 Address Pools: [V

More Options

Tunneling Protocols:
Filter:

Access Hours:
Simultaneous Logins:
Restrict access to VLAN:
Connection Profile (Tunn:
Maximum Connect Time:

Idle Timeout:

On smart card removal:

Inherit I

Inherit

|
tnherit |
Inherit |

[ Inherit | Clientless SSLVPN [V SSLVPN Client [~ IPsecIKEvl [~ IPsecIkEv2 [ LZTPjIPsec

¥ Inherit

[¥ Inherit

[ Inherit

|
|
¥ tnherit |
|
el Group) Lock: [ Inherit I

[ Inherit [~ Unlimited minutes
¥ Inherit [~ fone I minutes

[+ Inherit | Gisconnect 7 Keep the connechion

4

| o

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

Name

Enter a name for the group policy (for example, GroupPolicySSL).

More Options
Tunneling Protocols

Click More Options to expand the window and then do the following in the
Tunneling Protocols field to choose the required VPN protocol :

1. Clear Inherit.
2. Select Clientless SSL VPN.
3. Select SSL VPN Client.
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In the left pane select Servers.
7. Deselect DNS servers: Inherit, and enter the IP address.

8. Deselect Default domain: Inherit, and enter the domain name.

= Edit Internal Group Policy: SmartCard LK x|
~-General =
Sealen, DNS Servers: | Inherit [10.0.0.13
E-Advanced
-~ 5plit Tunneling WINS Servers: I Inherit |

-~ Browser Proxy

[=-AnyConnect Client
-Login Setting
i-Client Firewal DHCP Scope: [ Inherit |
Key Regeneration
--Dead Peer Detectic Default Domain: [~ Inherit Ishaz‘mm
LG jizati

i !
“-Custom Attributes
- IPsec(IKEv1) Client

1 (B ) K1 _'ILI

‘ Find: I @ vext @ Previous |
0K I Cancel | Help |

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

9. Leave all other configuration fields with their default settings, and click OK

Group Policy - IPsec Protocol

In This example: Group Policy with IPsec Protocol is demonstrated for Client only.
To add a group policy:
1. Open the Cisco Adaptive Security Device Manager (ASDM) for Cisco ASA.

2. On the main window, click the Configuration tab.
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3. Inthe left pane, click the Remote Access VPN tab, and then select Network (Client) Access > Group
Policies.

# Cisco ASDM 7.6(1) for ASA - 10.0.0.135 ! 5‘
File Wizards
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Introduction
Network (Client) Access
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Manage VPN group polices. A VPN group is a collection of user-oriented authorization attribute fvalue pairs that may be stored internally on the
device or externally on a RADIUS/LDAP server. The group policy information is referenced by VPN connection profiles and user accounts.
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(The screen image above is from Cisco. Trademarks are the property of théiFrespectivé owners.)

4. Inthe center pane, click Add.
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Go
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2 Introduction
Network (Client) Access
AnyConnect Connection Profiles

View Tools

Manage VPN group policies.A VPN group is a collection of user-oriented authorization attribute fvalue pairs that may be stored internally on the
device or externally on a RADIUS/LDAP server. The group palicy information is referenced by VPN connection profiles and user accounts.
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(The screen image above is from Cisco. Trademarks are the property of their respective owners )
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5. Onthe Add Internal Group Policy window, select General and complete the fields as described in the

table below.
= Add Internal Group Policy - x|
_M Name: IGruupPuI\UfIPsec =
~-Servers
[+-Advanced Banner: v Inherit I

Tunneling Protocols:
Filter:

Access Hours:
Simultaneous Logins:

Restrict access to VLAN

Maximum Connect Time

Idle Timeout:

On smart card removal:

SCEP forwarding URL: [ Inherit

|
Address Pools: | Inherit I
IPv6 Address Pools: [ Inherit |

More Options

Connection Profile (Tunnel Group) Lock: W Inherit

[~ Inherit [~ Clientless SSLVPN [~ SSLvPNClient [ IPsecIKEvl [ PsecI¥EvZ [ LZTP/TPsec

[V Inherit

[V Inherit

5 ¥ Inherit

|
|
¥ Inherit I
|
|

: [V Inherit [T Unlimit=d I minutes
¥ Inherit [~ rfione mindtes

[ tnherit " Disconmect ( Keen the copnection

4l |
(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

i

Name

Enter a name for the group policy (for example, GroupPolicylPsec).

More Options
Tunneling Protocols

Click More Options to expand the window and then do the following in the
Tunneling Protocols field choose the required VPN protocol :

1. Clear Inherit.
2. Select IPsec IKEv2.
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6. Inthe left pane select Servers.
7. Deselect DNS servers: Inherit, and enter the IP address.

8. Deselect Default domain: Inherit, and enter the domain name.

fi= Edit Internal Group Policy: SmartCard ) x|

--General

|»

Servers|

El-Advanced
- 5plit Tunneling WINS Servers: v Inherit I
-~ Browser Proxy
(=+AnyConnect Client

DNS Servers: [ Inherit [10.0.0.13

More Options.

DHCP Scope: [ Inherit I

Default Domain: [~ Inherit Ishaz‘mm

“--Custom Attributes
E-IPsec(IKEv 1) Client

1 (B ) K1 _'ILI

‘ Find: I @ vext @ Previous |
0K I Cancel | Help |

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

9. Leave all other configuration tabs with their default settings, and click OK.

Group Policy - Enable Start before Logon (SBL)
Start Before Logon (SBL) enables the user to see the AnyConnect GUI logon window before the Windows logon

window appears. SBL establishes the VPN connection first.

1. Open the Cisco Adaptive Security Device Manager (ASDM) for Cisco ASA.

2. Inthe left pane, click the Remote Access VPN tab, and then select Network (Client) Access > Group
Policies.

3. In Group Policy Expand Advanced, deselect Inherit for Optional Client Module to Download, and choose
AnyConnect SBL from the drop-down list.

4. Click OK, click Apply, and click Save.
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(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

Connection Profile

A connection profile consists of a set of records that determines tunnel connection policies. These records
identify the servers to which the tunnel user is authenticated, as well as the accounting servers, if any, to which
connection information is sent. They also identify a default group policy for the connection, and they contain
protocol-specific connection parameters. Connection profiles include a small number of attributes that pertain to
creating the tunnel itself.
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Configuring a Connection Profile for Network (Client) Access SSL VPN Access

A connection profile consists of a set of records that determines tunnel connection policies.

To configure a connection profile:

Open Cisco Adaptive Security Device Manager (ASDM) for Cisco ASA.
On the main window, click the Configuration tab.

In the left pane, click Remote Access VPN, and then select Network (Client) Access > AnyConnect
Connection Profiles.

Remote Access VPN o 7
— ]
‘;-"' Introduction -

F-&= Network (Client) Access
: AnyConnect Connection Profiles

E}-- AnyConnect CustomizationLocali:

-7 Resources

Binary

Script

GUI Text and Messages

Customized Installer Transfor

Localized Installer Transforms

AnyConnect Client Profile

AnyConnect Client Software

i} Dynamic Access Policies

@ Group Policies

Secure Mobility Solution

(- Bp Address Assignment

E}- Advanced

—]{ﬁ Clientless 551 VPM Access
-l Connection Profiles

-l VDI Access

% Group Policies
ii\ Dynamic Access Policies p

[ i

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

4. Inthe right pane, under Access Interfaces, perform the following steps:
a. Select Enable Cisco AnyConnect VPN Client access on the interfaces selected in the table below.

b. Inthe Access Interface table, for outside or inside interfaces, under the SSL Access column, select
Allow Access and Enable DTLS.

c. Select Bypass interface access lists for inbound VPN sessions.

d. Under Login Page Setting, select Allow user to select connection profile on the login page.
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et - [T AnyConnect Client Software ¥ Enable Cisco AnyConnect VPN Client access on the interfaces selected in the table below
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ﬁ Device Setup connection profile here,
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' Site-to-Site VPN DefaultWEBVP. .. ~ - Certificate GroupPolicy3 |~ |
4 »
E) Device Management I I _I
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(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

5. Under Connection Profiles, click Add.

onnection Profiles

Connection profile (tunnel group) specifies how user is authenticated and other parameters. You can configure the mapping from

certificate to connection profile here,
Find: I ) @ [ Match Case

% Add | Ef Editl 1 Delete |

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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6. Inthe Add AnyConnect Conn

ection Profile window, in the left pane, click Basic. In the right pane,

complete the fields as described in the table below.

= Add AnyConnect Connection Profile X
£ Mame: I.-'-\n\,rConnect )i
[H-Advanced
Aliases: |AnyConnect
Wuthentication
Methad: " AAA (¥ Cerfificate { Both
AAA Server Group: ILOC»:\L ;I Mangege. ..

DHCP Servers:

4

Client Address Assignment

Client Address Pools: |DomainPooI Select...

Client IPv& Address Poals: | Select...
Default Group Policy

Group Policy: I GroupPolicyIPsec LI Manage. ..

(Following fields are linked to attribute of the group policy selected above.)
[V Enable S5L VPN dient pratocal
[ Enable IPsec{IKEv2) cient protocol
DNS Servers:  [10.0.0.13
WINS Servers: |1}'2.19.19.100

Domain MName: |shaz.com

I~ Use LOCAL if Server Group fais

* Mone (" DHCPLink (" DHCP Subnet

| of

| Find: |

@ Next @ Previous |

0K I Cancel | Help I

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

Field Name:

Enter the name for the connection profile (for example, AnyConnect).

Aliases

Enter the Aliases for the connection profile (for example, AnyConnect).
The alias will be displayed to the user.

Authentication

Select the certification authentication method associated with the
connection profile.

Client Address Pools

Click Select and then assign an address pool (for example, DomainPool)

Group Policy Select an appropriate group policy (for example, GroupPolicySSL)
Enable SSL VPN client Check and enable this option.
protocol

DNS Servers

Enter the DNS server details.

Domain Name

Enter the Domain name.
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7.

In the left pane select Advanced > Authentication, and in the right pane click Add.

EI-Advanced

\-Gzeneral
Client Addressing
I
-Secondary Authentica
-Authorization
-Accounting
E-----Grc:n.lp Aligs/Group URL

Interface-Spedfic Authentication Server Groups

I 4 add [ Editl i | Deletel

| »

Interface | Server Group

Fallback to LOCAL

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

8. Inthe Assign Authentication Server Group to Interface window, perform the following:

a.
AAA server.

From the Interface drop-down list, select an appropriate interface that Cisco ASA uses to reach the

b. From the Server Group drop down list, choose the previously created AAA server group and click OK.

Interface: Iinside

Server Group: ILDAPSE

Fallback:

oK

[~ Use LOCAL if Server Group fails

Tver

| Cancel | Help |

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

9. In Authentication, a server is added to the Interface list.

f= Add AnyConnect Connection Profile ﬂ
~Basic Interface-Specific Authentication Server Groups ]
El-Advanced | ; | |
General & Add | (Z Edit | [ Delete
Client Addressi
= " rssmg Interface Server Group Fallback to LOCAL
Authentication
Secondary Authentical
Authorization
Accounting
----- Group Alias/Group URL
(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
10. In the left pane, select Advanced > Authorization and perform the following:
a. In Server Group, select the previously created AAA server group.
b. Select Users must exist in authorization database to connect.
= Add AnyConnect Connection Profile x
+-Basic IAutharization Server Group hs
Iél--ndvanced , = |
General Server Group: ILDAPServer _I Manage...
Client Addressing ¥ Users must exist in the authorization database to connect
Authentication
Secondary Authentical Interface-spedfic Authorization Server Groups
Accounting & nddl = Editl i Deletel
Group Alias/Group URL
| Interface I Server Group
(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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11. Under Authorization Server Group in the right pane, under Interface-specific Authorization Server
Groups, click Add.

f= Add AnyConnect Connection Profile

I

~Basic luthorization Server Group

E‘"‘a'?"a”CEd Server Group: ILDAPSeruer LI Manage... |
r-General

Client Addressing W Users must exist in the authorization database to connect
Authentication

Secondary Authentical [interface-spedfic Autharization Server Groups

Accounting I 4 add [ Editl il Delete |

|+

“-Group Alias/Group URL

Interface I Server Group

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
12. In the Assign Authorization Server Group to Interface window, perform the following:

a. From the Interface drop-down list, select an appropriate interface that Cisco ASA uses in order to reach
the AAA server.

b. From the Server Group drop-down window, select the previously created AAA server group and click
OK.

f= Assign Authorization Server Group to In

terfece: | ~ |
Server Group: ILDAPSer\rer LI Manage... |

0K I Cancel | Help |

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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13. Under Authorization Server Group in the center pane, under User Mapping from Certificate, select
Specify the certificate fields to be used as the username, and perform the following:

a. From the Primary field drop down-list, select UPN (User’s principal Name).

b. From the Secondary field drop-down list, select None and click OK.

f# Add AnyConnect Connection Profile X
~Basic lAuthorization Server Group pi
=-Advanced Server Group: ILDAPSeruer LI Manage... |
‘General

Client Addressing [V Users must existin the authorization database to connect
-Authentication
Secondary Authentical linterface-spedfic Authorization Server Groups

i thorzaton]
[ pelete

‘Accounting kol nddl [& Edit

=-Group AliasGroup URL
| Interface ’ Server Group

Lsername Mapping from Certificate

{* Spedify the certificate fields to be used as the username

Primary Field: UPN (User's Principal Mame)
Secondary Field: |-- Mone - LI
{~ Use the entire DN as the username =
| | >l | Ll_l
| Find: I @ next @ Previous |

QK I Cancel | Help |

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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14. If the Connection Profile was added successfully, click Apply, then click Save.
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“I-L:ﬁ Cartifirata Manansmant | _'J Connection profile (tunnel group) specifies how user is authenticated and other parameters. You can configure the mapping from certificate to
il Lz connection profile here,
&9 Device Setup & Add | & Edltl [ Delete | Find: & O [~ Match Case
g Firewall |

=k Name I SSL Enabled | IPsec Enabled I Alizses I Authentication Method Group Polic
Remote Access VPN DefaultRAGroup (] [m] AAA(RADILS) DAitGrpPolicy
DefaultWEBVP... ~ O Certificate oupPolicy3
G sewsicwn o comect

1 ' - »

@ Device Management

» Apply Reset

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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Configuring a Connection Profile for Clientless SSL VPN Access

1. Open the Cisco Adaptive Security Device Manager (ASDM) for Cisco ASA.
2. On the main window, click the Configuration tab.

3. Inthe left pane, click Remote Access VPN, and then select Clientless SSL VPN Access > Connection
Profile.

@ Home 0 Configuration @ Maonitaring Lﬂ
Remote Access VPN o R
:‘5 Introduction

£} Network (Client) Access

=I-[ Clientless 551 VPN Access

%= HConnection Profiles

|ﬂ Bookmarks |ﬂ

m Group Policies
: - Dynamic Access Policies
£

-7 Advanced

Easy VPN Remote
H-mg AAALocal Users

-2 Host Scan Image
H- E.'a Secure Desktop Manager
B[ Certificate Management
Language Localization
- DHCP Server

-tk DNS
BT Advanced

& Device Setup
% Firewall

i:f.'@', Remote Access VPN
Site-to-Site VPN

m) Device Management

»
-

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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4. Inthe right pane, under Access Interfaces, perform the following steps:

a. Inthe Enable interfaces for clientless SSL VPN access table, in the outside and inside interface
rows, select Allow Access.

b. Select Bypass interface access lists for inbound VPN session.

c. Under Login Page Setting, select Allow user to select connection profile on the login page.

Remote Access VP |l A G DGR

P Introduction

\Woress Interfaces =
Enable interfaces for dientless SSL VPN access.

Interface Allow Access |

outside W Device Certificate ... |
B VDI Access inside v
Group Polidies Port Setting |

Dynamic Access Policies
[ Advanced

’n Easy VPM Remote E : ] :
- AAA/Local Users [V Bypass interface access lists for inbound VPN sessions

5] Host Scan Image Access lists from group policy and user policy always apply to the traffic.
- Secure Desktop Manager
[*-[E Certificate Management L ogin Page Setting
----- Language Localization
----- |§’ DHCP Server

DMS

Advanced

¥ Allow user to select connection profile on the login page, ()

I~ allow user to enter internal password on the login page.

I Shutdown portal login page.

Connection Profiles

Connection profile (tunnel group) specdifies how user is authenticated and other parameters. You can configure the mapping from

certificate to connection profile here.
Find: I () (@ T Match Case ‘

4 nddl & Editl i} Delehel

& Device Setup
Name | Enabled | Aliases | Authentication Method | Group Policy |
gﬂ Frencd TR TOTT T FRRTRRDTOST DTTSTrOTCY -
DefaultWEBVPNGT . .. ~ Certificate GroupPolicy3
‘ g{; Remote Access VPN TunnelGroup3 W~ SAC Certificate GroupFolicy3 J
IPsecl [ IPsecl Certificate GroupPolicy_IPsecl —
Site-to-Site VPN SmartCards I Gemalto Certificate DfitGrpPolicy -
7, e e |
3 o, Device Management
» Apply | Reset |

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

5. Under Connection Profiles in the right pane, click Add.

Connection Profiles

Connection profile {tunnel group) specifies how user is authenticated and other parameters. You can configure the mapping from
certificate to connection profile here,

ﬁ Delete

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

Find:l 2} (@ T Match Case

g8 Add | & Edit
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6. Onthe Add Clientless SSL VPN Connection Profile window, in the left pane, click Basic.

7. Inthe right pane, enter the fields as described in the table below.

= Add Clientless S5L VPN Connection Profile

(Following field is an attribute of the group policy selected above.)
v Enable dientless 551 VPN protocot

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

_ﬁ Mame: I.ﬁ.nyCunnect
B-Advanced
Alizses: I.ﬁ.nyCunnect
Authentication
Method: = AAA ¥ Certificate " Baoth
AAA Server Group: ILOCAL ;I Mznage...
[ Use LOZAL if Server Group fails
DMNS
Server Group: IDEfauItDNS LI Manage...
(Following fields are attributes of the DNS server group selected above.)
Servers: IlD.D.D.13
Domain Mame: |shaz.|:|:um
Default Group Policy
Group Policy: I GroupPuolicySsL ;I Manage...

Field Name: Enter the name for the connection profile (for example,
AnyConnect).
Aliases Enter the Aliases for the connection profile (for example,

AnyConnect). The alias will be displayed to the user.

Authentication

Select Certificate authentication method associated with
the connection profile.

Under DNS

Server Group

Select the DNS server group needed (DNS server group
needed to be added).

Servers

Enter the DNS server detail.

Domain Name

Enter the Domain name.

Under Default Group Policy

Group Policy

Select an appropriate group policy (for example,
GroupPolicySSL).

Enable clientless SSL VPN
protocol

Check this option.
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8. Inthe right pane select Advanced > Authentication, and in the center pane click Add.

= Add Clientless SSL VPN Connection Profile 1_ |
~~Basic Interface-Spedfic Authentication Server Groups -
E-Adv,
) I % Add [ Editl i | Deletel
Interfa 5 G Fallback to LOCAL
-Secondary Authentical fiace | SEnfte I aha

-Authorization
~Accounting
~NetBIOS Servers
.. Clientless SSL VPN

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
9. Inthe Assign Authentication Server Group to Interface window, perform the following:

a. From the Interface drop-down list, select an appropriate interface that Cisco ASA uses in order to reach
the AAA server.

b. From the Server Group drop-down list, select the previously created AAA server group and click OK.

Interface: Iinside

Server Group: ILDAPSErver

Fallback: [~ Use LOCAL if Server Group fails

0K | Cancel | Help |

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

Under Authentication, Interface-Specific Server Groups, a server was added in the Interface column.

= Add Clientless S5L VPN Connection Profile |
-~Basic I[nterface-Specific Authentication Server Groups =
El-Advanced _
General & Add | & Edit | [ Delete |

Bnuthentication|
Interfa S G Fallback to LOCAL
-Secondary Authentical e e -

-Authorization
-Accounting
-NetBIOS Servers
. Clientless S5L VPN

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

10. In the right pane expand Advanced, click on Authorization and perform the following:
a. From the Server Group drop-down list, select the previously created AAA server group.

b. Select Users must exist in authorization database to connect.

& Add Clientless SSL VPN Connection Profile x|
-Basic \Wwuthorization Server Group et
=-Advanced Server Group: ILDAPServer j Manage... |
‘General

Authentication I Users must existin the authorization database to connect
‘Secondary Authentical

' Interface-specific Authorization Server Groups
-Accounting

NetBIOS Servers 9 Add | B Edit | [ Delete
- Clientless S5L WPN

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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11. Under Interface-specific Authorization Server Groups click Add.

f= Add Clientless SSL VPN Connection Profile a x|
--Bagic Wuthorization Server Group Jes
El-Advanced Server Group: ILDAPSeruer LI Manage. .. |
+-General
Authentication ¥ Users must exist in the autherization database to connect
Secondary Authenticat
Interface-spedfic Authorization Server Groups

- Accounting P
;—----NEtBIOS Servers I* Add E Edltl ﬁ Delete |

i Clientess S5L WPN I — i - -
(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

12. In the Assign Authorization Server Group window, perform the following:

a. From the Interface drop-down list, select an appropriate interface that Cisco ASA uses in order to reach
the AAA server

b. From the Server Group drop-down list, choose the previously created AAA server group and click OK

f= Assign Authorization Server Group to nterfa: il

nterface: [ |
Server Group: ILD.ﬁ.F‘Server d Manage... |

ok | cancel | hep |

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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13. Under User Mapping from Certificate perform the following:
a. Select Specify the certificate fields to be used as the username.
b. From the Primary Field drop-down list, select UPN (User’s principal Name).

c. From the Secondary Field drop-down list, select None and click OK.

F% Add Clientless SSL VPN Connection Profile

Ié--n_duanced

-Authentication

- Accounting
~NetBIOS Servers

4

econdary Authentical

s Clientless 551 VPN

uthorization Server Group

Server Group: ILDnPSeruer ;I Manage... |

¥ Users must exist in the authorization database to connect

|+

Interface-specific Authorization Server Groups
& Add | I Editl [ Delete

| Interface ’ Server Group

Lisername Mapping from Certificate
% Specify the certificate fields to be used as the username

Primary Field: IUPN (User's Principal Name) LI

Secondary Field:

{” Use the entire DN as the username

d|

| Find: I

@ Mext @ Previous

oK I Cancel | Help |

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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14.

If the Connection Profile was added successfully, click Apply and then click Save.

@ Home 0% Configuration [ﬂ Monitoring B Save @Reﬁesh o Back Q Forward | ? Help

ork (Client) Access
nyConnect Connection Profiles

|[] ||ﬂ Device List_|

AnyConnect Client Profile
AnyConnect Client Software

8 i}\ Dynamic Access Polides

i3 Group Policies

sec(IKEv 1) Connection Profiles
Secure Mobility Solution

-G p Address Assignment

Advanced

ntless SSL VPN Access

Group Policies
Dynamic Access Polides
[ % Advanced
{24 Easy VPN Remote

g AnAfLocal Users
Host Scan Image
Secure Desktop Manager

&) Device Setup

AnyConnect Customization/Localizi

1, [FB artifirabe Mananamant B
1 |

gﬂ Firewall

EethAnnEsVPN

Site-to-Site YPN

@ Device Management

Cisco
Remote Access VPN e _
2 Introduction 21 [Access Interfaces =

Enable interfaces for dientiess SSL VP access.

Interface Allow Access I
outside =
inside 72

Device Certificate ...
Port Setting ...

|V Bypass interface access lists for inbound VPN sessions

Access lists from group policy and user policy always apply to the traffic.

Login Page Setting

¥ Allow user to select connection profile on the login page. ()
[~ Allow user to enter internal password on the login page.

[~ Shutdown portal login page.

KConnection Profiles

Connection profile {tunnel group) specifies how user is authenticated and other parameters. You can configure the mapping from
certificate to connection profile here.

#Addl@f&d\tlﬂua\ete”andzl— © O T MatchCase |

»

Enabled | Aliases | Authentication Method Group Policy |
T TR Ty =|
W Certificate GroupPolicy3
——
v Certificate GroupPolicy3 Jall
[m] Certificate GroupPolicy_IPsecl -
I . E

Apply Reset

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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Configuring a Connection Profile for AnyConnect Client IPSEC Remote Access VPN

A connection profile consists of a set of records that determines tunnel connection policies.

To configure a connection profile:

Open Cisco Adaptive Security Device Manager (ASDM) for Cisco ASA.
2. On the main window, click the Configuration tab.

In the left pane, click Remote Access VPN, and then select Network (Client) Access > AnyConnect
Connection Profiles.

@ Home E? Configuration @ Maonitoring LB Save |
Remote Access VPN o 7

-9 Introduction =
: i Network (Client) Access
= HanyConnect Connection Profiles
= AnyConnect Customization /Localization
: Resources
Binary
2 script
GUI Text and Messages
Customized Installer Transforms
Localized Installer Transforms

AnyConnect Client Profile
AnyConnect Client Software
i} Dynamic Access Policies
m Group Policies

: IPsec{IKEv 1) Connection Profiles
Secure Mobility Solution
-5 p Address Assignment
[}- Advanced
- Clientless S5L WPN Access
-2 Easy VPN Remote
-m AAAfLocal Users

||ﬂ Bookmarks ||ﬂ

B[ Certificate Management
..... e Iy g ) S ;I

Site-to-Site VPN
ﬂ) Device Management

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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4. Inthe middle pane, under Access Interfaces, perform the following steps:
a. Select Enable Cisco AnyConnect VPN Client access on the interfaces selected in the table below.

b. Inthe table, for outside or inside interfaces in the IPsec (IKEv2) Access column, select Allow Access
and Enable Client Services.

c. Select Bypass interface access lists for inbound VPN sessions.

d. Under Login Page Setting, select Allow user to select connection profile on the login page.

@ Home GL} Configuration D Monitoring G Save @Reﬁash o Back u Forward @ Help CISCO
—

“? Introduction

=
i) - The security appliance automatically deploys the Cisco AnyConnect VPN Client to remote users upon connection, The initial dient deployment re a
@ Network (Chent) Access _ end-user administrative rights. The Cisco AnyConinect VPN Client supports [Psec (IKEv2) tunnel as well as SSL tunnel with Datagram Transport L |
D_ onnect Connection Profiles Security (DTLS) tunneling options,
i AnyConnect Customization/Localize
H [ AnyConnect Client Profile Iccess Interfaces
= 5
Il AnyCannect Client Software [¥ Enable Cisco AnyConnect VPN Client access on the interfaces selected in the table below
k i} Dynamic Access Policies
i ﬁz Group Policies 55L access must be enabled if you allow AnyConnect dient to be launched from a browser (Web Launch) .
ec(IKEv 1) Connection Profiles | S5 Aceess | IPsec (IKEv2) Access I
i Interface
Sears MUbII.‘ty Soltion | Allow Access | Enable DTLS | Allow Access I Enable Client Services I i i
Byp Address Assignment Device Certifi
pes S T
[—]@ Clientless SSL VPN Access v} jv] L
nnection Profiles
Portal
I Access ¥ Bypass interface access lists for inbound VPN sessions
i Group Policies Access lists from group policy and user policy always apply to the traffic,
. % Dynamic Access Policies
Advanced | lLogin Page Setting
--€-7) Easy VPN Remote =
[]--? AAA/Local Users ¥ Allow user to select connection profile on the login page. ()
i Host Scan Image [~ Shutdown portal login page.
- @E Secure Desktop Manager
15, BB rartificata Mananamean + L
il | ¥ IConnection Profiles
o Connection profile (tunnel group) specifies how user is authenticated and other parameters. You can configure the mapping from certificate to
& Device Setup connection profile here.

[
* Firewall dp Add Edit Delete | | Find: &) @ [ MatchCase
3 TG

‘ ('7% Remote Access VPN

Name I S5L Enabled I IPsec Enabled | Aliases | Authentication Method |
o T T TADT

{21 Site-to-Site VPN DefaultWEBVP. .. 72 [m] Certificate GruupPuIl:yS
4 »
%, Device Management I

2 Apply Reset |

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

5. Under Connection Profiles, in the middle pane, click Add.

onnection Profiles

Connection profile (tunnel group) specifies how user is authenticated and other parameters. You can configure the mapping from

certificate to connection profile here,
Find: I ) @ [ Match Case

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

% Add | Ef Editl Delete |
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6. Onthe Add AnyConnect Connection Profile window, in the left pane, select Basic, and in the right pane,
complete the fields as described in the table below.

fi# Add AnyConnect Connection Profile i x|
MName: IAnyConnectIPsec ()
Aliases: IIPsec_Connect'on
Client Addressing e
Authentication puthentication
econdary Authentical | Method:  AAA (¥ Cerlificate ( Both

Authorization
Accounting ARA Server Group: ILOCAL LI Manage. ..
Group Alias Group URL

[~ | Use LOCAL if Server Group fails

Client Address Assignment
DHCP Servers: I

¥ Mone (" DHCPLink " DHCP Subnet

Client Address Pools: IDomainPool

Client IPv6 Address Pools: | Select...

Default Group Policy

Group Policy: I GroupPolicyIPsec d Manage...
(Following fields are linked to attribute of the group policy selected above.)
[~ Enable 55L VPN dient protocol

[V Enable IPsec(IKEvZ) dient protocol

DMS Servers:  [10.0.0.13

WINS Servers: II?Z. 19.19. 100

Domain Mame: Isha 2.com

d| | Ml |_'|;I

| Find: | @ vext @ Previous |

oK | Cancel | Help |

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

Enter the name for the connection profile (for example,

Field Name:

AnyConnectlIPsec).

Aliases

Enter the Aliases for the connection profile (for example,
IPsec_Connection). The alias will be displayed to the user.

Authentication

Select Certificate authentication method associated with the
connection profile.

Client Address Pools

Click Select and then assign an address pool (for example,
DomainPool).

Group Policy

Select an appropriate group policy (for example,
GroupPolicylPsec).

client protocol

Enable IPsec (IKEv2)

Check this option.

DNS Servers

Enter the DNS server detail.

Domain Name

Enter the Domain name.
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7. Inthe left pane, select Advanced > Authentication and in the right pane click Add.

F= Add AnyConnect Connection Profile '_ |

-+ Basic Interface-Spedfic Authentication Server Groups

-Advanced
= évzzcnim I B oAdd (2 Editl [l | Deletel

Client Addressing

Interface Server Grou
Authentication | 2 I

Secondary Authenticat

| v

Fallback to LOCAL

Autharization
Accounting
wGroup Alias/Group URL

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
8. Inthe Assign Authorization Server Group window, perform the following:

a. From the Interface drop-down list, select an appropriate interface that Cisco ASA uses in order to reach
the AAA server.

b. From the Server Group drop-down list, choose the previously created AAA server group and click OK.

2

Server Group: ILDAPSeruer LI Manage. .. |
ok | cancel | o Hep |

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

In Authentication > Interface-Specific Authentication Server Groups, a Server was added to the list.

= Add AnyConnect Connection Profile x|
~Basic Interface-Spedific Authentication Server Groups -
El-Advanced 5
{..General L .l\ddl [& Edit ﬁ Delete

Client Addressing
Secondary Authentical
Autharization
:--Accounting

E-----Grc:l.u:- AliasGroup URL

Interface Server Group Fallback to LOCAL

(The screen
image above is from Cisco. Trademarks are the property of their respective owners.)

9. Inthe left pane, select Advanced > Authorization and perform the following:

a. Inthe Server Group field, select previously created AAA server group.

b. Select Users must exist in authorization database to connect.

f= Add AnyConnect Connection Profile

|

\uthorization Server Group

Server Group: ILDAPSErver LI Manage... |

¥ Users must exist in the authorization database to connect

Interface-specific Authorization Server Groups
% Add | B edit | {if Delete

[]
(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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10. Under Authorization Server Group, in the center pane, under Interface-specific Authorization Server

Group, click Add.

f= Add AnyConnect Connection Profile

I

-~ Basic Authaorization Server Group

;—----.ﬁ.uﬂ'uentiﬁtian

E--ﬂf‘]vanc&d Server Group: ILDAPSEWer LI Manage. .. |
--General

;—----Client Addressing [+ Users must exist in the authorization database to connect

Secondary Authentical finterface-spedific Autharization Server Groups

dp Add  [F Editl | | Deletel

; Accounting
L-Group Alias/Group URL

[ Interface |

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

11. In the Assign Authorization Server Group window, perform the following:

a. From the Interface drop-down list, select an appropriate interface that Cisco ASA uses in order to reach

the AAA server.

b. From the Server Group drop-down list, choose the previously created AAA server group and click OK.

f= Assign Authorization Server Group to Ir

nterface: [ |
Server Group: ILDAPServer ;I Manage... |

ok | cancel | o Hep |

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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12. In Authorization Server Group, under User Mapping from Certificate perform the following:
a. Select Specify the certificate fields to be used as the username.
b. From the Primary Field drop-down list, select UPN (User’s principal Name).

c. Form the Secondary Field drop-down list, select None and click OK.

f# Add AnyConnect Connection Profile X
~Basic lAuthorization Server Group pi
E=-Advanced Server Group: ILDAPSeruer LI Manage... |

‘General
Client Addressing W Users must exist in the authorization database to connect
-Authentication
Secondary Authentical linterface-spedfic Authorization Server Groups

i thorzaton]
[ pelete

‘Accounting kol nddl [& Edit

=-Group AliasGroup URL
| Interface ’ Server Group

Lsername Mapping from Certificate
{* Spedify the certificate fields to be used as the username

Primary Field: UPN (User's Principal Mame)
Secondary Field: |-- Mone - LI
{~ Use the entire DN as the username =
q | Ll o
| Find: I @ next @ Previous |

QK I Cancel | Help |

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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13. If the Connection Profile was added successfully, click Apply and then click Save.

ILNLLRTEL]
@ Home C-)%} Configuration E’”;] Menitoring B Save @Reﬁesh 0 Back Q Forward u@ Help CISCO

e e A P

“? Introduction -] =
-% i work (Client) Access 551 access must be enabled if you allow AnyConnect dient to be launched from a browser (Web Launch) .
Connect Connection Profiles

g E: @ AnyConnect Customization/Localize Interface | e | Eecclidypness |
El Resources | Allows Access I Enable DTLS | Allow Access | Enable Client Services | Device Certifi
=] . SEB Binary outside [ [ [ [ —_—

.. 133 Seript inside 17 v = = Port Settin

= @ GUI Text and Messages

-7 Customized Installer Transform

@ Localized Installer Transforms
AnyConnect Client Profile
AnzConnect et SoRns Access lists from group policy and user policy always apply to the traffic.
-[ig
= i}\ Dynamic Access Polides
Group Polices =
_ Psec(IKEv 1) Connection Profiles ¥ Allow user to select connection profile on the login page. ()
‘E} Secure Mobility Solution
- p Address Assignment
[+ Advanced L FecH
ientless S5L VPN Access |nnechan Frafies
onnection Profiles

¥ Bypass interface access lists for inbound VPN sessions

Login Page Setting

I Shutdown portal login page.

Connection profile (tunnel group) spedifies how user is authenticated and other parameters. You can configure the mapping from certificate to

ortal connection prafile here,
D; VDI Access
5 Group Poiices & add | & Editl T Delete | | Find: | © © I MatchCase ‘
e _l;l
[l »
— Name | S5L Enabled | IPsec Enabled | Aliases | Authentication Method I Group Polic:
TTCOTTECT T T TyCOTTELT CermaTE GrOOpFOTCY 5T
&D Device Setup TunnelGroup3 Ird [l SAC Certificate GroupPolicy3
g X : IPsecl r ~ IPsecl Certificate GroupPolicy_IPsed
i Frend TunnelGroup1 [m] [l AAALOCAL) GroupPalicys
| {47 Remote Access N L 2 At EC
r Let group URL take precedence if group URL and certificate map match different connection profiles, Otherwise, the connection profile that_
Site-to-5ite VPN the certificate map will be used. -
4| | »
4\, Device Management _I_

» Apply | Reset |

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

Any Connect Client Profile

This Option is used to manage AnyConnect Client Profile. In this example the option is demonstrated with IPsec
Connection.

To configure an AnyConnect Client profile:

1. Open Cisco Adaptive Security Device Manager (ASDM) for Cisco ASA.

2. On the main window, click the Configuration tab.
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3. Inthe left pane, click the Remote Access VPN tab, and then select Network (Client) Access > Any
Connect Client Profile

g
@ Home 0?-‘_:} Configuration @ Monitoring Q Save @Refresh o Back \‘) Forward @ Help CISCO
O T e L T s =

2 Introduction =
letwork {Client) Access

AnyConnect Conection Profiles This panel is used to manage AnyConnect Client Profiles and perform group assignment for AnyConné:t version 2.5 or later.You can select a
profile to edit, change group or to delete. You can select the 'Add’ button to add a new profile. Pressing the Import or Export button is for

=) 15?3 AnyConnect Customization/Localiz: upload and download of dient profiles between local machine and device.

Resources The profile Usage field is introduced with the Secure Mobility Solution. This field contains different profile usage in AnyConnect version 3.0 and

)@ Binary later.

12 Script

‘Eﬁ GUI Text and Messages

Customized Installer Transform

7} Localized Installer Transforms

77 Device List_|

=
n:

L Addl = Editl Change Group Po\icyl 13 Delete | k5 Impcrtl @&, Ex'pcrtl & Validatel

Profile Name Profile Usage Group Policy Profile Location

L Pr
Group Policies 1Psecl_dient_profile AnyConnect VPN Profile GroupPolicy_IPsecl disk0: fIPsec1_dient_profile.xml
IPsec(IKEv1) Connection Profiles AnyConnectIPsecClient AnyConnect VPN Profile GroupPolicyIPsec disk0: fanyconnectipsecclient.xml

3 Secure Mobility Solution
Byp Address Assignment

WDI Access
g Group Policies
..l M amic Arcpee Doliciar
4 »
Eﬁ) Device Setup
% Firewall

‘ (7“ Remote Access VPN

71 Site-to-Site VPN

41 Device Management

» Apply Reset |

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

4. Under Connection Profiles, in the right pane, click Add and complete the fields in the AnyConnect Client
Profile window, as described in the table below, and then click OK.

pE— QR T |

2 Introduction -
Network (Client) Access

nyConnect Connection Profiles
AnyConnect Customization/Localize

This panel is used to manage AnyConnect Client Profiles and perform group assignment for AnyConnect version 2.5 or later.You can select a
profile to edit, change group or to delete. You can select the 'Add’ button to add a new profile. Pressing the Import or Export button is for
upload and download of dient profiles between local machine and device.

Resources The profile Usage field is introduced with the Secure Mobility Solution. This field contains different profile usage in AnyConnect version 3.0 and
Binary later.

17 Seript dd AnyConnect Client Profile x|
E‘s GUI Text and Messages
) Customized Installer Transform Profile Name IAnyCﬂnnect{PsecChEnt
7} Localized Installer Transforms

7 Device List_|

=

Profile Usage IAnyConnect WPN Profile LI

Profile Location
AnyConnect Client Software :

ergrp_b.xml

- Dynaric Access Poiices o Enter a device file path for an xml file, ie. disk:/ac_profile. The file will be

Group Policies automatically created if it does not exist.
Psec({IKEv 1) Connection Profiles

Secure Mobility Solution Profile Location IdlskEl:Ian\;'cunnechpsecdlent.xml Browse Flash. .. |
- p Address Assignment T
2} Advanced |

Clientless S5 VPN Access
onnection Profiles

Group Policy

DI Access [~ Enable ‘Always On VPN for selected group
Group Policies
.8l Nmamic Amrpee Dolisiae 2
B E
&%) Device Setup OK I Cancel Help
% Firewall

| 7+ Remate Access VPN
gg Site-to-Site VPN

). Device Management

» Apply Reset

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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Profile Name

Enter the name for the connection profile (for example,
AnyConnectlIPsecClient).

Profile Usage

Choose AnyConnect VPN Profile

Group Policy

Select an appropriate group policy (for example,
GroupPolicylPsec)

5. Click On the new profile created (In this example, AnyConnectIPsecClient) and in the right pane click Edit

T
@ Home D?‘:} Configuration @ Monitoring G Save @Reﬁ'esh o Back \‘) Forward @ Help CISCO
L e e R e R ]

“? Introduction

Device L\su

ol
=

Resources
Binary
Script

Group Policies

AnyConnect Connection Profiles
AnyConnect Customization/Localize

GUI Text and Messages
Customized Installer Transform

o | Anycannact Client Software
i} Dynamic Access Policies

@i IPsec(IKEv 1) Connection Profiles

This panel is used to manage AnyConnect Client Profiles and perform group assignment for AnyConnect version 2.5 or later.You can select a
profile to edit, change group or to delete. You can select the 'Add’ button to add a new profile. Pressing the Import or Export button is for
upload and download of dient profiles between local machine and device,

The profile Usage field is introduced with the Secure Mobility Solution, This field contains different profile usage in AnyConnect version 3.0 and
later.

dp Add | @ Edltl ChangE Group Pul\cyl ﬁ Delete | E Importl @ Exportl @ Validate |

Group Policy | Profile Location
GroupPolicy 3

GroupPolicy_IPsecl

Profile Usage |
AnyConnect VPN Profile
AnyConnect VPN Profile

Profile Name |

usergrp_b
IPsecl, dlentjroﬁ\e

disk(: fusergrp_b.xml
disk0:/TPseci_dient_profile, xml
colient. sml

AnyConnect VPN Profile

(The screen image above is from CISCO Trademarks are the property of thelr respective owners.)

6. Under AnyConnect Client Profile Editor click on left pane click on VPN and perform the following:

a. Select Use Start Before Logon.

b. Under Windows VPN Establishment, from the drop-down list choose AllowRemoteUsers.

Profile: AnyConnectlPsecClient

Ix

About

. WPN
{é} Preferences (Part 1)
2+ Preferences (Part 2)

|5l Backup Servers

= % Certificate Pinning

= % Certificate Matching
& Certificate Enroliment

= - Mabile Policy
gl Server List

{

" Preferences (Part 1)

[v Use Start Before Logort [¥ User Controllable
[~ Show Pre-Connect Message
Certificate Store
Windows  [All 5
mac0s All ¥
[™ Certificate Store Override
[~ Auto Connect On Start ¥ User Controllable
[¥ Minimize On Connect ¥ User Controliable
[ Local Lan Access ¥ User Controllable
[~ Disable Captive Portal Detection ¥ User Controllable
¥ Auto Reconnect [~ User Controliable
Auto Reconnect Behavior

IReconnectAFberResume 2l

[ Auto Update

[~ User Controliable

[~ User Controliable

RSA Secure ID Integration

Automatic o I

Windows Logon Enforcement

SingleLocalLogon - I

Windows VPN Establishment

AllowRemoteUsers = I

[~ User Controllable

O | Cancel | Help |

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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7. Inthe AnyConnect Client Profile Editor window, select Server List and click Add.

& AnyConnect Client Profile Editor - AnyConnectIPsecClient

Profile: AnyConnectlPsecClient

About

4
. VPN

{:?} Preferences (Part 1)

" Server List

-+ Preferences (Part 2)
Backup Servers
g Certificate Pinning
=4 Certificate Matching
= Certificate Enroliment

; Mabile Palicy
affl Server List

Hostname Host Address User Group Backup Server List SCEP Mobile Settings Certificate Pins
Note: it iz highly recommended that at least one server be defined in a profile. Add... | Delete |
Edit... | Details |

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

8. Inthe Server List Entry window, perform the following and click OK:

a.
b.
c.
d.

In the Display Name (required) field, enter in the name that will be displayed on the client.

In the FQDN or IP Address field, enter the ASA Gateway FQDN or IP Address.

Under Connection Information, in the Primary Protocol field, select IPsec.

Select ASA Gateway.

Server List Entry x|

Server | Load Balandng Seruersl SCEPl Mobilel Certificate Pmr‘ung'

-Primary Server - Connection Information
Display Mame {required) ICIient_IPsec Primary Protocol IIF‘SEC - |
FQDM or IP Address User Group [V ASA gateway
Ihtn:s:,’fdscoasal.sha?_. com i/ | Auth Method During IKE Negotistion IEAP-AH yConnect v I
Group URL IKE Identity {105 gatewsy only)
~Backup Servers
Host Address | Add
Maove lp |
Move Dowrn
Delete |
oK Cancel |

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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9. If the server list was added successfully, click OK, click Apply, and click Save.

= AnyConnect Client Profile Editor - AnyConnectiPsecClient x
Profile: AnyConnectlPsecClient About
g VPN .
: {3} Preferences (Part 1) Server List
+ Preferences (Part 2)
% Backup Servers
Certificate Pinning Hostname Host Address User Group Backup Server List SCEP Mobile Settings Certificate Pins
n Certificate Matching s == e
: Client_[Psec gal.... — Inherited —
= Certificate Enrollment
Mobile Policy
Mote: itis highly recommended that at least one server be defined in a profile. Delete |
OK | Cancel | Help |
(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
10. The client profile XML file is created. Click Export to save this XML profile.
= TN TR
@ Home "’é;é} Configuration @ Monitoring Q Save @ Refresh o Back \‘) Forward ? Help CISCO
Device List EiE
4 Add [ Delete 8 Connect This panel is used to manage AnyConnect Client Profiles and perform group assignment for AnyConnect version 2.5 or later. You can select a profile to edit,
i l— G change group or to delete. You can select the 'Add’ button to add a new profile. Pressing the Import or Expert button is for upload and download of dient
|r| 2 profiles between local machine and device.
[@ The profile Usage field is intreduced with the Secure Mobility Solution, This field contains different profile usage in AnyConnect version 3.0 and later.
4 Add | & Edit | 3% Change Group Palicy | 1 Delete | W Impcrtl %), Export | &5 validate |
Remote Access VPN o &
Profile Name | Profile Usage I Group Policy | Profile Location
Introduction
Network (Client) Access usergrp_b AnyConnect VPN Profile GroupPalicy3 diskD: jusergrp_b.xml
ient_profile AnyConnE:t VPN Profile GroupPolicy_IPsecl diskD:/IPsec1_dient_profile,xml

AnyConnect Connection Profiles
AnyConnect Customization/Local

! E Resources

Ej Binary

Eﬂ Seript

SE‘E, GUI Text and Messages
SE‘E, Customized Installer Transfo
[ Localized Installar Transform

g

I3 AnyConnect Client Software

% Dynamic Access Polides =
S :

&) Device Setup

gﬂ Firewall

g;g Remote Access VPN

Site-to-Site VPN

v . Device Management

Apply Reset

¥

SafeNet Authentication Client: Integration Guide
Using SafeNet Authentication Client CBA for Cisco AnyConnect
Document PN: 007-013967-001, Rev. A, © Gemalto 2018. All rights reserved.



@ NOTE:
In this example the XML file is imported to the client manually after Client
Installation is performed (see page 51).

Win 7 Client Profile Import Path:
%ProgramData%\Cisco\Cisco AnyConnect Secure Mobility Client\Profile
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Client Installation

In this example, Cisco AnyConnect - 4.5.02033 predeploy was installed with an MSI installer.
1. Click Setup

(=]l 5l
QQ | . v anyconnect-win-4.5.02033-predeploy-k9 » - | 5 | | Search anyconnect-win-4.5.02033-pre...
Organize « Open Share with = Mew folder = = [l
S Favorites Mame o Date modified Type
Bl Desktop . Profiles 10/2/2017 2:08 PM File folder
& Downloads | Setup 10/2/2017 208 PM  File folder
| Recent Places ﬁ! anyconnect-win-4.5.02033-amp-predeploy-k9 10/2/2007 207 PM Windows Installer ...
ﬁ'_'?j! anyconnect-win-4.5.02033-core-vpn-predeploy-k3 10/2/2017 2:07 PM Windows Installer ...
= Libraries 5 anyconnect-win-4.5.02033-dart-predeplay-kd 10/2/2017 2207 PM Windows Installer ...
5| Documents ﬁ'_'?j! anyconnect-win-4.5.02033-gina-predeploy-k3 10/2/2017 207 PM Windows Installer ...
J‘r Music ﬁ! anyconnect-win-4.5.02033-iseposture-predeploy-k9 10/2/2017 2:07 PM Windows Installer ...
[E] Pictures ﬁ'_::j! anyconnect-win-4.5.02033-nam-predeploy-k9 10/2/2017 2:07 PM Windows Installer ...
BE videos 15 anyconnect-win-4.5.02033-nvm-predeploy-kd 10/2/20017 207 PM  Windows Installer ...
ﬁ'_::j! anyconnect-win-4.5.02033-posture-predeploy-k3 10/2/2017 2:07 PM Windows Installer ...
1% Computer ﬁ! anyconnect-win-4.5.02033-umbrella-predeploy-k9 10/2/2017 2:07 PM Windows Installer ...
ﬁ'_'?j! anyconnect-win-4.5.02033-websecurity-predeploy-k9 10/2/2017 2:07 PM Windows Installer ...
€l Network (A9 Setup 10/2/2017 207 PM Application
[ setup 10/2/2017 207 PM  HTML Application

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

2. Inthe Cisco AnyConnect Secure Mobility Client Install Selector, select Core & VPN and Start Before
Login, and then click Install Selected.

7% Cisco AnyConnect Secure Mobility Client Install Selector == =
Select the Any |
install:

Core & VPN

Start Before Login

m Network Access Manager
m VPN Posture (Hostscan)

m AMP Enabler

m Network Visibility Module
m Cloud Web Security

® Umbrella Roaming Security
m ISE Posture

m Select All

Diagnostic And Reporting Tool

m Lock Down Component Services

Install Selected

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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3. Click Ok

Cisco AnyConnect Secure Mobility Client Install Selector @

AnyConnect VPN
AnyConnect Start Before Login

Do you wish to install these now?

[ o || cance |

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

4. To accept the End User License Agreement (EULA), click Accept.

Cisco AnyConnect Secure Mobility Client EULA X

=

Supplemental End User License Agreement for
AnyConnect® Secure Mobility Client v4.x and other
VPN-related Software

IMPORTANT: READ CAREFULLY

This Supplemental End User License Agreement ("SEULA™) contains additional terms and
conditions for the Software Product licensed under the End User License Agreement
("EULA™ between You (™ou™ as used herein means You and the business entity you
represent) and Cisco (collectively, the "Agreement”). Capitalized terms used in this SEULA
but not defined will have the meanings assigned to them in the EULA. To the extent that there
is a conflict between the terms and conditions of the EULA and this SELILA, the terms and
conditions of this SEULA will take precedence.

In addition to the limitations set forth in the EULA on your access and use of the Software, You
agree to comply at all times with the terms and conditions provided in this SEULA
DOWHLOADING, INSTALLING, OR USING THE SOFTWARE CONSTITUTES ACCEPTANCE
OF THE AGREEMENT, AND YOU ARE BINDING YOURSELF AND THE BUSINESS ENTITY
THAT YOU REPRESENT (COLLECTIVELY, "CUSTOMER") TO THE AGREEMENT. IF YOU DO
MNOT AGREE TO ALL OF THE TERMS OF THE AGREEMENT, THEM CISCO IS UNWILLING TO
LICENSE THE SOFTWARE TQ YOU AND (A) YOU MAY NOT DOWMNLOAD, INSTALL OR USE

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

5. Click OK on Installation complete

Cisco AnyConnect Secure Mobility Client Install Selector

Installation complete,

oK

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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Running the Solution

Using the Cisco AnyConnect Secure Mobility Client SSL VPN

The Cisco AnyConnect Secure Mobility Client provides remote users with secure VPN connections to the Cisco
ASA

In this example, a connected Token/Smart Card is used with an Alice smart card user certificate

1. Select Start > All Programs > Cisco > Cisco AnyConnect Secure Mobility Client.

P69 Cisco AnyConnect Secure Mobility Client =

VPN
Ready to connect,

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

2. Onthe Cisco AnyConnect Secure Mobility Client window, in the field, enter the fully qualified domain
name or IP address for Cisco ASA, and then click Connect.

9 Cisco AnyConnect Secure Mobility Client =)
I @ ven:

Ready to connect.

https: /riscoasal.sha2.com|

|
(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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3. In SafeNet Authentication Client Token Logon window, enter the Token Name and Token Password and
click OK.

P Tokea oaon

SafeMet Authentication Client

Ertertn Token Prssword
Toke Name. My Token

Takcen Password:

T

Currerit Language: EN

ir

& yee
i S5 Contactng hitps: fioscoass 1 shaZ com,

https: fascosal. shal.com

. Windows 7 Enterprise

|
(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

4. When the message “Your client certificate will be used for authentication” appears, Select the
appropriate configured group alias (for example, AnyConnect) and click OK.

9 Cisco AnyConnect | hitps://ciscoasal shaZ.com  [sie

& Your dient certificate will be used for authentication

Group: [AnyConnect

Your client certificate will be used for authentication

: https: [/dscoasa 1l.sha2.com Connect

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
The VPN Connection is established.

.III...|||II Connected:

cisco htips://dscoasal .sha2.com

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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®'C:5co AnyConnect Secure Mohi!'rly.f:ﬁeni - IEI_l
I 0 VPN

Connected to https: ffdscoasal.sha2.com.

https: ffdscoasal.sha?, com . Disconnect

00:01:37 IPv4

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

Cisco ASA Monitoring VPN connection

VPN Connection can be monitored on Cisco ASA from the ASDM screen.

1. Click the Monitoring tab

2. Click VPN in the left pane

3. Inthe center pane, in the Filter by field, select the required filter from the drop-down list.

In this example, a Cisco AnyConnect Secure Mobility Client SSL VPN is established

0%} Configuration LB Save G Refresh o Back d Forward | ‘? Help CISCO
pevee ks =

Device List a8 =
% add [ Delete & Connect Type [ Active [ Cumulative [ Peak Concurrent [ Inactive |
Find: Go AnyConnect Client 1 11 1 2
m— SSL/TLS/OTLS L 6 1 0
IKEw2 IPsec 0 5 1 0
VPH BT
= g VPN Statistics Filter By: |AnyConnect Client ;I I—A\I Sessions — ;I I Filter

Group Policy Login Time

B Crypto Statistics

Details |
M Compression Statistics ahon
W neryption Statistics 00E3l o .. e —ILogout
B Global IKE/IPsec Statistics ebtese L : (1)no ..[oh:01m:45 2251
B protocol Statistics _Ipi"g
i B | AN Mapping Sessions

Clientless SSL VPN
W 350 statistics

[#- &3 Easy VPN Client
[#-[E3 VPN Connection Graphs

- WSA Sessions

Username

Assigned [P Address
Publ dress

I% Lnterfaces -
el d | B

Q% Routing To sort VPN sessions, right-dlick on the above table and select Table Sort Order from popup menu.

!a Properties Logout By: I— All Sessions — ;I I Logout Sessions
EE] Logging
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Using the Clientless SSL VPN

The clientless SSL VPN creates a secure, remote-access VPN tunnel to Cisco ASA using a web browser

without requiring a software or hardware client.

In this, example, a connected Token/Smart Card is used with an Alice smart card user certificate
1. Open the following URL in a web browser: https://<Public IP or Address of Cisco ASA>

2. On the Confirm Certificate window, click OK.

Windows Security @

Confirm Certificate

Confirm this certificate by clicking QK. If this is not the correct certificate,
click Cancel.

(| Alice

| Issuer: sha2-SERVER2008R2ZEMT-CA
Valid From: 10/3/2017 to 10/3/2018

| ;

iClick here to view certificate prope...;

[ ok || cancel |

3. Inthe SAC Token Logon windows enter the Token Name and Token Password and click OK

@' Token Logon \El
SafeNet Authentication Client gemalto
Enter the Token Password
Token Name My Token

Token Password: sesssneees

Current Language: EN

The Login window a message “Your client certificate will be used for authentication” opens.

4. Select the appropriate configured group alias (in this Example AnyConnect) and click Login.

m e

T
y Login

Your client certificate will be used for authentication

GROUP: | AnyConnect W

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

The user is logged in.
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E=

ey
Y AT

asal.sha2.com/+ CSCOE+/portal.htmi

m SSL VPN Sewice

"_':‘) [ttpz | Browse | . Logout |

-
@ ciscoasal.sha2.com

::ﬂ/j Home =

?) Web Applications ~ —»
“i"j Browse Networks ~ —
"3 AnyConnect -

B3, Terminal Servers -

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

Cisco ASA Monitoring VPN connection

VPN Connection can be monitored on Cisco ASA from the ASDM screen.
1. Click Monitoring and then, in the left pane, click VPN.
2. Inthe right pane, select the required filter in the Filter By field.
In this example Cisco AnyConnect Secure Mobility Clientless SSL VPN is established

@ Home 0%} Configuration LB Save @ Refresh o Back Q Forward . ? Help CISCO

Type | Active I Cumulative | Peak Concurrent | Inactive |
AnyConnect Client 0 57 1 0
S5L/TLS/DTLS 0 32 1 0
IKEv2 IPsec o 25 1 1]

Clientless VPN 1 12 3

Browser 1 12 3

'3"5 VPN Statistics Filter By: | All Remote Access LI I— All Sessions — LI I Filter
= Group Poli Public [P Add Login T Deti
T roup Policy ublic ress ogin Time etails
a‘ Crypto Statistics SRR Connection Profile Assigned IP Address

A Compression Statistics
5 Encryption Statistics

B Global IKE/IPsec Statistics
5 Protocol Statistics

5 VLAM Mapping Sessions
-5 Clientless S5L VPN

-5 Easy VPN Client

[ VPN Connection Graphs

----- B /54 Sessions

Logout

il

-
-1

= 4 | i

aF]
4%—% Routing To sort VPN sessions, right-dick on the above table and select Table Sort Order from popup menu.

Ea Properties Logout By: I—- All Sessions — LI I Logout Sessions |
EE’] Logging
Refresh |

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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Using the Cisco AnyConnect Secure Mobility Client - IPsec IKEv2 VPN

Prerequisites: See “Any Connect Client Profile”, on page 45.

In this example, a connected Token/Smart Card is used with an Alice smart card user certificate

1. Click Start > All Programs > Cisco > Cisco AnyConnect Secure Mobility Client.

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

2. Onthe Cisco AnyConnect Secure Mobility Client window, select the appropriate display name as
configured in “Any Connect Client Profile” on page 45 (in this example Client_IPsec) and then click
Connect.

F‘.eady-I to connect.

Client_IPsec

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

3. Onthe Cisco AnyConnect - Certificate Selection window, click OK.

Cisco AnyConnect - Certificate Selection

Select the certificate for authentication.

' ,' Issuer: sha2-SERVER2008R2ENT-CA
| = Valid From: 10/3/2017 to 10/3/2018

—‘] Alice
Click here to view certificate prope...

Contacting Client_IPsec.

! Client_IPsec

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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4. Inthe SAC Token Logon window, enter Token Name and Token Password, and click OK

(S) Token Logon

SafeNet Authentication Client gemalto

Enter the Token Password

Token Name: ! My Token

Token Password: sssssssnns

Current Language: EM

[ ok J[ concel | Ji [=] = =]
% Contacting Client_IPsec.
— Client_IPsec _1-= :CET_nect_

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
The message “Your client certificate will be used for authentication” is displayed.

5. Select the appropriate configured group alias (in this example, IPsec Connection) and click OK.

3 Cisco AnyConnect | Client IPsec =

o

& Your dient certificate will be used for authentication

Group: [I_Psec_Com!ecﬁm 'l

Your dient certificate will be used for authentication

Client_IPsec 1 | Connect

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

The VPN connection is established.

9 Cisco

Connected to Client_IPsec.

| Client_IPsec

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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Cisco ASA Monitoring VPN connection

VPN Connection can be monitored on Cisco ASA from the ASDM screen.
1. Select the Monitoring tab, and click on VPN in the left pane

2. Inthe right pane, select the required filter in the Filter By field.
In this example, Cisco AnyConnect Secure Mobility Client IPsec VPN is established

@ Home G%? Conﬁguraﬁon G Save @Reﬁesh o Back O Forward ? Help

CIsCco

g Compression Statistics

% Add [ Delete & Connect Type I Active I Cumulative I Peak Concurrent I Inactive I
Find: I— co AnyConnect Client 1 55 1 0
—m— S5L/TLS/DTLS 0 31 1 0
‘[@ IKEw2 IPsec 1 24 1 V]

Clientless VPN a i1 3

Browser 1] i1 3

VPN (=h
- VPN Statistics Filter By: |All Remote Access LI I-- All Sessions — LI I Filter |
N -- s

& Coposaiis e || S || ke = =
Logout |

alice @shaz.com GroupPolicyIPsec

B Encryption Statistics

g Global IKE/IPsec Statistics
- M protocol Statistics

B | AN Mapping Sessions
- Clientless S5L VPN

-3 Easy VPN Client

- VPN Connection Graphs

----- g WSA Sessions

AnyConnectIPsec

B « |

Q% Routing To sort VPN sessions, right-dick on the above table and select Table Sort Order from popup menu.

(S Properties Logout By: I—- All Sessions — d I Logout Sessions |
@ Logging

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

Start Before Logon (SBL)

Start Before Logon is a feature of the Cisco AnyConnect Client that allows the user to establish a VPN

connection before logging onto the computer.

In this example, SSL VPN is demonstrated using a connected Token/Smart Card with the Alice smart card user

certificate.
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1. In User Log on Screen click Switch User.

# Windows 7 Enterprise

2. Click Network Logon button (next to the shut-down button).

sha2.com\administrator Other User

. Windows 7/ Enterprise o=

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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3. Onthe Cisco AnyConnect Secure Mobility Client window, enter the fully qualified domain name or IP
address for Cisco ASA, then click Connect.

Connecting, please wait.-

# Windows 7 Enterprise

(The screen image above is from Cisco. Trademarks are the prope of their respective owners.)
4.

In the SAC Token Logon window, enter the Token Name and Token Password and click OK.

' (& Taken Logon

SafeMet Authentication Client

Ertertn Token Prssword
Toke Name. My Token

Takcen Password:

T

Currerit Language: EN

ﬁ ot ok s 2o,

S| hetps: ffasconsal.shal.com

# Windows 7 Enterprise

|
(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

The message “ Your client certificate will be used for authentication” is displayed
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5. Select the appropriate configured group alias (for example, AnyConnect) and click OK.

Connecting, please wait...

% Your cient certificate wil be used for authentication
VPN
- & our dient certificate wil be used for authentication

| https:ffascoasal.shaz.com - | Connect

o

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

The VPN connection is established successfully before the user is logged in.

. Windows 7 Enterprise o

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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6. After logging on to windows, the AnyConnect Client is already connected

3 mE gD

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

e o |
<A amomy
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Support Contacts

If you encounter a problem while installing, registering, or operating this product, refer to the documentation. If
you cannot resolve the issue, contact your supplier or Gemalto Customer Support.

Gemalto Customer Support operates 24 hours a day, 7 days a week. Your level of access to this service is
governed by the support plan arrangements made between Gemalto and your organization. Please consult this

support plan for further information about your entitlements, including the hours when telephone support is
available to you.

Customer Support Portal

The Customer Support Portal, at https://supportportal.gemalto.com, is a where you can find solutions for most
common problems. The Customer Support Portal is a comprehensive, fully searchable database of support
resources, including software and firmware downloads, release notes listing known problems and workarounds,
a knowledge base, FAQs, product documentation, technical notes, and more. You can also use the portal to
create and manage support cases.

@ NOTE: You require an account to access the Customer Support Portal. To create
a new account, go to the portal and click on the REGISTER link.

Telephone Support

If you have an urgent problem, or cannot access the Customer Support Portal, you can contact Customer
Support by telephone. Calls to Customer Support are handled on a priority basis.

Region Telephone number
(Subject to change. An up-to-date list is maintained on the Customer Support Portal)

Global +1-410-931-7520
Australia 1800.020.183
China North: 10800-713-1971

South: 10800-1301-932

France 0800-912-857
Germany 0800-181-6374
India 000.800.100.4290
Israel 180-931-5798
Italy 800-786-421
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https://supportportal.gemalto.com/

Region Telephone number
(Subject to change. An up-to-date list is maintained on the Customer Support Portal)
Japan 0066 3382 1699
Korea +82 2 3429 1055
Netherlands 0800.022.2996
New Zealand 0800.440.359
Portugal 800.863.499
Singapore 800.1302.029
Spain 900.938.717
Sweden 020.791.028
Switzerland 0800.564.849

United Kingdom

0800.056.3158

United States

(800) 545-6608
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