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Third-Party Software Acknowledgement

This document is intended to help users of Gemalto products when working with third-party software, such as
McAfee Drive Encryption.

Material from third-party software is being used solely for the purpose of making instructions clear. Screen
images and content obtained from third-party software will be acknowledged as such.

Description

SafeNet Authentication Client (SAC) is a public key infrastructure (PKI) middleware that provides a secure
method for exchanging information based on public key cryptography, enabling trusted third-party verification of
user identities. SAC enables the implementation of strong two-factor authentication using standard certificates,
as well as encryption and digital signing of data. The SAC generic integration with CAPI, CNG, and PKCS#11
security interfaces enables out-of-the-box interoperability with a variety of security applications, offering security
for web access, network logon, email, and data. PKI keys and certificates can be created, stored, and used
securely with the hardware or software tokens.

Drive encryption, also referred to as full disk encryption, is encryption software that helps protect data on
Microsoft Windows tablets, laptops, and desktop PCs to prevent the loss of sensitive data, especially from lost
or stolen equipment. It is designed to make all data on a system drive unintelligible to unauthorized persons,
which in turn helps meet compliance requirements.

Drive encryption is compatible with traditional hard drives (spinning media AKA HDD), solid-state drives (SSD),
and self-encrypting drives (SED and OPAL). Drive encryption is a software component available in three
McAfee data and endpoint protection suites, and is managed through the McAfee ePolicy Orchestrator (McAfee
ePO) management console.

An effective strong authentication solution must be able to address data breaches on the rise for companies to
protect their information assets and comply with privacy regulations. Data encryption is a common technique
used by enterprises today, but to be most effective, it must be accompanied by strong two factor user
authentication to desktop, mobile, and laptop computer applications. Working together, encryption and
authentication reduce risk and stop unauthorized access to sensitive data.

SafeNet smart card certificate-based tokens and secure USB certificate-based tokens are interoperable with
McAfee Drive Encryption, providing a solution for encryption and strong access control that prevents
unauthorized access to sensitive data and stops information loss and exposure. The integrated solution delivers
greater security, reduced operational costs, and improved compliance by adding smart card-based strong user
authentication to McAfee Drive Encryption.

Gemalto’s X.509 certificate-based USB tokens and smart cards have been integrated with McAfee Drive
Encryption, providing two-factor authentication at both pre-boot and Microsoft Windows levels.

The Gemalto’s X.509 certificate-based USB tokens and smart cards provide secure storage for the certificates
needed for endpoint encryption for McAfee Drive Encryption functionality to boot up. If Gemalto’s X.509
certificate-based USB token or smart card is not inserted in the client machine, or if the certificates are deleted,
revoked, or expired, the McAfee Drive Encryption software will not boot up and the data on the laptop will stay
encrypted and secure.

This document provides guidelines for deploying certificate-based authentication (CBA) for user authentication
to McAfee Drive Encryption using Gemalto tokens or smart cards.

It is assumed that the McAfee Drive Encryption environment is already configured and working with static
passwords prior to implementing Gemalto multi-factor authentication.
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McAfee Drive Encryption can be configured to support multi-factor authentication in several modes. CBA will be
used for the purpose of working with Gemalto products.

Applicability

The information in this document applies to:

o SafeNet Authentication Client (SAC) Typical installation mode - SafeNet Authentication Client is public
key infrastructure (PKI) middleware that manages Gemalto’s tokens and smart cards.

e SafeNet Authentication Client (SAC) IDGo800 Compatible mode - IDG0o800 Minidriver based package,
uses Microsoft Smart Card Base Cryptographic Provider to manage Gemalto IDPrime MD smart cards.

For more details about different SAC installation modes, please refer to Customization section in the SafeNet
Authentication Client Administrator Guide.

e McAfee Drive Encryption

Environment

The integration environment that was used in this document is based on the following software versions:
o SafeNet Authentication Client (SAC) - 10.3
e McAfee Drive Encryption - 7.1.2

e McAfee ePolicy Orchestrator - 5.3

Audience

This document is intended for system administrators who are familiar with McAfee Drive Encryption, and are
interested in adding multi-factor authentication capabilities during pre-boot using SafeNet tokens.
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Pre-Boot Authentication Flow

The diagram below illustrates the flow of certificate-based authentication during pre-boot:

@ NOTE: Following successful pre-boot validation, if single sign-on is configured in
the McAfee Drive Encryption policies, the user is logged into the system. If single
sign-on is not configured in the McAfee Drive Encryption policies, the Windows
login screen is displayed after pre-boot authentication.
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Prerequisites

To enable users to perform pre-boot authentication with McAfee Drive Encryption using Gemalto tokens and
smart cards, ensure the following:

e Users can authenticate through pre-boot from the McAfee Drive Encryption environment with a static
password before configuring the McAfee Drive Encryption to use Gemalto tokens and smart cards.

o |If SafeNet Authentication Manager (SAM) is used to manage the tokens, Token Policy Object (TPO) should
be configured with MS CA connector. For further details, refer to the section “Connector for Microsoft CA” in
the SafeNet Authentication Manager Administrator’s Guide.

e Users have a Gemalto token or smart card with a valid certificate enrolled.

e To use CBA, the Microsoft Enterprise Certificate Authority must be installed and configured. Any CA can be
used. In this guide, integration is demonstrated using Microsoft CA.

e SafeNet Authentication Client 10.3 must be installed on all client machines.

Supported Tokens and Smart Cards in SafeNet
Authentication Client

SafeNet Authentication Client 10.3 supports the following tokens and smart cards with McAfee Drive Encryption:
Certificate-based USB tokens
o SafeNet eToken 5110 GA

Smart Cards

e Gemalto IDPrime MD 830 L2
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Configuring McAfee Drive Encryption

In order to deploy and configure the McAfee Drive Encryption on the client machine, the ePolicy Orchestrator

server must be installed.

This document assumes the following:
e McAfee ePolicy Orchestrator is installed.
[ )

The McAfee agent is deployed on client machines.

authentication.

Creating User Based Policy

1. Open the ePolicy Orchestrator Login page.

Drive Encryption policy is deployed on client machines, and is configured with username and password

Log On to ePolicy Orchestrator

ePolicy Orchestrator 5.3 (intel') Security @

L English

bdmm

User name:

%]

Password: [eessecense

Log On

License Type: Evaluation Expiration Date: May 14, 2017 To enter a new license, go here

(The screen image above is from McAfee®. Trademarks are the property of their respective owners.)
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2. Login to the admin console.

Menu v ‘ @ Dashboards i'i System Tree @4/ Queries & Reports g Policy Catalog E Computers

‘Logoff’°| 'Y McAfee

Reporting

Dashboards

[Getting Started with ePolicy Orchestrator

[¥] | Dashboard Actions ¥ || 521

v ‘ Welcome to ePolicy Orchestrator

<«

This slideshow walks you through some of the common concepts used
throughout ePolicy Orchestrator to help keep your systems up-to-date and
secure. You can navigate through the slideshow with the arrows below.

Welcome to ePolicy Orchestrator!

¥ | Getting Started

My Products

McAfee Drive Encryption Agent for Windows 7.2.0
McAfee Drive Encryption Go 7.2.0

McAfee Drive Encryption for Windows 7.2.0

Product Improvement Program 1.5.0

| Customize Installation

Version

*7.2.0.64

+7.2.0.456

*7.2.064

+1.5.0.578

>]

3. Select Menu > Policy > Policy Catalog.

(The screen image above is from McAfee®. Trademarks are the property of their respective owners.)

Menu v ’ © Dashboards g SystemTree @) QueriesReports G| Policy Catalog I Computers | Logoff‘ 0’ 'Y McAfee
Horertranes Reporting Systems Policy A
A Ppolicy Catalo
A policy i @ Dashboards il System Tree Policy Catalog
System T : £
ﬁ ISRNLLE @i Queries & Reports 2] Tag Catalog BB, Policy Assignments S
£ u
S ocpion e ] Threat Event Log E Computers i Policy Assignment Rules
@ Policy Assignment Rules. ol poticy Comparison
Dashboards .
] | Client Task Catalog el
Page Description & Client Task Assignments el
el
v‘f‘g Client Task Comparison
Software Automation Data Protection
™ Getting Started @] server Task Log &3 Encryption Users L1l
A Product Deployment @ Server Tasks @4 Encryption Recovery el
= el
“¢* Software Manager @ Automatic Responses
23 Master Repository A7 Issues
@i Distributed Repositories
9 Extensions
i] Licensing
§ § § User Management Configuration
PO Build: ePolicy Orchestrator 5.3.0 (Build:
400) N
Server: 2008-epo & Users P8 Server Settings
Time: 2/20/17 9:24:49 PM IST v
LS 2@ Permission Sets @ Personal Settings L

(The screen image above is from McAfee®. Trademarks are the property of their respective owners.)
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4. Click New Policy

Menu v ‘ @ Dashboards i‘i System Tree @i Queries & Reports éj Policy Catalog g Computers ’ Log Off ‘ ° ‘ Y McAfee
Policy
Policy Catalog

Policy Catalog
Product: [Drive Encryption 7.2.0 ___ [¥] Product enforcement status: Al enforce
Catsgory: (Al 9] Productpolicies: |Import| | Expart

S N I S L7 PN
cba User Based Policies Administrators 3 assi 1 | Rename | Duplicate | Delete | . _
Encryption Product Sattings Administrators 2 assignments None Rename | Duplicats | Delete |
1DGo User Based Policies Administrators None None | Rename | Duplicate | Deletz |
MeAfee Default Add Local Domain User Setting Administrators 1 assignment None Duplicate
MeAfee Default Product Sattings Administrators 1 assignment None | Duplicate
MeAfee Default User Based Policies Administrators 2 assignments None Duplicate
My Default Add Local Domain User Setting Administrators 1 assignment None | Rename | Duplicate | Deletz |
My Default Product Sattings Administrators 1 assignment None Rename | Duplicats | Delete |

My Default User Based Policies. Administrators 1 assignment None Rename | Duplicate | Delete |

| Actions v | 9items

(The screen image above is from McAfee®. Trademarks are the property of their respective owners.)
The Create a new policy window opens.

5. Enter the fields as follows:

Field Description
Category Select User Based Policies (User-Based Policy).
Create a policy based on this Select a policy (Default policy is “MacAfee Default”)

existing policy

Policy Name Enter a name for the policy
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Create a new policy

Category:

[User Based Policies (User-Based Policy) [&]
Create a policy based on this existing policy:
McAfee Default[v

Policy Name:

[ceal

Notes:

|

Click "OK" to save this policy

6. Click OK.

The new policy has been added to the Policy Catalog.

Configuring CBA Policy

1. Open the ePolicy Orchestrator Login page.

(The screen image above is from McAfee®. Trademarks are the property of their respective owners.)

Log On to ePolicy Orchestrator

ePolicy Orchestrator 5.3 (intel') Security @/

L English
User name: pdmin x|
Password: [oessccense |

opyright 2008-2015 McAfes, Inc. All Rights Reserved.

Log On

License Type: Evaluation Expiration Date: May 14, 2017 To enter a new license, go here

(The screen image above is from McAfee®. Trademarks are the property of their respective owners.)
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2. Login to the admin console.

Menu v ‘ @ Dashboards i‘i System Tree @4/ Queries & Reports g Policy Catalog g Computers

‘Logoﬁ‘a| P McAfee

Reporting

Dashboards [Getting Started with epolicy Orchestrator [ V] | Dashbeard Actions v | 5.

v ‘ Welcome to ePolicy Orchestrator ¥ | Getting Started

My Products
McAfee Drive Encryption Agent for Windows 7.2.0

McAfee Drive Encryption Go 7.2.0

McAfee Drive Encryption for Windows 7.2.0

= Product Improvement Program 1.5.0

| customize Installation |

This slideshow walks you through some of the common concepts used
throughout ePolicy Orchestrator to help keep your systems up-to-date and
secure. You can navigate through the slideshow with the arrows below.

<« >

Version

+7.2.0.64

+7.2.0.456

*7.2.064

+1.5.0.578

3. Select Menu > Policy >Policy Catalog.

(The screen image above is from McAfee®. Trademarks are the property of their respective owners.)

Menu v ’ ® Dashboards é SystemTree  gf Queries & Reports !’ Policy Catalog ' Computers.

Policy

Policy Catalog [Hewpsiey

| Policy Catalog
Product: Drive Encryption 7.2.0 Product enforcement status: Al anforce
Category: | All [¥] Product policiess  Impart | Export

cba User Based Policies 3 1 assignment
Encryption Product Settings 2 None
1DGo User Based Policies Administrators None None
McAfee Defaylt Add Local Domain User Setting inis i None
McAfee Defaylt Product Settings 1 None
McAfee Default User Based Policies ini 2 assi None
My Default Add Local Domain User Setting 1 None
My Default Product Settings 1 None
My Dafaylt User Based Policies 1 None

Actions v | 9items

‘mmlﬂ‘ U McAfee

Rename | Duplicate | Delete |
Bename | Duplicate | Dalate |
Rename | Duplicate | Delete |
Duplicate
Duplicate
Duplicate
Bename | Quplicate | Dalete |
Bename | Duplicate | Dalete | |
Bename | Quplicate | Delete |

(The screen image above is from McAfee®. Trademarks are the property of their respective owners.)

4. Click the policy you created in the previous section.

The Policy window opens.
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5. Inthe Authentication tab, configure the following:

Field Description
Token type Select one of the following:

e EToken PKI Smart Card

e |IDPrime MD PKI Smart Card
Property Select Key Usage - Digital Sighature
Comparison Select Equals
Value Select True

Menu v | (O Dashboards gy SystemTree @) QueriesaReports N Policy Catalog ‘ Computers

’wo«“ @ McAfee

Policy

Polic Yy C (ll(ll()(j 6 system(s) currently have policy "cba”.

Drive Encryption 7.2.0 > User Based Policies > cha
Authentication | Pessviord } Pasaword Contant Rules | Self-recovery | Companion Deviees |
Token type: |EToken PKI Smart Card =

Certificate rules @ rrovid

M Enforce coctificate validity period on client

M uss latest cartificate

Logon Mours: [ Apply restrictions

propestys  [Key Usage - Digital Signature. =
Compaisca:
Value: Teue [¥]

padnight (AM

[Noon (PM)

allove
block

Duplicate | = | concet | |

(The screen image above is from McAfee®. Trademarks are the property of their respective owners.)

6. Click Save.
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Configuring a Policy Assignment Rule

In this section we created a policy assignment rule based on username. Administrator can decide the type of

policy assignment rule he wants to create.

1. Open the ePolicy Orchestrator Login page.

Log On to ePolicy Orchestrator

| ePolicy Orchestrator 5.3 (intel') Security @

L English
User name: fpdmin x|

Password: [eessecense | ‘

Copyright 2008-2015 McAfee, Inc. All Rights Reserved.

Log On

License Type: Evaluation Expiration Date: May 14, 2017 To enter a new license, go here

(The screen image above is from McAfee®. Trademarks are the property of their respective owners.)

2. Login to the admin console.

Menu v

@ Dashboards i‘i System Tree  @§J Queries & Reports !] Policy Catalog g Computers

\moﬁ\e|‘wm¢fee

Reporting

Dashboards [Getting Started with ePolicy Orchestrator _ [] | Dashboard Actions + || =

v | Welcome to ePolicy Orchestrator ¥ | Getting Started

Welcome to ePolicy Orchestrator! i i

=Ty

McAfee Drive Encryption Agent for Windows 7.2.0

McAfee Drive Encryption Go 7.2.0
McAfee Drive Encryption for Windows 7.2.0

Product Improvement Program 1.5.0

This slideshow walks you through some of the common concepts used
throughout ePolicy Orchestrator to help keep your systems up-to-date and
secure. You can navigate through the slideshow with the arrows below.

<« >

Customize Installation |

Version

+7.2.0.64

+7.2.0.456

*7.2.0.64

+1.5.0.578

(The screen image above is from McAfee®. Trademarks are the property of their respective owners.)
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3. Select Menu > Policy > Policy Assignment Rules.

Menu ¥ ‘ © Dashboards iy SystemTree i QueriesaReports A Policy Catslog  [EH Computers ‘ Log Off ’ (-] ‘ U McAfee
Policy

Policy Assignment Rules  [Newasigmmentruie

Policy Assignment Rules Show Filter Options
Priority Name Type Actions

1 > b User Duplicate | Delete | Disable

(The screen image above is from McAfee®. Trademarks are the property of their respective owners.)
4. Click on New Assignment Rule.
The New Assignment Rule window is open.

5. Inthe Details tab, configure the following:

Field Description
Name Enter a name for the policy.
Rule Type Select User Based.
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Menu v ' © oashboards gy SystemTree @iy QueriesaReports il Policy Catalog [ Computers i Logoﬁ‘ © | U McAfee
Policy
Policy Assignment Rules
Policy Assignment Builder 2 Assignad policies > 3 Selection Criteria > 4 summary
Name [cea |
Description ‘
Priority 2 (New rule)
Rule Type O System Based
@ User Based
!
next | [cancal |

(The screen image above is from McAfee®. Trademarks are the property of their respective owners.)

6. Click Next

In the Assigned Policies tab, click Add Policy and configure the following:

Field Description

Product Select the Drive Encryption product.
Category Select User Based Policies.
Policy

Select the user-based policy you created previously.
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Policy

Policy Assignment Rules
Policy Assignment Builder 1 Details
Plasse select the policies that will be Applied To Machines:

Product Category Policy

[Drive Encryption 7.2.0 ~

2 Assigned Policies 3 Selection Criteria > 4 Summary

Menu v | © Dashboards g SystemTree @i Queries&Reports il Policy Catalog [ Computers ‘Logoffio‘ U McAfee

| Back | | Mext | | Cancel ’

(The screen image above is from McAfee®. Trademarks are the property of their respective owners.)

8. Click Next.

In the Selection Criteria tab select the system you are working on.

10. Click Users in the left pane and in the main pane select the users to which the policy needs to be assigned.

Menu v [ ® Dashboards é SystemTree  @fJ Queries & Reports 3 Policy Catalog a Computers Logoff‘ °| U McAfee

Policy

Policy Assignment Rules

Please choese the selection criteria for this assignment. Rule requires User Criteria selection.

o e pRT—r— T

EEEEE)

|

Available Properties Property
'm— Required Criteria

v Tag Criteria System System is in group or subgroup ~ [/My Organization [:|
Tag (> ]

S ey O User [is = [CN=bob,CN=Users,DC=fde-cba] 4= [+
Group Membership o

Organizational Unit [>]

Back | | Next | | Cancel

(The screen image above is from McAfee®. Trademarks are the property of their respective owners.)

11. Click Next
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12. In the Summary tab, click Save

Menu ¥ |e Dashboards gy SystemTree @il QueriesdReports | Policy Catalog [ Computers

[l..on\0|vm

Policy

Name

Type

Priority

Description

System Criteria

Tag Criteria

User Criteria

Policy Assignment Builder

Policy Assignment Rules

User

2

System descends from:
/My Organization

Fio tag criteria selected

User is1
bob

Drive Encryption 7.2.0: Drive Encryption > User Based Policies > cba
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Assigning the Policy to a System

Now we need to assign the policy we created to the machine/machines that are already managed by the
McAfee agent and that the McAfee Disk Encryption product is installed on.

1. Open the ePolicy Orchestrator Login page.

Log On to ePolicy Orchestrator

| ePolicy Orchestrator 5.3 (intel') Security @

L English

User name: bdmln x]

Password: ‘uonuon | ‘
|

Copyright 2008-2015 McAfee, Inc. All Rights Reserved.

Log On

|
License Type: Evaluation Expiration Date: May 14, 2017 To enter a new license, go here

2. Login to the admin console.

(The screen image above is from McAfee®. Trademarks are the property of their respective owners.)

Menu v ‘ @ Dashboards i'i SystemTree  @§) Queries&Reports | Policy Catalog g Computers. ‘ Longf‘ °| 'O McAfee

Reporting

Dashboards [Getting Started with epolicy Orchestrator  Dashboard Actions_ ¥

Customize Installation |

This slideshow walks you through some of the common concepts used
throughout ePolicy Orchestrator to help keep your systems up-to-date and
secure. You can navigate through the slideshow with the arrows below.

<« >

¥ | Welcome to ePolicy Orchestrator v | Getting Started
Wel Policy Orch 1 My Products Version
elcome to ePolicy Orchestrator!

’__ i £ ? = ' McAfae Drive Encryption Agant for Windows 7.2.0 *7.2.0.64
= o McAfee Drive Encryption Go 7.2.0 ©7.2.0.456
PR ——

McAfee Drive Encryption for Windows 7.2.0 *7.2.0.64
= Product Improvement Program 1.5.0 ©1.5.0.578

(The screen image above is from McAfee®. Trademarks are the property of their respective owners.)
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3. Select Menu > System > System Tree.

Menu v

© osshbosrds gy SvstemTree Gl QueriessiReports il policy Cotalog [ Computers ‘Lnglmj.‘“m

Systems
System Tree [Hewsitems| e Subarouos

! Choose (;o‘umru
Drive Encryption
Drive Encryption Go
Export Tabls
Teg
Agent

Diractory Management

Actions vy | 1of 5selected

[suunm Systeme | Assigned Folicies | Assigned Client Tasks | Group Dataits ‘ Agent Deplayment |
¥ My Organizaton Presat: Custom: Quick finds | ]
o [This Group Only ~ | nona ] Appiy | clasr
Lost&Found B | SystemName 4 | Managed Stat= Tags
[0 2008-er0 Unmanaged
[0 roswinz Managed Workstation 10.8.17.3 bob
[ vanr-sos M3 T10.8.17.7 adminiztrator
Deploy Agents |
WIN7-1DGO : 110.5.17.6 bob
Modify Polices Single Systes |
O vanz-new n.l i b oals s £ 2 WA

Modify Tasks on a Single System
Run Chent Task Now
Set Description
Set Policy & Inheritance
Show Agent Log
Show Cient Events
Show Threst Events
l Transfer Systems
> l Update Now

Waks Up Agents

Wake Up Agentz | |2 Ping

Last Communication

2/14/17 5122124 PM

2/19/17 6127144 PM
2/15/17 4:39:22 PM

2/19/17 3:21:00 PM

(The screen image above is from McAfee®. Trademarks are the property of their respective owners.)

4. Select the system/s upon which the CBA needs to be enforced and select Actions > Agent > Modify

Policies on a Single System.

Menu v | @ Dashboards g SystemTree @Y Queries&Reports A Policy Cataslog I Computers

Logot | @ | W McAfee

Systems

System Tree [newsystems | new subaroups |

o M - —

Managed State | Tacs

Unmanaged

Managed Workstation 10.9.17.3 beb

Ma Doy Aaarts 110.9.17.7 administrator

M 10.9.17.6 beb

v My Organization Preseti
- |This Group Only
Lost&Found System Name 4

O 2008-e70

O | roe-winz
O wmnz-res
O winz-new

Choose Columas

Drive Encryption

Drive Encryption Go

Export Table

Directory Management

Actions v | 10 3 zelectad

W sty poiices on = singie system | p -

Modify Tasks on a Single System
Run Client Task Now

Set Description

Set Policy & Inheritance

Show Agent Log

Show Client Events

Show Threst Events

Transfer Systems
L4 Update Now
> Wake Up Agents
> }
: i} Wake Up Agents | |:: Ping |

[ shew

salocted rows

:

2/14/17 5:22:24 PN
2/19/17 6:27144 PM
2/19/17 4:59:22 PM

2/19/17 3:121:00 PM

(The screen image above is from McAfee®. Trademarks are the property of their respective owners.)
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5. Under Product select the Drive Encryption product.

Edit Assignment

Actions v | 3iems

Menu v ; © Dashboards ﬁ System Tree @4 Queries & Reports g Policy Catalog g Computers ‘ Log Off ‘ ° ‘ U McAfee
Systems
System Tree
| Poticy Assi for My ization > CBA >
Product: | Drive Encryption 7.2.0 [¥]  Enforcomentstatus:  Enforcing
'
| Adé Local Damin User Setings My Defaut Local (2008-EP0) My Organization Edit Assignments
| Product sestings Encryption Local (2008-E70) This Node Edit Assignment
| User Based policies s Local (2008-EP0) This Node

(The screen image above is from McAfee®. Trademarks are the property of their respective owners.)

6. Click the User Based Policy (cba in this example) Edit Assignment link.
The edit assignment window opens.

7. Configure the following:

Field Description

Inherit From

Select Break inheritance and assign the policy and setting below.

Assigned policy Select the CBA policy you created.

SafeNet Authentication Client: Integration Guide

Using SafeNet Authentication Client CBA for McAfee Drive Encryption
Document PN: 007-013791-001, Rev. A

21




Menu v

Systems

© Dashboards @iy SystemTree @i QueriesaReports | Policy Catalog [l Computers

Iunoﬂ.\ T McAfee

System Tree

Policy for My > CBA > > Drive 7.2.0:
Server: Local (2008-£P0)
Inherit from: O cea
(@ Break inheritance and assign the policy and settings below
Assigned policy:

£de poley | ew Poley

Save | Cancel

(The screen image above is from McAfee®. Trademarks are the property of their respective owners.)

8. Click Save.
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Configuring User-Based Policy Enforcement

In order for the user to use the CBA policy you created it needs to be configured in the ePolicy Orchestrator.

1. Open the ePolicy Orchestrator Login page.

Log On to ePolicy Orchestrator - B |
ePolicy Orchestrator 5.3 (intel)' Security @/
i

L English
|
‘ User name: bdmin x |
Password: [eessesesse ]
‘ Copyright 2008-2015 McAfee, Inc. All Rights Reserved. Log On

License Type: Evaluation Expiration Date: May 14, 2017 To enter a new license, go here

(The screen image above is from McAfee®. Trademarks are the property of their respective owners.)
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2.

Login to the admin console.

Menu v ‘ @ Dashboards i'i System Tree @4/ Queries & Reports g Policy Catalog B Computers ‘ Log Off ' ° | 'Y McAfee
Reporting
Dashboards [Getting Started with epolicy Orchestrator [ V] | Dashbeard Actions v | 5.
v LWelcnme to ePolicy Orchestrator v | Getting Started Al
Welcome to ePolicy Orchestrator! phvEodics f¥arsien
S McAfee Drive Encryption Agent for Windows 7.2.0 +7.2.0.64
McAfee Drive Encryption Go 7.2.0 *7.2.0.456
McAfee Drive Encryption for Windows 7.2.0 ©7.2.0.64
Product Improvement Program 1.5.0 *1.5.0.578
| Customize Installation
This slideshow walks you through some of the common concepts used
throughout ePolicy Orchestrator to help keep your systems up-to-date and
secure. You can navigate through the slideshow with the arrows below.
(The screen image above is from McAfee®. Trademarks are the property of their respective owners.)
Select Menu >Reporting > Queries & Reports.
Menu v l ® Dashboards @y SystemTree i QueriesaReports  il| Policy Catalog [ Computers lngoﬁ“ U McAfee
Recant Pages Reporting Systems pPolicy A
@il Quenies 3 Reports © Dashboards @@ System Tree ] Policy Catalog
B Sretem Tree &) Tog Cotion I — =
& Client Task Assignments [§ Threat Event Log BB computers Rl Policy Assignment Rules

Rl Policy Assignment Rules

ﬂ‘-z Policy Assignments

Page Description

Software

@™ Getting Started

& Product Deployment
&~ Software Manager
B8 Master Repository
@ Distributed Repositories
™) Extensions

W) Licensing

r M m
PO Build: ePolicy Orchestrator 5.3.0 (Build: UsenManagement
400)

1 2008-ap0 & Users
Time: 2/21/17 5:52:17 PM IST
User: admin

@@ Permission Sets

rﬂ Policy Comparison
ij Client Task Catalog
Bl Client Task Assignments

!'t Client Task Comparison
Automation Data Protection
@] Server Task Log 3 Encryption Users
@™ Server Tasks &4l Encryption Recovery

@ Automatic Responses

2 1ssues

Configuration
P Server Settings

@ Personal Settings

v iose]

(The screen image above is from McAfee®. Trademarks are the property of their respective owners.)
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4. Under Query select DE: Users and click Run.

Menu v ’ © Dashboards g SystemTree @iy Queries&Reports M| Policy Catsiog [ Computers |Lo¢0ﬂ|“ U McAfee

Reporting

Queries & Reports [ quey| |impor queres

Groups Queries  Reports

Al
Quick find | | [ Apply | Gleac B show

» Private Groups
» Shared Groups

» McAfee Groy;
s DE: Product Client Events

Displays the product client events related to Drive Encryption

DE: Systems reporting a failed ePO system transfer
(N Detally | Bun | Duplicats | Schedy
Display systems reporting faikure during system transfer to this ePO server,

DE: Systams With Uninitialized Users

O Detalls | Run | Quplicate | Schedy
Displays a list of active systams containing uninitialized (potentially insecura) usars
DE: Users

O Detaits |[Run | Duslicate | Schedu
Uists all the Drive Encryption Users -
DE: Volume Status

O Details | Run | Duplicate | Schedu
Drive Encryption volume status
DE: Volume Status (Rollup)

O Datails | Bun | Duplicats | Schedy
Drive Encryption volume status (Rollup)

(The screen image above is from McAfee®. Trademarks are the property of their respective owners.)

Actions v 65 items J

5. Select the users to be configured and select Actions > Drive Encryption > Configure UBP enforcement.

Menu v ’ © Dashboards iy SystemTree i Queries&Reports  l| Policy Catalog @ Computers ‘Logoﬁ‘ 01 U McAfee

Reporting

Queries & Reports

DE: Users Hide Filter
e [n PR

|

I [
O

Administrator CN=Administrator, CNi=Users, DC=fde-cba,DC=com
bob CN=bob,CN=Users,DC=fde-cba,DC=com
krbtgt ChN=krbtgt,CN=Users, DC=fde-cba,DC=com

%]

‘@ integ. CN=integ,CN=Users,DC=fde-cba,DC=com
|a

|

\

\

Clear SSO details
Deassign user(s) from all systems
Force user to change password
Reset Token
Reset self-recovery

Drive Encryption » User Inf

| Export Table

| Actions w 2 of 4 selected

Close |

(The screen image above is from McAfee®. Trademarks are the property of their respective owners.)

The Configure UBP enforcement window opens.
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6. Select Enable (user users a non-default UBP) and click OK.

(The screen image above is from McAfee®. Trademarks are the property of their respective owners.)
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Update the Client Machine

In order for the changes to take affect you need to update the client machine with the new policies.

1. Open the ePolicy Orchestrator Login page.

Log On to ePolicy Orchestrator

ePolicy Orchestrator 5.3 (intel)' Security @

L English
User name: fpdmin x|
Password: [eessecense |

\ Copyright 2008-2015 McAfee, Inc. All Rights Reserved. Log On

|
‘ License Type: Evaluation Expiration Date: May 14, 2017 To enter a new license, go here

(The screen image above is from McAfee®. Trademarks are the property of their respective owners.)

Login to the admin console.

Menu v

@ Dashboards i‘i System Tree  @§J Queries & Reports _!J Policy Catalog g Computers ‘Logoff‘ e| 'Y McAfee

Reporting

Dashboards [Getting Started with epolicy Orchestrator ] | Dashboard Actions v | =

v ‘ Welcome to ePolicy Orchestrator

¥ | Getting Started

Customize Installation |

- My Products Version
Welcome to ePolicy Orchestrator!
lh' —— u" McAfee Drive Encryption Agent for Windows 7.2.0 +7.2.0.64
s . — — = — McAfee Drive Encryption Go 7.2.0 *7.2.0.456
e : >
| . : ’ H McAfee Drive Encryption for Windows 7.2.0 *7.2.0.64
=t = Product Improvement Program 1.5.0 1.5.0.578

This slideshow walks you through some of the common concepts used
throughout ePolicy Orchestrator to help keep your systems up-to-date and
secure. You can navigate through the slideshow with the arrows below.

<« >

(The screen image above is from McAfee®. Trademarks are the property of their respective owners.)
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3. Select Menu > System > System Tree.

Menu v | (O Dashbosrds @y SystemTree @) QueriesaReports il Policy Catalog B computers

‘ugonll.‘wm'

Systems
System Tree [Hewsitems| e Subarouos

Modify Tasks on a Single System
Run Chent Task Now
Set Description

- - Set Policy & Inheritance

Choose Columns
Show Agent Log

Drive Encryption »
Show Cient Events
Drive Encryption Go » Show Thrast Events
Export Tabls I Transfer Systems
Tog > l Update Now
Agent > Wake Up Agents
Directory Management »
Actions v, | A ofs saead Wal Upi Agents |53 Bl

[suunm Systeme | Assigned Folicies | Assigned Client Tasks | Group Dataits ‘ Agent Deplayment |
¥ My Organizaton Presat: Custom: Quick finds | ]
o [This Group Only ~ | nona ] Appiy | clasr
Lost&Found B | SystemName 4 | Managed Stat= Tags
[0 2008-er0 Unmanaged
[0 roswinz Managed Workstation 10.9.17.3
[ vanr-sos M3 T10.8.17.7
Deploy Agents |
WIN7-1DGO : 110.5.17.6
Modify Polices Single Sy |
O vanz-new n.l i D8 B Baeers, 10.5.17.5

A

beb 2/14/17 5122124 PM

adminiztrator 2/19/17 8127144 M
beb 2/19/17 4:39:22 PM
na 2/19/17 3:21:00 PM

(The screen image above is from McAfee®. Trademarks are the property of their respective owners.)

4. Select the system/s on which the CBA needs to be enforced on and click Wake Up Agents.

Menu v I ® Dpashboards ﬁ System Tree @4 Queries & Reports ! Policy Catalog Computers
Systems
Sys[e M Tree |tewsystems | newsuboroups
System Tree Systems | Assigned Policies | Assigned Client Tasks | Group Details | Agent Deployment
¥ My Organization Preset:
ok | This Group Only ~ [ Mone | Appte || Gl
Lost&Found System Name & | Managed State TP Address
a Workstation 10.9.17.3
O wmz-res Managed Workstation 10.9.17.7
o w7060 Managed Workstation 10.9.17.6
O winz-new Managed Workstation 10.9.17.5
System Tree Actonsy | Actions v | 10f5zelectes

quon[OAw‘m

Custom: Quick find: | [ show

bob

administrator
bob

N/A

(The screen image above is from McAfee®. Trademarks are the property of their respective owners.) '
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5. Select Force complete policy and task update.

Menu ¥ Dashboards System Tree Queries & Reports | Policy Catalog Computers Log OFf T McAfee
© o ) ) w B0

Systems

System Tree
‘Wake Up McAfee Agent

Click "OK" to send the wake-up call to the target systems. To see the status of the wake-up call, go to the Server Task Log.

Target systems: WIN7-1DGO

Wake-up call type: @ Agent Wake-Up Call
O SuperAgent Wake-Up Call

Randomization: P ] minutes

Options: Retrieve all properties even if they haven't changed since the last time they were collected. If unchecked only retrieve changed properties.
Force policy update: Force complete policy and task update

Number of attempts: [T7"] (enter 0 for continuous attempts.)

Retry interval [recondI o]

Abort atter E el

Wake up Agent using:

ok | | Close

(The screen image above is from McAfee®. Trademarks are the property of their respective owners.)

6. Click OK.
The client machine is updated.
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Running the Solution

This section demonstrates the pre-boot authentication process.
1. Start the client machine and insert the Gemalto token/smart card.

2. Inthe first screen enter the username and click Next.

@McAfeef Drive Encryption®

An Intel Company

@m« | Drive Encryption ®

(The screen image above is from McAfee®. Trademarks are the property of their respective owners.)
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3. Enter the token/smart card PIN and click Logon.

@McAfee‘ Drive Encryption®

An Intel Company

@m | Drive Encryption ®

(The screen image above is from McAfee®. Trademarks are the property of their respective owners.)

After a successful authentication the machine boots.
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Support Contacts

If you encounter a problem while installing, registering, or operating this product, please make sure that you

have read the documentation. If you cannot resolve the issue, contact your supplier or Gemalto Customer
Support. Gemalto Customer Support operates 24 hours a day, 7 days a week. Your level of access to this

service is governed by the support plan arrangements made between Gemalto and your organization. Please
consult this support plan for further information about your entitlements, including the hours when telephone

support is available to you.

Contact Method

Contact Information

Customer Support
Portal

https://supportportal.gemalto.com

Existing customers with a Technical Support Customer Portal account can log in to
manage incidents, get the latest software upgrades, and access the Gemalto
Knowledge Base.

Technical Support
contact email

technical.support@gemalto.com
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