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Third-Party Software Acknowledgement

This document is intended to help users of Gemalto products when working with third-party software, in this
case, Wi-Fi Network, Authenticated with an NPS Radius Server Role which is a Microsoft Windows component.

Material from third-party software is being used solely for the purpose of making instructions clear. Screen
images and content obtained from third-party software will be acknowledged as such.

Description

SafeNet Authentication Client (SAC) is a public key infrastructure (PKI) middleware that provides a secure
method for exchanging information based on public key cryptography, enabling trusted third-party verification of
user identities. SAC enables the implementation of strong two-factor authentication using standard certificates,
as well as encryption and digital signing of data. The SAC generic integration with CAPI, CNG, and PKCS#11
security interfaces enables out-of-the-box interoperability with a variety of security applications, offering security
for web access, network logon, email, and data. PKI keys and certificates can be created, stored, and used
securely with the hardware or software tokens.

An effective strong authentication solution must be able to address data breaches on the rise for companies to
protect their information assets and comply with privacy regulations. Data encryption is a common technique
used by enterprises today, but to be most effective, it must be accompanied by strong two factor user
authentication to desktop, mobile, and laptop computer applications. Working together, encryption and
authentication reduce risk and stop unauthorized access to sensitive data.

SafeNet smart card certificate-based tokens and secure USB certificate-based tokens are interoperable with Wi-
Fi Network, providing a solution for encryption and strong access control that prevents unauthorized access to
sensitive data and stops information loss and exposure. The integrated solution delivers greater security,
reduced operational costs, and improved compliance by adding smart card-based strong user authentication to
Wi-Fi Network.

Gemalto’s X.509 certificate-based USB tokens and smart cards have been integrated with Wi-Fi Network,
providing two-factor authentication at both pre-boot and Microsoft Windows levels.

The Gemalto’s X.509 certificate-based USB tokens and smart cards provide secure storage for the certificates
needed for endpoint encryption for Wi-Fi Network functionality to boot up. If Gemalto’s X.509 certificate-based
USB token or smart card is not inserted in the client machine, or if the certificates are deleted, revoked, or

expired, the Wi-Fi Network software will not boot up and the data on the laptop will stay encrypted and secure.

This document provides guidelines for deploying certificate-based authentication (CBA) for user authentication
to Wi-Fi Network using Gemalto tokens or smart cards.

It is assumed that the Wi-Fi Network is already configured and working with static passwords prior to
implementing Gemalto multi-factor authentication.

Wi-Fi Network can be configured to support multi-factor authentication in several modes. CBA will be used for
the purpose of working with Gemalto products.
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Applicability

The information in this document applies to:

e SafeNet Authentication Client (SAC) Typical installation mode— SafeNet Authentication Client is public
key infrastructure (PKI) middleware that manages Gemalto’s tokens and smart cards.

For more details about different SAC installation modes, please refer to the Customization section in SafeNet
Authentication Client Administrator Guide.

Environment

The integration environment that was used in this document is based on the following software versions:
o SafeNet Authentication Client (SAC) - SAC 10.4 Post GA

e TP-LINK 931F3E Wireless N router

e Windows Server 2008R2 installed with Active Directory, Certificate Authority, NPS Radius

e Win 10 1703 - Installed on Laptop PC Domain Joined.

Audience

This document is targeted at system administrators who are familiar with Wi-Fi Network, and are interested in
adding multi-factor authentication capabilities during pre-boot using SafeNet tokens.
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Authentication Flow

The diagram below illustrates the flow of certificate-based authentication To Wi-Fi Network:

Prerequisites

To enable users to perform authentication to Wi-Fi Network using Gemalto tokens and smart cards, ensure the
following:

Users can authenticate to the Wi-Fi Network environment with a static password before configuring to use
Gemalto tokens and smart cards.

If SafeNet Authentication Manager (SAM) is used to manage the tokens, Token Policy Object (TPO) must
be configured with MS CA connector. For further details, refer to the section “Connector for Microsoft CA” in
the SafeNet Authentication Manager Administrator’'s Guide.

Users have a Gemalto token or smart card with a valid certificate enrolled.

To use CBA, the Microsoft Enterprise Certificate Authority must be installed and configured. Any CA can be
used. In this guide, integration is demonstrated using Microsoft CA.

SafeNet Authentication Client (SAC 10.4 Post GA) must be installed on all client machines.

SafeNet Authentication Client: Integration Guide

Using SafeNet Authentication Client CBA for Wi-Fi Network
Document PN: 007-014051-001, Rev. A.



Supported Tokens and Smart Cards in SafeNet
Authentication Client

SafeNet Authentication Client (SAC 10.4 Post GA) supports the following tokens and smart cards:
Certificate-based USB tokens

e SafeNet eToken 5110 GA

e SafeNet eToken 5110 FIPS

e SafeNet eToken 5110 CC

Smart Cards
e Gemalto IDPrime MD 830
e Gemalto IDPrime MD 840

For all supported devices please refer to SafeNet Authentication Client Customer Release Notes.

Configuring NPS RADIUS Server

Complete the procedures in this section to configure CBA Authentication for two-factor authentication. Following
configuration, users will be able to authenticate using certificates on their smart cards or tokens.

In this example: Network Policy Server in Windows Server is demonstrated as a RADIUS server.

Configure the Wi-Fi Device as RADIUS Client

1. Open the Network Policy Server Console. Under Policies > Expand RADIUS Clients and Servers, right-
click RADIUS Clients, and click New.

#: Network Policy Server =100 x|
File Action View Help
el Al ol 7 s
@ res Lo
= 7] RADIUS Clients and Servers -
[ RADIUS Cliey =M RADIUS dlients allow you to specify the network access servers, that provide access to your natwork.
] remote Rac, New ”
= [=[ Policies B prbeE

| Connection | ey + | [ Fiendy Name [ 1P Address | Device Manufacturer | NAPCapable | Status

= Network Poli

_| Health Polick  Refresh

B, Network Access
B, Accounting elp
ﬁ Templates Management

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

2. Enter the details of the Wi-Fi Device (In This Example: TP-LINK) and enter the following under Settings:
e Select Enable Radius Client
e Friendly Name: enter device name
e Address: enter device IP
e Shared secret: Choose generation method (in this example, Manual)

e Under shared secret: enter the shared secret that will be defined on Wi-Fi device.
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“: Network Policy Server | New RADIUS Client I x|

File Acton View Help Seﬂ-iﬂgil.ﬂdvanmdl

e Al sl 7] ¥ Enable this RADILS cient

@ NP5 (Local)
B [ RADIUS Clients and Servi I~ | Select an evisting template:
7 RADIUS Clients | =
| Remote RADIUS Sery
= Ej Policies  MName and Address
| Connection Request| Friendly name:
| Metwork Palicies ITP-Lmk

| Health Policies
§ Metwork Access Protectic Address ({IP or DNS):

B Accounting [192168.01 Verify... |
ol; Templates Management
[~ Shared Secret
Select an existing Shared Secrets template:
INnna j

To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must corfigure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive.

' Manual " Generate
Shared secret:
[euee
Confirm shared secret
[suse
Action: In progress... oK I Cancel I

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

Configuring NPS Policies for Wireless - IEEE 802.11

1. Open the Network Policy Server console

2. Select Policies > Connection Request Policies and ensure that Use Windows authentication for all
users is enabled.

=& Network Policy Server - 101 x|
File  Action \View Help
bl 2 sl ) 7|
@ NP5 {Local) Connection Request Policies
= || RADIUS Clients and Servers -
5| RADIUS Clients
:_E' Remote RADIUS Server Groups
Bl Ef Palides
|} Connection Request Polides
| Metwork Policies
| Health Policies

(=T YIS S [ R N R T

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

© Connection request policies allow you to designate whether connection requests are processed locally or
forwarded to remote RADIUS servers. For NAF VPN or 802,17, you must configure PEAP authentication
in connection request policy.

il
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3. Under Policies, right-click Network Policies and select New.

*n Network Policy Server

File Action View Help

&= 75|

@ MPS (Local)

E [ ] RADIUS Clients and Servers
o RADIUS Clients
5__5] Remote RADIUS Server Groups

B [E] Polides
| Connection Request Policies A
] = twork Policies
| Health Policies

h Network Access Prof  EXportList

B, Accounting
ﬂ Templates Managem

Mew

View 4

Refresh

Help

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

4. Under Policy Name, enter the required name.

5. Under Type of network access server, select Unspecified, and click Next.

New Network Policy x|

“ou can specify a name for your network policy and the type of connections to which the policy is applied.

! Specify Network Policy Name and Connection Type
]

Policy name:
Jwi-Fi

r~ Network connection method
Select the type of network access server that sends the connection request to NPS. You can select either the network access server

type or Vendor specific, but neither is required. i your network access serveris an 802.1X authenticating switch or wireless access point,
select Unspecified.

¥ Type of network access server:
IUnspec:'rfied j
" Vendor specific:

10

Frevious | Next I Eirish | Cancel |

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
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6. Inthe Specify Conditions window, click Add.

’ Specify Conditions
Q Specify the conditions that determine whether this network policy is evaluated for a connection request. A minimum

of one conditionis reguired.

Conditions:
| Condition ‘ Walue

Condition description:

add. | Ed. || Remeve |

Previous | Iext | Finish | Cancel |

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

7. Choose User Groups and click Add.

New Network Policy ] x|

- Specify Conditions
A Specify the conditions that determine whether this netwark policy is evaluated for a connection request. & minimum

of one conditionis required.

Select condition B x|
Select a condttion, and then click Add.
Groups =)
- Windows Groups
~i~ The Windows Groups diti fies that the ing user or p must belong to one of the selected
groups

Machine Groups
] The Machine Groups condition specifies that the connecting computer must belong to one of the selected groups.

&8 UserGroups

@y The User Groups condition specifies that the connecting user must belong to one of the ted groups.

HCAP

] Location Groups
The HCAP Location Groups condition specifies the Host Credential Authorization Protocel (HCAP) location groups
= 7 required to match this policy. The HCAP protocol is used for communication between NPS and some third party
network access servers (NASs). See your NAS documentation before using this condition.

Previous | Mest | Firiizfy | Cancel |

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
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8. Click Add Groups

New Network Policy

; x|

; Specify Conditions
Specify the conditions that determine whether this network palicy is evaluated for a connection request. A minimum

of one conditionis required.

Select condition ol |
Select a condtion, and the (LoaRaia I x|
Groups 1=
— _  Specify the group membership required to match this policy.
oy Windows Group |
=i~ The \Windows Gr f the selected
groups. Groups |
) Machine Group:
TR The Machine Gre Ected groups.
User Groups
er Groups
J Location Group:
Wil The HCAP Locati pcation groups
required to match Add Groups... I Femave | E third party
network access s

OK Cancel |

hdd. | Cancel

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

9. Add Domain Users, and Click OK Twice

New Network Policy

: x|

: Specify Conditions
Specify the conditions that determine whether this network policy is evaluated for a connection request. & minimum

of one condition is required.

Select condition LN x|
Select a condition, and the bl ; Lll
T T
wi%, Windows Group  giocy thie object type: |
- The \wiind Gry
groups. [Group Object Types...

g Machine Groups  From this location:
- M e
: The Grg IavidomahZCI]&Z.mm Locations... |
User Groups
MIEode e Enterthe object name to select {examples):

HCAP Domain Users| Check Names |

J Location Group:
L) The HCAP Locati ps

required to match
ek liei Mvancedl ok | Cancel |

Previous |  Net | Frish | Cancel |

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
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10. Click Add Again

x|

MNew Network Policy

, Specify Conditions
Specify the conditions that determine whether this network policy is evaluated for a connection request. & minimum

of one condition is required.

Conditions:
|| condition | Value
a User Groups 12"Domain Users

Condition description:
The User Groups condition specifies that the connecting user must belong to one of the selected groups.

Add... | Edit... | Femove I

Previous [[ Net |  Fish | Cancel |

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
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11. Choose NAS Port Type, and click Add.

New Network Policy %]

- Specify Conditions
']
* Specify the conditions that determine whether this network policy is evaluated for a connection request. & minimum

of one condition is reguired.

Select condition

|%

Select a condition, and then click Add.

."-' - MAS |dentifier =
Lo The NAS |dentifier condition specifies a character string that is the name of the network access server (NAS). You
can use pattern matching syntax to specify NAS names.

J—l NAS IPv4 Address

The MAS IP Address condition specifies a character string that is the |P address of the NAS. You can use pattern
matching syntax to specify |P networks.

3_&—' MNAS IPvE Address
LR The NAS IPvE Address condition specifies a character string that is the IPvE address of the NAS. You can use

pattern matching syntax to specify IPvE networks.

hiﬂf:' NAS Port Type

== The NAS Port Type condition specifies the type of media used by the access client, such as analog phone lines,

* |SDN, tunnels or virtual private networks, |EEE 802.11 wireless, and Ethernet switches.

Add... I Cancel

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

12. Select Wireless — IEEE 802.11 and Wireless — Other and click OK.
x|

Specify the access media types reguired to match this policy.
Commen dialup and VPN tunnel types
[ Async (Modem)
[] ISDN Sync
[1 Sync (T1 Line)
[ Virtual (VPM)
Common 802 1X connection tunnel types
[] Ethemet
[ FDDI
[] Token Ring
Wireless - IEEE 802 11

Wireless - Other

[ xX25

X775
[[] xD5L - Digital Subscriber Line of unknown type j

OK Cancel
| |

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
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3. Ensure that NAS Port Type Condition was added, and click Next.

New Network Policy il x|

- Specify Conditions
A Specify the conditions that determine whether this network palicy is evaluated for a connection request. & minimum

of one condition is required.

Conditions:
| Condtion | Value
g‘.ﬁ User Groups 2 Domain Users
& NAS Port Type Wireless - [EEE 802.11 OR Wireless - Cther

Condition description:

The NAS Port Type condition specifies the type of media used by the access client, such as analog phone lines, ISDN, tunnels or vitual
private networks, |IEEE 802.11 wireless, and Ethemet switches.

Add. | Edt. | Remove |

Previous | Nead | Firish | Cancel |

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

4. Select Access Granted, and click Next

New Network Policy B

Specify Access Permission
1]
A Configure whether you want to grant network access or deny network access if the connection request matches thig

policy.

Ix

% Access granted
Grant access if client connection attempts match the conditions of this policy.

" Access denied
Deny access if client connection attempts match the conditions of this policy.

™ Accessis determined by User Dialin properties {which ovemide NPS policy)
Grant or deny access according to user dialin properties i client connection attempts match the conditions of this policy.

Previous | Meat I Firish | Cancel |

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
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5. Inthe Configure Authentication Methods screen, click Add.

6. Inthe Add EAP window, choose Microsoft: Smart Card or other certificate, and click OK.

New Network Policy ol x|

]

d Configure one or more authentication methods required forthe connection request to match this policy. For EAP
authentication, you must configure an EAP type. If you deploy NAP with 802.1X or VPN, you must canfigure
Protected EAP in connection request policy, which overrides network policy authentication settings.

. Configure Authentication Methods

EAF types are negotiated between NPS and the client in the order in which they are listed.

EAP Types:

B

Authentication methods:

Microsoft: Smart Card or other certificate
Microsoft: Protected EAP (PEAP)
Microsoft: Secured password (EAP-MSCHAFP v2)

Add. | Edt. |

Less henticationr | 4 | | ]
¥ Microsoft Encrypted Authentic
V¥ User can change passworc OK I Cancel |
¥ Microsoft Encrypted Authentic
V¥ User can change password after it has expired
™ Encrypted authentication (CHAF)
™ Unencrypted authenrtication (PAP, SPAP)
[~ Allow clients to connect without negotiating an authentication method.
™ Perform machine health check anly

Previous | Next | Firish | Cancel |

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

7. Inthe Add EAP window, choose Microsoft Protected EAP (PEAP), and click OK.

New Network Policy Vi x|

. Configure Authentication Methods
]

- "i Configure one or more authentication methods required forthe connection request to match this policy. For EAP
authentication, you must configure an EAP type. If you deploy NAP with 802.1% or VPN, you must configure
Protected EAP in connection request policy, which overrides network policy authentication settings.

EAF types are negotiated between NPS and the client in the order in which they are listed.

EAP Types:

x

Authentication methods:

Microsoft: Smart Card or other certificate
oft: Protected EAP (PEAF)

Microsoft: Secured password (EAP-MSCHAP v2)

Add. | Edi. |

Less henticationr | 4| | ]
[V Microsoft Encrypted Authentic
V¥ User can change passworc OK I Cancel |
[V Microsoft Encrypted Authentic
V¥ User can change password after it has expired
™ Encrypted authentication (CHAF)
[~ Unencrypted authentication (PAP, SPAP)
[~ Allow clients to connect without negotiating an authentication method.
™ Perform machine health check only

Previous | Next | Eiriizh | Cancel |

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
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8. After Added Both, Select Microsoft Protected EAP (PEAP), and click Edit.

Mew Network Policy il x|

Configure one or mare authentication methods required forthe connection request to match this palicy. For EAP
authentication, you must configure an EAP type. If you deploy NAP with 802.1X or VPN, you must configure
Protected EAP in connection request policy, which overrides network policy authentication settings.

. Configure Authentication Methods
1]

EAP types are negotiated between NPS and the cliert in the order in which they are listed.

EAP Types:

Microsoft: Smart Card or other cerificate Move Up |

Microsoft: Protected EAP (PEAF)

I o Down |

ad. | Ere Remove

V¥ Microscft Encrypted Authentication version 2 (MS-CHAP-v2)
V¥ User can change password after it has expired
[ Microsoft Encrypted Authertication (MS-CHAP)
V¥ User can change password after it has expired
™ Encrypted authentication {CHAP)
™ Unencrypted authentication (PAP, SPAP)
[~ Allow clients to connect without negotiating an authentication method.
[~ Perform machine health check only

Previous [[ Net |  Frish | Cancel |

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

9. Inthe Edit Protected EAP Properties window, click Add

Edit Protected EAP Properties |

Select the certificate the server should use to prove its identity to the dient.
A certificate thatis configured for Protected EAP in Connection Reguest
Palicy will averride this certificate.

Certificate issued I ; ; com j

Friendly name:
Issuer: MU BN R E-CA

Expiration date: 8/15/2018 10:34:53 PM

[¥ Enable Fast Reconnect
[ Disconnect Clients without Cryptobinding
Eap Types

assword (EAP-MSCHAP vZ)

Mowe U

[Move Dawn |

Add Edit Remove QK | Cancel |

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
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10. Select Smart Card or other certificate and click OK.

Hew Network Policy _ ) ]
Edit Protected EAP Properties B 5'
[ —
the dient. =ction request to match this policy. For EAP
Authentication methods: quest jith 802.1X or VPN, you must configure

bolicy authentication settings.

Smart Card or other certificate

Ok I Cancel | izl |
I [Move Down |

Add Edit | Remove | oK | Cancel |

¥ User can change password after it has sxpired
™ Encrypted authentication (CHAP)
™ Unencrypted authertication (FAP, SPAP)
™ Allow clients to connect without negotiating an authentication method.
™ Perform machine heatth check only

Previous | Net | Fish | Cancel |

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

11. Move up or remove the unwanted methods (in this example only Smart Card or other certificate was
configured) and click OK.

¥ Enable Fast Reconnect
[™ Disconnect Clients without Cryptobinding
Eap Types

Smart Card or other certificate

[Meve U

[Move Down

Il

Add Edit | Remove I OK | Cancel |

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
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12. Click Next (without changing the default values), and then click Finish.

13.

! Completing New Network Policy

Wi-F

Policy conditions:

You have successfully created the following network policy:

Condition | Value

ilser Groups

i Domain Users

MNAS Port Type  Wireless - IEEE 802 11 OR Wireleas - Cther

Policy settings:
Condition | Value -
Authertication Method EAP OR MS-CHAP w1 OR M5-CHAP v1 {User can change password after it has...
Access Pemmission Grant Access
Update Moncompliant Clients True
NAP Enforcement Allow full network access o
Framed-Protocal PPP
Service-Type Framed -
To close this wizard, click Finish.
Previous | I Ext | Finish I Cancel |

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

Move the new policy to the top of the Network Policies list.

Bl [ RADIUS Clients and Servers
5 RADIUS Clients
j'_—:j Remote RADIUS Server Groups
= éj Paolicies
| Connection Request Policies
|1 Metwork Policies
| Health Policies
5 Network Access Protection
B, Accounting
ﬂ Templates Management

=10/x|
File Acton View Help

Lo Ml ol

@ MPS {Local)

Network Policies

“ Metwork policies allow you to designate who is authorized to connect to the network and the
circumstances under which they can or cannot connect.

Enabled 1
Enabled 3
Enabled 2

C
Grant Access |
Deny Access L
Deny Access L

al |

|§§Connections to other access servers
jiCnnneu:tions to Microsoft Routing and Remote Access server

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
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Configuring Wi-Fi Device

The steps demonstrated below are for a TP-LINK 931F3E device.

1. Connect and login to TP-LINK Device > Under Wireless > Wireless Security, and fill in the fields as
follows:

e Select WPA/WPAZ2-Enterprise

e In Version, choose Automatic.

e In Encryption, choose Automatic

e InRadius Server IP, enter the Radius IP

e In Radius Password, enter the shared secret as configured previously

v E) - Y s - Page- Safety- Toos~

TP-LINK 300M Wireless N Router

Model No. TL-WRS41N | TL-WRE41ND

update) | optons;

S & WPA/WPA?2 - Enterprise

+ Disable Security - The wirelkess

Quick Setup n Iﬁ security function can be enabled or
Version: -
— s Aomeatic = disabled. If disabled, the wireless
2 Encryption: | Automatic LI siations wil be able to connect this
Network — device without encryption. & is
Radius Server IP: 152.168.0.11 recommended strongly that you choose
Wireless TR one of following options to enable
Radius Port: 165535, 0 stands for default 1812
- Wireless Settings = ! ( ‘ o e Gtk port. 14412) security.
Radius Password: 1234 * WPAMWPA2Z - Personal - Select WPA
based on pre-shared passphrase.
-Wireless MAC Filtering Group Key Update Period: 0 (in second, minimum is 30, 0 means no update) . :vt,::wm = Emse.rp”“ - Select WPA
ased on Radius Server,
- Wireless Advanced . WEP o WEP - Select 802 11 WEP securty
- Wireless Statistics Type: A tomatic -
= Each security opiion has is own seifings as
DHCP WEP Key Format: Iﬂmnd 'l described follows,
Forwarding
- Selected WEP K Key T
= s . i el WPAMWPAZ - Personal
ecurity Key 1: & | Disabled =
Parental Control = [—__] Version - You can select one of folowin
Key 2 © | Disabled = versions, «
Access Control E
; Key: € | [Disabled =]
Advanced Routing * Automatic - Select WPA-PSK or
Bandwidth Control Keys €| | Disablea ¥ WPAZ-PSK automatically based on the
wireless station’s capabilty and request.
IP & MAC Binding ¢ WPA-PSK - Pre-shared key of WPA
Dynamic DN S Save o WPAZ-PSK - Pre-shared key of WPAZ.
System Tools
FRISTH 1005 —1| Encryption - You can select sither Automatic,
1| or TKIP or AES.

(The screen image above is from tp-linkt® software. Trademarks are the property of their respective owners.)

2. Click Save.
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Configuring Wi-Fi Connection Client Side

Prerequisites: The steps Demonstrated below are for a Wi-Fi Connection that is already successfully
connected to the Wi-Fi Device, and where the authentication method has been changed to Certificate Based

Authentication.

1. Open Network and Sharing Center and click on the Wi-Fi Connection.

& Network and Sharing Center

1~ & > Control Panel > Network and Internet > Network and Sharing Center v O
View your basic network information and set up connections
Control Panel Home
View your active networks
Change adapter settings
Change advanced sharing TP-LINK_931F3E Access type: Mo Internet access
settings Public network Connections: «fl Wi-Fi (TP-LINK_931F2E)
Change your networking settings
ﬁn Set up a new connection or network
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.
E Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
2. Click Wireless Properties.
ofl] Wi-Fi Status
General
Connection
IPv4 Connectivity: MNo Internet access
IPvE Connectivity: No network access
Media State: Enabled
S55ID: TP-LINK_931F3E
Duration: 21:40:33
Speed: 130.0 Mbps
Signal Quality: :!ﬂ!
Wireless Properties
Activity
Sent — !E ——  Received
Bytes: 51,283 | 401,023
G Properties GDisab[e Diagnose
(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
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3. Inthe Wireless Network Properties window, click the Security tab, then click Advanced Settings.

ITP-LINK_931F3E Wireless Network Properties X

Connection Security

Security type: WPA2-Enterprise e

Encryption type: AES W

Choose a network authentication method:

Microsoft: Smart Card or other certifici ~ Settings

[JRemember my credentials for this connaction each
time I'm logged on

Advanced settings

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

4. Inthe Advanced Settings window, select the Specify authentication mode, then select User
Authentication

Advanced settings X

802.1X settings  802.11 settings
Specify authentication mode:
User authentication > Save credentials

Delete credentials for all user

[ Enable single sign on for this network

Perfarm immediately before user logon
Perform immediately after user logon

10 =

e

Allow additional dialogs to be displayed during single
sign an

This network uses separate virtual LANs for machine
and user authentication

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

5. Click OK to return to Wireless Network Properties, Security tab.
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6. Inthe Wireless Network Properties window, click the Security tab, then configure as follows:
e Security Type: select WPA2-Enterprise.
e Encryption Type: select AES.
e Choose anetwork authentication method: select Microsoft: Smart Card or other certificate

7. Click Settings (placed to the right of the Microsoft: Smart Card or other certificate).

TP-LINK_931F3E Wireless Network Properties pd

Connection Security

Security type: WPA2-Enterprise v

Encryption type: AES e

Choose a network authentication method:

Microsoft: Smart Card or other certifici ~ Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

8. Inthe Smart Card or other Certificate Properties window, under When Connecting, do the following:
e Select Use My Smart Card
e Select Use Simple certificate selection
e Select Verify the server’s identity by validating the certificate

e Under Trusted Root Certification Authorities, select the trusted domain root CA
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9. Click Advanced.

Smart Card or other Certificate Properties X

When connecting:
(@ Use my smart card

Advanced

O Use a certificate on this computer

Use simple certificate selection (Recommended)
[w] Verify the server's identity by validating the cerfificate

[T]Connectto these servers (examples:srvl:srv2:.*, srv3l.com):

Trusted Root Cerification Authorities:

[] QuoVadis Root Certification Authority ~
[] symantec Enterprise Mobile Root for Microsoft
tasts-WIN-BOR405MQGID-CA

|:| thawte Primary Root CA

[] Thawte Timestamping CA

[] UTN-USERFirst-Object

|:| WeriSign Class 3 Public Primary Certification Authority - G5
[] VeriSign Universal Root Certification Authority

< >

View Certificate

[ ]Don't prompt user to authorize new servers or trusted certification
autharities.

|:| Use a different user name for the connection

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

10. In the Configure Certificate Selection window, select Certificate Issuer and select the trusted domain
root CA.

Configure Certificate Selection X

Configure Certificate Selection

! Certificate Issuer
Select One or multiple certificates issuers to be used for the certificate

[ Microsoft Root Certificate Autharity 2011 ~
O Quovadis Root Certification Authority

O symantec Enterprise Mobile Root for Microsoft
tasts-WIN-BOR40SMQGAD-CA

[ thawte Primary Root CA

O Thawte Timestamping CA

O UTN-USERFirst-Object

[ veriSign Class 3 Public Primary Certification Authority - G5

[ veriSign Universal Root Certification Authority ¥

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

11. Click OK repeatedly until all the screens are closed.
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Running the Solution

Enroll a Smartcard User certificate on the smart card/token.

1. Connect token.

2. From the Windows Taskbar menu, select Network > Wi-Fi.

TP-LINK_931F3E
( %

Airplane mode

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
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3. Select the Wi-Fi network and click Connect.

TP-LINK 931F3E
@ -. 9313

xcured

[ ] Connect automatically

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)

4. Inthe Windows Security Sign in window, enter the credentials in the Smart card credential field, and
click OK.

Windows Security

Sign in

Administrator
Administrator@tasts.com

Smart card credential

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
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The Wi-Fi is now connected.

Media State: Enabled
S5ID: TP-LINK_931F3E
Duration: 00:02:06
Speed: 130.0 Mbps
Signal Quality: 5!!!!
Details... || Wireless Properties |
Activity
Sent — M a ——  Received
Bytes: 17,259 I 27,919
: !;Propenies GDFsabte . Diagnose
Close

(The screen image above is from Microsoft® software. Trademarks are the property of their respective owners.)
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Support Contacts

If you encounter a problem while installing, registering, or operating this product, refer to the documentation. If
you cannot resolve the issue, contact your supplier or Gemalto Customer Support.

Gemalto Customer Support operates 24 hours a day, 7 days a week. Your level of access to this service is
governed by the support plan arrangements made between Gemalto and your organization. Please consult this
support plan for further information about your entitlements, including the hours when telephone support is
available to you.

Customer Support Portal

The Customer Support Portal, at https://supportportal.gemalto.com, is a where you can find solutions for most
common problems. The Customer Support Portal is a comprehensive, fully searchable database of support
resources, including software and firmware downloads, release notes listing known problems and workarounds,
a knowledge base, FAQs, product documentation, technical notes, and more. You can also use the portal to
create and manage support cases.

lﬁ NOTE: You require an account to access the Customer Support Portal. To create
a new account, go to the portal and click on the REGISTER link.

Telephone Support

If you have an urgent problem, or cannot access the Customer Support Portal, you can contact Customer
Support by telephone. Calls to Customer Support are handled on a priority basis.

Region Telephone number
(Subject to change. An up-to-date list is maintained on the Customer Support Portal)

Global +1-410-931-7520
Australia 1800.020.183
China North: 10800-713-1971

South: 10800-1301-932

France 0800-912-857
Germany 0800-181-6374
India 000.800.100.4290
Israel 180-931-5798
Italy 800-786-421
Japan 0066 3382 1699
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https://supportportal.gemalto.com/

Region Telephone number
(Subject to change. An up-to-date list is maintained on the Customer Support Portal)
Korea +82 2 3429 1055
Netherlands 0800.022.2996
New Zealand 0800.440.359
Portugal 800.863.499
Singapore 800.1302.029
Spain 900.938.717
Sweden 020.791.028
Switzerland 0800.564.849

United Kingdom

0800.056.3158

United States

(800) 545-6608
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